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- ldentity Services Engine 1.0MR(VMware AE 0|0|X| B{7)
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Hame IP Address Credential
Vimware Host 10.10.10.2 |(Machine used fo host the ISE 1.0 MR vmwane server files)
Identity Senice Engine 10.10.10.70 [admin/ default 1A
Active Directory! DNS/ DHCP/ CA Server |10.10.10.10 | (Machine used fo host Active Directory DNS/ DHCPS CA Server)
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Session_ID= Session_IDE 123t= O A& ELICt O] Af AuthC (re-Auth) 0l M= URL-Redirect
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CoA-ReAuth: RFC 3576 MHoZ g MSHELICE oMo X|HEIRE 7|E CoA B0 ReAuth 7|
50| FIHz|R&LICEH

RADIUS NAC M2 CoA7l Z&35t7| s 2235t X[B O] 7|S M &= HHEFA LT},
A AMEJ ACL: 2EI0|1E 7 POSTURE_REQ AFEHO /€ I WLCS| 7|2 SE2 DHCP/DNSE
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1. 22I0|YUE £ dot1x 2B E AI&35l04 QIS ErLIC

2. RADIUS Access Accept(RADIUS HA|A =2h= ZE 800 CHt 2|C[AMEI URL 2 IP T4
U ZE 518 == VLAN A28 Z&5= A @13 ACLE ™E LI
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2 MeHEILICE o] HEHS| EEI0|ME £ ISE A S 41504 ISE NAC Aol 72 El Z=4n}
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4. 22t0|1E | NAC Agent7t & Ell ZAE(Z E 800 CHEH EBHE)S AIZELICEH Of0|ME T} =
E 800 HTTP AM QM S TM&stH HEER = AAMA £2l0 MSE URLE 2[C|=MHE L
Ct. ISEE 2EI0|ME7I ¢1AE A|L st Et0|MEN R SHEOHE Je g1 U&Lch
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2 SAlgLct
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WLCE ARIE MHIAE 2|5 CoA-ReqE X|#45HOF EHLICH.
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1. B0Z.1x Authentication Phase
- »>
2. Access Accept (URL redirect Port 80 [ACL
e [IP addr, Part]})
=5
3. Apply (ACL) and migve to posturs state
4. HTTP GET request [B0)
5. URL redirect received in
Access Accept
e
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- RADIUS(Calling-Station-ID): MAC &4 (OUNE N3 &FLICt.
. DHCP(host-name): 3AE 0|8 - 7|2 3AE 0|20{& C|HIO|A R80| Z&E £ laLct
(04: jsmith-ipad).
- DNS(&&f IP Z2[): FQDN - 7|2 3AE 0|&0|= C|Hlo|A f¥€0o| Z&E £+ /JU&LCH
- HTTP(User-Agent): £ T HtY C|HO|A R0 CHEF MEALE
iPad2| O] ool Z 21} AP = User-Agent EM0IM & EEIM HEE ZX5tT 28 HIAIX|0
MECHE HTTP §4E A0 IEXQIE 8§ S50 F7tgLCH
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1. https://ISEip 40 CHEH 222X &2 dLct.
2. Administration(Z 2l) > Identity Management(ID & 2I) > Identities(ID)2 O|S gtLIC}

cisco ldentity Services Engine

P T Administration v

o'aSystem | Gl Identity Managemé 3o System 53 Identity Management
(identties  Groups  External Deployment %
— Licensing Grouns \
Identities Certificates Extarnal Identity Sources
""-I

3. Users(AF&XHE ME8t CFS Add (Network Access User)(UWIE 3 HMA AFEXHE 28IE
LICt Ct2 AFE A} 2t 3dstn 2 a5 o Y FLICHOIE: employeeH|2HS:
XXXX

P B e TR Administration v

«'= System SR Identity Management  [jjj Network Resources  |+L Guest Management
{ Identities Groups External Identity Sources Identity Source Sequences Settings

Identities | Network Access Users
(.-T ’D“b J ed M @CWM: -

E;ﬂ/ Vv Status \ Name

¥

. Endpoints »




v e el

«%s System | Gl identity Management = [jjjj Network Resources |4 Guest Management

Idantities Groups External Identity Sources |dentity Sourca Sequence Seftings

o —————
Idantities | l Natwork Access Lsers > Mew Mebtwork Access User

~ o) * Network Access User

L% . F

- v hk

= users . = * Mame mployee . Status
[ Endpoints > Emai |

* Password

* Password |n-|uu-|- / |

* Re-Enler Password |—-—- |

r User Information

4. Submit(M|&)g SF2IELICHOIE: AILRIHIZEH S XXXX
5. F 0{7IRE7} BF MME|QIEX| #olgtLC

(1' PJ r‘ Edt =i Add L] Change Status ~ ek Import
- ’ v Status - Name Des|
k= Uners * | | BlEnabled contractor 4 '
& Endpoints : ' Enabled 2. employee

ISEOX]| Wireless LAN Controller =7}
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913 ClHHO|AE IP FAE 7|o 2 BO|EILIC ISE HIEI ClHHO|A BHOlolME IP T4 #e
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RADIUS EAlof| Zedt 74 2|0l = ISE HIE 3 C|H}O|A Zolol= SNMP & SSHet ZH2 &

ISE/C|HFO|A& Saloi CHEt Mol 23 E|o{ &Lt
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1. ISE0I A Administration(22]) > Network Resources(HIE {3 2|4 24 ) > Network Devices(L|
E9|3 ClHto|&)2 oS #Lch



& vome e+ roy + ST

w'a Gysten S identty Management | [ Metwork Resources | [a] Guest Management
{ Habwork Devices Network Devica Groups Extarnal RADIUS Servars RADILS Server Sequences 5064 AAA Servers

e % Davices F Mptwork Darvicas. List > Mo Matwork Daneca
C P) m ‘-|

&- it Description

= Mataork Doiciog B

il Dstout Device | * IP Address: [10.10.10.5 [tz |
MocelName [ -]

Sofware Verson [ 7]

* Network Devioe Group

Location | AN Locasons s [[SetToDotast
Device Typs ANl Device Types =| [ SetToDefast

‘ » Authentication Seitings
Enable Authenticalion Seflings
Prowocal  AADIUS
* Shared Secret [smes| | [ show

[+ NMP Semings
[) » Secunty Geoup Accass (SGA)
L) » Devics Configuration Deployment

2. Network Devices(H|E3 C|HFO|A)0A Add(E7HE FRIELICH IP FAE 245t

Authentication Setting(21& MH)2 0tA 3 %28 CIE 3R S 2 'cisco'S 238fLCH.
3.WLC &5 MEST SEoM HEEHE &It

o'=System [l identity Management [ Network Resources | | Guest Managament
{ Meatwork Devices Metwork Device Groups External RADILS Servers AADIUS Server Sequences SEA AMA Servers

Jei deadd  [youpicas | ompet i Exped v 3 Dotetn
| pod-wic 10.10.10.5322 All Locations

T eIS52 T ISE 7

802.1x M ZEI0|MEE 9I5 351 ID XMEAZ Active DirectoryE AF835HT 5 ISEE 750k &
L|CH.

CHE EHHIE 22 3HUAl
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1. ISE0 M Policy(%2l) > Authentication(2!&)2 2 0|SEtLIC}.
2. Dot1x > Wired_802.1X (-)& 22!5t0o{ & & &Lt
3. 7|04 oto|2 2 E85t0q 2tolEHEldM EHE FIHELICE



|y muinenbcaton | [ Aothorestion | 4 Frofing [ Bostue g Glenl Preioning | L) Seoury Group Access s Policy Elee s
Pulicg Tegs [ Eimple (=) Rue-Eased
* Rule Dased
8- e ¢ [T s s exinas] <9 @ o
B - Datix [ | wired_pozix =r#-.wn wicot | Allased Fralocsl : Dt Mot | ocd.. i Aedoas -
B - Dl Rule 000 msish A [ Addad Condinng Below i by (| -
Cordfitign Namre Expremmnn
wwe_B02in 9| it Tt
e Anebunatal
_‘ Az Cand ban from Lisean
Dizieie "!1_']

4. 274 MB = 20| M Compound Condition(5 & =) > Wireless_802.1XE& MEHEL|Ct
* Dot | if | wired_802.1X < | allow protocols | Allowed Protocol : Defaul
+ Default Rule (if no match) d [ Add Al Conditions Below to Library

Condition Name Expression
W | wired_802.1x |
| Select Condition ) | . #
Compound Condition

Il
i

¥ Wired_MAB

U Wired_6021X

U Wireless_802.1X
B Switch_Local_Web

ritication

5. Express 2712 ORZ ™ &rLct.

6. after allow protocols(ZE2EEZ

=22 E Mgt

GEEIENE

B -

Doerfaull Rube (F o match)

= | |Daity it

g &3t 7|2 Internal Users(LIE AFE X (7]

= | aliow protocols | Allowed Proloccl . Defaull Mebteoi el 300 3

Wirgd_Si12 13 A

a H Add All Condilions Below by Library
Conddion Mame Expressaan
#Wired_anz.1x |
o wiineless_B0ZAN W Acondition 1o match 6n 802,13 bazed Quinenication reque




':«;Ifs'él.;'.' l[dentity Services Enaine

iy Home  Monitor = Folicy = Administration »

|4 Authentic ation L Authorizaton b Profiling __"T"'. FPasture |ﬂ Client Provisioning |; Security Group Access

Policy Type () Simple () Rule-Based

* Hule Based

- |mﬂ I‘[ Wired_MaB ] allow protocols |Nlmd Protocol : Defaull Met
= [Dot1x |~[ Wired_8021X 0. < J allow protocals | Allowed Pratocol : Default Nef
B - Defaut use | Infernal Users |

|dentity Source | Intarnal Users

Options
Ifauthentication failed | Reject -
= | Default Rule (f no match) allgw prg .
ifuser notfound | Reject >
if process failed | Drop -

7.CHE RE E52 7|24z EUL M¥ & 2&Ist0{ BHE 2 =& LICH

HE 2|30 WLC &

Cisco 2500 Wireless LAN Controller & A& A= Cisco 2500 Series Wireless Controller 25 A
HMOME XS ELICE

Startup Wizard& Al83t0{ ZHEEZ 74

(Cisco Controller)
Wel come to the Cisco Wzard Configuration Tool Use the '-' character to backup
Woul d you like to termnate autoinstall? [yes]: yes AUTO | NSTALL: process term nated
-- no configuration | oaded System Nanme [Ci sco_d9: 24: 44] (31 characters nax):
| SE- Podx Enter Administrative User Nane (24 characters nmax): admn
Enter Admi nistrative Password
(3 to 24 characters): Ciscol23
Re-enter Admi nistrative Password: Ci scol23
Managenent Interface | P Address: 10.10.10.5
Managenent | nterface Netmask: 255.255.255.0
Managenent Interface Default Router: 10.10.10.1
Managenent Interface VLAN Identifier (0 = untagged): O
Managenent Interface Port Num[1 to 4]: 1
Managenent |nterface DHCP Server |P Address: 10.10.10.10
Virtual Gateway |IP Address: 1.1.1.1
Mobi lity/ RF Group Name: |SE
Net wor k Nanme (SSID): PODx
Configure DHCP Bridging Mdde [yes][NJ: no
Allow Static | P Addresses [YES][no]: no
Configure a RADIUS Server now? [YES][no]: no
Warni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.


/c/ko_kr/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html
/c/ko_kr/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html

Enter Country Code list (enter '"help' for a list of countries) [US]: US

Enabl e 802. 11b Network [YES][no]: yes
Enabl e 802. 11a Network [YES][no]: yes
Enabl e 802. 11g Network [YES][no]: yes
Enabl e Auto-RF [YES][no]: yes
Configure a NTP server now? [ YES][nho]: no
Configure the ntp systemtine now? [ YES][no]: yes
Enter the date in M DD YY format: midd/yy
Enter the time in HH MM SS format: hh:nm ss
Configuration correct? If yes, systemw |l save it and reset. [yes][NJO: vyes
Configuration saved!
Resetting systemw th new configuration...
Restarting system

Lol AQ{X| ZHI|2|0]M

HEE{= ™8t AR|X|(Fast Ethernet 1)2| O|HY! Z Eof AZFELICH HO|H AL|X| ZEE=
802.1Q EHIE 7 ME|H EHI O] ZE VLANS &%L|Ct 0|E|E VLAN 102 Al235tH
WLCS| 2| QE{H|0|AE 14 E £ U&LICt.

802.1Q 2%|X| ZE F &2 Ot £ &Lct

swi t chport

swi tchport trunk encapsul ati on dot 1q
swi tchport trunk native VLAN 10

swi tchport node trunk

end

WLCol| 218 HH(ISE) F7t

FMA=ZQIE0] 802.1X L CoA 7|52 ArE35IEdH ISEE WLCOH| F7}5HoF g LICt.

ChS HHE 225t AAI2

1. HE}2X{E ¥T Pod WLC(E O HTTP AFR)0l §1Z3HLICHhttps://wlc).
2. Security(5 2t) > Authentication(215) > New(MZ Bt&E7)E OIS & LICH



MONITOR

WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACI

WLANS

Confirm Shared Secret

CONTROLLER

RADIUS Authentication Servers > New

Server [ndex (Priorty) 1 =
Server [P Address 10.10.10.70
Shared Secret Format ASCIT -
Shared Secret LT

ee W

= (Designed for FIFS customers and reguires a key wrap compliant RADIUS server)
Part Number 812

Server Status Enabled =

Support for RFC 3576 Enabled - *...

Server Timeout 2 seconds

Netwark User | Enable

Management | Enabla

IPSec Enable

X2k Arﬂm

EA 101010 70(&E 202 S 25 ciscoRFC 3576(CoA)

£)7IEPE'= AP g 72

4. Apply(HE)E 2=I5t0d 7% TI-E L l:r.
5. RADIUS Accounting(RADIUS 0{7}2 &) > ADD NEW(MZ F=7)& MEigrct

N
CISCO MOMITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT C
Security RADIUS Accounting Servers > New
¥ AAA Server Index (Priorty) e S
General H
= RADIUS Server [P Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCII -
Fallback Shared Secret sEEEE
TACACS+
LDapP Confirm Shared Secrat sanna ‘\\
Local Mat Users
MAC Filtering Part Number 1813
Disabled Clients Server Status Enabled «
Lz&r Login Policies
AP Policigs Server Timeout 2 SECongs
Password Polices —
Metwork User ¥ Enable
¥ Local EAP
IFSec Emable
¥ Priority Order
¥ Certificate
6.CIS Zte U3ELICH ME IP £4:10.10.10.702 % & 35: cisco?|EF 2 E ALE: 7|27

ok

7. Apply(H8)E 28t

WLC & 5% IEH|0|A BHE

ChS wLCoi CHEt 5"|1L|ZLE4|0|/“=|% M

= 7|

WLCO| CHEH M &

QIE{H|0|&& F7tst 1 O|F Z VLANOI| OHE

2rLICt.

I5te{™ C} =

CHAE

2= 5ty




1. WLCH|M Controller(ZAE £24) > Interfaces(2/E{H|0|A)E O|SEILICH. 17 CHE New(ME
OHE7|) & St

3.!1I! L qur.mr_uru B i, K L -
EROMITC LAY =] i EECU MANGGEMENT  COMMANDS  HELP  FEECEACK
Controller Interfaces Mew._. I
General
Inwentory Interface Nams wWLaAM ldentifier 1P Address Interface Type Dynamee &P S anagemme s L
'rnlg‘rfuts'#:ﬂ urtagpsd .10 s Static Enshlad
Tnterface Graups wirbial WA 1114 Statie Mot Suppomed

2. WLCO{| M Controller(ZAE & 24) > Interfaces(2/E{H0|A)2 o|S&fL|Ct CtSS = gfL(ct. el
E{m|0|A O|F: EmployeeVLAN ID:
11

MONITOR WLANs CONTROLLER WIRELESS SECUR

Interfaces > New

Interface Name lEmpluyee {

3. Al CIE{T|O|AO]| Cl2 2 ¢EdsLIClZE B15: 1VLAN AEEX}E: 11IP £A:10.10.11.540t
A 3:255.255.255.0H 0| E0]: 10.10.11.1DHCP:
10.10.10.10

VLAN Id [11




Configuration

0

Quarantine

Quarantine Vlan Id 0

Physical Information

Port Number
Backup Port
Active Port

Enable Dynamic AP Management

Interface Address

VLAN Identifier
IP Address
Netmask

Gateway

DHCP Information

Primary DHCP Server

Secondary DHCP Server

\“J‘

0
0
C

11
10.10.11.5 ’

255.255.255.0

10.10.11.1 '_

1I:l.1I:I.1l:I.1I‘II'F

4. 81 Z# S QIE{T|0| AT MAEI=R| 2HOl%

SECURITY MANAGEMENT  COMMA

CISCO
Controller Interfaces
General
Inventory Interface Mame
Interfaces gmployee
Interface Groups LD T
Multicast yirtual

YLAM Identifier IP Address

11 10.10.11.%
untagged 10.10.10.5
B/ 1114

Interface Type
Diynamie

Static

Static




WLC HAE 8™ 2IEH 0|A MM

WLCO| CHEF M| S& OIE{H|0|AE F 751 0|2 HAE VLANO| OZE5t2{H CIS CHAIE 2t2 5
MAI2.

1. WLCH| M Controller(ZAE &) > Interfaces(2/E{H|0|A)2 O|S&FLICt 27 CHS New(ME
oHE7))E S2gLict

2. WLCO{| M Controller(ZAE & 24) > Interfaces(2/E{H 0| &) 2 O|SgfLICt Ct22 =g LIcH 2l
E{H O|A O|&: GuestVLAN ID:

12
NI
CISCO MONITOR WLANs CONTROLLER WIRELE
Controller Interfaces > New
General Interface Name  |Guest *—
Inventory

VLAN Id |12
Interfaces *_ \

Intarfaca Crounc
3. HAE QlE{H|o|A0] CHEH CIS S U= ELICHEZE B35 1VLAN AlEXE: 121P A
10.10.12.54'0FA 3: 255.255.255.0|0| E2J|0]: 10.10.12.1DHCP:
10.10.10.10




Configuration

Quarantine =
Quarantine Vian Id .El

Physical Information
Port Number 1 I

Backup Port
Active Port

0
0
Enable Dynamic AP Management =

Interface Address
VLAN Identifier 12 ‘ | g
Netmask 255.255.255.0

Gateway 10.10.12.1 ’.

DHCP Information

Primary DHCP Server 10.10.10.10 #—

Secondary DHCP Server

Access Control List

ACL Name | none =

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

4. NAE QE{H0|A 7} F=IHEIRAE X FlghL/cH



cISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMAM

Controller Interfaces
General
Inventory Interface Name VLAMN Identifier 1P Address Interface Type
|m,.|.far.m,#-_- gmplpyes 11 10.10.11.5 Dy namic
Interface Groups guest 12 10.10.12.5 Diynamic
Multicast J [MAnagement untagged 10.10,10.5 Stabic

b Internal DHCP Server “oi& Lt i11a e

802.1x WLAN F7}

WLCS| £7| REAEMO|M 7|2 WLANO| MME|IRES = UA&LICH 0| B2 AdHAMof| HHEE CH
2 £4802.1X 215 K| T=E =5 7HLE Al WLANS MAEHL|Ct.

CHE BAE 225t MAIR

1. WLCOi Al WLAN(WLAN) > Create New(MZ BHE7|)2 o|S&L|Ct

tllhllh Save Configuration  Ping  Logout  Re

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDE

WLANS WLANS Entries 0 - 0 o

b WiLAMNS Currant Filtar: None [Change Filber] [Clear Filter]) Go
WLANs

v Advanced Lo

Enable Selectad

: WLAN ID Type Profile Name WLAN S5ID Admin Stabus ave Eeleched

2. WLANO| Ct22 &g LICt T2 E 0|&: pod1xSSID: 5
.lll.tll.
CISCO MONITOR  WiANs CONTROLLER SECURITY  MAMNAGEMENT
WLANS WLANS > MNewr
- WLANSs
WLANS ) Trl:-a.n WLAN -
b Adwrnrcad Profile Marne |p|:||:|1x

SSID [podix ‘
o I__‘.__ !I-I

3. WLAN settings(WLAN M%) > General(th) Bl CIHS S AFSEHL
Ho|A/OE: #el7[Et 2E AtE: 7|24

o
-0
x
ox
12
H
4n
ro
m



MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit ‘pod1x’

General ! Security T QoS T Advanced ]

Profile Name podlx

Type WLAN

SSID podlx

Status I Enabled

Security Policies [wWPAZ][Auth{B802.1X)]

(Modifications done under security tab w

Radio Policy All hd
!3":;_';';‘5::3” ntarcace managernent v ?!

Multicast Vlan Feature I Enabled
Broadcast SSID ¥ Enabled

4. WLAN > Security(22t) & > Layer 2(20|04 2)0{| A CtES 2 A& gLt gifolo{ 2 20t
‘WPA+WPA2WPA2 Z&H/ot & 3 AFR/AESQIE 7| &2l

ok



MONITOR  WLANs CONTROLLER ~ WIRELESS SECUF

WLANSs > Edit ‘pod1x

|; General | | Sec:urity‘Qns | Advanced |

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security & | WPA+WPAZ (

[~ Z8MAC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy v

WPAZ Encryption v aes I TKIP
Auth Key Mgmt [802.1% N

802.1X
5. WLAN > Security(=22t) B > AAA Servers(AAA MH)0IlM CI2 2 MAEHLICHFM M S0

M7| QE{H O] A: AHE oF B RIB/AHIE | ME: AFE A 1:

10.10.10.70

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS H

WLANSs > Edit ‘pod1x’

~ General | Security | QoS | Advanced |
~ Layer2 | Layer3 | AAA Eunrurs*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers L)

Radius Server Overwrite interface [~ Enabled

\;ﬂhentlcatiun Servers ‘.ﬁtcnuntmq Servers
Enabled M Enabled

Server 1 | IP:10.10.10.70, Port: 1812 ;I [1P:10,10.10,70, Port: 1813 =

Server 2 | None =] | Mone =l

Server 3 | None =] | Mone =l
|| _Local EAP Authentication

6. WLAN(WLAN) > Advanced(&) B0 M CtS 2 A& LICt Allow AAA Override(AAA R 2



&{8): Enabled(& A&} NAC State(NAC A EH): Radius NAC(A1EH

)

WLANS > Edit "podix’

MOMNITOR WLahs COMNTROLLER WIRELESS > JRITY

| General | Security | QoS | .I.du-nrtcedr-_

Allowe AR Owerride
Cowerage Hole Detaction

Enable Session Timeout

fronet [E

Diagnostc Channel

IPv6 Enable L
Owerride Interface ACL
PFZF Blocking Action

Client Exclusion

Maxirmurn & |lowed
Clients 2

Stabic IP Tunneling iz

¥ Enabled
¥ Enabled

r Ilﬂﬂﬂ

Secsion Timeout [secs)
W Enabled
™ Enabled
-
[Nnnz 3
| Disabled =

|50
Timeout Yalue {secs)

¥ Enabled

T

[ Enabled

MARNGGLEMERT COMMANDS HELF FEEDBALE

HLF

DHCP Server C overids

DHCP Addr. Assignmant [ Required

Yanagement Frame Protection {MFP})

MFP Client Protection ¥ [ptional =]

DTIM Period {in beacon intervals)

802.11afn (1 -288) |1

802.11b/g/n (L - 255) |1
WAL

WaC State [Radius NAC =

Load Balancing and Band Select

7. WLAN > General(g}) £ > Enable WLAN(WLAN & A3 (gfQlghe 2 solztL|ct




WLANs > Edit 'pod1x’

General | Security | QoS | Advanced

Profile Name podlx

Type WLAN

SEID podlx (
Status ﬁ Enable

Security Policies [wWPaAazZ][Auth{BDZ2.1X)]
(Modifications done under security tab

Radio Policy | all -]
Interface/Interface |
Group(G) management -

Multicast Vlan Feature | Enabled
Broadcast SSID V¥ Enabled

=

LC S QIEHHO|A HAE

E8t 22 A HAE QIE{H|0|AE Al stAH &Qlshof gfL|CH 2= CIHIO|AE A2 3104
LANO{| 24738t Ct= WLAN QIE{H|o|A &2 #HZEstL|Ct.

1. WLCO{| A WLAN(WLAN) > WLANS(WLAN)Z O|SEfLICt O™ d&0f| A MAdst Hot
SSIDE +=%5lz{m Z2IFLct

2. Interface/Interface Group(Q!E{H O|A/QIE{H| 0| A T1&)2 Employee(&H)E #4E5 OIS
Apply(HE)& S=IgFLCH



wfear],

CI5CO MONITOR WLANs CONTROLLER WIRELESS SECURIT
WLANS WLANs > Edit ‘podi1x’
x WLANs *Generul  Security | QoS | Advanced
LA | rity | QoS | |

g Advanced Frofile Marne podix
Type WLAN
S3ID podlx
Status W Enabled
Security Palicies [WPAZ][Auth{BDZ.1X)]

(Modifications done under security t

Radio Policy [ all |

Interface/Interface '
Group(G) [management = ldie™

Multicast Vlan Feature

guest
management

Broadcast S5ID

3. 2HIZH 2 HE A2 C|HIO|AE |2 VLAN(10.10.11.0/24)AM IP FAE £ AIEHLICE O]
oAM= M IP FAE 7HXK{2 = i0S C|HIO|AE Eo{FL|CH



Wi-F Networks | podix

[ Forget this Network J
IP Address

_ BootP I . Static/;

o .
IP Address 10.10.11.100

4. 0| QIE{H|0|A T} =Qlz[Td WLAN QIE{H|O|A Y S GuestZ #1751 ApplyE &2 EL]
=)



CISCO MONITOR WLANs CONTROLLER WIRELESS S
WLANSs WLANSs > Edit 'padhi
' wmwwmm General [ Security "|" QoS "|f Advanced ]
= .4
’ Advances Profile Name podlx
Type WLAN
Ss51D podlx
Status M Enabled
Security Policies [wPAZ][Auth({BDZ2.1X)]

{Modifications done under 58

Radio Policy | Al -]

Interface/Interface
Groupl(3)

Multicast Ylan Feature

Broadcast SSID

5. 2HI2H TAE 2L ClHIO|AE HIAE VLAN(10.10.12.0/24)0 M IP FAE % Al8tL|Ct O

ololM= M IP FAE 7HX{ 2= i0S C|HO|AE EoiELICt



" Wi-Fi Networks

podix

Forget this Network ‘

IP Address

DHCP

BootP

Static ‘

_I'-i-
¥

T
\

IP Address 10.10.12.102
6. 52: QIE|T0|A BT S ChA| 243Y BHalZ HAF LI

A
7. Apply(H)E E&l5t1

iOS(iPhone/iPad)& £M

5 QIS El SSIDE

1.i0S I:|I:||'O|/\0'||A‘| WLAN 4
802.1X &4 SSIDE MEHEFL|C}.

2. HZASIE{H CI= HEE NMEHAAIL
contractor (internal - Contractor)H| 2l

WLCO CiEh Au|agojMdE MEE

elE

iPhone, iPad EE = iPod2t Z'2 i0S C|HIO|AE AR50 L&
S wWLCo| d8gLIcH SHE IR &t = E

dEo= O|SHLICH WIFIZ E

LICE.

AERHEE SE AD AIERHE &
42 ol BH|E ZLELICH

F8HEE CHE oI Mol M et

A&t OlE:

3
— =t

employee (internal - Employee) ===



. ATET = 4:31 PM =

cancel Enter Password

Username aduser

Password eeesssse ‘

Mode Automatic >

1]2]3]4]sfe]7]8]s]0
-1/]: (D) ]s]s]e]

XXXX
3.ISE QIEME &Qlstzd 228t



s... ATET 3G 4:31 PM ==, ]

Enter Password CEI’ti‘ﬁ{: ﬂtE

i“.mm.r"dﬂ'm ﬂ‘.¢- -
corp-RFDEMO-CA

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

4.i0S C|HFO|A 7} ZE|(VLAN10) CIE{H O|AMM IP FAE 7K1

ol



... ATET =

4:31 PM =

Wi-Fi Networks ~ pod1X

Forget this Network
IP Address
BootP Static

IP Address 10.10.10.102
Subnet Mask 255.255.255.0
Router 10.10.10.1
DNS 10.10.10.10
Search Domains corp.rf-demo.com
Client ID

5. WLC > Monitor > ClientsO| A Al 2, AE 3! EAP &

o

Hl

==
A

st

of

L=

x

ol
—

Im



Ct.

CISCO MONITOR  WLANS CONTROLLER WIRELE
Monitor Clients > Detail
Summary
b Access Points Client Properties
b Cisco Cleandir MAC Address 5c:59:48:40:82:84d
b Statistics IP Address 10.10.10.102
¥ CDP Client Type Regular
¥ Rogues User Name aduser
Clients Port Number 1
Multicast Interface ranagement
Mobility Peer IP Address N/A
Policy Manager State RUN
Management Frame Mo
Protection
Security Information
Security Policy
Completed LLL
Policy Type RSH (WPAZ)
Encryption Cipher CCMP (AES)
EAP Type PEAP
SNMP NAC State Access
Radius NAC State RUMN

AAL Overnde ACL Name none

6. OFAH7}X|2 2210|1E ME = ISE > Monitor > Authentication H|O|X|0l| M M2 & £+

Ct

ol
A

Fa
=

L




cisco ldentity Services Engine

& Home m Folicy »  Adminisiration =

B Authentications I 'E'.ﬂdarms  Reports % Troubleshoot

.Lé‘.ﬁ.ddnrﬁerrwe Columns = @Rr{rm

SRMAME Endpaint iI0 Miteinrk DAl | Authdnzation Profiles | ldent)
Jul 13,11 0423936573 PM a I G S9-AE-40A2E0  WLGC Permilsctess
Jul 13,11 04:36:46.285 PM a SIS BT EC80-4E4082E0 2 WLE Parmildccass

7. MlMdofl CHEt REMIE HEE 2 B4 Details(M S ALE) of0|2 2 =g LICH

1T N .
cisco |dentity Services Engine

= = ™

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session D : 15e/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
RADIUS Status: Authentication succeeded
NAS Failure:

Username: aduser

MAC/IP Address: 6C:59:48:40:82:8D

Metwork Device: WLC : 10.10.10.5 :

Allowed Protocol: Default Network Access
|dentity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PEAP(EAP-MSCHAP2)




WLCOH| ZAX 2|c|zlM ACL F7}

Posture 2|C|2M ACLE ISE7} ZA X0 CHEF 22}0|1EE N|EHsH= O A}%%}E WLCOHA-I -4
Z|L|C}. ACL2 ISE Zto| ErfEIE s1txo 2 2|1 %|Ast 5{28fLCt EHed 32 0| ACLO

Mei alg #obg % olan

= T AAE=

1. WLC > Security > Access Control Lists > Access Control Lists£ O|SfL|Ct. A{2 BHE7|E
Z2/grict

alvales Sove Configuration  Ping  Logout Refres

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDE

Security Access Control Lists -

 AAA
General Enable Counters ]
v RADIUS
Authentication
Acoounting
Fallback
F TACACSH
LDAP
Local Met Users
MAC Filtering
Disabled Clants 8
Leer Losgin Policies
AP Policses
Password Policies

F Local EAP

F Priority Order
F Certificate

* Access Contral Li
Aceess Control Lists
CPU Acoess Contrgl Lists

2. ACLOI| CHB O|=(ACL-POSTURE-REDIRECT)S A Z&hLct

CISCO MONITOR WLANS CONTROLLER WIRELESS

Security Access Control Lists > New

* RAA
General Access Control List Name |ACL-F05TURE-RED]RELi

w RADIUS
Authentication
ACCoUnting
Fallback

3. Al ACLO CHEF Add New Rule2 Z=2I8fLICH CHS 212 ACL AIHA ZfSE #1. R E|H
Apply(K8)E Z2IgLICHE/: AnyCH4k: IP =4 10.10.10.70, 255.255.255.255 Z 2 EZ: 2

S HE




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source | E ?

) P Address Metmask !
Destinetion m ‘ 10.10.10.70 255.255.255.255
Protocol | Any #

DSCP [ E B
Direction | Any -+

Action [ Permit ?

4. AMBATL FILEIIEXR] FelghLict

Seq  Action Source IP/Mask IPfMask Protocol Source Port Dest Port DSCP Direction MNumber of Hits

5. Add New Rule® Z2/2fLIC} CH2 242 ACL AIHA ZIo 2 #2. 22 5|H Apply(H8)E 23
grLICH &R : IP Address 10.10.10.70, 255.255.255.255Destination(CH&): Any(2F)Z2E Z:

DEEM: FHE

Sequence ‘ 2

1P Address Metmask r
Source IP Address 10.10.10.70 255.255.255.25
Destination LEL_Jg'

Protocol | Any "

DSCP _Any B
Direction | Any

Action Permit g

6. AIBATF ZILEIQER| &QIgtLICH

Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit f ! Bny Any Any Army  Any
0.0.0.0 255,255 255 255

10.10.10.70 0.0.0.0
/ !

255.255.255.255  0.0.0.0




7.CH2 212 ACL AIHA ZIo 2 #3. 2t 2 E|™ Apply(H)E 228 ERX:
AnyDestination(CH&): Any(2F)Z2E Z: UDPAA X E: DNSDestination Port(CH& ZE):

Any(2F)5H: 518

Sequence

Source

Destination

Protocol

Source Port

Destination Port

DSCP

Direction

Action

_Any J
iy

[UDF %
{DHE H’*
_Any ﬂi

,g
L3

F Any

LS

+
" Permit M’

8. AlBATE RILEIAER] &

QIgrLict

Seq Actien Source IP/Mask

0.0.0.0

1 Permit  /
0.0.000
10.10.10.70

2 Permit [/
255.255.255.255

!

!

Destination

IP/Mask Pratacal Saurce Part Dest Port DSCP Directian
10.10.10.70

Ay Any Ay Any Any
255,255.255.255
0.0.0.0

Aty Any Aty Ary Arny
0.0.0.0

9. Add New Rule@ E2I8IL|C} C}S 212 ACL AlFHA 2o Z #4. 22 E|H Apply(H8)E 22!
gLt & %1: AnyDestination(CH&): Any(2F)Z2EZ: UDPAA ZE: IFCHA X E:;

DNSZ%: 518




Sequence " 4

Source

Destination

Protocol

Source Port

Destination Port

DSCP

Direction

Action

10. A|BATE FIHEIIER] FH gL/

Dastination

Seq Action Source IP/Mask IP/Mask Protocaol Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70

1 Permit S £ Ay Ay Ay Afy ANy
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0

2 Permit [ i Ay Ay Ay Amy Ay
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0

3 Permit ! uoe DNS Any Any  Any

11. ¥R WLC ZHI|ag|o|MHE MEELICE

ISEE IEZQIEE Moz T2 ntelRst7| fgt Z2HZ Fdslof gLt 7[EXM2 2 0|2



SM2 HIZ M3l lo] Ql&LICH o] MMoME ISEE Z2EHZ M5 e YHHE Ho{EL|Cl

1. ISE & 2|0 A Administration(Z 2l) > System(A|AE]) > Deployment(T )£ O|S&L|ct

cisco ldentity Services Engine

o!s System Ll Identity Manage

o}o System )
Deployment *
Licensing ‘&";’

Network Devices Certificates

2. ISEE MEfgrLICt Edit ISE host(ISE £2AE =H)& S 2/3LIct

(, Network Devices Network De

cisco ldentity Services Engine

o= System = L1 Identity Management [ Network Resources  [s4 Guest Management
I"Fnephjmnl Licensing Certificates Logging Operations Admin Access Setings

Deployment Deployment Nodes
& ES o J e Blrogsior | 8 spmeup | [ Corogister T Fiter
>+ Deployment 1 Hostname . Node Type Personas

O ke {! ISE  Adminstration

3. Edit Node('c £ #=) H O|X|0f| M Profiling Configuration(Z 2T} 2! Z1T|17f|0|M)S MEHF|
T C}28 FAELICHDHCP: Enabled(Z A3HE), AR F)(ES 7|E22H)DHCPSPAN:
Enabled, Al(EE S 7|2 ZhHTTP: Enabled, All((E= 7|2 ZE)RADIUS: Enabled(&HA33}HE),
N/ADNS: A&, s eig



cisca [dentity Services

ﬁ Home MOrtor v Folicy =

ofo system | SRidentty Management i Network Resources [ Guest Management
rErEpInymEmt Licensing Certificates Logging Cperations Admin ACCess
#T = :_: g

™ v pHCP

Seftings

Edit Node
| Genersi Seaings W

Interface

il

Pot |67

Description [D HCP

v DHCPSPAN

v HTTP

Description

interface | Al

[DHCPSPAN

* RADIUS

A

Interface | Al

Description [HTI‘F'

#

‘ v DNS

Description

RADILIS

#

| Save | Resst

4. C|HFO|A(iPhone/iPad/Droids/Mac S)& CHA| A ZErL|C}H.
5.ISE A= ZQIE IDE & QIgfL|C} Administration(2Zl) > Identity Management(ID & 2|) >

URE 5 S LIP3 24M Endpoints(YIEZQIE)E 2 &
gholch&D: 27| 220t 212 RADIUS ZZ 20| M 7FK{SLICH

Identities(ID)2 O|S gfL|Ct = Z 1}



atnanfus
cisco  Mdentby Semces

# Home  Monitor v Folicy = Administration

=t Syatem | O3 Identily Managament | [ Network Resources |24 Guest Managament

(" identities Groups Extemnal ida as Idantity Sourca Sequences Setings
Identities Endpnints
(= ..-DH" ¥ Eait il x &7
L / J T o Creabe Dalete = b Import ;b‘i:q:u:lrl - Filter -
- W Endpoint Prafile « | MAC Address
| Uzars *
— f:" F aadroid 40FCRTTEE443
© Endpints )
r Appla-Device SC59:48:40:82:BD
T apple-Device 44:24B0:F 73004
I wicrosofwarkstation 0021506994 39
T wicrosofyworkstation 0026 CEOC 3356
r Windows T-Yorkstaion OQAE:Z1 40DCEE, COD

C|HFO|A O] CHEl ISE X 21}l ZJAH g A5}

=Moo = ISEs EI-OF._ ANExZQlE =2 Lo| Zto|EE{2|E& MSELICH ClHro|Ao| CHEh Z=2m}
£ gdstetcd{H Chs B2 IE t2 st MA|I2.

1. ISE0 M Policy(Z%t) > Profiling(Z 21} 222 2 o|S&tLct

cisco ldentity Services Engine

¢ Home Monitor v ' Policy v

b
olo System | f5t Ident

Authentication

( Deployment Licens

| Authorization

. Deployment

|4 Profilin
¢ = E
0 7, Posture
» = Deployment |

Ik, Client Provisioning

2. &1% #0i| M Profiling Policies(Z 2t U 2 H2)& & & Lct
3. Apple Device(Apple C|HFO|£) > Apple iPad(Apple iPad)E 225t C
.Policy Enabled(&2 Al): Enabled(AF2) Y %I5t= ID & M4d: ME4FE




Wil e ntity Sarvices Enging

[L, Authentication | &, Authorization ["_"u Profiing | | Posture | Client Provigioning |z, Security Group Access
Profiling Profies Policy List > Apple-iPad
( L) *Name [Apple-iPad | Des
- EE S Policy Enabled ] ™™
» [ Profiling Policies - — F — .
) Androig mum Centainty Factor | | (Valiq
v |4 Apple-Device * Exception Action  [NONE -]
|4 Apple-MacBook ""' wswlls =) Create Matching Identity Group
|4/ Apgle-iPad O Use Hierarchy
|4, Apple-iPhone
|"_‘:H Appie-iPod * Parent Policy | Apple-Device - |
|4 Applera-Device

4. Apple Device(Apple C|H}O|£) > Apple iPhoneS £ 2|51 Ct
Enabled(Z3 %4 APQ-) Enabled(At&)X|5t= ID 25 M4 M

L
aiuanfus

cisco ldentity Services Engine

& Home  Monitor » m Administration =

|4, Authentication |8, Authorization | [4 Profiling | [, Posture e, Client Provisioning |, Security Group Access

= A gLCt Policy
=

=

12 gjo

AH
S

* Mame

== W PolicyEnabled v <=
» . Profling Policies
[Z] Android * Minimurn Certainty Faclor |2IJ | val
» |4, Apple-Device * Exceplion Action |NCINE "l
£ le-MacBook
k5 App —. © Creste Matching Identity Group
H‘ Apple-iPad _
|fu Apple-iPhone .#5' O Uge Hierarchy
L4, Aople-iPod *ParentPolicy [Apple-Device -]
|4 Applera-Device
» |4 Aruba-Deavice Cudas

5. Android® 22!5tT Ct2 M™ELICHPolicy Enabled(Z 2 At8): Enabled(AtE) ¥ x|et=
ID & &8 H=HE



difueius -
cisco |dentity Services Engine

& Home Maonitor = 01T B Administration v

|, Authentication  |[e, Authorization | [ Profiling = |7 Posture  |&, Client Provisioning [, Security Group Acces
Profiling
C ) *Name |Android |
& =E &
| — v Policy Enabled ¥ e
» [0 Profiling Policies
<) Androld ‘ * Minimum Cerainty Factor |30 v
v 4] Apple-Device * Exception Aclion | NONE -]
|4 Apple-MacBook
.:*J Create Matching Identity Group
|4 Apple-iPad
|~‘_‘:.| Apple-iPhone O Uze Higrarchy
|4 Mpple-iPod *Parent Policy | NONE - |
|4 Applera-Device

o Ef A4 S|C[=ME Tt ISE HEr Fo{ T2}l

1. ISEOI A Policy(’3%H) > Policy Elements(&&| 2 4) > Results(Z)Z O|S & Lict



cisco ldentity Services Engine

Iﬁ LUt |_ﬂ] Authentication

@) Authorization

— [¢] Profiling

e
Il

v [ Profiling Policies | | Posture
|4, Android

_ Client Provisionin
v |4 Apple-Device o v

4, Apple-MacBg |[=| Security Group Access
+, Apple-iPad Egress Policy
<) App.lg.qm Network Device Authorization
+, Apple-iPod
- Prendt &, Policy Elements
5".‘ Applera De.vn::a Dictionaries
> 1 Arba-Device Conditions

» |4, Avaya-Device
+, BlackBerry {;?

2. Authorization(TEH F04)2 #FELICE Authorization Profiles(#H 2t §01 ZZ ot )(21% &) E
22I5l 1 Add(F=7HE =8t



sifisi]is
:Ill!'.-n:E:lr [dentity =enices Engina

& Home Monitor » m Administration =

|4 Authentication  |@, Authorization | |4 Profiling  [@ Posture  [eg Client Provisioning [ Security Group Access | 4

Dictionaries Condiions [ Results

II:-"' -"'D-‘-:I r'ﬂ =it :-l-’_'-.In.l.-h-:J‘.t. x:-v FH "-_i Filter =
- B8 L C  Name U Descriplion
b Authendication - — - i
= Authorizati r Cisco_IP_Phones Profile For Cisco Phon
v = ization
W Er
v O Authorizati nFmﬂlu‘ DenyAccess Defaull hlefwurkﬁa.rﬂiu]
C  Pemitaccess Diafault Mebasark Aulho

L@ Cisco_IP_Phones
i@ Demmccess
b Permithccess
v [ Downloadable ACLs
» [ Inline Posture Node Profiles
k] Profiling

0z
0%
o
r
o
=)
Il
o
(@)

@
[

|c“‘|>

X
D

3

D

o}
ol
=
>

2
=
[>
30
0%k

i =1
Access_Accepta S =& Ef AM EMSIEEZ AR A ACL ACL-POSTURE-
REDIRECT

silven| i Fiper ™
cisco  Mentty Services

A Home e v [ECETRERE srenisiaton v

|2, umneriication | | Aulncemation | |4 Profling | 2% Posture g ClentProusionng [ Secuy Grcup Access | b PolcyElements

Dichioraries Condiions | Resuls

Ao ralnn Proties = Mew Ralfer dsbed Prolis

Rsuits

L= o) *Mame  |Fosture_Remediation

¢I " .= ' Fermil Access To Posiure And Renedisdon Sepaces, Redrecl Teafic To Clisnl Frrasioning &3 Posure
Liaatpticn Earvices

L Auitande abon

» [ Auhonizaban + i
Access Tape | ACCESE_ACCERT L=l
= Aathorizabon Profles | '

i Cisco IP_Fhanas

g DarwAccoss
& Permithrcess = Camman Taiks
» O Daovenleadable AL
» ] Inling Postors Mods Profies ™ DACL Hame
L~ Froing
v [ Poslue I v
b [ Tl Proissining I “aice Domain Pamssion
» [ Secunly Grous Access K
- *F Fasturs Disrovn AL [ACLPOSTURE-REDIRECT

I Contralmes web Autentication
I Auto Smant Fort

* Advanced Atiributes Seflings

Bewctan mm 2| = =

= Anributes Detalls

Arrass Typa = RCCESE_ACTEFT
cigin-avpair = urk-radingt-at EACL-POBTURE-REDIRECT
clpcn:aw.palr & uril-radimciships Tp A443iguesiporaligabeway?se s sionkde3ns sionka kS acinon=pp

*ﬁ] Concel |

4. Submit(M| &) 22lstod o g 2= &fLct
5. M TEH S0{ Z2 40| F eI | 2QIgrLct




cisco  Identity Seraces Engine

ﬂ Home Monitor = F'I:||II:.'|-'T Apminvsirabon «

i Auihenfcation (&, Aushonzaion |4 Profiling [ Posture | [ Chent Provisioning | |, Secundy Group Access | s Policy Elements

Diclionarias Condiliong [ Results )

y
(= L) e feagg Bypweate | Moot | Frige -
€ =E W ™ Mame Dascription
o Authenbicedion
— Authorization T clzoo_IP_Phores Frofile For Clsco Fhonss.
r_. Sulhorization Profes T Denyéccess Diedault Metwork Authorzation Profile with access
@ Cisco_P_Phones I Parmildccess Drefault Mefsork Sulharzabon Profile with access
) DenyAccess [T Pasture_Remediafion ‘*— Parmil Acoiss To Poghung And Rernedialion Siery
i Pernificess
i@ Poshura_Rernediabion *—
a2 Diassinadsnle A e
Shal=deals ralddl % e
= 9|8t ISE #HEt $o{ T2 g
x2S 9Ist HEt Roj TRIUS F7H5HH ISEOIM B E SH02 ANAS Q15T 518
= U&LICH o] B2 & VLAN 110| g ELIC

ChE EAHE 225t MAI2.

1. ISE0 M Policy(Z*) > Results(Z 1) E O|SELICH Authorization(@ et F04)2 =& CHS
Authorization Profiles(T48t §0{ Z2I)E 225t 1 Add(F7HE 2= gt

M
cisco ldentity Services Enagine

£ Home  Monitor v hI[2R B  Administration

|2, Authentication |, Authorization  |.< Profiling  |@), Posture  [&, Client Provisioni

Dictionaries Conditions ( Results

i e [~ Name
e || Authenbicabon
= [ Cisco_IP_Phones
v || Authorization l - ~ _IF_
» __ Authorization Profiles DenyAcce
I PermitAccess

G4 Cisco_IP_Phones

1 N Y
2. A\ &2l =20t lof CHalf ChS 2 /ZRLICH O|&: Employee_Wireless 2 EH H4:VLAN,
M3SIEIVLAN, 3+l ZF 11
3. Submit(M&E)=2 E2l5t0{ 0| 22 =7 Lct

|.

utok



Authorization Profies = Mew Authorization Profis

v [ Awthorization
» _ Authorization Profiles
&2 Cisco_IP_Phones
kg DenyAccess
&2 Permitaccess
k4 Posture_Remediation
¢ | Downloadable ACLs
# [ Inline Posture Node Profiles
Profiting
Poslure
» [ Cliend Provisioning
Secunty Group Access

BN

W

L :' * Name IEmpIn'y'a g_Wireless *- I
LA Description |FuII Network Access For Employees
*Access Type | ACCESS_ACCEPT B

* Common Tasks

~ | ™ DACL Name

M vLAN 1|

[ Voice Domain Permission
I Posture Discovery
[ Centralized Web Authentication

¥ Advanced Attributes Settings

Select an item ep| =|

T Attributes Details

Access Type = ACCESS_ACCEPT

sifueifis

cisco  ldentity Services

» 55 Authentcation
v 0 Authonization
v _ Audthodizalon Profiles
& Cisto_IP_Phaones
b Denviccess
) Enwlmu_'mrehss*_-

AT B HERT TS

[2)Autrentication  [@y Auihorization | [ Profing | [ Postare | [ Client Provigioning | [ Secusity Group Access | i Policy Elements
DicHananies Condiions [ Resuls
Resulis Standard Authorization Profiles
{. 2 - i - 57
. ¢ Edit ﬁr-.ﬁ.dd- L3 Cruplicake x Lol et ¢ Filber
- — e

| Mame Deseriplion

Prodile For Cisco Phanes.

Dol Mishovrari Sultori zation Profile with ace
Full Matwark Accass For Employeas

Dedault Metywork Ruthoszatbon Profile with acc

M Cisco_IP_Phones

[T Do

| [T Employes_Wiraless F
T Femilaccess

I~ Posture_Rarmediation Permil Access To Posture And Remediaian §

H 2fXtol CHEt ISE et §of Z2mpQl A

A Rtof CHEt Heh Fo{ Z2otAUs &

Jhsted ISEGIM 2R E EM

|0
Hu
12
=
|>
i
e
o
ol
|
on
0l

g =+ A&LICH o] B2 AlSFAF VLAN 127+ EE ELICH



ChE HAE 225t A2,

1. ISE0I M Policy(%*) > Results(Z )2 O|SELICt. Authorization(@ et F04)2 =& CHS
Authorization Profiles(T8t 04 Z2IQ)E 225t Add(F7HE S=ELICt.

2. M &0 =20t cHsh 52 =4ELICH O|&: Employee_Wireless 4B ZH21:VLAN, &
MSHEVLAN, 5H9l 2t

12
| Results Authorization Profiles = New Authorization Profile
.-:. ,D_":, * Mame |mmnr_m .
¢ =S . Descripton |
v O Authentication
w» || Authorization Aocees Type |ACCE55—"‘GCEPT \".|
» = Authorization Profies MF*
¢ [ Downloadable ACLs
» [} Inline Posture Node Profiles c Tasks
v
» £ Profiling ommon Ta
| Posture .
— : [ DACL Name
» O Cilant Provisioning

» £ Securily Group Access ~ VLAN |1z
J [ Voice Domain Parmission

[ Posture Discovery
] Centralized Web Authentication

[T Awto Smart Port

3. Submit(RIE) S B2Y3t0d 0] SHeig FEBLICH
4. AR} HE Rof mR 10| MAEIIER| SQIgHICH

Results ~ Standard Authorization Profiles

v N .
C p.«" ‘_q il 1=||]=Mcl () Duplicate ¥ Delete
@" E = R 1 | Name
> - A - (] Cisco_IP_Phones
v | Authorization

— ‘ [ Contractor_Wireless h

» | Authorization Profiles o — -

L DOEss
» () Downloadable ACLs -
| |
» £ Inline Posture Node Profiles U Employee_Wireless
=

v & Profiling [ PemitAccess
. B= Posturs (O Posture_Remediation

C|HtO|A AEH/Z 2 ufel2iol CHEr FEt F04 HAY

M ClHO|A7F HIERF 0| ME AZE™ 2elAh= M ClHtolAof CHelf 24l WE 7 7ol gleH
, HMAE 51867 Mol & + s AEZQIEE AHY £ U F M HHS A JFLICH O
I

HA&0MeE M ClHtO|A T A EH BILE 2I5H ISER ZIC|AIME|Z & HE Fof HAo| M ELICH




(EH+°'EIH+0IA9I7 Olo[MEVt glenz x2utelht HHAE) H=EZQEE ISESS £H
2 gc[MMdED AEELo

1. ISE0| M Policy(Z3) > Authorization(# 8t F0{)2 Z 0O|SErLICt

hetld | dantity Services Engine

{4 Homa  Moniior » m Administration *

|, Authentication | |& Authorization [ |4 Prosling [ Posture  [o, Clierd Provisioning |, Security Group Actess 3, Policy Elameants

Dafing: the Authorzalion Policy by configuring nules based on identity groups. andfor other conditions
| First Maiched Fuls Applies - |
» Exceptions
v Standard
Sianss Hula Mama ldantty (roups Lither Conditions: Parmissions
B - [ProfiedCiscolPPhones | f | CiscodP-.. - | and | Condimon(s) % | mhen | Cieco_tP_Pro...
B - oDomaun ' |P-ln'nrw:m: |
2. = 20t U 2El Cisco IP Phoneod CHEF 20| RI&LICH 0|7 7| d=0[02. o] XS &ef ™
Moz $AFLIC
3. 0| H3Mof CHal CtS 2t2 YU=IFLICH#%! OlF: Posture_RemediationlD 1&: 25 7|EF =7
> MZ BHE7| (nZ) MM > el 2 EiPostureStatus > Equals: & = SIS
Session
( L)
q:.' g ‘E ‘E-E:"r
| Client Provisioning |- Security Group Access @,P +Request-Type
B CurrentDate
and/or other conditions @ CurrantDay
8 CurreniMonth
B CurrentTime
g CurreniWeokDay
B CurrentYear —
B OS5-Architecture
Other Conditions Permissio @ PostureStatus
Session:PostureStatus EQUAL... then | Selecta ¥ URL-Redirecied
1A B Add All Conditions Below to Library
Condition Name Expression \
Session:PostureStat w | || Equals [ ~| |Unknown [~ |

4. A& HEtol| Ci5l CHE 2 A& LT Permissions(T48t) > Standard(£&):
Posture_Remediation



Permissions

Select an item — F

Select an item

- —
- —

o

= -+— ;19.1"1
Cisco_IP_Phones
Contractor_Wireless
DenyAccess
Employee_Wireless
PermitAccess
* Posture_Remediation I
5. M S SEELCHED: AFSA XY Y QA E Y50 AFE Ho|ME FIHE =& UE
L|C.
HE| w3 HY EHAE
ISE7} ZAX HME J|Hto = M C[HIO|AE M2 Z2OUZIStT USZE 20iF 7| 2I6H 2t

=
gt o2 E =g + A&LICH

1. ISE0|l M Administration(22l) > Identity Management(ID & 2|) > Identities(ID)2 O|S & LIC}

cisco ldentity Services Engine

s} System ‘!ﬁi Identity Management
Deployment Identities
Licensing Groups




N e |

o System | S identity Managerent | [ Network Resourcss | Guest Managerant

{ idertites Groups Exfernal idantify Sourcas Identity Sowce Saquancas Sabings

Identities  Endpoints

'I:' -pﬁl-' If Edit -—-:}-'ﬂ'ull 3 Doutn - oimped = i Export - ET?F“'" i

- e Endpairi Prafile &  MAC Address

] tsors E (1 Apple-Device 505048408280 &

| Endpaints »
3. Endpoints(IEZQIE) S22 MZ 1 2|LC ofH HEJ} ME == X| & EhLCH.
4. A= ZQIE CIHIO|AMAM CHS 22 O|S & LICHURL: http://www (EE= 10.10.10.10)C|HFO|A

7t ElICIMMEELICE Q1B Mol CHiEt ZE ZEZEE #EEfLCH

5 2HY |:||:|}0|A7} 2tM5| 2lC|HME|H ISE0M QIEXZQIE S22 CIA| M2 T EILCH F

Sdo| HH A=K ‘-*"*oM‘Ilo 0|7 ?i'EiOIE(Oil Apple-Device)= 'Apple- |Phone Soz H
Zz|ofof BILIC} 2 O|REHTTP Z2H7I £4 THE 2C|MME|E T2 MAQ URZ A}
Xt oo|ME HEE _?._I'_P‘_".QE 7Hx2 7| [[H—F-_'—%!L.ll:l-
Endpoints
J Edt =ﬂ=ﬂfﬂh X Deiete eboimport v il Export - "i?"".—,h —
Endpoint Profile a MAC Address
| O Apple-iPhone ’- 5C:59:48:40:82:8D

AHESHE HHAE 2Bt HE

Fo{ EH

e HEt F0iE d3™Moz HAES &, Ao{T X[ ALSAF A HAHE CHE VLAN EE
(Ol AlLt2|20 M= 2 A AlofxhE Sall 2 A AlfRtofl CHet AiEEHE HHAE X|pete E

ME HE ASELCH
CI2 EHAHIE 2t25HAAL.

1. ISE > Policy > Authorization2 £ 0| S &LIC}.
2. ZAR 17 A/l 2ol Af 7RIS F7h/A et

v Standard

Shals Fada Mams Idantity Grouns Dt Conditicns Paimespong

¥

~  [Posture_Remedason i Amy o | Gongionis) e | Posture_Rsen G hctions -
. hccass 1 — mmm:nm
& v | et | Parmikecess < | risert New e Beiow
Duphcate Above
3. O] Yo CHal CH= gfS UMFLICL 72 O|&: XD A& ). A=XIE D IE



teee’ Identity Services Engine

& Home vahdrlirimm'l!

_ * r,
d
[l
iiil -E
AC
T ——

| Firsl Matched Rube Applies ;]
» Exceptions
+ Standard M
" Staws  Rule Name ’- Identity Grou Other Conditic
- |E|mlu;ma J i| Any = | and | Condition(s)

=121 81

~  |Posture_Remediation

AEXQIE |ID OF: T2 utU3EZ 2 E: Android, Apple-iPad EE= Apple-

iPhone

 Proflled |
C L)
=D
@ Android

W Apple-iPad

@ Apple-iPhone
@ Cisco-IP-Phone

= $hy

4. &It ClHIO|A & X|HstedH +& S2=|stT ERE 49 F7I CIHIO|AE FIHELICHR

T o=

CEZQIE D I5: =2 ulU2IE = 2 L: Android, Apple-iPad EE= Apple-
iPhone



Identity Groups

Other Conditions

and | Condition(s)

@
[

@
[

@
|
o

. Ol H&Mofl CHal Ct& Permissions(Het) 2f2 RIEELICHT|EF ZAEE): M 2 8=

=R

Idantity Groups Other Conditions

Apple-iPh.., <> Iand Condition(s)
Any & Iann
o makches, then E

Permissions
*xlhm[ AuthZ Profileis) < |
| Seoct Existing Condition from Library | i gr | Create Now Condition {Advance Option) |

Condition(Z7d) > Expression (from list)(E 81 4/(5 S 01| A)): InternalUser(LI & AI&X}) >

Name(O|&
)
.| DEVICE >
: Gueost »
| ldentityGroup * >
Other Conditions ‘ Permissio [ infemalUser @
Condition(s) = | then [ Authzp 5 Microson >
| Network Access >
ﬂ Add All Conditions Below to Library | Radius > 4
Condition Name Expression | 5= ennee -
Q Select Attribute | |

InternalUser > 0| &:
employee




Other Conditions

Permissions

Select Attribute = | then

AuthZ Profile(s) <

[M} Add All Conditions Below to Library

Condition Name "M Expression U al

Q InternalUser:Name )| |Equals [+ | lempioyee

6. ZAX MM 7 E0l CiEh ZHE FIMELICLHE > Z20H U > B F:

Employee_Wireless

Permissions

AuthZ Profile(s) = i

Select an item uﬂl. = P
ot

Standard
C L)
G == e

Cisco_IP_Phones

Posture_Remediation

7. XME 2 2L Hxo| 2HIZAH FIHE

EX| #elgfLc

v Standard
Status  Rule Name Idantity Groups Cither Conditians Penmissions:
B - [Emooyee | | Appie-pn.. < |and [ imermaluseriame EQUALS e.. <> | tmen | Employee Wi < |

- B - |Posture_Remediation | w| Any &b

.-m:l| Session:PosturStatus EQUAL.., <&

'."-e'!r|| Posture_Rem.. :}-I

H - | Default W g makches I'1|'-'|| DenyAconss ip I

)
X
I
A
OOII
ot
r

FLct.

Ol EMOIME ZE2MAE dl&sHH +&st7| 2

IS
M(EE ZH AEE flo =822 -_rléiéaF = UZ) 0| MAo| SX|E LICHEmployee



9.

policy(Z|¢d &) > Actions(ZF )0l M Duplicate Below(OtZHollMH S5)E &= &L|CH

v Standard

Salus  Fule Nams

B -~ Desa

Idaniity Grougs ithar Condivons Pafmisaing *-
B v Empoyes || ApslePh. O |anc | Inteemalisertame EQUALS 8. - | en | Emm____'{q._.;_:_:jj i Actions =
. : : - INSE M Fuk Aboue
B - |[Posture_Remssaton | ] Ay <> | anc | Session:PostureSiaius EQUAL.. <> | man | Pasare_Rem. vt N Pt B
1 o matches, then | Luplsis Abow
* Duplicate Bl d}_
Deleis

of &0l Cha CHg e

&: AR HEt:
Contractor_Wireless

g HEHLICHSEA). 7= OlF: AIfXTIEL =AU > LT AL X} > O

* Standard

Status  Rula Mame

idantity Groups Oaher Conditions Parmissions

B ~ [Employee

|-[ Apple-iPh... - I.-'mrjl InternafUiser-Namea EQLUALS ... {:-]l'mn[ Empioyea_Wi.. <>

+  |Posture_Remediation

B ~ |[Employes_copy ™ | 1| Apple-Ph.. < |and | IntemalUserName EQUALS e... {:ﬁn[ Employee_Wi... <

| Any %

an:ll Session PostureStatus EQUAL... <> n[ Posture_Rem... <

B - Detaut

i no malbchas, than | DrmAtigs o ]

10. M S FEFLICH O] SX AF2(E= M EA)0| M2 FEEIR=X| =HIELCH

11.

* Standard
'Enm_ué__ﬁuaﬂame ety Groups Other Condions Permissions
B - [Employee | o[ Aepieiph.. | anc [ memaluserName EQUALS 8. < | then [ Empioyse wi.. < |
B -~ [Contracior | |r| Appie-iPh, . 1:}-|maj InseralLiserhame EQUALS oo, q.‘:'hmenl Coniracior_W.., -:}]
R e ) D ) O I e
| B - Ocfaa i no maches, then | Demyccess < |

M2 g 0|2| 2249 Policy-at-a-Glance & & 2|8rLICH




e

LogOut Feedback

., Client Provisioning [; Security Group Access  J?, Policy Elements
/|
& and/or other conditions j:’ %&E
Other Conditions Permissions |
4 | InternalUserName EQUALS e... <> | then | Employee Wi... < o Actions =
4 | InternalUserName EQUALS co... < | then | Contractor W... < i Actions

Policy at A Glance E7|0ME SEEln QA E HAMS &7 &elg 4+ UaLct

Audhesization Policy Al A Glance
First Matched Rule Applies
Excepiions
Status Fulz Hama Icentity Groups Other Condisons Posmissions
Bl fain candoinlo
Standard
Stalug Flulka Hama gy Groups Onher Condivons Pesrigsiora
g Ermel Andrgigl 07 Appig-iPad OF Apple- intamal fserhame EDLIALS smpioys Emplrgan_Wirnkss
Bl Enabies  Coniactor oo 11 Apgte-{Pad U5 Apo” joiamansserName ECUALS corractor Gontractor_Wisless
B Enatiad Poslum_Remadiation #ny Sesson FoglreSaius EQLUALE Lnknown Posturs_Remediation
B Enanied Destenadt Ay DrTALOass

RHE3HEl A A A0 CHEF CoA EHIAE

CHM|A AHEESHE [t HEH Ho{ T2 0t & HMO| EH|ZIRICEE O|M HAEE ¥ E Xtoil
LICt BH HoF WLANS _'?'_-?-’r°+ 2 B VLANS et T A Rt= H kAt VLAN% Erehst
Al ElLict ChS ool M= Apple iPhone/iPad7} AFS EILICEH

CHS EAHE 226t MAI2.

1. 2HIY C|HtO|A R E o WLAN(POD1x)0l| @125t CHg XHE SHE ALSELICHALE AL O]
E: employeeH|2HS
XXXXX



=

cancel Enter Password

]

Username employee “
Password eeeeeeel ¢

- .
[Mode Automatic ?
1)2]3]4[5]6]|7]8]9]c

2. Join2 FE/&LICH =of|AHl VLAN 11(Z12 VLAN)O| & E|QRF=X| &HolstLct




Wi-Fi Networks = pod1X

[ Forget this Network J
IP Address

BootP _!_i‘: . .tic j

- S
IP Address 10.10.11.100
Subnet Mask 255.255.255.0
Router 10.10.11.1
DNS 10.10.10.10

3. i:orget this Network® & =|LICt. & xI& 22!5t0{ gelghct



Forget “pod1x” to stop automaticall joining
this network.

Forget

4. WLCZ 0|S3tod 7|E 2ct0|ME HAZE MAFLICHOI™ Bt A M SYet AZEE ALE

Remove(X|7H)E 2 2I&Lct



MONITOR  WLANSs

Monitor Clients
Summary Current Filter
» Access Points
b
L Client MAC Addr
» Statistics 44:2a:60:f7:3a:4a
b CDP 5¢:59:48:40:82:8d
* Rogues
Clients *—
Multicast
Status Auth Port WGB ‘
Associated Yes 1 No K2
. I
Associated No 1 LinkTost
Disable

HDEH:TEEE

802.11b/gTSM




5. 017 Z20IME MM KIPE & CHE SHAlsH W2 WLANS HIg MsE dstste 2L
CHWLC(WLC) > WLANS(WLAN) > WLAN(WLAN)2 2 O|S & CHE WLANS Z&lstod =7
£HLIC} Enabled(& 445} E)) > Apply(S{B)8 = 3|4 B LICk(HI& 8H5t24T). Enabled(2 4
5}2)) > Apply(XIB)(CHA| 2448 5t2i) = QlEkg MefEtLICt

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY M
WLANS WLANSs > Edit 'podix’
v WLANSs 't
General Security QoS Advanced
WLANS P l I l |
’ Advanced Profile Name podlx
Type WLAN
SSID podix
Status # Enabled
Security Policies [WPA2][Auth(B02.1X)]

M adifiratinme Adana ondar carmoribe Fabowill =
6. ZHY FX[Z SotLLICH CtE A 2[EEE AHE5t0 S LS WLANOI| CHA| AZELICHALS
X} O|&: contractorH| S



cancel Enter Password

a 3
Username contractor *
Password eeeeeeee|

\ y

[Mude Automatic ?

XXXX

7. Join2 FEIgrLICt Hl2kRE AL RFOIA| VLAN 12(H L RHHIAE VLAN) 7} S E|REX| &0l



Wi-Fi Networks

podix

IP Address

DHCP

Forget this Network

BootP Static

7

IP Address

Ty

10.10.12.100

Subnet Mask

255.255.255.0

Router

ol-|_||:|.

10.10.12.1

8. ISE > Monitor > Authorizations0l| A ISE *'AI7 tE2O BB 2
2, AR I MZ CHE VLANOIA &3t E!

(Employee_WirelessContractor_Wireless)2 AI&st= WS 2

A §L|L_-|' 7HH=| A|-9X|-(x|

Ol_lg .LLE_\_,_I.Ol
A&LICH

1

B Aulherficabiors 'Elh.rrﬂ: ! Reporis: %, Troubleshaot *
{5 Mac or Rromove Gokmns = i Raimen Fisfresh | Every 3 sactnds | Srow| Lo
. i M"'w | [Er'muﬂ[l ] r.wrm ].t[mm'nm. [Dm-lm-Pm .laumu-luummun]
| fusg 02,11 0340:18.331 PM | g e SO AR EETAD . Ermplaynn_eimiss
Agiz 1 03EMIBEIPM B o corscor BB AR AT K2AD we Econiiene
WLC HAE WLAN
HLETHISE &2ZM HALAE Z-HO| HMAE = JUEH HLAE WLANE FIhetcdH Chg BHAE



etz shCt.

1. WLCO{| A WLANs(WLANSs) > WLANs(WLANSs) > Add New(MZ F£7HE o|S&fLCt.
2. M HAIAE WLANO| CHall CtE2 S L= LIct. Z2E 0|&: pod1guestSSID:

pod1guest
ol I Il I I
CISCO MONITOR WLANs CONTROLLER WIRELESS SECUR:
WLANS WLANSs > New
N “d Type [wLan -
WLANS |

» Advanced Profile Name [podiguest
SSID |podiguest
ID > %

3. ApplyE = E{EfLCt.
4. HIAE WLAN > General(th) B0l M Ct22 2dgtL|CH AFEH: AFS O EHOIE{m| 0] A/QIE] mj|
Ol& & HAE



MONITOR WLANs CONTROLLER WIRELESS SECUR

WLANSs > Edit 'podiguest’

General [ Security T QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podlguest

Status [.; Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security

Radio Policy All v
Interface/Interface *—
Group(G) [k (1

Multicast Vlan Feature [ Enabled

Broadcast SSID V¥ Enabled

5. guest WLAN(H A E WLAN) > Security('2.2t) > Layer2(2l|0]l0{ 2)2 0|S3tT Cte2 =g
LiCt.gilolo{ 2 £ ¢t eig



MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1guest

. General | Security | QoS | Advanced |

Layer 2 T Layer 3 T AAA Servers ]

(

Layer 2 Security & nNone v

"] 20MAC Filtering

6. guest WLAN(H A E WLAN) > Security()22F) > Layer3(2|0|01 3) RIS 2 O|Sstn Cte2 &
2AErL|Ct.Bilofo] 3 2ot g B HAM: AASE MM 5t 2h: QIBA™ 218 ACL: ACL-
POSTURE-REDIRECTH 2I5 /3 2/ (2/F MHZE E|C|=M)URL:
https://10.10.10.70:8443/guestportal/Login.action




MONITOR

WLANs CONTROLLER WIRELESS

SECURITY

WLANs > Edit 'podiguest’

I

_ General | Security | QoS | Advanced

|" Layer 2 | Layer 3 Servers |

Layer 3 Security = None + *

¥ web Policy %

(*) Authentication

e

() Passthrough
() Conditional Web Redirect
() Splash Page Web Redirect

O On MAC Filter failurel_l

Preauthentication ACL . ACL-POSTURE-REDIRECT

&
L

| dp=

Over-ride Global Config

E Enahl&*

Web Auth type

¥

_ External(Re-direct to external server)

URL https://10.10.10.70:8443/guestportal/Login.action

~

7. ApplyE S E|EFLCt.
8. WLC Z1I|azio|ME XZaHoF gLt

HAE WLAN B! HAE ZE HAE

O|M HAE WLAN ZI|2 20| H|
SHfoF &f LICH.

ol
AA

o

[=]

CHS BAHE 225t AL,

1. iPhonedt Z2
LIch 22 ChS POD HIAE HEQIE MEH3

L|C}

LIC} ISE HAE ZEof| HAEE Z|C|2M

iOS C|HO| A 04| A Wi-Fi Networks(Wi-Fi LIE2{3) > Enable(& 42 £ O|S#



ul.. AT&T = 5:57 PM

settings  WI-F1 Networks

2.i0S C|HIO|A &= HAE VLAN(10.10.12.0/24)0|M R =3t IP

Lab
mi-demo-1x
mi-rf-mgt
v podiguest /
pod1x -



ul__ AT&T = 5:57 PM (-

Wi-Fi Networks podiguest

{ Forget this Network ]

IP Address

-
BootP J Static |

i -
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

3. Safari 22t XM E U1 ChSoil ZAELICHURL: http://10.10.10.10¢ 215 2|C|E 0| LIEHL
LIct
4. |SE Guest Portal(ISE HIAE Z &) I|0|X|of| =28 7t X| Continue(Hl%)E 2 2I8tLICH



Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70". Would you like to

continue anyway?

Cancel

Details

Continue

S ME A3

éf: HAE T8 273919]j0S C|H}O | E Ho{FLIct J2{™ WLAN 2 ISE HAE ZH
o CHEF SHIE AXOo| &AM Al EelshL|Ct



ul_- AT&T 3G 5:59 PM =

Identity Services Engine 1.0

Guast Acosss

_—
Virskon: 103377 I

Chango Password

E2010-2011, Ciaco Systema, Inc. Al rights resaned

ISE 4 AFEM HLAE HAHA

AAET AEMEITS ISEE T4 4 USLICH 0 B9 LR £= AD STHRISEHE Z2) A8
A7t HAE HHAE AEMIEE ISE HAE HMS TAELIC T8t AZMI} HAAE HLUH
B(ME AEHE B £ TS ISEE TAISH, Ol O] Labof S8 8HLICt

CHS EAHIE 2t 26t AAIR

1. SponsorAllAccount ZE01 ¢ AFEAE FIHELICH O|FE A 5t= Edofl= 048] 7+ X7t
&LICH HIE 2222 0|S5tHLE AFZXIE HESIT 222 &2stLct. o] oo M=
Administration(Z 2/) > Identity Management(ID # 2l) > Groups(1®) > User Identity
Groups(At& A} ID 18)E o|S &Lt I3 CFS SponsorAllAccount® 221510 &#4 AFS AL
E FIteLict



R

o' System | Jgi identity Management = [ Network Resources  [s% Guest Management
identiies  ( Groups External Identity Sources Identity Source Sequences Settings
- e cEm
Identity Groups ‘ User Identity Groups > SponsorAllAccount

(_‘. p} ¥ |dentity Group

-

*Name |SponsorAllAccount J

» [ Endpoint Identity Groups Description  [Default Sponsor Identity Group

Save Resat

¥ Member Users

i

Users.
GFAd v [ X Doioto v

R - - ke

2. Administration(Z+2|) > Guest Management(H A E. #2]) > Sponsor Groups(AZ A 18)2
O|SErLct

cisco ldentity Services Engine

& Home  Monitor v Policy v Administration «

-:u'-n- mm ¥ i

B . &8 identty Maseg ] =% System S Identity Management
— Lice nging Gmups

Identity Groups Caertificates External Identity Sources

l:" Logging Identity Source Sequences

@, = ‘g Operations Saftings

» | User identity Groups Admin Access

= Endpoint identty G Seftings |, Guest Management
" = roups Sponsor Group Policy
B Metwork Resources . w%
Metwork Devices Seftings

3. EditE & 2|8t CI2 SponsorAllAccounts S ME{EtL|C}



atfusn ] =
cisco !dentity Services Engine

@& Home  Monitor v Policy v SRR RS

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup

4. Authorization Levels(T8t £04 Bi[H)& MEHSI T OS2 MHEEELICHAAE HIZHE E7|:

of



III‘I*I'I - -
cisco Identity Services Engine

£ Home Monitor v  Policy v I 10 1 4

ofsSystem 5L Identity Management [ Metwork Resources | [ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P e—
Sponsor Group List = SponsoralAccounts

| General H Authonzation Levels | Guest Roles Time Profies |

Allow Login | Yes B
Create Accounts | Yes Ad
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [+
Impot CSV | Yes [+
Send Email | Yes L=
Send SMS | No &d
View Guest Password | Yes I
Allow Printing Guest Details "r’e*s—;T
View/Edit Accounts | All Accounts 2
Suspend/Reinstate Accounts | All Accounts L]
* Account Start Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account |5 Days (Valid Range 1to 999999999)

5. 0| 32 2= 5lc{™ SaveE S 2IErLLCE.

EF8 HAE

O|Ho = AD EHQ! AFERI7F LAl HAEE AZME = QJES MUHS AE HM AU OFESE F
MAESLICH CISo 2, £A ZTEO| HMA 5l LAl HAE HMAE OrELICH

CHE BHE 225t AR,

1. et XM CHS URL & StLEE O[S §LICE hitp://<ise ip>:8080/sponsorportal/ EE£&
https://<ise ip>:8443/sponsorportal/ 17 Ct & CtS 2 AF& 3501 22U LICHAFE A} O|&:
aduser(Active Directory), employee(Internal User)H| 23 :

XXXX



AanNnon Sponsor Portal Login (=
Q:D" {E ) {T ) ;} (._. _ hitp://ise. 8080 /s ponsorportal/
GE Convert =

D Sponsor Portal Login

wilinle  Identity Services Engine 1.0
CISCO  Sponsor Portal

Version 1.0.3.377

© 2011, Clsco Systems, Inc. All rights reserved.

Done £
2. Sponsor(A & A{) H| 0| X|0f A Create Single Guest User Account(Ete HIAE AFSKAL HE A
o) E F2Ec



-f#_,,--'
CISCO Sponsor F’c:rtal

3. Al HAE S| A CHEE FIHELICEOIE: B (0d: Sam)d: E==(0d: Jones) A& & Al
AEA|ZH Z 2 E: DefaultOneHourE& A|ZHCH:
Any/Default



Sponsor Portal

First Name:

Last Name:

Company:

Email Address:
Phone Number:

Optional Data 1:
Optional Data 2:
Optional Data 3:
Optional Data 4:
Optional Data 5:
& Group Role:

2 Time Profile:

£ Timezone:

‘Sam

f'

iAm

DefaultOneHour
( 2}

I Account Management > View All Guest Accounts » Croate Guest Account
Create Guest Account

| ST

& = Required flelds

&lhnitl[ﬂunnﬂj

4. Submit(XM &) & =grLict.

5. HIAE O{7I2E= O|H =2 7|Htez YEELICH ]

AL OIA & %

6. HAEQ| ALEXt O|F X HILHHS T E A

g E|AE st o AHE gLt



Account Management > View Al Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002

Username:

Password: 5_5g6d7TKx

First Name: Sam

Last Name: iAm ‘\

Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN

Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour
Timezone: EST
Account Start Date: 2011-07-15 13:56:04 EST

Account Expiration Date:  2011-07-15 14:56:04 EST

samoooz M

( Email ) ( Print ) ( Create Another Account ) ( View All Accounts

HAE Z& HHA EAE

AD A-ERHAEMIE HEE M HAE HEE AL8stod HAE X= I HMAE BHAEE &2

LICE.

Ct

o

[=]

1.

EHHE 22t AR,

7|18 M cldholA (0] of|oi M= Apple iOS/iPad)lA Pod Guest SSIDO| A3t IP F 4/

g MEELCH

L|C}

. HEFR X E AFE5H0] http:/mwww o 2 O|SHAMAIR HAE - 210! H0|X[2 Z|C|2ME



alialn  Identity Services Engine 1.0
CISCO  Guest Access Lisarname:;

Vaersion: 1.0.3.377

3. Ol Aol M MHE HAE AHE AB35tod 2RI LICH A B3 Acceptable use policy
0| X|7} LIEFLLICEH,
4. Accept terms and conditions(2f& =) & M=t CtS Accept(=E)E S =IFfLICH

cisco Services Engine 1.0 Guest Portal

Plaais sacepl T polcy:

1. Yo ane resporsibbs for
- maintainig the cenfidantiaity of tha passwond and
- gl gctvites thal coocur under your usemane and passweond.

2. Gsco Sysiems offers the Service for acliviies such as the aclive use of e-mal, inslant messaging, browsing e Waorld Wide Wieb and accessing comarate infrancts. H
il clala ranafars, aspacially susianed high volure data ransfera, am ool panmimed. Healing 8 wad aaraer of any athar Banar Oy Lee of clr Serich i pohibiled. Tr
1o @ccass somMeons esa’s account, sercing unsalcited bulk a-mad, collection of cther pecpla’s parsenal dala withou? thair inowledne and inlafamnce with othar nabwork
usarns are all profibiles

3. Cisoo Syslems reserves the dghi 1o suspend the Servce i
- Cigln Syslang mascnably Doswas hal pour use of 0 Senice & wraasenally aeoesaiig o
-y ang uERg The Serdos for eiminal o lagal Activities,

4, You do not have the right 1o resell this Serdon (o a third pary.

5, Cipn Systams resavas tha ght 1o rviss, amand of modify thase Tams & Condifors, our ather polcies and agrasmants, and sepects of tha Sardos (el Hodes of
rewision, amandment, of mediication will be posied on Cison Syslent's webaite and will be eBecive a5 1o exisling users 30 days afler posling.

B pvent lsmns and condifons

m>
L
ful

212 URLO| &2 |0 AEZQIEN| HAEZ HMAMAE £ Q

PlsM #Hu|ag o]

ISEQte| S4IE ESstcd{H S4lo| 15T 2L =X ISE 228 UX| F IR LICH o & S04,
ISE &l UIE At&stE ZIaefo[Me| 32 HICHE 538 HEEst 5 X.509 215 X QIE A
MZ Mele F-gstioF Zuict

CtS HHAE 22 3HMAIL.
1. M 472 PCOHIM EEIR KX H S YT https://AD/certsrvE QL|CHE T EOF HTTPE AISE

L|CH &3 ISEO]| HAM|A 24T Mozilla Firefox B2 MS Internet ExplorerE AM2 & LICH
2. administrator/Cisco1232 2 2 1QI&FL|C}



# Cortificate Error: Navigation Blocked - Windows Internet Explorer

ey w [2] Fpeai10.10.10.100ertery A o35 o
v Favorkes () Certificate Emor: Mavigation Blocked | | - -

@ There is a problem with this website's security certificate

The security certificate presented by this website was not izsued by a trusted certificate authority
The security certificate presented by this website was 1ssued for a different website's address.

ﬂ

Sec certificate problems ’
ecunty certificate problems | rnecting to 10.10.10.10. )

SEMVET,

Werecommend thatyou NS

Dromain: KFT-MASSIVE
& Continue to this website | Bl Remember my credentials

= More information

oK Concel |

3. Download a CA certificate, certificate chain, or CRL(CA 2/& A, 215 M #|Q! =& CRL L}
2c)g F&/ghct

Microsoft Active Directory Certificate Services - corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your VWeb browser, e-
your identity to people you communicate with over the Web, sign 4|
vou reguest, perform other security tasks.

You can also use this Web site to download a centificate authority {
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select a task:
Reauest a certificate
View the status of a pending certificate request K
Download a CA cenificate, certificate chain, or CRL

4. Download CA certificate(CA 2/&A CH22E)E Z=|ot1 MY ELICHME @R &2



Microsoft Active Directory Cenificate Services -- corp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authority, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA,

Encoding method:
& DER

 Base 64
Download CA certificat /

Download CA certificatd_thain
Download latest base CRL
Dowinload latest delta CRL

).
5. https://<Pod-ISE>01| CHEt HE2I2 X &S LCh.
6. Administration(# 2[) > System(A|A &) > Certificates(2!%5 M) > Certificates Authority
Certificates(2/& 7|2 21&M)E o|SEfLCt

NI
cisco ldentity Services Engine

f Home Monitor v  Policy v " Administration v

4
Metrics T System
Deployment
Active Endpoints Licensing
0 - Cerlificate:

7. Certificate Authority Certificates £f¢J2 MEH5t 1 O|Foi CtH2 EE°F CAQIBME F&LCH
8. Trust for client with EAP-TLS(EAP-TLSE& At&3t= &0 Ed| Cisl AE)E MEiSHCtS
submit(M &)= MEfEFL|CH



atluenfui Identity Services Engina

CIsco

8 vers v+ e+ T

' Gystem | [ identity Management [ Metwork Resowrces  [4L Gues! Managament
Daplayman Licansing |m“¢ﬂl‘|—m Oparations Admin Acoess Settings

Cartificata MMt Canmcans Mrmr!:.- Carmficmng > Impo
* import 8 new Trusted CA (Certificats Autharity) Cortificate

1§ Local CortiScats
@ Cerilcais Signing Reguesis . !
Cartihicas p—

& Conilca Awhorily Corificalos Fia
K Al Camfcals Ceriicates ang available sor sslaction as the FHoot 1CA for sacurs LDAP o0
they mery ba anabled for EAP-TLS below:

ﬂ Trust for cliant with EAP-TLS

sl Identity Services Engine

CISCD
o s
oo Systam | S Idenlity Managemant [ Metwork Rssounces | [14) Guaest Managament
Oparations Admin Actass Safinigs

Deploymant  Licansing | Coertificales ~ Logging

Certificate Operations |mmm
# Local Conifcmes r.f =] l='|;||=lkﬁ E-'t zpart :I.'M.HI-
ConiScats 5 A
d S ] Friandy Namea + | Expiration Issued T
@ Conificate Authority Cortifcaies
Bacorp. i-gamo.com Thas Jul 12 121447 POT 2012 tse.conp.H-demo.com

10. 22t X{0{| A{ Administration > System > Certificates > Certificates Authority Certificates =

O|S&hLict.
11. Add(F7HE 2
2{grct

2|8t C}2 Generate Certificate Signing Request(21EM HE 2 MM)E &

cisca Identity Services Engine
g Home  Monitor v Policy v SEEETTTEIER

:T: Systemn -';\3 Identity Management i MNetwaork Resourmes |i,5 Guest Management
Deaployment Licensing [ Ceriicales Lagging Operations Admin ACCess Seftings
Certificate Operations l Local Certificates
@ Local Certificates F J ear deasa Eeport | I Delete
© Certificate Signing Requests I |Friens  'MpOrtLocal Server Certificate
£ Cerificate Auhorty Cerfificates r— Generate Eerl' Elgneﬁ Cenlﬂtale

sExg Gemrata Galtil'i[:ata Elunlng anunst
Bind CA Cerificate
12. CtS 22 MEELICHQIZ A F&|: CN=ise.corp.rf-demo.com?| Z0l:

2048




Local Certificates > Generate Certificate Signing Request

v Generate Certificate Signing Request

Certificate -
* Centificate Subject |CN=ise.corp.rf-demo.com

* Key Length [2048 < v

Digest to Sign With SHA1

13. ISEE CSR H|O| X[ CSR2 A& & =+ QUCt= ZFZEE EAIFLICH OK(EEHE 2=

gfLICH
| 4

A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signhing Requests" page.

14, ISE CSR u1|0|X|0+IA-I CSRE ME{S 1 ExportE &|ghLCt.
15. IS 2 E R|(od: Er—EEE %) off & &fLct.
16. Tt U2 * pem 2 XEELICH

silisili =
:Ijég' Idantity Sarvices Engina

& Horme  Monitor v Policy v SRS R

wfoSystern | SE dentity Management | i Network Resoumces & Guest Management

Daplaym et Licenging [ Carlificales ) Logging Crperalions Sdrrin ALCESS Seflings

Cerifficate Operations i I | ! Feqpests

& Local Certificates
mmumw#ﬂ
@ M Frendmy Hame «  Carfificate Subjact Ky Langih
& Cerlificate Authorky Cortifaabes .
|F =8 corp. A-demo.conmn Ch=ize.corp. i-dermo.com 48

O} Notepad/Wordpad/TextEdit2 &/ L|C}.

17. CSR I} )
FEHLICH 25 AMEH > = A

3
18. LIS 5§

).

=
Ab



! {tRln/q/HBuglLItIw 1‘-:—-
fbanZiabeH3XIzX4 00U TmVOrzALeAPDK
281lh OChhbPUNRE3EGVaIVRLN
I.l'.'r.L_-lJ_‘L_4._T.-_|:1ttk.lt"lh.'_"

2riz7vkig In]-—1.1r HF

EI Paste %
=% Paragraph
= Lists »
19. https://<Pod-AD>/certsrvol| CHEH 22K & dL|Ct
20. Request a certificate(21& A L&)E S 2|ghct

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your VWeb brow
communicate with over the Web, sign and encrypt message

You can also use this Web site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser

Select atask: ‘.-

Redquest a certificat

View the status of a%lndinq certificate request
Download a CA certificate, certificate chain, or CRL




21. 13 I8M e MEstHH #=gc
Microsoft Active Directory Certificate Services -- con

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an:advanced certificate request

)

22. Saved Request(ME El %) HE=0| CSR L& 20 &LCt

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Civ
source (such as a Web server) in the Saved Request box.

Saved Request:

Base-bd-encoded

certificate request Undo
(CMC or

PKCS #10 or “us
PKCS #): Copy

ml
Delete

Certificate Template: Select Al
[Adr, Check Spelling H
Languages

Additional Attributes:

Convert Web Page to Adobe PDF. .. L
Add Web Page to Existing PDF...

Attributes:

23. Certificate Template(2/1& X B&X!)2 2 Web Server(# MH)E MEEH CHS Submit(M



)& &= et
J _ Microsoft Active Directory Certificat... |

Microsoft Active Directory Certificate Services - corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Clv
source (such as a Web server) in the Saved Request box.

Saved Request:

lgA/ MM2ZSTIoEPekcunmn+ZFt 1AXajB3ZuvHHET ¢S5 4 |
Base-bd-encoded |J4geOM7EEYOpOtd4bhial 7136 Lm6BETHkOmRhi TEwWSF

certificate request (kSa7LHYgkgLRYEnpulSRIQ7wWijArHBcK10eVT42

(CMC ar LPEQ72N2EXYIXfulidyoal jmskeTOnLABVYQEnKOx

PKCS #10 or VSQYBOjTYHXIPGS/ ned9z3M0iZdZ smdXNS2ZbJI£0/

PKCS#):  |-——- END CERTIFICATE REQUEST--———- -
1| | b

Certificate Template:

Additional Attributes:

Aftributes:

Submit % |

24. DER encoded(DER 2l3 )& ME45t C}2 Download certificate(R18M CHRZE)E 228
L|C}




Certificate Issued

Microsoft Active Directory Certificate Services --

The certificate you requested was i1ssued to you.

® DER encoded or ¢ Base 64 encoded

1 Download centificat ‘——
Download certificaté_thain

25. IS L4l @|x|(0l: CHRE2E)of| KME&LCH.
26. Administration(Z 2[) > System(AlA &) > Certificates(2!& Al) > Certificates Authority
Certificates(2/& 7|2 2I&EM)E o|SEfLICH

T

cisco |dentity Services Engine

lh Home Monitor = Policy

Metrics

Active Endpoints

0 -

Systemn Summary

Administration »

=%= System
Deployment
Licensing {
Cem’ﬁcatei
Logging
Operations

Admin Access
Settings

27. Add(#ﬂ) > Bind CA Certificate(CA 21 A HI2IT)& &= &rLict

corp-RFDEMO-CA




wl I Ll I T o = p—
cisca ldentity Semices Engine

f4 Home Monitor v Paolicy Administration

slesystern | Z%|dentity Management [ Metwork Resources (&4 Guest Management

Ceployment Licensing | Cerificates Logaing Dperations Admin Access Seftings

Certificate Operations Local

ﬂ' Local Certificates J,-i" Edit +Md @ Expaort x Delete
© Certificate Sigrang Requests ™ | Frient Import Local Server Cerlificate
8 Corificate Suthorty Coerificates - Generate Self-Signed Certificate

Generate Cerificate Signing Request

Bind CA Cerlificate {*_";h

I isecc

7] [TT] [T ——
cisco |dentity S

ﬁ Home Monitor - Falicy

sfagystern | S dentity Management i Metwork Resources |4 Guest Management

Deploymant Licensing 1 Cedficales  Lopging Operabons Admin Atcess Sefings

Certificala Oparations Local Certihoates = Band CA Signed Certicste
* Bind CA Signed Cenificate

@ Local Cortifcates afffem 4

£ Certificate Sirung Reguests Certificate

& Cerlificale Sagheriy Cerilicales

* Cerdicale File |E‘;Usara’lpmhﬂuwnhuﬂs’l,mmw.car ( Browse_ I

Protocol
EAP: Usa canfficate for EAP protocols Shat use SSUTLE tunneling
[# managemen infertace; Use ceriicale fn authenticate the web server (U

Crverricle Polcy
[ Reglace ™ teMiNcate being imported may be determined 10 alreacy exist in the system w
- exlificak and sarial number a5 an exisling cedificale. In such a case, selection of the *R

ISR orfificate corents bo be replaced while retaining the existing profoce] selactiorn

29. Protocol EAP2 Management InterfaceE = 5 =¥ CtZ Submit(X|&E)& S&|gLICH
30. CA7t RE CAZ {ZEE dEfZ FIEIR=K] LT




nagement i Metwork Resources |i_1‘ Guest Management

(" Certificates Logging Operations Admin Access Setings

Local Certificates
; Edit ‘ﬁl}:ﬂdd o Expart K pelete
; | ™ | Friendly Name « |ssuedTo Issued By
= | r ise.corp.r-demo.com ige corp.ri-demo.com ise.corp.r-demo.com

—N ™ ise.corp.r-demo.com ise.corp.r-demo.com corp-RFDEMO-CA

Windows 2008 Active Directory & &

ISE= AHSAHHA QIS E flsll £= Het F0{ G AEX S4& AMYst7| s AD(Active
D.rectory)szr Y SAlg = U&LICh ADQF S415t2{H ISE7H AD T HIQlofl ' QI'E|o{oF B LCt.
O &0 M= ISEE AD = HIQlol| 7HUAIZ| T AD S4I0| SHIEH & Sst=X| FlgfLct

ChE EAHIE 225t MAI2.

1. ISEE AD T H|QI0]l 7} A|F|24T ISE0 A Administration(Z 2l) > Identity Management(ID 2
2|) > External Identity Sources(2|% ID &2)Z o|SgLCt

S Engine

Policy » & Administration «

:ff System fﬁ ldentity Management
Deployment Identities
Licensing Groups
Certincates
Logging Identity Source Sequenkds
h v Qpergtions setlings

2. 2% (2% ID £&A)0 M Active DirectoryS MEHE!LICE

3. LEZ0{ M Connection(?1Z) B MEHSI T CtE2 YT LICL=HIQ! O|F: corp.ri-
demo.comID X{E A O|&:

AD1



villisi]is s E
ciscn  [dentity Senvices Engine

& Home HMonitor v Policy v [EEERTENETIRTTE S

whe Systarn L Idertity Managemant | [ Mobwork Rosources [ Guwst Banagemnt

Idanities Groups | Exernal [dentity Sources Identity Source Sequences Seflings

1 &~
Extoanel Idemtity Sources ‘ Artive Divgclory = ALF
& BE BTN oows | awies
- - e

= Coratonle Aubenlicaion Profi

- " atie # * Sprewr Donneclion

= Actere Dusctony h

o BAE o To configure Activa Direchory:

B RADRE: Token 3 = First enter i raquired felds: the Domain Name to connect to and the idemity Store Nam
Lo FSA SecriD » pages, and click subimit bo commit the Active Directory configuration to sl nodas in the Iﬁj

= Afar ihe configuration has been submithed, thenJoin or Leave oparaions must be perfa

* Darain Mame  |eor. i demo trm % | Te=i Correction
= Igeritity Store Marme A0 “. i

Local MNode Status Mo Acive Dineclosy Configuramon is Sel

4. Test Connection(?1Z EIlAE)2 Z2IgtLIC}H AD AF& X} 0|&(aduser/Cisco123)2 /235t
OK(&ehE& Z=lsict

* Domain Name |cum.rrdemu.:um \| |_Test Connection |
ot ]

dentity Store Name 1

Test Connection x
jocal Node Status Mo Active Directory Configuration is Set

* User Name: |aduser

ettings * Password; Il'llllll-l *

I I!Ulﬂ Cancel

5. Test Status(Ell &2 E 4EH)0l| Test Succeeded(EIAE HE)7F EAIElE=X| &QlgrLc
6. Show Detailed LogE MEHst T 22Xl S0l 88 ME HEE &QIgfLIct OKEeNE 2
2/5t0{ A& &hct




[Test Connection X

stotos: [T A
M Show Detailed Log. (Note: May contain sensitive information such as passwords )

xecuted with privilieges of root -
dinfa (CentrityDC 4.3.0-192)

Host Diagnostics

uname: Linux ise 2.6.18-238.1.1.eI5PAE #1 SMP Tue Jan 4 13:53:16 EST 2011 i686
08S: Red Hat Entarprise Linux Server

Version: 5.4 (Tikanga)

Mumber of CPLUs: 2

IP Diagnostics

Local host name; ise

Local IP Address: 1010.10.70

FQDM host name:ise. corp.i-demo.com

Domain Diagnostics:

Domain: corp.rmr-demao.corm
Subnet site: Default-First-Site-Name _:I

7. Save Configuration(Z1Z|22{|0|M X&) S2|gfL|ct

* Domain Name |corp.r-demo.com | Test Connection |
* |dentity Store Name |AD1

Local Node Status No Active Directory Configuration is Set

¥ Connection Settings

g

Enable Password Change
Enable Machine Authentication
Enable Machine Access Restrictions

Aging Time (hours) |6 (valid Range 1 to 8760)

| Save w Join Delete Configuration

8. Joing F&|gLCH AD A X} (administrator/Cisco123)E 1235t 1 OK(& Q)& Z2lgtL|Ct



Join Domain x

* User NHH’IH:“Mlm .

*Password, |essssess

9. Join Operation Status(Z= 2! 24 AEH)0ll Succeeded(dE)7t EAIZ|=X| & QI8 C}S OK(&
eNE 272|504 AL ErL|Ct.Server Connection Status(A{H 9173 4 EH)0l= CONNECTED(9A
ZE)7t EAELICH O] 4Ef7} AMEX| HEEH E|AE HAAS Sl AD & &l 2XME

sHEaE =+ A&Lct

Join Domain
Status: Join Operation Succeeded

Active Directory 1 & 7}




AD 80| £ 7}E|5 ISE B0l Cha of MESHE Moi7t 5B ELICH oI S04, AD 2182
Ol AHS A MIBHEIZIES OfF ISE 1.0 HLOIA B2 {17} ZEE|X| b2 MEoA] Kol &
ofxt TE T TS VIS AEol met AHEEE & ABLICH

O| A& 0| M= Domain Users(=HI2! A Rt) L/EE= Employee(&3) &8 AHSELICEH

ChE EAHE 225t MAI2.

1. ISE0| A Administration(Z2]) > Identity Management(ID & 2l) > External Identity Sources(2
2D 42)2 O[S LCH

2. Active Directory > Groups Bif& MEHELICH

3. +Add(F7HE Z &8 Ct2 Groups From Directory(CIE|EEIIAM 1 8)E ME{EL|CH

T e
cisco ldentity Services nagine

# Home Monitor v Policy »

?;';? Sﬂﬁﬁ.{ﬁi Identity Management i Network Resources  |&& Guest Management
Identities Groups ( Exemnal Identity Sources ldentity Source Sequences eftings
External Identity Sources E Active Directory » AD1____
= oy | Connection Altributes

$ = L B L
. Cerificate Authentication Profie ¥
S add ¥ pelete Group ( :
— "4"' Select Groups From Directory
— - Add Group {lj
. RADIIS Token ¥

T RS Sarcaeil =

4. & F(CIEEEZ 2§ M)A ZH Ql(corp-rf-demo.com) & EE{(*)Q| 7|2gt2 &L
Ct. 323 CH2 Retrieve Groups(1 & AM)E 2 =2/&HLCt



Select Directory Groups
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Use * for wildcard search {i.e. admin®). Search filter applies to group name and not th
Domain: corp.r-demo.com
Filter: i Retrieve Grou umber of Grou|
[~ Name
™ corp.r-demo.comUsersiDnsUpdateProxy
™ corp.t-demo.comUsersiDomain Admins
I corp.f-demo.comsersiDomain Computers
r corp.i-demo.comiUsers/Domain Controllers
I corp.-demo.comiUsersiDomain Guests
r corp.i-demo.comiUsersiDomain Users
I corp.f-demo.comiUsersiEmployee
r corp.r-demo.comfUsersiEnterprise Admins
—_

5. Domain Users(TH Q! At& X} 2! Employee groups(&& 2&)9| &XHE ME{SLICH 22 &
™ OK(&ehE Z2/etic

!

pume

r cofp -demb.cofmisersiDomain Controllers GLOBAL

r cofp.rkdemibcomltsersiDomain Guests GLOBAL

¥ corp.fFdemocomiteersiDomain Lsars GLOBAL

¥ corp.rdemo comiUsers/Employee .h=' GLOBAL

™ corpri-demo.comisers/Enterprise Admins UNIVERSAL

C corp A-dempcormlsers/Entgrprise Raad-anby Domain Conbnolers UNIWERSAL

™ corp.ridemo.comisers/Group Palicy Creator Cremers GLOBAL

™ corpridemp.comilsers/RAS and IAS Sarvers LA

T corpr-democomisers/Read-only Domain Controliers GLOBEAL

[ corp. A-demp.comilsers/Schema Admins LUNIVERSAL -
4] | »

%l Cancel
N -

6. 180l S2 0l £7HEIHEX| HIFLIC



'.':I.'_{:;I.:',' Identity Services Engine

£ Home  Monitor v Policy v SEEGTGINIEE TR

=

a'ﬂ Identity Management i MNetwork Resourcas

':.'f =ystem [i_'-‘ Guest Management

ldentities Groups (" Exernal Identity Sources

l[dentity Source Sequences Settings

— ==

I

External ldentity Sources __Active Directory = AD1

= = : | connection |EKCETTTH  atrioutes |
433- - = YWl
L Ceificate Authentication Profile ) _{F_m—[ x

Add Delete Group

u:'!‘.. m mm? .............. J
] LDAP > Name
L | RADIUS Token ¥ l » corp.r-demo.cormdlUJsersomain Users
| ASA SecurlD i . corp. -demo.comiUsersiEmployee

7|8Ho 2 ISEE LT AFSKHE 215 ME A0 AZs =S AYELICH ADE F7tstH ISE0 A
15 HQlst= Ol AH8E ADE ZH SIS AlBAS 2M =28 ddE + J&aLth

ChHe CHAIE 22 5HAAl

to

1. ISE0| A Administration(2t2]) > Identity Management(ID & £l) > Identity Source
Sequences(ID &4 A|HA)2 O|S&fLCt

.
cisco ldentity Senvices Engine

B Home  Monltor Policy » SRCHTTTETENGGE S

(]

«%s Systern | SR Identity Managem@

ok System SR identity Management
Identities Groups | External Deployment ldentities
e — Licensing Groups
External identity Sources Cerlificates External ldentity Sources
- E = Logging '
[ Cerificate Authentication Profile Operalions ! Setlings
<9 Active Directory Admin Access

2. M ABIAE Z71512{8 +AddE S2F LT



it fusifia
CISCo

4 Home  Monflor®  Palicy = Adminisiration =

= Bystem Iﬁ Identity Wanagement i Metwork Resources |ﬂ-| Guest Management

dentibes groups External identity S0urces (il dentity Source Jeguences Setings

x Draleda " Fiter -

a | Dascription Identity Stones
[T Guest Poral_Sequence A buili-in Identty Sequence for the Guest Portal

Internal Lisers
Sponsar_Ponal_Sequence

A builkan Idenbty Seguence B0 lhe Spansor Poral

3. M O|& AD_Internal2 =EILICt. Al 758t 2E LA E Selected(MEHE) HEo FIH
Lich 23 ks 2

2 ol meat =ME CtA| X|H35t04 AD10| 52| HH 9|2 o|SFLCt.
Submit(XM£)2 =|gLIct

Intemal Lisers




Identities Groups Extemnal Identity Sources I["Il:hantit‘,rSn:nun;vat Sequences Seflings

ety Source Sequences List = Mew klently Source Sequence
¥ |dentity Source Sequence

* Mame lA.D_Intamal ﬁ |

Description

T Certificate Based Authentication

] select Cenificate Authentication Profile v

¥ Authentication Search List

(5

A set of identity sources that will be accessed in sequence until first authentication succeeds

Ayailable Selected
=] AD1

Intemal Lisers ;I
ol
]
Fa

Intemal Endpaoints

AL LB

¥ Advanced Search List Settings

-

Selectthe action to be performed if a selected identity store cannol be accessed for authentication
(®) Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to “ProcessError

() Treat as if the user was not found and proceed to the nexd store in the sequence

w=System | Jglideraty Managerneni | [ Metwork Resources | |28 Guest Managemaeni

idanitas Grougs Esternal Idantty Sources rllﬂbl'lﬂl'_l'EUU'T-B Sequenias Seftings

r’ Edil +Ml E_"_]lf"l.pllull “l}llﬂll '\:rll|l1|nl -

" wame ﬁ = | Dascrglion | Bty Storas
r AD_Imlernal AN Inern sl Erdpoints Inkermnsl Lgers
T duest Poral_Saguence A lbuiltin dentity Seguence for the Guest Portsl Inlernal Users
T Saorsor_Podal_Sequence A builtin dentity Seguence fior the Sponsor Portsl Inlernal Users




St= ISE
183t7|

IS HAETL HAMo2 AZME|T

=& ADE AE

AD EHQI AFERIT HAE HMHMAE AZEMTIEE

OIAL_||:_|._

% ISE% ?‘A-|OI- = AAEH
P2t AR,

Z2) > Settings(A )2 0|S#

CHS HAE &
ISE0I| A Administration(& 2l) > Guest Management(A|

Lict
enices Enagine

Policy » © administration

Monitor =
L]
ale System

Draployment

i Home

Metrics
Active Endpoints LICERSING
1 Cerificales
Logaing
IIIIIIIIIIIIIIIIII.:I Operations
Admin ACcess
Settings

System Summany

e
CPU

E ise

Metwork Resources
Metwiork Devices
Metwork Device Groups
External RADIUS Serers

5L dentity Management
dentities

Groups
External Identity 5

denlity S

Setlings

|44 Guest Management

Spongor Group Policy

Sponsor Groups

[

OUrce Sequences

N

guct ad s

AD_Internal& Identity Store Sequence=

2. Sponsor(A&EA)E & &5t Authentication Source(R1& &A)E 2
MEHEFL|C}

lenlve -
‘eisco  Idertity Senvices Engine
m Hosfre Mariior » Folity w m
== Gystern | St |dentity Management [ Metwork Resounces | Y Guest Management
Sponsor Group Palicy Spansar Groups II"-Sliﬂu'-us )
Seitings ¥ Sponsor Authentication Servers
v (2 General f
v [ Sponsor ""‘, Idardity Store Sequence | Sponsar_Podal_Sequence .rsr.
= Authenbcation Sounte " klemity Saquence
|
€ ==
st Porksl_Sequence
Sponsor_Portal_Sequence
—_— Al el {r?

= Ponal Cusiomization
» [ Language Templale

v O Gues

AlBA

LIch XM& e FEguct

sto|st
= =

=3

3. AD Internal2 ID A& A



'::Iuls:éln'f Identity =enices Enagine

& Home  Montar v Policy =

«fagystern  Glidentity Management [ Network Resources | [& Guest Management

Sponsar Group Policy Sponsor Groups  ( Seftings -

Settings ¥ Sponsor Authentication Servers

» [0 General ’ r

v ) Sponsar * Identity Store Sequence |AD_intemal m{
= Authentication Sourc Save Reset
= Poral Customization

v [ Language Template \
¥ Guest

4. Administration(# 2l) > Guest Management(H A E £ 2l) > Sponsor Group Policy(AZ A 1
B YAM)E o|sgfLct

cisco |dentity Services
PN L 2  Administration ¥

T’: alinsail I‘;'_ildenhtr BRI =% System L dentity Management
Sponsor Group Paolicy Sponso Deploymeant Idenimes
Licens r':l'_a L hl'll]Fl'l
Settings Cerificates External Identity Sources
» [ General Logging ldentity Source Sequences
v [ Sponsor Operations Setlings
.= Authentication Source Admin Access
i= Poral Customization Setlings [#, Guest Management ‘f
» £ Language Template ﬂmﬂ-ﬂh—%
v 3 Guest B Metwork Resources Sponsor Groups
HNetwork Devices Seftings
Metwiork Dewvce GRoUups
Exernal RADILS Servers
BAD S Somar SanIgncg

M
My
Jqu

5. 33 Bl & o M HAE A AFFLICHREZ M &Y ot o

| i Tazk Mavgalor = ek

ofaSystem SR icenliy Wanagemen! i Metwork Fesources | B Gusst Management

(" Sponeor Group Palicy Sponsor Ceoups Setings

Slalus  Bue Hame Idenibty Groups Olher Condlions Spunsor Groups F
| = | Manage All Accounts | ©| sponsoran. < | Condlinais) p | men | Spoassestacen < i Acong -
. Ins et Mew Policy Abmva
| B~ | Mg Oroup Accouns | = | sponsorr.. o | Coramiords) 4 | then | Spansersmup. '——IHEETN—F:PEIEEEEI—“!:I
T I O I Ak
!B+ | msraos Cem Arcounts | Sponsond.. s | CondiCrg) ] th [ Sporise Goup. e lenin A

- - Coplicale Below
Cslete

6. M A2EM 18 2o AR OIS YEELICL#E 0|F: THIQ ASXHD O&: 2F7|Et =
7d: (Create New / Advanced) >
AD1



stlusn]ns
cisco ldentity Services Engine

l";\ Home Monitor v

s’s System | 5% Identity Management

(" sponsor Group Policy

Palicy = Administration =

I Metwork Resources |2 Guest Management

Sponsor Groups Seflings
Status Rule Mame Identity Groups Other Conditions
~  |Domain Users Any & | and | Setect Attribute

4 Add Al Condit

Condition Mame

ns Be

& 1o Library

Expression

Select Atiribute || |

Dictionaries
( 5 |

$- = = 0
. AD1
L Alrespace {j
. CERTIFICATE ¥

AD1: 2|2 1§

q Status  Rule Mame / Identity Groups Other Conditions

b |Dl:lmain Users Any <7 | and | Select Attribute

Condition Name

a Add All Condiions Below 10 Librany

Expression

Select Attribute .

‘. AD1
(

{aw
B ExternalGroups
g ldentityAccessReStricted

AD1 Q|8 O & > &S > corp.rf-demo.com/Users/Domain At& At



oot
cisco [dentity Services Engine

#& Homs  Monifforr Policy w Adminisiration »

:.'.-; System JE:} |danfity Management iHElhm:lrk Resources | |k Guesl Management

(" Sponsor Group Policy  SPONSOr Groups Betings

Slalus  Rule Name Identity Groups Cither Conditions Sponsor
i > | \Damain Users | | Ay -'_:-] i iI Select atiribule = |- | Sponsor G
[E} Acd An Conditions Below fo Library twnsumt
Condition Mame Expression
A SE NS0T
; [AD1 EdemalGroups o | [Equals (-] || &l .

corp -demo.comisersiDomain Use
corp -gemo, comsersiEmploves %‘

DM SOrCED

7. AEM IB0IM CHS S AHELICLAZEM 1

I

SponsorAllAccounts

s ’
cIsco ||||-| Ly =enCcaes cnoineg

& Home  Monitor e Policy » Abminkstralon v

=%=gystern R identity Managernent [ Metwork Resources | [&) Guest Managarnen

If" Sponsor Group Policy ) Sponsar Foups Selngs

Blatus  Rule Nama Idantity Groups Other Condilions Sponsar Groups
B - DomainUzers | f | Ay op | and I ADA ExlemalGrougs EQUALE p I {higt | Sponsor Group. =
B ~ [Manage All Accounts | Ir| sponsaess < | ™) |4
Sponsor Groups
B - Manage Group Accounts | | Spangarr . <} {. )
r
B ~ Manage Own Accounts | :| SpansarQ,.. < - EE G

8. Administration(# 2l) > Guest Management(H A E 2 2]) > Sponsor Groups(AZAM 1&)E
o|S&fLct



stffusufus P =
cisca dent W oenices cngine

% Home  Monllor *  Policy » Administration »

¥ [ ]
ofs Systern | 551 identity Managemd

=¥s System 51 entity Management
{ sponsor Group Policy Sponsor Deployrment Identities
r - Licensing Groups
Slatus  Rule Mame Ceificates Exemal Identity Souices
- [Dnrnam Lsers ) Logaing Identity Source Sequences
Operations Saftings
- |Hanageml.ﬂ::uunts Admin Access B
] Settings [ Guest Management

i |Hanaga Group Accounl Sponsor Group Policy far
-

; 1 [ Network Resources
[Manage Own Accounts Network Devices Seltings iy
Network Device Groups

External RADIUS Servers
RADIUS Server Sequences
SOA AAR Sarvers

atfusn ]

cisco |ldentity Services Engine
& Home Monitor v Policy v SEERTTTENEN TR S

ofsSystern &% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy rSpunsmGruups Settings
Sponsor Groups
Edit <Add M Delete 7 Fitter
I sponsor Group Name 4«  Description
v SponsorAllAccounts # Default SponsorGroup
r SponsorGroupGrpAccounts Default SponsorGroup

10. Authorization Levels(T48t £04 2i|#)E MEHSI T OS2 HHEELICLAAE HIYHS 27|
of



hll'l"lld . -
cisco ldentity Services Engine

A Home Monitor v Policy v B iR

-:;f';v Systemn Iﬂ- Identity Management i Metwork Resources [i_';‘ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P ——— e ——
Sponsor Group List > SponscralAccounts

| General B Authonzation Levels ® Guest Roles Time Profies |

Allow Login | Yes |v

Create Accounts | Yes [*)

Create Bulk Accounts | Yes B

Create Random Accounts | Yes [

Import CSV | Yes 2

Send Email | Yes L)

Send SMS | No d

View Guest Password | Yes L

Allow Printing Guest Details | Yes | =

View/Edit Accounts | All Accounts L=

SuspendReinstate Accounts | All Accounts [*]
* Account Star Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account [ | Days (ValidRange 1to 999999999)

A 2| x| SPAN 74

SPAN 714 - ISE #El/Z2E QIE{Ho|A = WLC #E| QIE{mo|A0f QI8 L2lLICH AL %lE
SPAN 2! 7|E} QIE{H|O|A(0d]: =12 T HAE QIE{H O|A VLAN)Z TAE & Ql&L|Ch

Podswi t ch(confi g) #nonitor session 1 source vlianl0 , 11 , 12
Podswi t ch(confi g) #nonitor session 1 destination interface FaO/8
ISE virtual probe interface.

2 Z=: Apple MAC OS X& £M Q&

Apple Mac OS X FM L ES HAFEE AE5t0{ LHE A XHEE= S& AD AFEAHE QIS E
SSIDE Sl WLCol| AZELICH HFEX| b= B2 TdUELICH




1. MacOll A WLAN M-S 2 O|SELICH WIFIE A48t CHE 0| &0l M A48t 802.1X
M POD SSIDE MEHGt0{ 2448 L|CtH

Re.  6.7KB/s = Thu 10:47

v blizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
J_test
Lab
mi-demo-1x
mi-rf-mgt
open

.,})

PEPPDPDEPDPDPDDEPDEDD

3) a) ) ) ) ) ) ) 9) )

) 1) -|]} ) 4

PP

o

PodX | -
rf-COA
rf-management
secure-ipvb

EeEPDb
1)

Join Other Network...
Create Network...
Open Network Preferences...

. —

2. AZSe{H Ol S HE E MESHAAI.AFE Xl O|&: aduser(ADE AF23HE 49),
employee(internal - Employee), contractor(internal - Contractor)H| 25 : XXXX802.1X: A} &
TLS QB A: ei5




The network “pod1x” requires a password.

~
_‘:h
User Name: aduser r
Password: sssssess ‘ J
802.1X: | Automatic B
TLS Certificate: | None e | v

M Remember this network

{ Cancel :} (—ﬂ{—k)

O|CcH
HE0| AZELIX| k2 =+ QU&LICH EBF ISEE ChE1 20| Auligh O|HEE YAIZ =
&LCH

= .

Aut hentication failed :12514 EAP-TLS failed SSL/ TLS handshake because of
an unknown CA in the client certificates chain

. System Preference(A|AE 7|& M%) > Network(LIER{3) > Airport(Z &) > 802.1X HH2
£ 0|S3t0{ M POD SSID/WPA Z 21t QIE5 2 CtS0t 20| MEELICETLS: AFS o &
PEAP: AASTTLS: At oF B EAP-FAST: AL ot &

F



T AirPort

! AirPort  TCP/IP ~ DNS = WINS ~802a% Proxies Ethernet '

TUser Profiles

# WPA: alpha # User Mame: aduser
WPA: 1x
SWPA.' ::T:Iard Password: sssssssssssssas

| Always prompt for password
Authentication: | Enable Protocol

PEAP - Enabled O TS |
Everything else = DISABLED m@

1 TTLS i
[ EAP-FAST v
Configure...
( Configure Trust... )
Wireless Network: podlx -
Security Type: | WPAZ2 Enterprise bl

@ (Cancel ) ( OK )

4. OK(&hE S 2lstod A&ty dHE MEFLICH
5. Network(LI E/3) EtH| A Z{&d8t SSID + 802.1X WPA Z 21} S MEHS T Connect(?d
A)E S=gct



. AirPort

“ Self-Assigned IP

I USE Modem
Mot Connected

@ LUSE Ethernet
Mot Connected

o VPN (IPSec)

Mot Connected

_.#'.

.+.
[‘nﬂththeluﬂttﬂ

Location: | Automatic E |

Status: On (" Turn AirPort Off )

AlrPort has the self-assigned IP address
T 169.254.187.68 and will not be able to
connect to the Internet.

Network Name: | pod1x

&P
a Eﬁsk to join new networks

Known networks will be joined automatically.
If mo known networks are available, you will

be asked before joining a new network.

802.1X: | WPA: podix ‘ “

EShmMrPnrtmms in menu bar ®

prevent further changes. ( Assistme... ) { Revert | { Apply

6. ArE%t O|F 0 HIZHZ E E= HAIXK|I7I EAIE &= U&LICH AD AHEXH X &5
(aduser/XXXX)& 238t CtF OK(E Q& S ELIC



Authenticating to network "pod1x”

Please enter your name:
‘ |aduser

Please enter your password:




anmn Network

L« | > | showai | Q

Lecation: | Automatic m

BT s comecea (T At o

AirPort is connected to podlx and has the IP

o USB Modem .\&‘g = address 10.10.10.101.

@ [SBEthemet Network Name: | podlx '+
VPN (IPSec) Q M Ask to join new networks
ROt Lonnecied Known networks will be joined automatically,

if no known networks are available, you will
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