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1. HX{ Microflow ZZ|&S AFE5tE{H A|EH WS ME5t7| s EciT S AlEst7| 98t
ACL(Access Control List)2 244datjok & L|CH# 1. 0| Z4Z|Tao|M oflof M= T4 ZEto|d
E0{ 192.168.30.x/24 MEHIE AFEELICE

i p access-list extended acl-wirel ess-downstream
permt ip any 192.168.30.0 0.0.0.255
ip access-list extended acl-wirel ess-upstream
permt ip 192.168.30.0 0.0.0.255 any
2. O|T ACLOMIM YURIAIZH EEia ME BHELICH
class-nmap nmatch-all class-w rel ess-downstream
mat ch access-group nane acl -wi rel ess-downstream
class-map nmatch-all class-w rel ess-upstream
nmat ch access-group nane acl -wirel ess-upstream
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policy-map police-w rel ess-upstream
cl ass cl ass-wirel ess-upstream
police flow mask src-only 1m 187500 conformaction transnmit exceed-action drop
policy-map police-wrel ess-downstream
cl ass cl ass-wirel ess-downstream
police flow mask dest-only 1m 187500 conformaction transnmit exceed-action drop
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Burst = (Bandwidth / 8) * 1.5
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police flow mask dest-only 1m 187500 conformaction transnmit exceed-action drop
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police flow mask dest-only 5ntc 937500 conformaction transmt exceed-action drop
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ip access-list extended acl-wirel ess-downstream
deny ip host 192.168.20.22 192.168.30.0 0.0.0.255
permit ip any 192.168.30.0 0.0.0.255

ip access-list extended acl-wirel ess-upstream
deny ip 192.168.30.0 0.0.0.255 host 192.168. 20. 22
permit ip 192.168.30.0 0.0.0.255 any
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i pv6 access-list aclv6-w rel ess-downstream
permt ipv6 any 2001: DB8: 0: 30::/64
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i pv6 access-list aclv6-w rel ess-upstream
permt ipv6 2001: DB8: 0: 30:: /64 any

2.IPv6 ACLE E st 5 2clila YS - LIt



cl ass-map mat ch-any cl ass-wirel ess-downstream

mat ch access-group nane acl v6-wi rel ess- downstream
mat ch access-group name acl -w rel ess- downst ream
cl ass-map mat ch-any cl ass-wirel ess-upstream

mat ch access-group name acl v6-wirel ess-upstream
mat ch access-group nanme acl-wi rel ess-upstream
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1. HAEEBHHM EEO police-wireless-upstream2 & grL|Ct.

interface G gabitEthernet4/13

description W.C

swi t chport

swi tchport trunk allowed vlan 30

swi tchport node trunk

service-policy input police-wrel ess-upstream
end
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2. 433 LAN/WAN of Ct22A
interface G gabitEthernet4/20
description WAN
swi t chport
swi tchport access vlan 20
swi tchport node access
service-policy input police-wrel ess-downstream
end
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1. VLAN 7|8t QoSE I8t wisME F/ggrLct.
wi sm servi ce-vlan 800
wi sm nodule 1 controller 1 allowed-vlan 30
wi smnmodule 1 controller 1 gos vl an-based
2. 2Cl0|ME vian svi 0 YUAER ME:
interface W an30
description dient-Limted
ip address 192.168. 30.1 255. 255. 255.0
i pv6 address 2001: DB8: 0: 30::1/64
i pv6 enabl e
service-policy input police-wrel ess-upstream
end
3. 423 LAN/WAN of Ct2AERE MEELCH
interface G gabitEthernet4/20
description WAN
swi t chport
swi tchport access vlan 20
swi tchport node access
service-policy input police-wrel ess-downstream
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