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1. ZAE E2{ GUIM| A Controller > General& ME{&FL|C}.
2. WebAuth ProxyE & 43}5l24™ WebAuth Proxy Redirection Mode =& LCH2 S5 0i A
EnabledE ME{EFLICtH
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CISCO MONITOR  VWHANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller General
General —— [Wic 400
Iy 802.3x Flow Control Moda I-Emg
:::::::s': S LAG Mode on next reboot m {1
Multicast Brosdeast Forwarding m
Ve deet o eV AP Multicast Mode L [Unicast =]
F Internal DHCP Server AP Fallback m:m
* Mobility Management Apple Talk Bridging [Disabled =]
Ports Fast SSID change m
F NTP Default Mobility Domain Name |1.|'|'LAN-LAE.
b CDP RF Group Name |wLAN-LAB
F Advanced User Idle Timeout {seconds) |a00
ARP Timeout (seconds) |300
Web Radius duthentication Pap -
802.2 Bridging ﬁm—g
Operating Environment Commercial (0 to 40 C)
Internal Termp &larm Limits Oto 65 C
Webduth Proxy Redirection Made [Enabled =]
WebAuth Proxy Redirection Port Eﬁliiabled

3. WebAuth Proxy Redirection Port EIAE A X0 ¥ Q15 ZEA|Q ZE i 0|
HAE MXts AEECI 8 ZEA 2ICIAME A O7|5le ZE HE 2 FEELIC
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CISCO
Controller General
b Nastii [Wicaaon
Inwentory =
B02.3% Flom Control Mode | Disablad =]
Imterfaces
bt ! LAG Mode on mext reboot |I:l|s-:||:|nd 'I [L&G Mode is currently disabled).
nterface Growps
Brosdcast F aridh |IJ' blad '-I
Multicast R [Esy
i Mode L 5
Melwinrk Rioiiles WP HuRiost [ricast =ljo.0.00 Hulticast Group Addrass
F Internal DHCP Server AP Fallback |Enah|¢d '-I

F Mability Management R L] e 030t Internet Euplores
Paris Fast SEI0 ohe ek Fogdreacticn well b ensbbead hor preosy poets B0, BOEN anad 128 by el e, and for s cordigueed ooy redeedtion poit F .
¥ NTR A iou et resek the sysbers For the webiisuth prosoy sstting bo beke sffect.
b COP RF Group Ham
F Advanoed Lizer 1dle Tirms .
ARP Tirrsbou | smsonds) |m—
wab Radiug authentication PaE =
BO2.3 Bridgivg [Dizabled =]
Oparaling Efviran sk Commescial [0 40 C)
Internal Temg alarm Limits Ota &G C

Webhuth Prooy Redirecton Hode |Enahlrd --I

Wab&uth Prozy Badireckion Port |I'I




4. ApplyE 2 =grLct.
CLIOIM WebAuth ZTEA|E F#/45t2{H CtS HHES A~ LIC

config network web-auth proxy-redirect {enable | disable}

config network web-auth port <port-number> F& £ A 835t01 El QI1& ZLE HEEF
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(Cisco Controller) >show network summary

RF-Network Name. ... ...t iiiinnnneeeens WLAN-LAB
Web Mode. .. ittt e e e e e e e e Disable
Secure Web Mode. . ...ttt nnnnnnn Enable
Secure Web Mode Cipher-Option High.......... Disable
Secure Web Mode Cipher-Option SSLv2......... Enable
Secure Shell (ssh)....... ... .. Enable
Telnet . ottt e e Enable
Ethernet Multicast Forwarding............... Disable
Ethernet Broadcast Forwarding............... Disable
AP Multicast/Broadcast Mode................. Unicast
IGMP SNOOPING . + v vttt et et et ettt e e e e e Disabled
IGMP timeout . ... iii ittt it it e 60 seconds
IGMP Query Interval...........iuiiiieennennn. 20 seconds
User Idle Timeout........ ..t iiiiiiinnnenn. 300 seconds
ARP Idle Timeout.........tiiiiiinnnnennnn.. 300 seconds
Cisco AP Default Master..................... Disable
AP JOoin Priority. ...ttt itieeeenn Disable
Mgmt Via Wireless Interface................. Disable
Mgmt Via Dynamic Interface.................. Disable
Bridge MAC filter Config............cc.co.... Enable
Bridge Security Mode. ........iiiiinnnennnn. EAP

--More-- or (qg)uit

Mesh Full Sector DFES. .. ...ttt ennnnnnnnn Enable
AppPle TalKk ..ttt ittt e e e e e e e Disable
AP Fallback ......c.ii ittt Enable
Web Auth Redirect Ports .......c.ccceeeeeens 80

Web Auth Proxy Redirect ....ccceeecccccccccs Enable
Fast SSID Change ... ...t iteennnennnn. Disabled
802.3 Bridging v v v ittt ittt ettt Disable
IP/MAC Addr Binding Check .................. Enabled
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CISCO MOMNITOR  WLANs CONTROLLER (WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

WLANS WLANs > Edit "Guestl’
i General | Security | QoS | Advanced
N i : A E :
r.
ndvanced SRR i
Trpe WLAH
[ S50 Guestl |
Status F  Enabled
Security Policies Weh-Auth
[Modifications done wnder security tab will appear after applying the changes.)
Radio Palicy All x
[nkerfacs/Int=rface Growp(E) |rnun-:||;|i.-rni.-n‘t 'I
Multicast Ylan Feature ™ Enabled
Brosdeast SSI0 ¥ Enabled

LHE DHCP M7t Qe B2 E2I0|¢1E = WLAN Guest10d 485t 10 IP FAE (&L|Ct 2e}o|
HE 7} URL(M: www.cisco.com)Ol M| AStE{ T 5tE4 2EIO|UE HEIR KoM =5 ZF A7t &
MSIEIOE OIS Z2A| 7|52 M25tE HEER = TEA| MNME A}502 EX|SHEE QIF
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) Madify procy configuration - Mozilla Firefog
fie [ Yew Hzoy [obnaks Took e

c 5 | httpefctsocucom

R Most Woded i-‘:.-uﬁ'q Shaitisd 5 Labesl Hissiins

| My pricey s onfiguration

Your browser is configured with proxy settings ..
T gl sk §6 Do bl W, it Follerw | i lafel
For Intemnat Expdores

1. (o b Tools” and sekort Tateamed Options’.

3. View the Tompeclions’ bsb ard click oo "LAH Settinge

3. Selert the 'Autaratically delect settings’ option under Avtcmatic coaflpmibsm end chick COK.
4. Fefish the web page o try ssoiber TEL.

For Fimfinz

1. G by Tooals” and deborl Orpilioes”

1. Choose the 'Advenced settings and olick on the Hetwork' tah.

3 Clich an the "5l tag’ brliom usder Coandcticn

4. Choose' Sutg-detect poromy seitungs foo this sebwork’ e click O
5. Fefiesh the web page o7 iry amoiber UEL.

_Close |
Oltlf ECIOIMEE =8 TS A| MY E H|gdstslof &2 &1 UELICH 047| M= Firefox HA
360 =8 TEA| MYE H|E M55t WHE Eolg &= aLct

1. Firefox 2212 X{0i| A Tools > OptionsE &5t CIZ AdvancedE ME{EFLICH
2. HEQ|3 B2 &8t O3 MY S MEELIC



Options
oo B & g (6

aeneral Tabs Content  Applications  Privacy  Security | Advanced

—anneckion

Zonfigure how Firefox connects to the Inkernet Settings...

Qffline Storage

s up ko 50 : ME of space faor the cache iClear Mow

Tell me when a web site asks to store data For offline use | Exceptions. ..

The follawing web sites have stored daka for offline use:

Eemosve.

l Ik, J | Zancel | | Help |

3. Connection Settings(?1Z2 A7) & 0of A Auto-detect proxy settings for this network(0| LI E ]
30 CHEt ZHA| HY xS BX)E H=FLICH



X]

Connection Settings

_onfigure Proxies ko Access the Internet
() Mo prosy

{:} se system proxy sekkings

() Manual prosy configuration:

o a e
SR AR

{:} futomatic proxy configuration URL:

| i, | | Cancel | | Help
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| | Web Authentication |+ |

Welcome to the Cisco wireless network

Cisco is pleased to provide the Wireless LAN infrasiructure for your
network. Flease login and put your unified wireless solution to wiark

User Hame |

Passwaord |

i e

- Wireless LAN Controller & 9! 71I|7840]|4 of

. Wireless LAN Controller® AHE 8t Q|5 ¢ 215 1|8 oM of

- WLC(Wireless LAN Controller)HIAM €| 215 B4 a4

. Cisco Wireless LAN Controller Z1Z|28|0|4d 7}0|E, &l2|A 7.0.116.0
. 71& %9 3! M - Cisco Systems
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/c/ko_kr/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html?referring_site=bodynav
/c/ko_kr/support/docs/wireless/5500-series-wireless-controllers/108501-webauth-tshoot.html?referring_site=bodynav
//www.cisco.com/en/US/docs/wireless/controller/7.0MR1/configuration/guide/wlc_cg70MR1.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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