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1. Active Directory A x| OFEIALE AIZFSHEIT AlEf > Al™& S MEASHT depromo.exeE 2= 8t
E|-° Z0o| 2 E.EIoFL||_-_|.
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2. Active Directory A x| OHHAL A% H|O|X[o| M CHE 2 Z=IFLICH

3. Operating System Compatlblllty(°°’| MA 2t A) I o| X[l M Next(CHZ) E 2 =!8 LICt.

4. Domain Controller Type(=H 2! ZAEE2{ &) Hlo|X|oil M M = H|2lof| CHE Domain
Controller(=HI ¢! HEEH)E MEISI 1 Next(CHS)E 22 LICtH

5. Create New Domain(M T H| Q! 44+4d) I 0| X|0llA{ Domain in a new forest(Ml ZE2|AENHM T
HhE MEISH T Next(CH®)E 2 2IgtLcH

6. Install or Configure DNS(DNS A& x| &= T4d) H 0| X|0{l M No(OtL|R), just install and
configure DNS on this computer(O| ”.’:‘IﬁE'ioﬂ DNSEF Ax| ! F+4)E M=15t 1 Next(CH®)E
EIE =y

7. New Domain Name(M T H|@! 0|F) m| 0| X|0o{ A demo.local€ /235t Next(CH)E 22!
L|Ct.

8. NetBIOS Domain Name(NetBIOS M|l 0|F) M| 0| X|0{A{ Domain NetBIOS name as
demo(=MI2! NetBIOS O|&)E 223511 Next(CHx)E 2= &LICt.



9. [HIO|E{H0|A L 2 Erf 2|&I] =Wo|X[ofA 7|& [Elo|E{HolAa & 20 EC]| CIHEEIE
MBstn s FEUC

Active Directory Installation Wizard X

Database and Log Folde:s
Spechy the foldes bo contan the Sctve Dirschory database and hog liss.

Emﬂmce ard recoverabifty, store the dalabase and the log on teparate
5.

Wwhare do you wand to stoss the Active Dilectory database?

Distsbase folder
CAWINDOWS\NTDS Bjowze...

where do pouwant bo shose the Acknse Direckony log?
Log Iotder.

| e |
|E:"C'|.-r"IHDEI'w"5'~.I'-IT 05 Bigwse... |

¢ Back Meat Cancel I

10 Shared System Volume(3® AlAE 28&) HO|X|oM 7|2 £ {IX|7t SHIEX| &l5tT
Next(ClZ)& 2 =I&LIct




11. "H gt | 0| X| 0| A Windows 2000 EE &= Windows Server 2003 2

Active Directory Installation Wizard

Shared System Yolume
Cpeciy fe lakder bo e shared a3 e sysbam valums.

The SYSYOL foldes shores the senser's copy of the doman's public fles. The contents
of the STSWOL folder e replicated to all domain controlers in e domain.

The SYSVOL folder sk be located or an W TFS volume.

Enter a bocation fior the 5 rSYI0L Tokder.

Ecider kocation:
L NDO WSS S WYL EBrowse...

¢ Back et » I Cancel |

MeEIQlEx| Solstn ohg & S2ELIC

Active Directory Installation ‘Wizard

Peimzzions

Select datauk pammzsions for user and group abjects.

Some server progiams, such &5 Wndows NT Remote Access Sernce, iead riomeaton
stosed on domamn conliollers,

™ Pamizsions compatioks with pea\indows 2000 sarver opersting sypstams

Sedect this opbon if you run serves programs on pra-Windows 2000 saivar oparatng
systems or on Windows 000 or Windows Server 2003 oparating syslems that ans
members of prevw/ndows 2000 domans.

rj':'n Anonymil upers can read inlomation on e domain

e L T L S D

E‘FE*!‘_“!J syslems S —
Select thiz option if you run server programs only on 'Windows 2000 n:nr"-h"rdm
Servey 03 opes aling sistems: that ane memnberz of Active Diecdon domairs. Dok
authenbcated users can read informabion on this domain

<Bock [ Newts Cancel |

12. C|EEE| MH|A B2 2 22| ¢35 o
13. Summary(2 %) H0|x|e| HE S ZHE 51 Next( +%)% SEIFLcH

A M A 2tEH 2 8 E|l= HEHo



Active Dwecbory Installation Wizard

S ummary b
Review and cofim the aplions you selcied %}
]

Tou choss ho
The new doman name i3 example, com. Thes i ako the name of the new foest :I

The NelBIOS name of the doman i EXAMPLE
Datshase folder: C-OMNDONWSWHT DS

il lolder. CAWINDOWSANTDS
SYSWOL fokder: C:YW/AND OWSASYSYOL

The DHS senace vl be nstaled and conligued on this compuler. Thes compudes
will b configuied o s thix DS senver as ite prefened DMS server

The password of the neve domain administrator vl be the same a3 e pazevond of
the admesshiatbor of thes compules

To changs an ophion, chck Back. Ta begin the apearabion, chok Mest

¢ Back el » Cancel |

14. Actlve Directory A x|7} & 2 £|™ Finish(0I2)E & 2|gfL|ct.
15. AFE{E CtA| AZSIEE HIAIXRIZ7F EAIE|H X|[F CHAl AlEF2 221§ ct

THOl 7|5 =& EE[7|

CHS EAE e

1. 2| EF EC(AIE > Z2 33 > 22| =7 > Active Directory THIP! 2! E E%*E)Oﬂkl
Active Directory TH|Q! & E{AE AHRIZ F1 T M@l HFE{ CA.demo.localE O+
QEZ LIEZ FE2IFLICH

2. THQ 7|5 +& 27|12 28 I8 =N
Server 20032 MEAEL|CH

|12l 7|5 =& €2|7| H 0|X|0{ M Windows



3.

Raise Domain Functional Level

Diamain narme:

dermo.local

Current domain functional level:
Windows 2000 nized

Select an available domain functional level:
'-.-'-.-"ir'll:|l:l'.-'- : Server 2003 ""'I

After you raize the domain funchional level, it cannot be reversed. For more infarmation
on domain functional levels, click Help.

Raize Cancel Help

Ralse(QEI7|)% =I5t 0 OK(&f Q)& 22l CI= OK(Ef ))& CHA| &= &L ct.

DHCP Ad%| & T4

Ct

 MojEtel =2 FIHA|7HE AHE 504 DHCP(Dynamic Host Configuration Protocol) & Ll

EQZ MH|lA 7 @42 MX|ELICH

. Administrative Tools & H(A|%f > Programs > Administrative Tools > DHCP)0{|A{ DHCP A

Cl2 ¥ 1 DHCP AMH, CA.demo.local Z X EA|EL|CT.

. DHCP MH|Ao0] #HEHE H045+24T Action(E )t Authorize(Tet £04)E *talZ 228 L

Ct.

. 2Z& E2|0|A CA.demo.local2 0t A 2LEZ HHER Z 2|8 C}= New Scope(M HH)E 2
2/ 5FL|Ct.

M e obedAe] AlE I O| K| A CF= 2|FLICt.

. Scope Name('H<| 0|&) m| 0| x| 2] Name(OIE) ECof CorpNet2 248HLICH



Mew Scope Wizard

Scope Name
You have o provide an identifying scope name. You also have the aption of

providing & descnption,

Type a name and descaption for this scope. This information helps pou quickly dentify
how the scope is bo be used on your network,

Mame: CorpMed

Descriphon:

< Back Meut » I Cancel

7.Ch&(Next)2 22/t 1 CHS OIS UBLICH AR IP F4-10.0.2012 1P F24 -

10.0.20.200Z0] - 24 ME! OtA T -
255.255.255.0




Mew Scope Wizard

IP Addrezs Range

You define the :cope sddress range by identiipng & s&t of consacutive |P
addresses.

Entes the range of addresses that the zcope distributes,

Stat IP address: | 10. 0 . 20 . 1

EndIP addess: 0. 0 .20 . 200

& zubnet mazk defines how many bits of an IP address bo use for the network./subnet

|0z and how mary bats to uge for the host 1D, You can speciy the subnet mask by
length of a3 an [P address.

Length: T

Subnet mask: 255 256 .2%5. 0

< Back Meut » Cancel
8. Next(CHZ)E £ =5t Start IP(AIZH IP) FAE 10. 020 UGSt T End IP(E IP) TAE K|
Qg 10.0.20.1008 Y=gt O3 OHS Next(CH) E EI—I Ct. O|=A| &t

10.0.20.1~10.0.20.100 & R[2| IP F=A 7} of| 2 ElL|C}. 0IE+=+ 02 IP A= DHCP AH{0d A
et T x| ef& L Ch



Mew Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distibuted by the

EEVEL

Type the P address range that pou want to exclude. If you want to exchade a zingle
address, type an addiess in Start |F addiess only.

Stait I[P address: End IP address:
0.0 .20 1 10 . 0 . 20 100 Add

Excluded addiess range:

¢ Back I Mex > Cancel

9. Lease Duration(2l2 7|7+) H O|X[0{| M Next(Ct=)E =& LICt.
10. Configure DHCP Options(DHCP =M +4J) H 0| X|0{|A{ Yes, | want to configure these
options now(0dl, X|Z 0| §M& FTH5tZ&LICHE =5t T Next(CHR)E S=2IEfLICH




Mew Scope Wizard

Configure DHCP Options
Y'ou have to configure the most common DHCP ophions before chents can use the

SCOpE.

When chents obtain an address, they are given DHCP options such as the IP
addreszes of routers (default gatewaysz), DNS servers, and WINS settings for that
SCOPE.

The settings vou select here are for this scope and override seltings configured in the
Server Ophions folder for this server,

Do vou want to configure the DHCP options for this scope now?

" Mo, | will configure these options later

<Back | Nest> Cancel

11. Router (Default Gateway)(2+E{(Z7|& HOIEHO])) HOIX|HM 7|& BIRE T4
10.0.20.12 F7}35t 11 Next(CHZ)E =% I—IEP



Mew Scope Wizard

Router [Default Gateway])

Y'ou can zpecify the routers, ar default gateways, to be distributed by thiz scope.

S

P address:
M. 0 .20, 1

Add
Hemave
Up

(Yot

To add an IP addresz for a router used by clients, enter the addrezs below.

< Back

M et

Cancel

12. Domain Name and DNS Servers(=H|Q! 0|&

T HQl) EEo| demo.localE 1235t IP address(IP F4) Z =01 10.0.10.10

2 Add(F7hHE =51 Next(CHS)

E 2|5t
= = 1H

2/ DNS AH) H| 0| X|2| Parent domain(&}
o o|adst

L|C}

= H

=

&
Ct



Mew Scope Wizard

Domain Hame and DHS Servers —
The Domain Mame Spstem [DMS] maps and translates domain names used by

clients an your netwark.

Y'ou can zpecify the parent domain pou want the client computers on paur nebwork, b use for
DMS name rezalution.

Parent domain:  |dema.local

To configure scope clients to use DMS zervers on your netwark, enter the |P addrezzes for those

SEMVETE,
Server name: P address:
| . . . Aidd
Bezalve | 10.0.10.0 Bemowe
Up
(Yot

< Back | Mest = | Cancel |

13. WINS Servers(WINS A{t4) I O|X|0{| A Next(CHZ)E S =& LICH.

= =2 T1d
14. Activate Scope( < & 3l) 1| 0|X|0ll M Yes, | want to activate this scope now(tdl, X|& Ol
HYE st aLcHE MEISH D Next(CHS)E S =/LICt



New Scope Wizard

Activate Scope
Clents can obtan address leazes only f & scope 15 actated

Do pou want to activate thiz scope now?

€ Hg,l will activate this scope later

¢ Back Net> |  Cancel |

15. New Scope Wizard(M 2| Ot Al | 0| X|& OtX|™ Finish(0t )& & =IgFLct.
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3. CA Type(CA £&) I 0| X|0o{ M Enterprise root CA(YIE{ZZI0|X FE CA)E MEHSIT

Next(CtZ)E =& LICH.

4. CA Identifying Information(CA A2 &) HO|X|2] Common name for this CA(O| CAS| &
O|&) & Xtoll democaE U=IgfLICt. 7|Et MEH AL QI M[RAIE = °.=.'E—"|%* = &Lch O™
CH2 ChHR S 22!3t 1 Certificate Database Settings H O|X|0{ A 7|27t +EH&LICTH
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3. Security(£.2t) 42| Group or User names(A & = AL& Xt 0|§) =501 M Administrators(Zt
ElxhE S=IFLct.

4. Permissions for Administrators(2 2|A} M) SZ oM Ot SM0| Allow(F{E)E d™E|0] AU
=X FelgLIct B M g I 2E|CA HEIRISAM 2F0| & stLEtE Deny(HR)E HH
E|HLE MEHE|X| of2 ZF2, Permissions(T4EHE Allow(318)2 AEEFLICH

ca.demo.local Properties I

General I Folicy Module I E it Module I Extensionz I Storage |
Certificate Managers Restrictions I Aditing I Recovery fgents  Secuity

Group or uger names:

Adrministrators [DEMONADrministrators)
ﬁ Authenticated Users
ﬁ Dromain Adming [DEMOADomain Adminz)
ﬁ Enterprize Adminz [DEMOME nterprize Sdminz)

Add... | Remove |
Permizzions for Administrators Bl Drery
Head D O
lzzue and Manage Certificates W
M anage Ca W
Request Certificates W

aFk. Cancel Spply

5. OK(&l)E 2 2!5t04 democa CA Properties(Gl2 CA £4) CHEl 4R}
Certification Authority(215& 7|2hH)& E&LCh
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4. M 7HA| - HAFE] CHet Rtel HFE 0|& 2=
ol ol M= HFE OIE Clientg AISEfLICH

Mew Dbject - Computer Ed

Hl Craste e demo sl sers

Compuster manme:

chen

Computer name [prewindows 2000}
CLIEMT

T hee following user or group can o this compuber bo a domain

User o group:

|Defa-l.l: Dromain Admins Change... I
[ Agsign this computer account as a pre-Windows 2000 computer

[~ Azsign this computer account az a backup domain contioler

Mest > Cancel

5. Managed(2 21 %)) Chsh & KHoLM Next(CHE) & Z2I3HLICH
6. A 7HAl| - BFE Cist A XHo A OHElS =g Ct
7. %7 HFE AHS MAstEdH SEAHIRE 6B A K| BHEE LI

HFEoll Citt 4 HMA 3HI

1. Active Directory At& X} & HFE -E—-% EZ|oM HFE FCE 226t FH ANAE T
g HAFEHE OIRA LQLEZ HEE EE8|F IEP 0| oflof M= 7= A 0| A F=I+E computer

Cliente| Hit& EoiELICt &2 88 Ot 3 T8 M4 Yo = o|SELC.
2. Remote Access Permission(#Z3 A A ior)o1|)\-| Allow access(MIA 3{8)2 Metstn

OK(&QhE Z=leLict



client Properties K I

Eenerall Operating S_I,Isteml Meml:ner[lfl Lu:u:atin:unl Managed By  Diakin |

— Remote Acceszz Permizzion [Dialin ar WEH)

i Qen_l,l ACCESE

{" Contral access through Femate Sccess Policy

[ Werify Caller- D
— Callback Options

% Mo Calback
" Set by Caller [Fouting and Bemote Access: Service only)
" Always Callback to:

[T Assign a Static [P Address

Apply Static Boutes

Define routes to enable for thiz Dial-in

- Static Houtes .. |
cannechian,

aFk. I Cancel | Apply

THQlol AHS X FET

1. Active Directory A2 A} L HFE 2 £ ECMM AIZXIE OIRA QEZ EHFEZ 22511 M
E phE7IE EEE S AL AL E ERIFLCH

2. New Object - User(M 7HA - AFE X} CHE} MX}OHH S M AFRKFO| 0|22 9248t
o ME O|& Z=oil wirelessusercte 0|2 AHstD AL 22 0|8 Z=of
wirelessuserct= O|E & AF2ErLICH Next(EI-.:)g 225}

LICt. of of



Mew Object - User I

g Create in;  demo.local/Users

Firzt narme: wirelessuser Iitials: I

Last narne;

Full harne: wirelezsuser

Uzer logon name:
Iwirelessuaerl I t@demo. local i I

IUzer logon name [pre-wWindows 2000]:
IDEM o Iwirelessuser

£ Back I Mewt » Cancel

3. New Object - User(Af 7HA| - AtE R} CHEF &f Rt 2| Password(HI&E1Z) 2! Confirm
password(H|ZHE &0l ZEof ¥Hote HUHS E 2T LCH ASK7HOE 2O Al &
=& HEs ok §f &elgto| MEE FA5tD Chg S 2Lt



Mew Object - User I

g Create in.  demo.local/Uszers

Paszword: TTITIIL

LConfirm pazsword: sesenene

[ User must change password at nest logon
[ Uszer cannot change pazsword

[ Pazsword never expires

[ Account iz dizabled

Carcel
4. M 7HA| - AHE X} CHEH A RLOY| A OFElE &=IEFLCH
CETF MR AEE ME5te{™ 2~4E A E YtEEhLIC
AEXtof Cigt M HH A SHE
CtS EHAHIE =~ Eh
1. Active Dlrectory AMNEX L HFEH EE£ E |01|H MEXt EHE ZE6tn M ASKIE Ot
A QEZLFE ZEF O3 4 228 O S T3 M4 BHe=E 0|E°*L—|EP
2. Remote Access Permission(#Z4 M| A T ?_)01|A‘| Allow access(MA 51&)E ME4SIT

OK(2)E Z=IeLIct



Remotecontiol | Teminal ServicesProfle | COMs |
General | Addiess | Account | Profile | Telephones | Organization |
Member OF Dialn l Enwvironmert | Sessions |

r Callback Options
% Mo Callback
" Set by Caller [Routing and Remote Access Service only)
" Akways Callback bo:

I™  Assign aStatic IP Addre

Drefire routes to enable for this Diakin e e e |
connechon. -

wirelessuser Properties 7| X I

oK Cancel |  Apply

Tl a8 F9t

Ct

1.

2.

EHE L

Active Directory At At L HFE| 2& EC|0|M AISKIE OIRA LEF

2 E7|E Z=2ist g g s S8
M 7HA - 18 cHet &xte] 2E olF =0 1 ol§2 st &l
MoIME 2& 0|E9Q! wirelessusersE AF2EfL[C}



New Object - Group Ed

& Create in:  demo.local/Users

Group name:

wirelessusers|

Group name (pre-Windows 2000):
wirelessusers

RO SCOME | [ iEroup by e
" Domain local {+ Security
i+ Global (" Distribution
r-

P AEX B AH8RL FI}

1. Active Directory AFEXF L HFE{o| ME HE EolM WirelessUsers I 5 'H F /5L
ct.

2. Members(T'3#) {S 2 0|53504 Add(F7HE = FLICH.

3. SR A2HR, WRE EE 8 M Oist AxtolM 280l £7He ALSXtel o8 S ¢Rigt
LICt o] ofofMdE & ALER FUMEREFTISH= & EHE 20{ELICH OK(ER)E 2=

O oH=E L

Select thiz object ype:
Uszers or Other objects Object Types...
Erom thiz location:
demao.bocal Locations. ..
Enter the object names o selsct [examples|
wirelessuseq Check Mames
Advanced . | ok | Cancel




4. Multiple Names Found CH3} &4 X0l OKE SR/ ELICH FM ALS X AFE X HHOo| T4 A
Xt 20| FIHELICH

wirelessusers Properties

General Members | Member Of | Managed By |

Members:
M ame | Active Directory Folder
ﬂ Adrninistrator demo.local/lsers
ﬂ wirelessuser dermo. local/ ) serz

AR 280l cHet HE

5. 24 A
6. 180l AR AHE Of F7}5t2IH

HE
0

2M MNEX OB EF2t0[ME HEE F7I

Ct

Ojo
m

FHIE >ELict

1. O] 2M2| WirelessUsers I & 0| AL A F7+ MMM 15 A|QF 2EHAH I E BH=EELICH
2. AP}, A2t EE HFE MES CHE AXIoH 250l F7HE HAFE{C| 0|2 =it
O| oflofl M= clienteteE AFEE &0 F7Iste greig 2oiELICH




Select Users, Contacts, or Computers [ 7]

Select thiz object type:

IUma of Other objects Object Types...

From thiz location:

dema.local Locations...

Enter the object names to select [examples}

clent Check Names

Advanced.. | ok | cCancel |
A

3. 70M| REE ZEI5tD ALSA} S QIEto| MEAS F[AS OIS HFEE MEELICH

Dhject Types Kl E3 I

Select the types of objects pou want 1o ind

Dbject types:

_E <3 Oither objects
[ E=l Contacts
O € users

Ok, Cancel

4. OK(H2hE & ¥ S=IFLICt CLIENT ZEFE| H'H0| wirelessusers 1 &04| F7+E L|Ct



wirtlessusers PFroperties

General Members | Member OF | Managed By |

Mz
Hame | Actiea Disctony Folder
€7 Adriresieatoe damo local/Uses
ﬂ.ch:ﬂ* e boc sl Compued s

E vlslessuser demo local/zess

0k |  Concel | gpow |

5. 0| HxIE gt535tof 20| HAFEE o FIHELICH

Cisco 1121 Secure ACS 5.1

CSACS-1121 Series Appliance® At&8H A x|

CSACS-1121 0{Z20|¢dAE ACS 5.1 AZ E Q|02 &7 AFA “iIE'I—IEP o| MMMz MX|
ZZMNA L ACSE Mx|st7| T™ol| =&aHof st o] CHEt 7H2 E MESEHLCt.

1. CSACS-11212 HIE3 2 o{Ezt0o|dA 22£0i HAZEELICH 4% "7 0|8 Z"E FHZ5HA
A2,

2. CSACS-1121 O{Z 20| A o| MM ZLICH 4%, "CSACS-1121 Series 0{Z 2} 0|HA TH
Z47|"E B ESHAAIL.

3.CLIZEZEO0|M setup BHES A&5t0{ ACS MO 7| MHES #+MHFLICH MX|Z21

2 NS HEAAIR.

ACS MH A%l

0| MM0f|AH= CSACS-1121 Series Appliance2| ACS M AX| T2 M|A 0 CHaH A EHLICEH

= o
AR Z2NHA B
. x| & o
CISCO Secure ACS Server A x|0f CHEt XFA|8H LIE 2 Cisco Secure Access Control System 5.1
% 247 0|E 7I0|EE B ESIAAIL.



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1077558
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1072222
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_postins.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html

Cisco WLC5508 Z1EE Hu|ad oM
WPAV2/WPAX| ER 8t 48 BHeL|C

#10: HEED o= HERTo Cis 7|2 edZ40| Q1 22| QIE{mo|A0] CHE IP 93ZE0| H&% 0|
a1

1. HAEE2{0ll 2392I5t24™ https://10.0.1.102 2 O|SFLCt

i
CISCO

Wireless LAN

Controller

2. Login(2aehe F=/erct.

3. 7|12 A&Xt admin X 7|2 HIZHS admin@ 2 Z 7 2/8fL|C}.

4. Controller(ZAE Z24) HF0llA VLAN OHEE 28 M QIE{H o|AE MAJEtLICT.

5. InterfacesE & =& LIC}.

6. M2 gHE7|E S2/gLC.

7. Interface name ZE=0{ EmployeeE 2/2/EfL/Cf. (O| HEE Hot= 2

y
8. VLAN ID Z=of 208 &&ELICt ol EE= U ESIFoM MEEl= 2E VLANO| E = &
L|C}.

9. ApplyE ZEIgFLct.

10. Ol Interfaces(RUE{H O|A) > Edit(H &) & ol CtSot 22 HEJF EAIE M2t HEE 7+
LICHIE{HO|A IP &4 -10.0.20.24'0A 3 - 255.255.255.00| E9{|0| - 10.0.10.17|&
DHCP -
10.0.10.10

ol 2 = &Lt

rn
N



i I i I 1 Saye Canlgrurnlasn Panig Lagoul  Befre
[ ' [
CISCD MONETOR WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT L OB NG, HELFP
Controller Interfaces > Edit < Back | Apply ]
Genaral
- : General Information
Imterlacos
Multicast Irterfacs HWame empleyen
Hetwork Rowtes MAC Address 00 2497 6R Sdzal

F Internal DHCP Server

Configuration
¥ Mobhility Management by

Pors Guest Lan r
HTF QuBrarsifie r
L ] Cranraniing Visn 1d |
F Aidvandosd
Physical Information
Prort Miambsar F
Backup Fort .IE
Actrve Port 0

Enable DyAbirs: AP Mansgement [

Interdace Address

VLAN [dargifiar o

1P Address [loezez:
Netmask [ssasezss0
Gateway [teozor

DHCP Information

Primary DHCP Server |'_|:|_|:|_|_|:|_|_|:|
Secondary DHOF Sardar |

ACoRss Conbrgl List

ACL Name nOnE T

Nobe: Changing he [nferfase paramelsrs causes the WLANS fo Be
remparanily disabled and thus may result in lass of connectivity for
Fome clignds.

11. ApplyE & =2{ErLIct
12. WLANs(WLAN) &g 22§t
13. Create New(MZ BHE7|)E MEA5I D Go(0|S)E E2IFLICH

14. Profile Name(ZZE 0|&)2 24511 WLAN SSID Z=0i Employee(Zl2)E

Logout Rafre:

COMMANDS  HELP

i Ilh Ilh Saye Configuration  Ping
CISCO MONITOR WLAN: CONTROLLER W]IRELESS SECURITY MAMAGEMEMNT
WLANSs WLANSs > New <pack |
* WLANS
WLANz Type WLAN X
b Advanced Profile Mame [Employes
S5ID IEmpIu‘pee
1D I i 'lrl

15. WLANS| IDE ME435I T ApplyE =IEFLIC}.



16. WLANs(WLAN) > Edit(s=) & 0| LIEFL}H O] WLANO]| CHEt HEE A48 ch &
WPAV2E= Of Al&0i| M MENE B|ofo] 2 &5 3 HEHILICEH TKIP-MIC 22+0[E 7} =
WPAE 0| SSID0|| 9123t & 318 35t242 WPA 28 2 E 2! Allow WPA2 TKIP
Clients(WPA2 TKIP @2} 0| E &{8) AKX tEE 802.11i AES 253 W2 x|6HX| ot

Zcto|MEE MEiE £ Ql&LCH

17. WLANs(WLAN) > Edit(=7) 3}H0i| A General(tl) B2 S2gLICtH

18. Status(2 EH) & Atof|l Enabled(& 48t E]) 7t MEfE|o{ U1 Z{ Xt Interface(employee)(2!E
H O|A (R 7F MEHE|Q= K| & Ql8tL|Ct EE8F Broadcast SSIDO| CH3H Enabled(&F A3H)
&oletg MEdsHoF gLict

.h . I ' Saye Configuration Ping Logout Refre
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANSs WLANs > Edit <Back | Apply |
AL General | Security | QoS | Advanced |
F Advanced
ETI:::: Employee
Type WILAN
s55I1D Employesa
Status ™ Enabled
Security
Policias [WPA2][Auth(802.1X)]
(Modifications done under secunty tab will appear after applying the
changes.)
Radio Policy |All |
Interface | employeas -
s % K Enabled
19. EoF RS ZE/gLch
20. Layer 2 51| Hl+0ll A Layer 2 Security0d| CH3H WPA + WPA2E MEAEFLICE WPA2 &3 3}
O B2 TKIP EEt0|HEE 3{&5t21™ AES + TKIPE MEHEILICEH

21. Q15 dedo 2 802.1xE MEHEFL|CE



22.

23.
24.
25.

26.
27. &

WLANs > Edit

M Security | QoS T Advanced
Layer 2 | Layer 3 | AMSmm"|

Layer 2 Security £ | WPA+WPA2 |
[T MAC Filtering

WPA+WPAZ Parameters

WPA Palicy I

WPAZ Policy I+

WPA2 Encryplicn W ags W TP
Auth Key Mgmt | 802.1x =l

E4IOI0+ 35t Hwe ER glen 2 ALELICH RADIUS M7 T+ 4 £ Authentication
H 7ol M Z&st HHE AMEHE £ Ql&LICEH

Egdst 1A0| ZR5HK| & E 8 QoS 2 Advanced B2 7|1EZ7t2 2 & £ &LICH
RADIUS MHHE F7} sle{™ 2ot Hl+& 28! g Lct.

RADIUS 39| M50l M Authentication(218)2 S=/BFLICH. 27 CHS New(MEZE DHET)E
E.EIoI-L_||:|.

0IX+01I TAE ACS MHQ!I RADIUS AMH IP F£4(10.0.10.20)& shlct,

F7t
R/ 717} ACS MO & AAA E2EIO0|AELQ LXISH=X| EFOI?JL—I Ct. Network User(L|
ZEgc

E?-Iﬂ ALZRH X7 B E|o] JUEKX| =I5t Apply(HE)E

| lll-i l e Saye Conhgurabon PFing Logout Refres
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers > New < Back | Apply |
* AAA Server Index -
SEMNErE (Franty) Ijl
» BRADIUS Server 1P =
il 10.0.10.20
Authentbcation gﬁdr::sst " I
5 e are cret Iﬁ
:.';._::--. a Format ASCII =
F TACACS+ Shared Secret I"llll‘
L CiAF Confirm
Local Net Users Shared Secret jaoses
1A C (- 4
Disabled Chents Kay Wrap r (Crasigned for FIPS customers and requires & key wrap compliang
Jger Login Palicies RADIUS sarver)
i Port Number [re:2
¥ Local EAP Server Status IEr‘#Ntd "'I
¥ Priority Order Support for
- RFC 3576 [Enabied =]
i Server Temeout I.'! seeonds
¢ Access Control Lists
Network User M Enabile
Wireless Protection
Policies Management F Enable
b Web Auth IPSac [T Enable
¢ Advanced




28. O|A| 7|2 Zm|azfol4do| 2t R LIRS 22 PEAP HIAEE AZE = &LC

PEAP 2I&

MS-CHAP HHZ1 28 AI83H= PEAPOE ACS Mol QIS M7 ER35HX| E
= QIS M7t ER3X| E&LICH ACS Mo HAFE Q1B AHES SE2 AH85t0od +E 2 7HA s
= I—II:L

AFE U AR} QIS Mo CHst XIS S5 MBS TS CA MHE F45te{™ o] MMOo| MR E
22 grct,

2 11: Microsoft= Windows 2003 Enterprise CA 2 Z2(A 2 &7 ¢ M HIE8!8 ¥iZ85to{ . o|4
7|18 L2 = gio SMO| 3|Mo 2 HIFHS S ﬂ'QI—lEF MH QIE& QIZ M MH|Agt
EHMBE=CE QB HIERI2 QI EECHRUM AI8 7t58H 718 LHIEHE = /e R
EEANE FRUSE2 0|8 %ﬁf M EIEZESIS ddstof gLt

£ 11: Windows 20000 ME LIEH = e 7|18 A2 E 4 Q2 Windows 20002 AIE35tE &
|.

PIEM EH&E3! APl MR

CHS EAE &L

CAIE > ™S MEISE T mmeE /2B CHS Eel S

o HlFol M AR FIHMHE E=IBHC

ARl IBM HER & F H 225t ©Y| & Z=|E 3 el 2 Z=gLch

. =& E2[0lX Certificate Templates(2/& M B&R)E SE|FLICH ZE QUIBM HE30|
Details(M|5 S &) &oi LIEFL|C},

5. 2~4TAHIE 2 3[5t2{H certtmpl.mscE A25to{ QIS M HER AHOIS 4Lt



Tﬁ MyConsole - [Console Root' Certificate Templates] M=] E3 I
‘f) Ble Action View Favorkes Window Help | =181 x|
= | AR EFR RE
[C3 Console Root Template Display Name | Minimum Supported Cas = |
(g Certificate Templates @Excham& Signakure Onky Windows 2000
§Exchange User Windows 2000
Gdpsec Windows 2000
@d1psec (Cffline request) Windows 2000
Rev Recovery Agent Windows Server 2003, En
[ERAS and 1AS Server Windows Server 2003, En
LEFH:-DI: Cartification Authority Windows 2000
Ruuter {CFflires request) Windows 2000
@ smartcard Lagon Windows 2000
Eé}ﬁnar’tcard Liser Windows 2000
Lﬁ!mb-:wdmte Certification Authority Wiridows 2000
Gl Trust List Signing wWindows 2000
Eduser Windows 2000
Llser Signature Cnly Windows 2000
o iED Server Windows S000
dworkstation futhe I b Windows Server 2003, En w |
! All Tasks a i
Using this template as & base, creates a template that sUppOrt:  prooerties |

ACS ¥ MHHE 215X "EES! BHET|

| MIF EE oM @ M ®ESE S={eLict

oM HIZS SHE F=2ECH

=R
m

1]

u

>.

C

o

|0



Properties of New Template EHE I

|ssuance Requiements | Supesseded Templates | Extensions | Secusty |
Genesd |  RequestHanding |  SubjectName

Tomplate desplay name:

Corw of “Weh Serves

Mimarran Supposted CaAs: Windowsis Server 2000, Enterprize Edibon
BAfled pous apply changes lo thes bab, pou can mo longer changs the bemplata
Fiafre.

Templale ramms:
[Copy of Web Serves

Wakdity period: Renewal penod
| 2 fpem: =] | 6 [weeks =]

[T Publish cerificate in Active Directory

3. Template display name(2Z%! EA| 0|§) E=0i ACSE /&5 L/C}

Properties of Mew Template

lzsusance Requeements | Smuuﬂa:dimmhlul Erﬁemirﬁl SECUty
Geneid | RequestHanding | Sublect Name

Templabte: display name;

[acs

Mirsmum Supposted Chr Windows Serves 2003, Erfenpree Edibon

After pou apply changes bo this tab, pou can no langer change the template
)

T estraplabe rianms:
jacs

\abdity penosd Benewal peviod

I-m?|!-"=¥= "’I rﬁwglmkz "'I

[T Publsh certiicate in Active Drectony
I-' B 1

4. Request Handling(2 #2l) 82 2 0|5 35l04 Allow private key to be exported(7H2! 7| LHE



Purpose E&CLC2 MHf0llA Signature and EncryptionO| A1E4

Properties of New Template ElE3

lssuance Requirements | Superseded Templates | Extensions | Secuity |
Genesal RequestHanding | Subject Name

Puspose: |Si5nail.rs and encipplion _:I
[~ Auchive subject’s enciyplion private key
[ Inchude symmetiic algorithms allowed by the subject
r Dielete revohed on evnined certficates [da not arckmee

Mirarnun key size: |‘|[|24. 'I

Dy thve fioliowing wveven the subject is enrolled and wien the: privabe key
arsociabed with this certificate is used:

= Bramot |

To choose which ciyphog aphic: senice providers C5Ps
[CSPs) should be usad, chck CSPs.

g

ok |[ caoncel

Tjof A= x| FlgfLch.

. Requests must use a following CSPs(2 HHIM C}S CSP & stLtE AF&5H ok ghE MEist T
Microsoft Base Cryptographic Provider v1.0& = QI8 L|Ct. MEHEI CIE CSPo| MEAE F|4

st OK(®f2)E Z=gLct



CSP Selection

Choose whach crpptographic service providers [CSP's) can be used in
requests;

" Requests can use any CSP available on the subject's computer

f* Requests must use one of the following CSPs:

CSPs:

[Gemphis 3em>AFE Cand CS5F 1.0
[Tinfireon SICRYPT Base Smart Card CSP

e

EMicrozolt B ase Liyptographes Frovider +1.0

[Microsoft Baze DSS and Diffie-Hellman Cryptographic Provider
[IMicrogoft DH SChanned Cryptographic Provider

[ IMicrozolt Enhanced Cryplographic Prosvider +1.0 )
[IMicrozcift Enhanced DSS and Dithe-Hellman Cryptographic Prov

[ IMicrozoft Enhanced A5A and AES Cryptographic Provider
CMicanzni BS54 SChannel Conloaranbic Frosades ll

0k | Camcel |  apob




Properties of New Template EE

Issusnce Requrements | Superseded Templstes | Extensions | Secury |
General ] Requast Handling Subject Hame

not have access bo the domain of which the subject iz a member.
Autoensoliment i3 ot allowed if pou choose thiz option.,

" Build from this Active Directory infomation
Select thiz oplion to enforce consiztency among subject names and to
simphfy certificate adminisirabion.

r -

Inchade this informabion n alternate subgect name:

=k =1} =L =

ok |[ concel | e

2lgfLct.
. Security(®2.2t) B2 2 0|5 504 Domain Admins Group(Z=HIQ! 22Xt 2 8)2 ZZ= EAlstD
Allowed(31&)0 M Enrol(&5) SM0| MEiE|of =X & QlghL|Ct & 1: Of Active Directory
HEoM UESE S MEHSH 42 UPN(User Principal Name)BF 2 215 11 Active Directory
Users and Computers AE210| F44 ALEXt HZHofl CHet At HY O|F 0| U E|X| A%
2 2 Include email name in subject name and E-mail name(F4{| 0|1} Al MY o|Soi ™
A HY Ol =)ol MElS FAFLICH O F SMES HIFMHEI5HK| Ao™ xS SFo|A ™
A HYS AH25tEdT A|ZSIEE RS SE 77| ghaigt|ct.

CEQE AR CIBMIL RIS R FALX| AT FIF EoF 2|7t J&LCt olz8t HE=
Issuance Requirements(2r= 2 7d) oM &l = U&LICH o] 2 Mo A= ofod| CHaH AFAl



Properties of New Template KHE

General | RequestHanding | Subject Mame |
lssuance Requisments | Superseded Templates | Extensions | Security |

Fleq.im lhe ﬁ:nl:mhg fnr mcim-

[ This number of authorized signabues: |

If yous requare more than one signatune, autoendollment is not allowed.

—- B

Require the follovang for resniolment:
s '
W akd eeding cert

ok || Cancel |  Apph

n_l_
MH
yu
mjo
Rl
>
9'|_|
kl
Q)
D
=
—=h
(@]
o
D
>
c
g
0
(@)
=
<
>.
I'
:I:
o
=
x
2
m|t

g gaZste BAHZE olsstedH

ACS H MH QIS M EHES! S

. QIE 7|t AHQI=2 LT}, Create the Certificate Template for the ACS Web Server(ACS €l
%

2 M) MMM 1~3EH & &5t Certificate Authority(2/& 7|#) &
ME MEHE T Local Co puter(2ZH HAFE)E ME4E Ot S Finish(OH)& 2= LICH

. Certificate Authority(21& 7|2) & E2|0| A ca.demo.local2 & % &t CtZ Certificate

Templates(2/EM HEFRE Ot*A LEZ HECSE FE|§LUCH

. New(MZ BHE7|) > Certificate Template to Issue(RIEAM HIZ3)2 o|S&fLICt



{23 Certification Authority

File  Action Mew Help
&= | BEBDR @

[E3 Certification Authority (Local)
E@ ca.demo.local
------ | Revoked Certificates
------ [ Issued Certificates
------ --[_] Pending Requests
------ [:| Failed Requests
i Certificate Templabas

Mame

Directn:ur';.f Email Replication

Bl Domain Controller Authentication
EFS Fecovery Agent

s Easic EFS

Du:nmain Conkraller

o SErver

hiiker

, tdinake Certification Authoriky

Wiy
Miskrakor
Refresh
Expork Lisk. ..
Help
_ I
4. ACS Certificate Template(ACS 215 A ElE )2 F=ELIC

M Enable Certificate Templates kil E3 l

Select one or more Cetificate Templates to enable on thiz Certification Authority

Marme

E Errallment &gent
E rrallment Agent [Computer]
@ Exchange Enrallment Agent [Difine regquest)

E Exchange Signature Only
[% F vrhanns | lzar

| Intended Purpose

Semnver Authentication

[ Authenticated Session Client Authentication

@ LA Exchangs Frivate Key Archival

@ CEP Ernciyption Certificate Request Agent
Code Signing Code Signing

(2 Cross Cestification Authority <Al

Certificate Fequest Agent
Certificate Request Agent
Certificate Request Agent
Secure Emai

S erane Fnail

Cancel |

i 'rHJ.JE

oK
Q12 22|35t Active Directory AFE2 AL & HFE AQIE HLICtH
& E2|0i| A Active Directory At&Xt & HFEE T # 225t demo.local2 O+?
Ctx2 ZEE S §48 8t

A QE



ﬂ Active Directory Users and Computers

<5 Fle Action Vew Window Help

> OE B FRR CH DBBT S

& Active Directory Users and Computers [&
] Saved Queries

- Oy

Delegate Contral...

Connect to Domain. ..

Connect to Domain Conkroler. ..
Raise Domain Functional Level. ..

demo.local 5 objecks
M

IS
Canbrollers
LecLrity Principals

[z
Al Tasks

Wi
Mevs Windows from Here

Refresh
Export List. ..

Help

7. Group Policy(—1

E %42 B10i| A Default Domain Policy(Z7|E T HQ! Z&)
Edit(=8)& S8gct o|ZAH ot a8 HA

= 3alst
=2 =2 "1 -

A HEZ| 2Eelo] AEILICH

CHS



demoJocal Properties kd E4
General | Managed By Group Pokicy |

T o improve Group Policy management, upagrade to the Group Policy

Lefaul Domain FPobcy

Group Policy Objects hagher in the list have the highest prionty.

This list obtaired from: AD2003. demo. local
Hew Add... Edit Up
DOphicns... Delete.. Properbes Do

[ Block Policy inheritance

Cose | camcel | somb

8. 2& E 2|0 M Computer Configuration(ZFE T 3) > Windows Settings(Windows A%) >
Security Settings(:2.2+ A7) > Public Key Policies(27H 7| 24)E & &8t CH2 Automatic
Certificate Request Settings(AHE RIEAM 28 HE)E ME{gfLCt



‘i Group Policy Object Editor

_Eia Action View Help
= | BE DR @E

) Defaulk Domain Policy [AD2003.demo.local] Policy Automatic Certificate Reguest  /
= (W Computer Configuration
=] Software Settings
=] Windows Settings
42) Scripts (Startup;Shutdown)
= ig Security Settings
[+ 2 Account Policies
- 8] Local Policies
[ gt Evert Log
[ [_8 Restricted Groups
# (& System Services
(@ Registry
[#|_l8) File System
[t Wireless Network (TEEE 802,11} Policies
=[] Public Key Policies
(1 Encrypting File System
b | ustomatic Certificate Request Settings
] Trusted Root Certification Authorities
[ Erterprise Trust
[#1- ] Software Restriction Policies
[#] ,!, IF Sacurity Policies on Sictive Directory {der Refraszh

There are no items b show |

-1 Administrative Templates Export List, ..
= o User Configuration
&[] Software Settings Help

&[] Windows Settings

-] Administrative Templates

9. Automatic Certificate Request Settings(XHS 2IEAM 8 AN)E 0IRA LEF HECSE 2
215l 7 New(MZ ZHE7]) > Automatic Certificate Request(AHS QIS M R H)E MEIEFLICY.

10. Welcome to the Automatic Certificate Request Setup Wizard(AXIS QIE M & A& nofgHAt

AlZH) H 0| X|o] M Next(CHZ)E S 2!8fLCt.

11. Certificate Template(2!5 A &£ ) H 0| X|0| A{ Computer(FFEl)E 2 =!5t10 Next(CtS

)E 22t




Automatic Certificate Request Setup Wizard

Certificate Template
The nest time & computer kags on, a cerificate based on the template vou salect iz
provaded,

A cedtificate template i 5 5ot of predefined propeies for cermficates gsued o
computers. Select a template from the following kst

Certificate lemplates:
N e | Intended Purposes
Cornpibes Chent Authentication, Server Adhentic stior
Dromain Contralle: Chenit Authentication, Server Authentic ation
Ercliment Agent [Computer) Certificate Request Agent
IPSec IF secunty [KE intemediste

1| | i1

< Back Neat > Cancel |

12. Automatic Certificate Request Setup Wizard(AtS 215 @& M™ Olg{Ah HO|X|E &
5™ Finish(OFE)E 22/ LICH oK O & H2 i HE7| A-CIo| ME HE Fol & 5""‘
E 2IZ M R8O| LIEHZ Lt



i Group Policy Object Editor
| Ele  Action  View Help
= OB XHFEB @0

& Defauk Domain Policy [AD2003.demo.local] Policy Automatic Certificate R /
S 8 conper ontpraton T
#-_] Software Settings
=[] Windows Settings
=) seripts (Startup/Shutdown)
=1 Security Settings
+ & Account Policies
+| :ﬂ Local Policies
# ag Evenit Log
+-_4) Restricted Groups
%] %) System Services
=+ ) Registry
=+ File System
# Y Wireless Network (IEEE 802.11) Policies
=1 [_] Public Key Folicies
|_] Encrypting File System
‘A Automatic Certificabe Request Settings
[ Trusted Root Certification Authorities
;1 Enterprise Trusk
%[ Software Restriction Policies
+ 8, 1P Security Policies on Active Directory (demo.local)
&[] Administrative Templates
= User Configuration
#-[_] Software Settings
-] Windows Settings
[+ ] Administrakive Templates

& E 2|0{| M User Configuration(AF& X Z11|2128{|0]4) > Windows Settings(Windows A%
Security Settings(2.2 4478) > Public Key Policies(37ll 7| ’E;ﬁi)i o
2 HE Z0olM Auto-enroliment Settings(AHS S8 AH)E F ¢ E=2IgLICt

13. 2

)>
4. M



‘i Group Policy Object Editor

File Action Wew Help

& = | B0 E R 2 E

Zomputer Configuration
=183 User Configuration

[:l Software Settings
= Windows Settings

H] Scripts {Logon)LagafF)
= F Security Settings

= a Public Key Policies
. [_7] Enterprise Trust

I_I

[#-|_7] Falder Redirection

[+ Administrative Templates

-3 memote Installation Services

- ] Software Restrickion Policies

Eﬂ--lﬁl Internet Explorer Maintenance

_‘:—_j Defaulk Domain Policy [A02003, dema, lacal] Policy

Object Type
I:IEnterprise Trusk
SEinutoenrollment Settings

15. Enroll certificates automatically(21& M A& S

8)8 M3t

5t 11 Renew expired certificates(Bt

FEl 21F M ZA4&l), Update pending certificates(2 5 2! 218 A &JHI0|E), Remove
revoked certificates(H|7|El 218 A) & Update certificates that using certificates(2/1& A & &

218 A2 5t QIEM Yol|o|E)B MEigLCt

Autoenrollment Settings Properties

General ]

>

revoked certficates

F Eu not ervoll certificates a.lanatil:aﬂ:.'

E-‘ | Eneoll usar and computer certificates automatically

[v Rerew expired centificates, update pending cedificates, and remove

[v Lipdate cedtificates that use certificate templates

Ok

Cancel

16. OK(&f )& S =lerLCt.

ACS 5.1 1M M

ACSE UEL|7| 7t I 74




#11: WLAN PEAP 2ct0|¢1EE 21535t24H ACS ME{7| AIE{ZEI0|= FE CA MBI MH
RIBEME 7tx42tok gfLch.
B HAIE HEo| Ex7t Edsiez QIFM dHE Z2 M4 Fo 1S 2ElAH7F Led UR| ef2X]
Ol AAIR.
1. A #e| HEHE2 AFE 504 ACS Mol 2 1F Lt
2. System Administration(A|A&&E| & 2l) > Configuration(Z1I|12|0|4d) > Local Server
Certificates(2Z& A QI8 M)E O|S & LICH Add(F7HE S=IgfLICt
e My Workspace Sysiem Adminiairation » Configuration » Local Sarcer Cartificales » Local Cartificates
» {50 Nebwork Réscurces Local Cortificates Showing -1 of 1 [EEH = wmﬂl
» @8 Users and igenlity Stores Finar. | =] match it Ii .i J -
v Gl Policy Elemants
. FogAccaas Policies [T FrendiyMame = lIssuedTo tezued By Walid Fram alid To (Ex
=- r acs acs 04:20 20022010 0420 20.0¢
k41 MonBoring and Repons
1] | |
g [Edi] [Deiete | | L ragel T etr L1

3. MH 2
H ) E HEEILICH Next(CHS)

15 A M4 WS MEfsHs 2

1
=2 3
= =
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n
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[ r| Ia Il n Cisco - scesdman scE [Primary)
CISC0  NFR{Days el 26

- | Swtem Adeinigtration » Confiunstion » Lecal Server Corihcates » Locs Cenifosies » Crosbs

Salect server carificate crealion mathod

Step 1 - Select server certificate creation method

© impon Server Certificate

Lksg this cplion if pou hive 3 Server Cernificate Ble and comesponding private key #le (and
password, B e private ey She i3 enconypled).

 Genetate 3o Signed Cemificale
Usa this cpBion i haw the ACS senes generale a Seif-Signed Certilicate

& Generate Cerficate Signing Request

ie@ this opbon 1o heve the ACS served genarale 3 carificabe skgning raguasi b prasent o
your ocal Cetifcate Authority, Onoe you ki penerated Me signing request, go b e
“Outstanding Signing Requests™ list, sebed the signing requesl, and sxpon a cogy of the
signing request (Save 2 ooy on your client syslem ). Dnce you recehg 3 certificale from your
A, you Wil kR The TBind CA Signed Certifcate™ opion Debiay I install it

 Bind CA Signed Certificate

Afler using T privicus option 1o generale a cersficale Signing request Tis cpbon is uted o
bindénstall the cerdficabe recenmd from your CA ACS walll auiomatically madch the cedificate
wilh e appropriabe outstanding Signing requesl

Local Certibcaes

4. QB M M=t 7| ZolE o2 =248 Ok S Finish(DHE)E SRIFLICHAISM T -
CN=acs.demo.local7| Z0| -
1024



sifuen]s G[, , Jp—— scasdemin  scs (Primary)  Leg Out
CISCO D

kAt My Warkspacs Syatem Adminiiration » Configuration » Locsl Server Certificales » Local Cersficetes » Craale
* 0 Mtwark REscurces
» @3 Users and identity Stores

« Seled gerr certificale geation memod  Genarate Cermficale Sipning Reguest

+ G Policy Elements Step 2 -Generate Certificate Signing Request
» [ Acobss Polices

» ) Monitoeing 3nd Repors | O Cenificate Subject [Ch=acs demmo local

keyLengne  [REED:]

Digrest o Sigr with: SHA1

5.ACSE Q1B M ME 20| MM S 2 IE LIt OK(E R)E 2 2I&Lct

Windows Internet Explorer e .EI

!E A server certificate signing request has been genersted snd can be viswed in the "Outskanding Signing Requests" .

[ ]

6. System Administration(A| A& 22[)0| A Configuration(Z1X|221|0]) > Local Server
Certificates(2Z AMH 215 A) > Outstanding Signing Requests(SHZEIX| 82 HE &2
O|S&fLict&m: o] &tHIE &3t OlfFE Windows 200301 A1 LIEH &= Ql= 7|18 51835t
Xl gtom 2 otM MME ACS QIBME 7|t 2 QIB M 2-e MMsl ok 57| ELICH




s [Frimary]

stfuaa]us EiEGﬂW acvadmn

CISCO  NERITOS en 706

1038 22.09.2)

|
S

7. Certificate Signing Request(2/& A ME %) &5 ME5tT Export(LHELHZ)E =BFL

ct



ﬂuumtl—:l B ~

Cortiflcale Signing Requesi 1 CH=acs demolocal 1024

Do posa wand bo open oo pave Bhip fleT

Marme: Certifcabe Siorng Reguestl.pem
Typer pom_sto fie
Fooey 10L0010.20

O | sew  |[ Coxa |

e ot broen By Indirmet can b il come Flas can gotentially
e m-ﬂ-l.ll- M g e e sk B azrce, o ok e 4

Crstanding Sianeny Requesis

Timestamp
138 72092

8. ACS certificate.pem I} S ClA3 F0f K& ELICH
[Savens TR
Savnine [ Deshace 2 OO

T’_‘Lmnmm

Fida nasmee: facs_cd
Saveattype | pee Docurment

el 1]
H

ACS 5.1 2AZ EgQo{o] IS M Mx|

2 EHE g

J =4y
Desste | | Expent | L]l ragel T a1 ] LN




1. EEIR XS €1 CA M URL http://10.0.10.10/certsrvoil 4ZdErLIC}
» | retp:icaosrtay =l

() Conrmcting... i -

] Under Construction

The Sité you aré trang o wéw does not currénthy have a

defaulk page. It may be in the process of baing upgraded and
configured.

Please try this site again later. If yvou still experience the
problem, try contacting the \Web site administrapor.

1f you are the Web site administrator and feel you have
recenved this message in emror, please see "Enabling and

i lin TRTIE nt™ n s
Disabling Dy Conbeck S Connect bo ca.demodocsl

To access IIS Help

e
=
. R
1. Click Start, and then click R

2. Inthe Open test box, type i

aAprears, Ciannecting bo ca.dema, local.
3. Fram the Help menu, cick H
4, Chick Internet Information ! ger name; 1 advanistrator j
Password: | ———

™ Bamember my password

oK Coel |

2. Microsoft Certificate Services & 0| L}EHFLIC}. Request a certificate(R18 A L&)E MEI

Microsofi Cerficale Seraces

Welcome

Use this Web site to request a certificate for vour Web b
you can vernify your identity to people you communicate w
depending upon the type of certificate you request, perfo

You can also use this Web site to download a cerificate
revocation list (CRL), or to view the status of a pending rd

For more information about Certificate Senvices, see Ce|

Select a task:
Request a cedificate
Vi ! [ i i
n A ifi ifi i

Lct.




3.
4.

1= AEM ¥ MEsiedH #={§ct.
-

Microsoff Certiicate Seraces - ca.demo local

Request a Certificate

Select the certificate type:
[ ifi

Or, submit an advanced cerificate request.

12 20l M Submit a certificate request using a base-64-encoded...(base-642 13 S El
CIEME M83to{ IS M R ME.)2 S2F L

Microsoft Cenificale Semaces Hoarmag

Advanced Certificate Request

The policy of the CA determines the types of certificates you can
request. Click one of the following options to:

Hote: You must have an enroliment agent certificate to submit a reguest on
behalf of anathar wser

Bt X E0oto| 5|8 &= 7 Saved Request(MEE %) Z=olM 0| ACS QIBEA 2
oS ob afUghct



Microsaff Cerdficale Seraces — ca.demo local

Submit a Certificate Request or Renewal Request

T submat a saved request (o the CA, pasie a base-6d-encoded CMC or FRCS
#10 certificate request or PRCS #7 renewal request generated by an extemal
source (such as a Web server) in the Saved Requesi box

Saved Request:

=
Base-Bd-encoded
certificate reques
{CMC e

PEICS #10 or

PKCS #7) -
B ; |"|

Broecsn for o f5e Lo ngo

Corificate Tomplate:
||l'1.|;|rn|n1:i.!|ra'hur 'I

Additional Attribades:

Arnbutes L
q

=]
i
Eubmi:-l

' Your web browser security settings prohibit this page from accessing your disk.
. Either paste the data into this page manually, or add this page to your browser's kst of trusted sites.

7. 0| ACS LHELHZ|0 A ACS *.pem TtUE H&LICH HAE HET|(0: HZE)E AFEstod



Cpen Wikth i Mokepad

Send To » E Inkernet Explorer

Lk iZhoose Program...

_opy

Create Sharkcut
Delete
Rename

Properkies

E' ACS_csr - Notepad
File Edit Format Wiew Help
————— = o EST—————OMIIEV]CCA

9. Microsoft 215 M LY H2 2 SotZL|Ct JA8H LIS Saved Request(ME E 23) ZE=

Microgsoft Cenficate Serdces - ca.demo. local

Submit a Certificate Request or Rene

To submit a saved request to the CA, pay
renewal request generated by an externa

Saved Request:

Basge-bd-encoded (P
certificate request ki
(CMC or Cut
PKCS #10 or oy

PKCS #7)
4] Delet

B
Browse Salect All f.'.'l

Cernificate Template:

[Admlnlstraluf

oty
o>

of 20{gd &Lt



2hoz MEls T Submit(ME)S &28tct

M|kl

10. ACS& Certificate Template(2/5 M
Saved Request:

YIZIAYLSQuERBAGDAgZARMAOGLSqGST bE-D"‘EEE-'*'J«J
Base-8d-encoded |D¥oicRRASecdd Twl 7 7T+uhkEcrnZ6oaEnasrG ZRLSX
cefificate request [OHIQ5xnz M2 3y EAiv S FCIdme RO SHvPELD

(CMC or SHMgEe 3HIplephgiVEC Iuld

PKCS 810w  |----- END CERTIFICATE REQUEST-----

PECS &T) -
4] | »

Brovese for & fle 1o mgen

Cernificate Template:
JACE s R

Additional Attributes:

=
Attributies =
i ¥

1. Certlflcate( 15 M)7} &t 2 |74 Base 64 encoded(Base 64 213 2)E &5t 1 Download
certificate(Ql1E A CHREE)E 2§ LIt

rEI

Microsclr Cortbeale Sarmced — ca dpmo local

Certificate lssued

The cerificate you requested was issued 0 you

 DER encoded or & Base 64 encoded

ey Dowminad cardicate
[ TO——

File Dowmdoad - Security Wanming R x|

Do g wesird b open o pave Hhis Hile?

Pl aives  CRaires 8T
Troe Seouity Cartfcste, | BRE

Feom ca

Open | Sww  |[ Cacel |

‘Wil et o the Ietseresl can b uselul, ¥ b g can
Trearrm woaw computer. I poos do nod Brusk e sowsce, do nol

T oo on sive i soltwars, What's the itk

12. Q15 M@ ClA IS0l XME5l2{H Save(XE)E 2 2/gLct



Files riames: pars_ced =l

Saveslpe  |Secuiy Cetificale =1

| S
i&

13. ACS > System Administration > Configuration > Local Server Certificates2 O| & &FL|C}.

Bind CA Signed Certificate(CA M 2I&5 M HIQIE)E MESt T Next(CH)

2 I3 z2lst
= = 1 :H

L|C}

| Syvinm dminmiraton > Configuration » Locs Servie Ciricate > Local Crrtdcatss » Croele

¥ Bind CA Signed Cerilicale

St | el SR LITCR CTOBRON Al

| Step 1 - Select server certificate creation method

© lempeoit Server Certilcaln

s s oplicn  poad have @ Sercer Corbficate Sle and comesg-onding privals key Sle (and

PRSI, i Evp DRl iy Bl i anonTind)

 Gerrabe Sef Sipgnad Ceilicaly
Ligp Bis oo 19 hored Tl ACT Sarvar peraraie & So-Simad Carmllcale

¢ Generaby Carmcaly Ssgning Resses

Ui ik 0000 10 hated Tl AT SAPAT QIrlTI & COMBSLIT SINNND MEqUEEE S [ aanl by your

Rl Coeuicaby Agthosty. QN ou B Qanarstid T Bigning kel oo i e “Ootslanding ||

Sigreng Requests” kel bebic Pa Hgning fegutsl 3nd aeport & Copy 0 Tt Lgning ieques!

(@ 3 oopy O your kel Syslsm). Onos you nbcehe 3 cerSlcaln From pour G, oo will wsa tha
“Eind CA Sigreed Coviilcabe™ cplion Delow B inlall it ]

Adter using e prevous opbon 1o penerabs 3 cerbcate signing request, Bis opion is used n
tenbnstad B CovBCale PocEed oM your CA ACS will automaboaly maich e cershcaty

WA T BRI SutUIndEg LaRnife] IRQuiEL




v Seled sener certificate creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |
Protocol
™ EAP: Used for EAP protocols that use SSUTLS tunneling
™ Management interface: Used to authenticate the web server (GLUI)

I Browse..

Override Policy

& certificate being impored may be determined to already exist in A3 when it has either the same
Subject or Isswer and senal number a5 an exisling carificale. In such a case, seledlion of the

“Replace Cerficate” oplion will allow the certiicale contents to be replaced while retaining the
existing protocod selechions for the cerificate.

I Replace Cerificate

15. CA MEHO{A &= 8 ACS QIS ME M

EHSt T Open(Q¥71)2 & 2/ELiCt

by Dooumesnis

et
48
Py Lot i
T
H:.lTJ?u:ai. I.H.I:E il ﬂ Operi

Flaces
5 |n.|Fm 7 j Cancel :

16. EE8F EAPQ| Protocol(Z2 EZ) 42 ME{E T Finish(0t2)E =|ELICH




Syslem Adminisiration = Configuration > Local Server Centificales » Local Cerlificates » Creabs

~ Seled server cerificale creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |C:\Documents and Settings\administratorDeskiop!  Browse... I
Protocol

I EAP: Used for EAP protocols that use SSUTLS unneling
™ Management Interface: Used to authenticale the web server (GLI)

Overmride Policy

A carlificate belng impored may be determined to already axistin ACS whan it has aither the same
Subject or Issuer and serial number as an exsling cerificate. In such a case, selection of the
"Replaca Cerfificata”™ oplion will allow the cerificale cantenis 1o be raplaced while retaining the
existing protocol selections for the camificate.

[ Replace Cerificate

17. CA &= ACS 215 X7t ACS 2Z IF Aoi| LIEFEf LI

System Adminisiration > Configuration » Local Server Certificates » Local Cerificates
 Local Certificates Showing 1-20f2 |50 x| |
Filter: | | match it x| Go| ¥
[T FriendlyName + IssuedTo Issued By Valid From
[ acs acs acs 04:29 20.09.2010
T acs.demo.local acs.demo.local ca.demo.local 10:39 22.09.2010

Active Directory0il CH&F ACS ID K& A 74

CHS BAHIE et

1. ACSOi| 245t 1 #E|R AHo 2 218 L.
2. Users and Identity Stores(AF& XA} & ID X{% £4) > External Identity Stores(2/% ID X{& L) >



Identity Store Sequences

» G Policy Elements

» [o Access Policies

» .| Moniloring and Reports
» ¥ System Administration

Active Directory2 0|S&hL|C}.
3. Active Directory =H|?! demo.localg 235t MH{O| &5 & 2l=245t OIS Test
Connection(?1d EIAE)2 Z2§LICt A& 5t2{™H OK(EQ)E E=ELICt

1o

Lirh nd ettty Fhaned = Eaernal oenily SI00ed » Actue Deeciacy

General | Dinectory Groups | Direclory Atibules
Conneciion Datails
o Active Directory Domain  [3ema socal
Hamag

Plaase spedly the credenials usad b join this maching 1o the Acks Diraclory Domain

O Usermname fadeministrator

4 Password

iou may use He Test Connaclion Bulion 0 ensure oredentials ane comed and Adiee Dinectony Domain is
reachabie
Test Connecian

Click on “Save Changes io comnect 1o the Al Direchany Domain and o this mﬁmmn i o
harve sucoesshully connaciad ko the Domain, o T Ry b R o x| pestes

1o Bi FERELIE for WS in policy niles
‘:." Cornescton best bo 'demo.bocal sucoeedad.

End User Authentication Settings
F Enabile password change |II

F Enable machine authentication
™ Enabla Maching Accnss Restridions

o Agirsg tirse (Rows) Il:li
4. Save Changes(¥17d AHSH XiZhE F=igLich




ﬁ Thabra are unsawed changes on Tis page. Do pou wish To conlinue™

B Lcortoue |

CHand changid 304 conBinug

_ 2 1T: ACS 5.x £& XMxitof|
CHEF REMIEH L2 2 ACS 5.x 0]4t: Microsoft Active Directory Configuration ExampleZt 2| £
g2 HXRSIAAIL.

1. ACSOi| 21725} I Network Resources(H|E A 2|4 2A) > Network Devices and AAA
Clients(U/E I C|H}O|A 3 AAA E210|E)Z O|SBILICH Create(24d)E & 2IBfLICH


//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml
//www.cisco.com/en/US/products/ps9911/products_configuration_example09186a0080bc6506.shtml

' Tetwork ReSources

Hitbwork Dindtes and Ak Clienls

2. 02 ZEof 2 ¢248rL|Ct.0|E - wiclP - 10.0.1.10RADIUS QI8 - MEE|ZQ of 5 -



Metwork Resources » Metw o Devices and 2585 Cherls v Creabe

g Mama: [z
Description: |

Hetwork Device Geoups

|Locasion jail Locations

Seed |
[Dwace Tyoe {4l Divice Types Sebec] |

1P Address Authensication Options

- Single P ~ [PRange v TACACS:
Address (=)

-1 3 i‘l':l.ﬂ' 1.0

Shared Secret |
I zingle Conned Device
& Legacy TRCACS+ Single Connect Support

 TACACS+ Draft Compliant Single Conned
Suppor

= RADIUE

o Shared Secret [osco|
w Trust3ec [T

FF Use Dédce 1D for TrustSec identification
Dwice ID: |

Passwond 1
F TrustSec Advanoed Softings

& = Required figlds

cisco
3. 22 &£|™ Submit(M&E)2 =& LICH. ZHEE {7t ACS Network Devices(ACS HIE 3 C|Ht
0lA&) SE0f =202 LIEFLLIC

Network Devices . snowngrtort |
| Filter. | | _I v

T Neme = [P/Mask NDGLocation HDGDevice Type
10.0.1.1 All All T
» & Users and o P r wic 0.0.1.1032 Locations Device Types

» G Policy Elements
» [ 3 Access Policies

1. ACSOI| A Access Policies(MlA &H) > Access Services(HAMA MH|A)E o|SEHLCH



» 44 My Workspace

» [5) Network Resources

» S8 Users and ldentity Stores

» G Policy Elements

| Senvice Selection Rules
* ™ Default Device Admin

* ™ Default Metwork Access
* Trust3ec Access Control

= Egress Policy
F Metwork Device Access

2. Access Services(HAMA MH|A) O M Create(M )& 2/ 8LICH

Access Polcies » Access Senaices
(AccossSerdices  showing t-20r2 [E ] perg
Filter: [ =] watcn i | ¥l 55~
~ Hema «  Sandce Type induded Policies  Description
1gan it
T Detault Dedce Admin Device Adrmintatralion Sl Diafault Ded
Aubharizabon
r Ctault MHebwork ACCRSSs  Network ACCesS KO Crirfault Maba
aytharizaion
4 I
-Ecriml [uplicati | 1:'1 I JJFW’El 1 of1

3. HAMA MHHIAE MM3ET 0|F(0dl: WirelessAD)S /238 LIC} Based on service template(Ad



HIA E&R! 7[ghS ME5I D Select(MEf)E S2IFfLICH

dccess Policies » Access Services = Create

General Allowed Prot

oStep 1 - General

General

MName: WirelessAD)

Description:
Access Service Policy Structure

{* Based on senvice template

Select

. Based on existing senice |

" User Selected Service Type | Metworl

L

=elect

" Device Admin - Command Auth
" Device Admin - Simple
" Metwork Access - MAC Authentication Bypass

[ Access Services Showing 1-4 ¢
Filter: I 'I Match if :__I o) v
Name & Senice Type Description

Device Administration
Device Administration

Metwork Access

.2 | O|X| CH&l 4 Ktof| A Network Access - Simple® MEHEILICH OK(EQHE Z=!gLct H

E3l0| Mol Cha

2{ghct

Step 1 - General

General
Mame:

WirelessAD

Description:
Access Service Policy Structure

= Based on senvice template

|Network Access - Simple

Select

" Based on existing sernvice

" User Selected Service Type | Metwork Access

| Seledt |
oeledt |




6. Allowed Protocols(318 €l Z 2 £ Z)0{| M Allow MS-CHAPV2(MS-CHAPV2 5{&) & Allow
PEAP(PEAP &{8)2| &felgtg MEfLICE Finish(OHE)E =2/ Lict
Access Policies » Access Sorvices » Creabe

« General  Allowed Protocols

Step 2 - Allowed Protocols

F Process HostLookup
Authentication Protocols

¥ [ Allow PAPIASCI

¥ [ Allow CHAP

b [ Amow MS-CHAPVI
b allow MS-CHAPV2
b [T Allow EAP-MD5
¥ [ Allow EAP-TLS

¥ [T Allow LEAP

* ¥ Allow PEAP

b W Allow EAP-FAST

7. ACSOHA'I M MH|AE gd3tstEts HIAIXI7F EAIEH Yes(ol)E 2 =2IELICH

Access Sendce crealed successiully, Would vou like to modify the Serdce Seledlion policy 1o activate
this sendce?

ves | no |

8. 232 MM/ MELEl M HAM A MH[AOAM Identity(ID)S 2 &st T MEYBFLICE. Identity
Source(ID 2 A)0{| A Select(MEH)E 2 2I8LICtH



» 4 My Workspace

» 15 Network Resources

» &% Users and |dentity Stores

» S Policy Elements

1| Senice Selection Rules
* ™ Default Device Admin
* ™ Default Network Access
v . WirelessAD

Authornzaticn
¥ TrustSec Access Confrol

» ;| Monitoring and Reports

» ¥ Systemn Administration

Access Pobties > Access Serices » Wirskssal » ety
{* Single result selection ¢ Rule based result selection
|dentity Source: |inte-rnal Users Select I

F Advanced Options

9. ACSHf T4 E! Active Directory0l| CH3H AD12 MESt 1 OK(&2)E E=IFLICt

Internial Lsers

MAC Profiler

CH Usermamea  Predefined Cerificate Authantication Profile

Identity Store

Fifter | '| Mafch i |
Hame +  Description

O A

r

" DefyAccess

" Internal Hosts

~

~

Default Entry for HAC Profiler

= Bl ~

10. ID £ A7+ AD121X| 2 215t 1 Save Changes(t4d AHE X{E)E S 2/gfLIct

Access Policies » Access Services » WirelessAD = ldentity

+ =ingle result selection " Rule based result selection

|dentity Source: |-"*D"

b Advanced Options

Select

ACS A& H& 5l MH[A 3] #d

1. Access Policies(2 M2 Z2) > Service Selection Rules(MH|A A& F&|)2 0|SELICt



%4 My Workspace

» =0 Network Resources

» S8 Users and identity Stores

Access PObCits > ACCess ZErvices » Serviee Selection Rukes

" Single result selection = Rule based result selecti

Service Selection Policy

» @ Policy Elements

rh'ﬂ-h-\.'l Ml L

i E} DmuluﬂmMmln
* % Default Network Access
* 7 WirelessAD

|dentity

Authorization

| Filter: [Status =] Match it [Equals =] |
Ciomd|
T Status Name
Pratocol
[ @  Rulel match Radius
2 - ] Rule-? match Tacacs

2. Service Selection Policy(AMH|A ME] &) F0i| M Create(4)E =R LICH M &l0] Of
E & X|I™HELICHOd: WirelessRule). Protocol to match Radius(Radius2} 2

)oll CHet &HolEte

e By il )

M=

eneral

g Cisco Secure ACS -- Webpage Dialog

Mame: |Wire|essF?.uIe

o

'Enndilnn5

Status: | Enabled

B

The Customize button in the lower right area of the policy rules screg
conditions and results are available here for use in policy rules.

U x5t T2EEE

Protocol: [ match

Results

=l

Select

3. Radius® ME45t T OKE &/gLct.
4. Results(Z

WirelessAD(O| % EtA[0| A MAE)E

o=

g Cisco Secure ACS -- Webpage Di

 Enum Definition

Enum Mame 1D
T Radius 1]

C  Tacacs 1

MEHEHL|C}H

F—P)Oil)\‘l WirelessAD for Service (created in previous step)(AMH|A



Conditions

¥ Protocol: [ match ~||Radius Select |

Results
Senice: | WirelessAD ﬂ

5 M £ F=0| YHE/H ol =S MEst D B 2|= o[SELICE. o] #&2 Active
Directory& AFE3t0{ £ RADIUS 2152 AldHst= & ¢ #3/0] Eulct

Senice Selection Policy
Filligs ESI.ﬂlH. 'i Masch i |F|1u:|!r. j | j
Condilions
T Stahes  Mame
Prodocs

3k VislsasRule
1 = ] Fule-1 match Radius
a1 a8 Rylg-2 match Tacacs
i \
= T pefagh it ri rubes difned of mo enabbed e

Create.. |~ | Dupticate..| = |Ean| Dewse | | movero. | v |

Windows Zero TouchE AF235t= PEAPO] CHEF 210|HE T4

she HREIR, 24 22H0[9IE

0| of|0d A CLIENTE= Windows XP Professional with SPE Al&st=
AE UELICH CLIENTE £ 22}0|¢E

2 sl M APE S5 QIEZIY 2|A A0 CHEH Al
T A5t 0] **'HP_I HAHE 2tEELiCh

e o

1. 5120 HAZ2E ol HO|E2 AI25104 CLIENTE QERIH HERI MOHEO| 4Z2EL|

2. CLIENT01|A‘| Windows XP Professional(SP2 Z & )2 demo.local =M 21| CLIENTEl= T+
 HAFEZE EX|ELICH



3. Windows XP Professional2 SP22} &7/ Ax|gfL|Ct. PEAPE X|&5t2{H M x|8HoF &L
&F1: Windows & &84 Windows XP Professional with SP20AM At o 2 AR E|L|C}.
|:|=|o JJ.X| |:||.AIA|O

2M HEQ|T of=E] Mx|

CHS EAE e

T M

t
|.

iy

0

. 2EI0|ME HAFREIE S28LCt
CIEEHA HEQT MOHEAM E80|E HAFE{Q| HAZES BE&LICH
. 2Cl0|HE HEEE CIA| AZHEHCHS 24 2 2[R AMEE AF25t0d 22 &L

S UERT {HEE MxIELCHED: M {HEE MEYA | 748 AZER0{E MR
SHX| OFA AL, SHESI01 =7t OFHAIE AFHE 5104 M HIERT o{HE EZIOIHE MRIFL
[ IH|A|X|7F EANEZH ML 7F MZ 8t CDLF Windows XP Professional with SP20]|
A8 & AdO|o|EE EBIO|H7F Z&E CIATE MSELCE

:FOOI\)—\

EMHERT ¢4 1A

CHS EAE e

1. demo.local = |21 2| WirelessUser A& AP 5t0
. AEF > MlojE 2 MEiS D HEQ HdAS d%a—.
=z ctxg I 25t |C}.

3. 582 #8stn FM LHERA ®o= 0[SE ChS WindowsE AP%oN# W £M HER3
Jid I |

N

Gersral Wirslsss Melworks EAdv-u-md |

W Use wWindows to corfigune my wieless network settings

Aovadable reteorks:

To cornect to, deconnect from, o find out mose Information
abewdt vareless networdkis in rangs, click the bution below,

View Wirebsss Networks |

Fretered networks:
Automatically connect bo avalable netwalks in the aider sted
belowr

T

ok | Cocel |

AHEEg st x| =elgot.
4. Add(F7HE Z=/gLct
5. Association(21Zd) & of2H 2| Network name(SSID) ZE 0l Employee(2)E 1248 L|C}.



6. HES|3 °l&o0i CHs WPAS MEHSIT HIOIE+%§§+7+TK|P§ MA™E|o] UEX| Eelgh

AN —
Wireless network properties d B3

Mebwoik name [S5I0F

—Winsdess nebwsork key

Thiz netwecak requee:s: 2 key oo Hhe folowsng

Network: Authenhcahion [wPa |

D ata encryphion: |TKIF‘ :I

F .

[ This i & computer-to-computer [ad hoc] netwark: winsless
SCCELE Dot SE nob uied

| o Cancel |
Ct.

7. Authentication(@1&) &2 2=/gfLct.

H=2 =2 T1d

8. EAP 30| PEAP(Protected EAP)E A8 35t 5§ T EEIREX| &HlRFLIC 2ZX| 2f2 B
< EEEH Ml 0l A A=Y EFLICH

9. 210! Mofl AlARIS QIFst0d 20 ASRE FE I8 MY

i HHFE HEE M8 = UE F2 HREIR Q152 HEE

— —

I

Al
=)

M
1O

sk

£z

L H
J
_o'l_l



10.
11.

12.

wWireless network properties

Propeities

¥ Autherticate a5 compubes when computes information is
available

[T Authenticate az guast when user of computer information i
unavalable

Mg &gt

PEAP= 20| Eoil OI?_P A—I H 2152 X & 5t2 2 Validate server certificate(AHH 218 A
E3t ACS QIBME Y= 8t CA7} Trusted Root

Certification Authorltles(*lilsa = Qe FE 5 7|&) HFoll M MEHT|o] AJ=X| = lFL

Ct.

LIS QIF0l AFR 81O QIF wol A 2o 5 (EAP-MSCHAP v2)2 MeH #fL|c}

|



Protected EAP Properties 5 7l x]

When connecking:
—iv \alidate server certificabe

[ Connect to thase sarvers:

|

Trusked Root Certification Authorities:
[0 Cow HET Secureiet CA Root il

Oca:
[#] ca.dema bocal
[0 Certiposte Classe A Personne

[ cCertiposte Serveur
[ certisign - Autoridade Certificadora - AC2

[ Certisign - Autoridade Certificadora - &C4 -
4| | ¥
™ Do ot prompt wser bo authorize new servers or trusted
cartification autharities,
Select Authentication Method:
|secured password (EAP-MSCHAP v2) x| _Configue...
[¥ Enable Fast Reconnect]
Ok Cancel
13. HHE 12 AL Eelgto| MEE|I=X| &QlgL|ct O3 ChE &elE Ml H = §fLCt.
14. Systrayol M M HER3 @12 ol 0|22 0IRA QLEZ HFE ZEE OIS ME 7tsEH 7

MUESRT BE7|8 8L CH
15. 2| 2EM HEQZE /8t Ot i F=|gLCH 40| Hd335tH F4 FEH0|HE

=2 =2 "1

Connected(24Z2E)7F EAIELICH

tlvireless Network Connection
Mebwork Tasks Choose a wireless network
& Refresh network list Chck. an item in the st below to connect to & wireless netwark in range or to get more
information.
2 Set up a wireless network ((Q)) Emelovee Connected 'y
for & home or small office ﬁ
U securty-enabled wireless network (WPAZ) ol
6. 2150 H35tH HERZ HAZAS ALE 5o M o{=HE{0l| CHEF TCP/IP ZiI| 2 2io|ME =

QBfLICt DHCP 9 E CorpNet 41 S2H0IAE 01| Chah M4 Lol F 4 HI7}

10. 020 100-10.0.20.2000]|0{0F &L|Ct.
17. 7|52 EIAESE{™ EEIRXE Y1 hitp://10.0.10.10(EE CA MOl IP =A)E 0|5 &

L L'-P.

ACSE M ¢ol&s Ed a4




1. ACS > Monitoring and Reports£ 0|S

o St My Workspace

5104 Launch Monitoring & Report Viewer® 2 =/gtL|C}

» X0 Metwork Resources

» g Users and ldentity Stores

» @ Policy Elements

b |5 Access Policies

L

Launch Monitoring & Repont Viewer

=, System Administration

2. HHE o| ACS %t0| ¥ZIL|C}. DashboardE & &2|8rL|cH

e

Monitoring and Reports

E Alarms

----- Thresholds

----- Schedules
Reports

----- Favorites

& Catalog

= Troubleshooting

----- Connectivity Tests
- ACS Support Bundle
. Expert Troubleshooter

3 L_!L, Monitoring Configuration

3. My Favorite Reports(Li &743 7| 211 M) M AM04| A Authentications - RADIUS - Today(2!& -
RADIUS - 2 &)E Z2IgfLCt



My Favornte Reports

Favorite Hame « ReportMame
ACE - Configuration Audit- Today — ACS Instance=ACS_Configuration_Audit

ACS
Instance=ACS_System_Diagnostics

Authentications - RADIUS - Today  AAA Protocol=RADIUS_Authentication

ACS - System Errors - Today

4. 210 2E RADIUS 25 0| Pass(81t) = Fail(AlT)2 ZA|ELICH 2HE &5 LHolM
Details(MI S AHE) Lo M ERE 7| olo|@e Z2&fLct

AAA Protocol > RADIUS Authentication

Authenlication Status Fass ar Fail
Diate September 22, 2010 ( Las1 30 Wnutes | Last Hour | Last 12 Hours | Today | Yesterday | Last 7 Davs | Last 30 Davs )

Generated on September 22, 2010 551 34 PM PDT

©asicod
£ 4 - L e i
RADIIS HAS MACAP Authantication
Logped AL Sigtus Falure Datals Usemame Addrass ALCaEE Senace Mathod
Sep 22 10 5:51:17.843 PM o “  merelessuser 00-21-5c-69-95-79 WirelegsAL PEAP [EAP-MSCHAPZ)

5. RADIUS Authentication Detail(RADIUS 215 MEAIE)2 2ZE Alzof CiEt Bf2 HEE A
AAA Protocol > RADIUS Authentication Detail

ACS session ID : acs/74551189/31
Date : September 22, 2010

Generated on September 22, 2010 5:52:16 PM PDT

Authentication Summary

Logged At: September 22,2010 5:51:17.843 PM
RADIUS Status: Authentication succeeded

MNAS Failure:

Usermame: wirelessuser

MAC/IP Address: 00-21-5c-69-9a2-39

Metwork Device: wic : 10.0.1.10 :

Access Senice: WirelessAD

Identity Store: AD1

Authonzation Profiles: Permit Access
CTS Secunty Group:

Authentication

o PEAP(EAP-MSCHAPV2)

SELCh




6. ACS MH|A ME El+= ACSOHIM MEE 720 X6l AZQ IIQE M3E +
C}. ACS > Access Policies > Access ServicesZ 0| S5t Service Selection Rules&

Results
Service

WirelessAD 33

Hit Count

Default Network Access 0

LIt

ACS AMHoilA PEAP 215 Alnj

ZZI0|METI ACS MHHE AFEE PEAP 215 0i AI{5H ACS2| Report and Activity M+ Of2H 2]
Failed attempts(ﬂﬂﬂﬂ A|E) MM nas duplicated authentication attempt(NAS 9_%) HIAI]

£ 2 =x| Folguo

Microsoft Windows XP SP27} Z2}0|2E A[AE|0| HX|Z[T Windows XP SP27} Microsoft IAS
MEH{ 7} okl EFAF MEHol CHSH @15 E i o] 27/ HIAIX|7F EAIE = U&LICt &3] Cisco
RADIUS AH{(ACS)= Windows XPO|A AtE5t= Wt CHE WS = EAP-TLV(Extensible
Authentication Protocol Type:Length:Value Format) IDE 7|4t L|C}. Microsoftol| A= O EX|7t
XP SP2 MEE|HES| Afolzt &el&LICt

£ 9| AL Microsoftoll & 2|5t EbAF RADIUS MEHol| 2488 i PEAP Q150 M35t x| Z &
E HZXAAR. 7|82l 2= Windows REIZIE|S| 2EI0|E ZH0f M WHE RHAZE SM
O| 7|22 <o 2 PEAPO] CHaH HIE4stE|o] //Cte ZALICH 2Lt O SMR2 7|12 R MH &
(ACS)U| M &d3t|of i&LICt O] 2XIE sl ZstEit ACS AME{ 2| Global System Options(
A AB| &) of 2ol A Fast Reconnect(titE A 214) 0| ME4S F|AgL|Ct == 22H0)
Fof|M tHE RHIZE SMES EH3lsto 2XME HZEE = A&t

oA

.I

r

Windows ® El2|E|E§ A& 50 Windows XPE &l&ist= SCIO|UE|M tHE ZHAZE S & d&t st
ciH ChE BHE gLt

Al > A3 > Ao{H2o 2 o|S§LCt.
. Network Connections(L|E 2|3 ¢17) olo|E2 5 H 2=/& L]
FMLEST A of0|2 2 0tRA LEZ TR E F&2IEH
. Wireless Networks(FM HIES|3) &2 Z2/gfLC}.
. Windows0i|A{ 20| E o{HEHE T8 + JT=HF 3t2{™H WindowsE A& 35to1 L M U
EQ3 dHg T HELICt M8 MEiFLCH
6. SSIDE 0|0] 7148t AR SSIDE MEYSI T Properties(54)E FRIELICH 2ZX| 2 8L
New(MZ PtE7()& 2 2!5t01 A WLANS F7HEfLCt
7. Association(24Z) & otzH{of SSIDE =g LICH HIER{3 21E 0| ¥id /U T|o|H &= 357}
WEPZ M™E|0{ Q=X| &QILICt
8. Authentication(2!5)& & =|gFLCt.
9. Enable IEEE 802.1x authentication for this network &4 & ME{EL|C}
10. EAP K82 E PEAPE MEistT £48 &ELCH
11. HO|X| StEHOAM HHE RHAZE &3 M2 MEIgLICE

oo 10
g

4 g =gt

a s~ wWN


http://support.microsoft.com/kb/885453
http://support.microsoft.com/kb/885453

ol HE

- ACS 4.0 %! Windows 20032 A3t Unified Wireless NetworksH| A PEAP

- g IS & {8 Cisco WLC(Wireless LAN Controller) %! Cisco ACS 5.x(TACACS+) Z1x| 28|
0|44 of

. Cisco Secure Access Control System 5.1 A%| & Y380|E 7I0|=

. 7|& x| 3 £ M - Cisco Systems
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https://supportforums.cisco.com/docs/DOC-14908?referring_site=bodynav
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