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1. RADIUS Authentication Servers(RADIUS 21& MH{) HO|X|E EAl5t2d™H ZHEE 2] GUINIM
Security(£2t) 2! RADIUS Authentication(RADIUS 915 AtH)2 ME{gFL|Ct O3 ChS
New(AM2 BFHE7[)& 22504 RADIUS AMHHE HolgfL|Ct.

2. RADIUS Authentication Servers(RADIUS 215 A{H{) > New(AH IH O| X|)0i| A RADIUS A{t{ OH
B HolgfL|ct.ole{et 7= CtS 0t Z&LICHRADIUS MH IP FAZR 43X

E B35 M &Efo| EMoIME IP FA7110.48.39.1282! ISE HHHE AL EFLICH

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
= LLES Server Index (Priority) 2 5
General
« RADIUS Server IP Address{Ipv4/IpvE)} I 10.48.39.128 I
Authentication
Accounting Shared Secret Format ASCII +
Auth Cached Users Shared Secret | esses
Fallback
DNS Confirm Shared Secret ] ssses
Downloaded AVP
» TACACS+ Apply Cisco ISE Default settings
LDAP Apply Cisco ACA Default settings
Local Net Users B
MAC Filtering Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
w Disabled Clients
User Login Policies Port Number 1812
AP Policies Server Status Enabled +
Password Policies
Support for CoA Enabled ¥

» Local EAP
Advanced EAP

» Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

» Web Auth

b TrustSec
Local Policies

¥ Umbrella

¥ Advanced

3. 281 8.

Server Timeout

Metwork User

Management

Management Retransmit Timeout
Tunnel Proxy

PAC Provisioning

IPSec

Cisco ACA

EAP-FAST 152 2% WLAN 7+

Ct22o 2, EE2I0|ME7 EAP-FAST 215 S {lall 4 LHEF o

=&t ol ALE35tE WLANS A EFLICH.
Me 2e| QIE{H 0|A 0| O] WLANS & &

eap fast WLAN
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5 seconds

Enable

Enable

5  seconds

| Enable

~| Enable
Enable

| Enable

idstn 5% QIEmo|Aol &
0| od|of| A FL+dEl WLAN O| &2 eap fast{L|C}. 0| 040
ghct.
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cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs
¥ WLANs Current Filters  None [Change Filter] [Clear Filter] CreateNew 3| | Ge
WLANs
» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
i WLAN test test Enabled [WPA2][Auth(802.1X)) -]
2 WLAN AndroidAP AndroidAP Enabled [WPA2][Auth(PSK)] ~]

3. WLANs(WLAN) > New(AH | O| X|)0{| A eap_fast WLAN SSID 0|&, =21}l 0|§ 2! WLAN
IDE FMELICEOH CHE M8 S =IELICH
alvaln Saye Configuration  Ping  Logout Refresh
CIsco MONITOR HLANS CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANSs > New < Back

* WLANs

WLANS ygs
b ATenced Profile Name eap,_fast
sSID eap_fast
n E

4. Ml WLANS H445HH AH WLANO{ CHEF WLAN > Edit H 0| X|7} LFEFELICH. O] I O|X|0of|A O]
WLANO| E%8F ChsH D7+ E &olg 4= QlaL|Chod7|ofe YUkt %2 RADIUS AH,
Hot HA g9l 802.1x OH7Hed~7 =& EL|C}.

5. WLANS & 35}5t242 General Policies(EF Z&) &4 o} 21| 9| Admin Status(® 2| A& EH) &2l
2t MEfStLICHAPY) SHE HIZH ZR| ol M SSIDE EZ2=HAESHE S 24T Broadcast
SSID #QIEE MENR LTt

WLANSs > Edit 'eap_fast'

General ‘ Security | QoS | Policy-Mapping ‘ Advanced

Profile Name eap_fast

Type WLAN

SSID eap_fast

Status #| Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All :
Interface/Interface Group(G)
Multicast Vlan Feature | Enabled
Broadcast SSID | ¥| Enabled |
NAS-ID none

6. O} 2 "WLAN -> Edit -> Security -> Layer 2" £ WPA/WPA2 O§7iH4 & M=45t T AKMOi| CH 3
dot1xE MEdErL|Ct
0| oflod| A= O] WLANOI CHEt gj|ojo] 2 E9to 2 WPA2/AES + dot1xE AFZErL|Ct.CHE Ol 74
BH= WLAN HIEQ|T 9| @7 ALE o et =-8E = AU &Lch.



WLANSs > Edit ‘eap_fast'

 General | Security I QoS l Policy-Mapping l Advanced

Layer 2 | Layer 3 l AAA Servers

Layer 2 Security & | WPA+WPA2 N
MAC Filtering? [ |

Fast Transition

Fast Transition Disable +

Protected Management Frame

PMF Disabled # |
WPA+WPA2 Parameters

WPA Policy

WPA2 Palicy Ld]

WPA2 Encryption v AES TKIP |/ CCMP256 |/ GCMP128 |/ GCMP256
OSEN Policy

Authentication Key Management 19

802.1X ¥| Enable
CCKM _| Enable
PSK | Enable

CT oNnn 1w = Il

7. "WLAN -> Edit -> Security -> AAA Servers(WLAN -> 0 -> AAA MHH)" £0i| A RADIUS
Servers(RADIUS MH) of2ie| E2CH2 M7l M 245t RADIUS AMHHE MEYELICH



WLANSs > Edit 'eap_fast'

|.General Security QoS | Policy-Mapping Advanced

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface Enabled

Apply Cisco ISE Default Settings Enabled
Authentication Servers Accounting Servers EAP Paramet
¥ Enabled ¥ Enabled Enable

Server 1 1P:10.48.39.128, Port:1812 ¥ | None ¥

Server 2 | None ¢ | None v

Server 3 | None ¥ || None s

Server 4 | None s || None v

Server 5 | None 7 || None 3

Server 6 | None ¥ || None v

Authorization ACA Server Accounting ACA Server

Enabled Enabled
Server None ¥ None ¥

8. ApplyE FRIBLICH AT EAP 2152 ol HEEB{IM T -5Hok 5t
LIC}I.EAP- FASTQF 2HE CHE 28 41|80/ RADIUS A &! 2l
AE O M =&3HoF B LICT.

EAP-FAST 2152 €& RADIUS M 74

EAP-FAST /52 2|5l RADIUS MHHE 7 Ad5te{™ = A

T>ELc

1. EAP-FAST 22t0|HEE Q& stE AHSA HO[E{H|0]& &Y

2. RADIUS ME{oi| AAA %EPOIC.’_*EE WLC F7t

3. 2 Y L PAC Z2H|X'E A& 35l04 RADIUS A0l EAP-FAST 215 7
4. QB E CHY L PAC ZZ2H|X{2 AF25104 RADIUS A{H{0ll EAP-FAST Q15 74

EAP-FAST 2ZI0|2HE& 215 5t= AHEX o|o|ElH|0]A& 4d

O| ofloi M= EAP-FAST ZZI0|1EL| AtEX} O|F L HIUHS E 22 <eap_fast> L <EAP-
fast1>2 2 F4&LICt
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ot
‘i Identity Services Engine Home  » ConextVishilty  » Operstions  » Policy D WorkCenters

» System - |dentity Management » Network Resources v Device Portal Management  pxGrid Services ¥ Feed Service v Threat Centric NAC

vIdentities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
——

L]
Network Access Users
Users
Latest Manual Network Scan Results )
3 Change Status @almport gy Export w | 3 Delete ({3 Duplicate
a | Description First Name Last Name

Email Address

User Identity Groups

No data available

Admin

2. "Name" 2! "Login password" At&AHE BtE &= O] 28t FAIS 5T EECHR S 504 A

"User group" MEHEILICH[MENXM O 2 ALE AL A ol CHE CHE %

1
"Sumbit(2 2t)"& F&LICt.

sl Identity Services Engine Home  » ConiextVisbity  » Operations  » Policy [EESSTTRIET + Work Centers
» System - |dentity Management | » Network Resources  + Device Portal Management  pxGrid Services  » Feed Service
- Identities  Groups  Extemal ldentity Scurces  Identity Source Sequences b Settings
(<]
Users MNetwork Access Users List > New Network Access User

* Network Access User

Latest Manual Network Scan Results

I‘ MName | eap_fast

Status Enabled =

Email |

~ Passwords

Password Type: | IntemalUsers |~

Password Re-Enter Password

» Threat Centric NAC

I * Login Password | asssssnnn

| I | Generate Password i

Enable Password | | |

| | Generate Password i

¥ User Information

First Name | Test user |

Last Name | Test user |

+ Account Options

Description |

Change password on next lagin O

+ Account Disable Policy

[ Disatle account if date exceeds | 2019-04-23 (yyyy-mm-dd)

« User Groups

| Eroores o |
m[CancE.I]
3. AR MG ELICEH

» System - |dentity Management = » Network Resources + Device Portal Management  pxGrid Services ¢ Feed Service + Threat Centric NAC

Extemal |dentity Scurces  Identity Source Sequences ¥ Settings

~|denfiies  Groups
——

Network Access Users

Users

Latest Manual Network Scan Results

J et obadd Change Status v | @2IM20T @ Export v | M Delete v {3 Duplicate
Status Name a | Description First Name Last Name Email Address User Identity Groups Admin
I Enabled 2 eap fast T Test user Test user Employee

RADIUS AH{0ll AAA EEI0|HEZ WLC F7}

ZAEEB{E ACS MH{0M AAA EEI0|UEZ Ho|stE{T OIS BHAHE

2zt



1. ISE & 2| Ulol M "Administration(#2l) -> Network Resources(H|E®|3 2|AA) >
Network Devices(H|E |3 C|HIO|A)" of20i| A "Add(ZF=7I)" ot O|Z2& FELICt.

il identity Services Engine

» System b Identity

Home + Context Visibility + Operations: + Policy ~ Administration + Work Centers

~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
——

Network Devices
Default Device

Device Security Settings

of 5}
2t 3 £ "Shared Secret" &4 [MEH A
x4 I:I = O|E'-=|%|' s

- Network + Device Portal Management  pxGnid Services  » Feed Service  » Threat Centric NAC

¥ Location Services

Network Devices

dbAdd  |{y0uplicate | @almport @ Export O Generate PAC | ) Delete

Name . | IP/Mask Profile Name Location Type Description

Mo data available

Z3 &Al("Name", "IP") 2 &H A wLCol| T8 At

4l 440
o /x|, 2 & &S ClutolAoi CHE

i

L_—I'E oLE H-—1= T AM=||——||-_-I']

"Sumbit(2 "B FE&LICt.

il Identity Services Engine

» System ¢ |dentity Management

~Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM
——

o
Network Devices
Default Device

Device Security Settings

Home »+ Context Visibility + Operations v Policy ~ Administration + Work Centers

- Network Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

* Location Services

Metwork Devices List > New Network Device

Network Devices

* Name | WLC5520
Description |

[1paddress =] FIP: [10.4871.20 N E

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile 24 Cisco | » | &

* Network Device Group

Locaon [(ag @ | [ SetToDefault
IPSEC [1s 1PSEC Device || et To Default
Device Type [Wic-ab | Set To Defauit

« RADIUS Authentication Setiings

RADIUS UDP Settings

Protocol  RADIUS
[sow_
Conpon (SecTo e

RADIUS DTLS Settings |
DTLS Required [ i

Shared Secret  radius/dtls

CoAPort [ 2083 | [ set To Defautt
Issuer CA of ISE Ceriificates for CoA | Select if reguired (optional bl [
fns w

3. C|HIO|A 7} ISE HIE

3 AN A ClHIO|A S=of FIHELICH(NAD)



‘& Identity Services Engine Home b ContextVisiiity  » Operations  » Policy [ESGETRTIISNN | Work Centers
» System  + Identity Management ~ ~Network Resources |+ Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC
Network Device Groups Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services

~ MNetwork Devices
——

Network Devices Network Devices
Default Device

Do Se iy Selie J Edit  =Add EJDJDILJIU @oimport i@y Export » | @ Generate PAC | € Delete «

Name - [P/Mask Profile Name Location Type Description
O wLcsszo 10.48.71.20/32 4% Cisco © LAB WLC-lab

o|m C}of Lj PAC Z2H|XE2 AL&310{ RADIUS AME{0| EAP-FAST 2I1F 74
Yuso =z 75 Al PKI QIZE7L 818 Z2 o] REol WS A8t TRt Bt

O| &ed2 m|o47} ISE MH
Protocol) E{'d LHM|AM &S

[IOI' [II||I]

215 3t7| 0il ADHP(Authenticated Diffie-HellmanKey Agreement
fL|CH.

O] g2 X|2d5l24™ "Authentication Allowed Protocols(2/& &8 Z2E&)"0{ M ISE0] A "Allow

o=

Anonymous In-band PAC Provisioning(3 CH] L PAC Z2H|X{'d 3{&)"2 & g35tatof &LICt

thtlis  Identity Services Engine Home  + ContextVisbilly  + Operations

Policy Sets  Profiling Posture  Client Provisicning -~ Policy Elements

Dictionaries  + Conditions  ~ Results
I

s - Alow EAP-FAST

* Authentication
EAP-FAST Inner Methods

Allowed Protocols
Allow EAP-MS-CHAPw2

b Authorization
Allow Password Change Rmrics (Valid Range O to 3)

» Profiling Mlow EAP-GTC

» Posture Allow Password Change Rc:trics (Valid Range O to 3}

Mlow EAP-TLS
+ Client Provisioning
O AMllow Authentication of expired cerfificates to allow certificate renewal in Authorization Policy

@) usePACs (O Don't Use PACS

Tunnel PAC Time To Live an Days .

Proactive PAC update will occur after | 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
O MAccept Client Certificate Fer Provisioning

Allow Machine Authentication

Machine PAC Time To Live i Weeks -

Enable Stateless Session Resume

Authorization PAC Time To Live | § Hours - i

O Enable EAP Ghaining

#I0: EAP-FAST LH% #&iof CHall EAP-MS-CHAPV2 Z2 H|ZHS R
StAAIR. 2 CH LY Z2H[XHoM= QUBME AISE = Q7| HEY

OIE =l Co] L PAC Z2H|XZS A 5104 RADIUS AtHol| EAP-FAST 915 14



7tE etdstn HELlE SMAULICLTLS BHE2 A 2| A Eof olalf &l & M QIS ME 71t
OS2 FHE|MH E2t0|ME

Ol SME AE5tE{™H Sl0|UE L MHE PKI 21Z 27t Q{ofof BFLICH B, M 228k X8t
AL FZ0M HHE & Q&L

ISE0|= QIS E CH L Z2H|X ol CHEr = 71X &7F 40| &Lt

1. "Server Returns Access Accept After Authenticated Provisioning(AH7t QISE L2 H|X{'d
F HMA £ HHgH" - UHt Mo 2 PAC Z2H|XY & HAM|A HEE TS0 AR}
PACE AF835t04 MQIBE S S al{of &L|Ct. aB{L PAC Z2H|XM'I2 QIEE TLS E'H0i| A
THE|2 2 Access-AcceptR A&5HH SESH0 2B AlZtE =|ASHE = Q&LICH (0| B
ZCI0[HE L M Zo| AMEE = U= IS M7t UK &It AIR)

2. "Z2H|XEE ¢/8t F2I0|HE IFE M =E" - FCI0|HE C|d}o|A0] PKI QI Z & X B 5t
X| et ISEO] AZIE = = QIS ME QleH Y M2 g 43150 A FollM F2toled
E QIZM HE 8 td1E =+ U&LCt.

'.';!.'.‘.',!;' Identity Services Engine Home + Context Visibility + Operations ~ Palicy + Adminigtration } Work Centers
Policy Sets  Profiling  Posture  Client Provisioning | ~Policy Elements

Dictionaries  * Conditions = Results
—

° - Allow EAP-FAST

= Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPvZ

¥ Authorization
Allow Password Change  Retries (Valid Range O to 3}

» Profiling Allow EAP-GTC

» Posture Allow Password Change  Retries {Valid Range O to 3}

Alow EAR-TLS
» Client Provisioning
O Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

® usePncs () Don'tUse PACs

Tunnel PAC Time To Live a0 Days hal

Proactive PAC update will ocour aftcr % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning

Server Returns Access Accept After Authenticated Provisioning

Accept Client Certificate For Provisicning

Allow Machine Authentication

Machine PAC Time To Live 1 ‘Weeks -
Enable Stateless Session Resume
Authorization PAC Time To Live [ ¢ Hours -]

O Enable EAP Chaining

£ 51 ISEOIAE M AL RROf CHEF Bre 915 &4 TS HOlBtLICt. ofahol ol Z7d ofoH
gstm QlaLich o] Zun Yxlsts oI5 =82 U
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AND [ DEVIGE Device Type EQUALS All Devico Types#WLC it

@  DEVICELocation EQUALS Al LocationsSLAS

Ct&& &lghuct

ol oflofl A= ZF WLC C|HH29} & 7H Authenticated In-band PAC Provisioning flow %! NAM(Network
Access Manager) HI|ado|4d HHE Bo{ELICH



NAM Z2 & Hu|agjo|M

EAP-FASTE AL&5t0q ISEO CHSH AtE XL M44E 1B ST 5 Anyconnect NAM Z 2 EHE F 45}
2™ CtS EHAHE s=&85HoF &Lict.

1. Network Access Manager Z2I} WEI7|E G A 7 mtde Z=8tLct
2. "Allowed Authentication Mode(2/& R E 5{&)"0{| A "EAP-FAST"7} & &3 E|=X| &Zolgf

File Help
4 - - .
i ggmrk Access Manager | Authentication Policy
Client Policy o .
e Profile: Untitled
: Networks Allow Association Modes Allowed Authentication Modes
=% Network Groups Select All (Personal) Select All Outer
Open (no encryption) EAP-FAST
EAP-GTC
Open (Static WEP) =
EAP-MSCHAPv2
Shared (WEP) EAP-TLS
WPA Personal TKIP EAP-TLS
WPA Personal AES EAP-TTLS
EAP-MDS EAP-MSCHAPv2
WPAZ Personal TKIP u %
PAF (legacy)  [] CHAP (legacy)
WPA2 Personal AES ] MSCHAF (legacy)

I MSCHAPY2 (legacy)

LEAP
Select All (Enterprise) =
PEAP
Open (Dynamic (802. 1X) WEP)
M EAP-GTC
WPA Enterprise TKIP EAP-MSCHAPYZ
EAP-TLS

WPA Enterprize AES
Allowed Wired Security

| WPAZ Enterprise TKIP
F Select Al

WPAZ2 Enterprise AES
% Open (no encryption)

CCKM Enterprise TKIP
M 802. 1x only

CCKM Enterprise AES
M 802, 1x with MacSec

O Hep

3. "R M HESI Z20Y:



File Help

E‘ﬁ AnyConnect Profile Editor - Network Access Manager

| Metwork Access Manager
-{8% Client Policy

-&¢€ Authentication Policy
- Networks

et '_’34?_: Metwork Groups

4
L

Networks
Profile: Untitled
Network
MName Media Type Group™®
wired |Wired |Global

* A network in group 'Global' is @ member of afgroups.

Add...

Edit...

Delete

O Hep

4. "Media type(O|C|o] &) |2l 0|4 MAMH0|A "Name" Z2 0t E O|C|o HERT &

O Xo|5t1 SSID 0|2 X|™EhL|Ct.
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E‘ﬁ AnyConnect Profile Editor - Network Access Manager — O *

File Help
| Network Access Manager : Networks
: Client Poli . . .
{88 Clentpolcy Profile: ...ility ClientiNetwork Access Manager\system\configuration.xml
-&¢€ Authentication Policy
Metworks Media Typ ™
=5 Network Groups MName: I eap_fast I Security Ley
Group Membership
(@) In group: Local networks ~
(23 In all groups (Global)
Choose Your Network Media
(") wired (802, 3) Network
Select a wired netwaork if the endstations will be connecting to the network
with a traditional ethernet cable.
I (®) Wi-Fi (wireless) Network I
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
551D {max 32 chars): I eap_fast I

[ Hidden Metwork
[ corporate Network

Association Timeout 5 seconds

Common Settings

Script or application on each user's machine to run when connected.

Browse Local Machine

Connection Timeout 40 seconds

Mext Cancel

O Hep

5. "Security Level(2.2t =&)" 7+ E0i| X "Authenticating Network(@!E HEXI)'E
1 2= E WPA2 Enterprise(AES)Z K| - & LIC}.



E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager

File Help

Media Type
Security Lew

Metwork Access Manager

{é} Client Policy

Authentication Palicy
Netwarks
% Network Groups

6. 0| oloM= ALS A 7

4
M

Networks
Profile: ...ility Client\Network Access Manager\system\configuration.xml

Connection Ty

Security Level

the least secure type

small/home offices.

of netwark.

network access points. This medium security level is suitable for

() Open Network
Open networks have no security, and are open to anybody within range. This is

() Shared Key Network
Shared Key Networks use a shared key to encrypt data between end stations and

(@) Authenticating MNetwork
Authenticating networks provide the highest level of security and are perfect for

enterprise level networks. Authentication networks require radius servers, and

other network infrastructure.

"& MEELICEH

S"ollM "M SR HE

802, 1¥ Settings
authPeriod {sec.) 30 startPeriod (sec.) 30
heldPeriod (sec.) &80 maxStart 3
Assodation Mode
Mext Cancel
v
£ >
O Heb
~ O S o o
Q152 ASELICH WElM CFS Bo| "HE |



’:ﬁ AnyConnect Profile Editor - Network Access Manager

o x
File Help
J g}m AccessManager | Networks
Chent Policy .
utherrbcation Profile: ...ility Client\Network Access Manager\system\configuration.xml| |
Networks Network Connection Type Media Type ~
¥t hetwork Groups O Machine ¢ Hon Security Leve
Connection Ty
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.
The user connection should be used when a machine connection is not needed.
A user connection will make the network avadable after the user has logged on.

(O Machine and User Connection

This type of connection will be made automatically when the machine boots.
It will then be brought down, and back up again with different credentials
when the user logs in.

Next Cancel

7."User Auth” & OFZHOll M EAP-FASTE 318 Q15 YHo = x|Ystn M Q15 HAE S H
gsttLict. ol ool Me AlZE £



E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x

File Help
4

| Network Access Manager | Networks

{9:} Client Policy T i : T i

£ Authentication Policy Profile: ...ility Client\iNetwork Access Manager\system\configuration.xml

Networks EAP Methods Media Type *
w45 Network Groups () EAPTLS () PEAP Security Leve
Connection Ty
(O EAP-TTLS (®) EAP-FAST User Auth
Credentials

(CJLEAP

[ Extend user connection beyond log off

EAP-FAST Settings

Enable Fast Reconnect
[] Disable when using a Smart Card

Inner Methods based on Credentials Source
(®) Authenticate using a Passwaord
EAP-MSCHAPY2 EAP-GTC
[ 1f using PACs, allow unauthenticated PAC provisioning
(7) Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel

() Authenticate using a Token and EAP-GTC

Use PACS

Mext Cancel

O Heb
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|"_-‘1. AnyConnect Profile Editor - Network Access Manager — O *
File Help
| Metwork Access Manager : Networks
{83 Client Poli - - .
88 CllentPolicy Profile: ...ility Client\Network Access Managerisystem\configuration.xml
248 Authentication Policy
aira Networks. User Identi Media Type ™
J Network Groups Unprotected Identity Pattern: anonymous Security Leve
Connection Ty
Protected Identity Pattern: [username] Tz
Credentials

User Credentials

(C) Use Single Sign On Credentials

() Remember Forever
(@) Remember while User iz Logged On

() Never Remember

9. TMEIZ2utQlg

EAP-FAST 2I1&& AL&35104 SSIDA| CHet e44

1. AnyConnect HHE 3 SE0M T Z=

= =

Z| AEH

|

() Use Static Credentials
Password:
Done Cancel
< >
O Help
Zt NAM EC{ofl MFgrLict.




¥ Lisco AnylLonnect ecure Mobility Lhient - A

Network:
Authenticating

ol
—

_l

of 228t ALEXt 0|F X HIFHE U™

2. =
3. REM 2 (RHA ME)

>.
E ol

Cisco AnyConnect >

The server certificate for the network 'office_hg' has
failed validation. Do you want to trust it?

Certificate Mame: rmanchur-ise, wlaaan.com@
Issued To: rmanchur-ise.wlaaan.com
Issued By: rmanchur-ise. wlaaan. com
Expiration Date: 2020-02-13 15:03:40 UTC
Trust Do Mot Trust

4. 2=



f_'_"i' Cisco AnyConnect Secure Mobility Client — 4

Metwork error. Unable to lookup host names.

Limited Access - DMNS Failure

0 Network:

Connected (192.168.77.34)

eap_fast

ISE9I& 21

EAP-FAST & PAC Z2H|X{d £&E EAlst= ISE /5 2= "Operations -> RADIUS -> Live
Logs" Of2HOI M = == /20 "Zoom" OtO|2 2 AFE 504 AtM|Et LIS S & &= U&LICH

1. 22tO|AET} QIS E AFRU2H |SE7+ EAP-TLSE Q15 S = X|OHRHX|BF 22t0[AET}
7{F =1 EAP-FASTE H|etst= CHAl 2210|HES} ISE7H S2lFh Y LI



Steps

11001
o7
15049
15008
11507

Received RADIUS Access-Request

RADIUS created a new session

Evaluating Policy Group

Evaluating Service Selection Policy

Exiracted EAP-Response/ldentity

'
‘

2500 Prepared EAP-Request proposing EAP-TLS with challenge

11006 Returmed RADIUS Access-Challenge
Received RADIUS Access-Request

11001

11018 RADIUS is re-using an existing session
12100 Prepared EAP-Request proposing EAP-FAST with challenge
11006 Returmed RADIUS Access-Challenge

Received RADIUS Access-Request

11001

D18 RADIUS is re-using an existing session

o= ek
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I1EE-EIII] Exiracted first TLS record; TLS handshake started I
a igntHello message

128068 Prepared TLS ServerHello message

12B07 Prepared TLS Cerificate message

12808 Prepared TLS ServerkKeyExchange message

12B10 Prepared TLS ServerDone message

12811 Exiracted TLS Cerifificate message containing client certificate
12105 Prepared EAP-Request with another EAP-FAST challenge

1006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12105 Prepared EAP-Request with ancther EAP-FAST challenge

11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request (E Step latency=13317 ms)

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12812 Exiracted TLS ClientkeyExchange message

12813 Exiracied TLS CerlificateVerify message

12804 Exiracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succesded

3. MS-CHAPV2(ALE X} O|F/H|ZHE 7|8t QIB)E AL&5104 ISEXM LHE Q1B 0| AR E|RIT
AR XHE ZHO| d3Ho = HBE[UELICH.
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