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When a taken server iz used for avthenticaison,
supplying a separate CHAP passward for a token
card user allows CHAP authentication. This is

especialy useful when taken caching is enabled.
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http://cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wiraless Metwork Password

A AP WLCE At4 3HE =215t7| 2/all 215 RADIUS AH(Cisco Secure ACS)0l AHE A} &t
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7! Cisco Aironet Desktop Utility - Current Profile: Dffice-TSWEB

Address: 172716.0.14
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\ Docunents and Settings\Adni ni strator>ping 172.16.1. 100
Pinging 172.16.1.100 with 32 bytes of data:

Reply from 172.16.1.100: bytes=32 tine=3ms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255
Reply from 172.16.1.100: bytes=32 tine=1lnms TTL=255

Ping statistics for 172.16. 1. 100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip times in nmilli-seconds:

M ni mum = 1nms, Maxi mum = 3ms, Average = 1lns

D:\ Docunents and Settings\ Adnini strator>ping 172.16.1.50

Pinging 172.16.1.50 with 32 bytes of data:

Request tined out.
Request tined out.
Request tined out.
Request tined out.

Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 0, Lost = 4 (100% 1 oss),

OF&E7FXR| 2 User27F WLANO|| HMAE A5 Q150 H4E5H RADIUS AME{E= ACL User2E
WLCZE gHetstL|ct.




LEAP Authentication Status

Card Name:  Cizco Arronet 802,11 a/b/g Wireless Adapter
Frofile Name:  Office-TSWEB

Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Statiz Success
3. Renewing IP addrezz Success
4 Detecting 1P Frame Type Success
5 Finding Domain Controller Skipped because the domain name was not configured
[ Show mirimized nest lime .rl_:_qﬂ_

F4 LAN ZHEEZ{= O| ACLE User20i 2 ¢&fLICt. O] Ping 332 User27t M 172.16.1.5001|
o UXR[CHCHE R HMLE £ IS S LIEFHLICH

D:\ Docunents and Settings\Adm nistrator>ping 172.16.1.50
Pinging 172.16.1.50 with 32 bytes of data:

Reply from 172. 16. 1. 50: bytes=32 tine=3ns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=18ns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=1lns TTL=255
Reply from 172.16. 1. 50: bytes=32 tine=1lns TTL=255

Ping statistics for 172.16.1.50:
Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tines in mlli-seconds:
M ni mrum = 1ns, Maxi num = 18nms, Average = 5ns
D:\ Docunents and Settings\Adm ni strator>ping 172.16.1. 100
Pinging 172.16.1.100 with 32 bytes of data:
Request tined out.
Request tined out.
Request tined out.
Request tined out.

Ping statistics for 172.16.1.100:
Packets: Sent = 4, Received = 0, Lost = 4 (100% 1 oss),

= -
28 84
Ol MMOAME HIAZ01M BHIE HZSHE Ol AHRE 4 2= MBS NMBELICH

FM LAN HEE2{0M AAA 215 EXIE sliZdst7| ?lsh ol2{8t ClHT BHEE ALE
Ct

e
1
H1
30
o>
C




. debug client <MAC Address> - FM Z2}0|ME C|HZE
CHH2 2 debug aaa all enable & 2| o IL|C}

1. £30| YR Ao| ST MA o= Qls F i 2l 2 O|S E|A&LICH.
Thu Aug 16 14:42:54 2007: AuthenticationRequest: 0xblabl04

Thu Aug 16 14:42:54 2007: Callback................ 0x85ed228

Thu Aug 16 14:42:54 2007: protocol Type............ 0x00140001

Thu Aug 16 14:42:54 2007: proxyState.............. 00: 40: 96: AF: 3E: 93-03: 01
Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)

Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93

Successful transmission of Authentication Packet

(id 1) to 10.77.244.196: 1812, proxy state 00: 40:

96: af : 3e: 93- 00: 00

Thu Aug 16 14:42:54
co. -4, (. 5.
Thu Aug 16 14:42:54
...... user1..00-
Thu Aug 16 14:42:54
40- 96- AF- 3E-93. .
Thu Aug 16 14:42:54
00- OB- 85-5B- FB- D
Thu Aug 16 14:42:54
0: O fi ce- TSVEB. .
Thu Aug 16 14:42:54

M...wc.

Thu

Thu

Thu

Thu

Thu

Thu

Aug 16 14:42:54

Aug 16 14:42:54
....... =....0.
Aug 16 14:42:54
AL Q 200 .
Aug 16 14:42:54
. % 9.
Aug 16 14:42:54
#....U | Q\u
Aug 16 14:42:54
serl..SVC=0.1; P

Thu Aug 16
R TAT
Thu Aug 16

.61,

Thu Aug 16
...0 ..
Thu Aug 16

0.1;P.1...

Thu Aug 16
Thu Aug 16
Thu Aug 16
Thu Aug 16

14: 42: 54
N el >-
154

154

....S8VC=
154

154

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:
2007:

00000000: 01 01 00 dO 2d

00000010: 8f a9 00 dd 01

00000020: 34 30 2d 39 36

00000030: 30 30 2d 30 42

00000040: 30 3a 4f 66 66

00000050: 00 00 00 01 04

34

07

2d

2d

69

06

f5

75

41

38

63

Oa

99

73

46

35

65

4d

b4

65

2d

2d

2d

fa

19

72

33

35

54

d2

27

31

45

42

53

20

28

1f

2d

2d

57

05

eb

13

39

46

45

77

5f

30

33

42

42

6¢c

00000060:

00000070:

00000080:

00000090:

000000a0:

000000b0:

Oc

02

00

01

2e

73

00

Oc

00

00

82

65

00

06

od

25

eb

72

37

00

41

11

17

31

63

00

06

01

c6

18

01

05

00

00

23

Oa

06

14

00

18

b7

53

00

3d

00

1d

96

56

00

06

06

87

dc

43

00

00

51

9d

c3

3d

01

00

04

0b

55

30

06

00

32

f9

ff

2e

06

13

30

dd

7c

31

00

40

4f

e5

51

3b

000000c0: l1la d5 3b 35 5e 93 11 cO <c6 2f 5e f5 65 €9

00000000: Ob 01 00 36 8c 31 6a b4 27 e6 d4 Oe 1b 8e

00000010: 60 1c c2 16 4f 06 03 01 00 04 18 Oa 53 56

00000020: 30 2e 31 3b 50 12 6¢c fb 90 ec 48 9b fb d7

00000030: 3b 64 93 10 fe 09 ;d.oL

****Enter processlncom ngMessages: response code=11
****Ent er processRadi usResponse: response code=11
00: 40: 96: af : 3e: 93

Access-Challenge

10.77.244.196

received from RADIUS server

for mobile 00:40:96:af:3e:93 receiveId = 3

Thu Aug 16 14:42:54 2007: Authorizati onResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 104

Thu Aug 16 14:42:54 2007: resultCode............... 255

Thu Aug 16 14:42:54 2007: protocol Used. ........... 0x00000001
Thu Aug 16 14:42:54 2007: proxyState...............

00: 40: 96: AF: 3E: 93-03: 01
Thu Aug 16 14:42:54 2007:

Packet con

tains 3 AVPs (not shown)

35

30

le

2d

05

63

00

06

27

39

4e

50

3e

5d

43

ce

9c

2d

20

44

06

la

00

00

02

od

75

12

2d

19

3d

ca



Thu Aug 16 14:42:54 2007: AuthenticationRequest: Oxblabl04
Thu Aug 16 14:42:54 2007: Callback................ 0x85ed228
Thu Aug 16 14:42:54 2007: protocol Type............ 0x00140001
Thu Aug 16 14:42:54 2007: proxyState.......... .. .. .. . ...
00: 40: 96: AF: 3E: 93-03: 02
Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown)
Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93
Successful transmission of Authentication Packet (id 2) to 10.77.244.196:1812,
proxy state 00:40: 96: af : 3e: 93- 00: 00

Thu Aug 16 14:42:54
....8....[..d..a
Thu Aug 16 14:42:54
... K .Userl..00-
Thu Aug 16 14:42:54
40- 96- AF- 3E-93. .
Thu Aug 16 14:42:54
00- OB- 85-5B-FB-D
Thu Aug 16 14:42:54
0: O fice..
Thu Aug 16 14:42:54
....... M...wc.
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
....... =....0.
Thu Aug 16 14:42:54
AL Q 200..
Thu Aug 16 14:42:54
.......... e.(a.u
Thu Aug 16 14:42:54
serl..SVC=0.1; P
Thu Aug 16 14:42:54
ke 9..<.
Thu Aug 16 14:42:54
..... =l X
Thu Aug 16 14:42:54
3m!...... g...%
Thu Aug 16 14:42:54
...... 1.3.N... %
Thu Aug 16 14:42:54

Thu Aug 16 14:42:54
1.;..... 51 eap: se
Thu Aug 16 14:42:54
ssion-key=).., ..
Thu Aug 16 14:42:54
)~@..i*U . F..
Thu Aug 16 14:42:54
,,;el>D.~)GT. ...
Thu Aug 16 14:42:54
....auth-algo-ty
Thu Aug 16 14:42:54
pe=eap-leap....7
Thu Aug 16 14:42:54
c..Userl..CACS: 0
Thu Aug 16 14:42:54
/ 9/ a4df 4d2/ 1P. . q
Thu Aug 16 14:42:54
RS S g. ..
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54
Thu Aug 16 14:42:54

2007: 00000000: 01 02 00 cO 38 b6 b2 20

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:

2007:
2007:

00000010:

00000020:

00000030:

00000040:

00000050:

00000060:

00000070:

00000080:

00000090:

000000a0:

000000b0:

00000000:

00000010:

00000020:

00000030:

00000040:

00000050:

00000060:

00000070:

00000080:

00000090:

000000a0:

000000b0:

000000c0:

****Ent er
****Ent er

cf
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30

30

00

Oc

02

00

01

73

05

02

33

11

42

31

73
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2c

00

70

63

2f

f5

30

30

3a

00

00

Oc

00

00

65

ba

02

6d

01

a9

la

73

1c

3b

09

65

06

39

93

2d

2d

4f

00

00

06

od

15

72

6b

00

93

00

20

3b

69

29

65

01

3d

07

2f

4b

39

30

66

01

37

00

41

11

31

af

ce

21

18

ac

00

6f

Te

49

19

65

55

61

01

36

42

66

04

63

00

06

01

18

fe

c9

08

eb

84

00

6e

40

3e

61

61

73

34

07

2d

2d

69

06

01

05

00

00

Oa

a4

3d

06

e5

33

00

2d

8a

44

75

70

65

64

75

41

38

63

Oa

06

14

00

08

53

b0

5d

ff

31

of

09

6b

b8
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74

2d

72

66

73

46

35

65

4d

00

3d

00

of

56

di

c8

ff

le

87

01

65

93

e

68

6C

31

34

09 99 7d 74 89 ad af e5

processl nconm ngMessages:

pr ocessRadi usResponse:
00: 40: 96: af : 3e: 93
Access-Accept received from RADIUS server

10.77.244.196 for mobile 00:40:96:af:3e:93 receiveId

=3

ff 5b f2 16 64 df

65

2d

2d

2d

fa

00

06

06

14

43

a2

6C

ff

33
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79

69
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2d
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19

64

c8

response code=2
response code=2
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dc

6¢C
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53
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4e
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29
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47
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43
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1f
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06
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39
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27

69
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13

39

46
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94 97 d1
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00
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3c

8d
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84
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73

1c
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00
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00

3a

9a
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2d
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44

06
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00

00

01
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96

fé
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25

72

65

85

8b

00

79

37

30

71



Thu Aug 16 14:42:54 2007: Authorizati onResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 236
Thu Aug 16 14:42:54 2007: resultCode............... 0
Thu Aug 16 14:42:54 2007: protocol Used. ............ 0x0
0000001

Thu Aug 16 14:42:54 2007: proxyState............... 00:

40: 96: AF: 3E: 93-03: 02
Thu Aug 16 14:42:54 2007: Packet contains 6 AVPs:

Thu Aug 16 14:42:54 2007: AVP[01] Framed-1P-Address.......... Oxffffffff (-1)
(4 bytes)
Thu Aug 16 14:42:54 2007: AVP[02] EAP-Message................ DATA (37 bytes)
Thu Aug 16 14:42:54 2007: AVP[03] Cisco / LEAP-Session-Key...DATA (16 bytes)
Thu Aug 16 14:42:54 2007: AVP[04] Airespace / ACL-Name....... Userl (5 bytes)
Thu Aug 16 14:42:54 2007: AVP[05] Cass..........uuiinenn . CACS: 0/ 9/ a4df 4d2/ 1
(18 bytes)
Thu Aug 16 14:42:54 2007: AVP[06] Message-Authenticator...... DATA (16 bytes)

Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93 Appl yi ng new AAA override
for station 00:40:96: af : 3e: 93
Thu Aug 16 14:42:54 2007: 00:40:96: af : 3e: 93 Overri de val ues
for station 00:40:96: af : 3e: 93
source: 4, valid bits: 0x400
gosLevel : -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1

dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1
vl anl f Nane: '',
acl Nane: User 1
Thu Aug 16 14:42:54 2007: 00:40: 96: af : 3e: 93
Inserting new RADIUS override into chain for station 00:40: 96: af : 3e: 93

show wlan summary B&9| Z& 2 A& 304 0{FEH WLANOM|A RADIUS MH 2152 AI&3t=X| €l
Mg = Ql&LIC a3 OFS show client summary &2 21 RADIUS WLANO{|A{ 0{FH MAC =24
(EEP0|°'|E) I B3O 2 QBEIQIEX| &g = U&LICHESH O|E Cisco Secure ACSHIM Al
T e Almst AlE 239 2AAH|E 4 &Lt

CiscoOlME £ 2CI0|¢IEE AI23510{ ACL A2 HIAESI0 SHI2H MM EK| &olstes
7d0| EZ&LICL.S2HIEAH 2 S551K| ot2 3 ACL € Ho|X|oAM ACLS &©QI5t1 ACL 844 AFEO|
ZHEEDO| QIEHOo|AM MEEL|}=X| é*o_lz.wltf.

0 ol

CHS show BB S AtEstod ZHm|ago|dE &ele = J&LICH

- show acl summary - ZIEE2{0f| 72 dE ACLE E Al5t2{™ show acl summary BES AL
L[CF.

ACL Nare Appl i ed
Userl Yes
User 2 Yes

. show acl detailed <ACL_Name> - £ A El ACLO{| CHt REM|EH HEE EAIELICHOE E
St Z&LChED: £330 AR Aol St Moo= Qe F Hml 2RISR O|SE[UE
Cisco Controller) >show acl detailed Userl

o Cf
L|C.

Sour ce Desti nation



Sour ce Port Dest Port
| P Addr ess/ Net mask

Dir | P Addr ess/ Net mask
Pr ot Range Range DSCP  Action

172.16. 1. 100/ 255. 255. 255. 255

172.16.0. 0/ 255. 255.0.0
Any Perm t

1 In
Any 0- 65535 0- 65535

2 Qut 172.16. 1. 100/ 255. 255. 255. 255 172.16. 0. 0/ 255. 255.0.0
Any 0- 65535 0- 65535 Any Perm t

(

Cisco Controller) >show acl detailed User2
Desti nation

Sour ce
Sour ce Port Dest Port
Dir | P Addr ess/ Net nask | P Addr ess/ Net nask
Range DSCP Acti on

Pr ot Range

172.16. 0.0/ 255.255.0.0 172.16. 1. 50/ 255. 255. 255. 255

1 In
Any  0- 65535 0- 65535 Any Pernmit
2 Qut 172. 16. 1. 50/ 255. 255. 255. 255 172.16. 0. 0/ 255. 255. 0. 0
Any  0- 65535 0- 65535 Any Pernmit
show client detail <MAC Address of the client> - £ S 2} 0|1E 0o CHEH XFA|SH HEE EA|
gruct
X sid M5
CHS B2 AH85H0{ EXIE sHZEsHA AL,
. ZAE E2{0{| A RADIUS MEH{7} &AM MEfo|T CH7| EEE HIE M3 E|0o] UK f2 K| &elgtLct
§|-0||%=|-|__||:}

g MEil=x] #el
|

. HEE 0| M WLAN(SSlD)9-| CECt2 HF0lA RADIUS AMH
- RADIUS M7} 4 22I0[UENM CIE 2EE s4I5tD ASst=X| =2l
tolg £t ACS AH{0l| A Passed Authentications and Faile

. Ol HE T OO
QIgFLICt. olg48t E 1 M= ACS AMH{2Q| Reports and ActivitiesH| A AHS

o o= T

sF A
g+

2 He

M LAN ZHE E2{0| ACL: 5], MEF Mg S of

- T
- EMIAN FHEEY Hu|ad|o|4de| ACL o
WLC(Wireless LAN Controllen) & Ar&3t= MAC ZIE| ZHE|a| o] o

. Cisco Wireless LAN Controller Z1I|218|0|M 7}0|E, Bl2|A 5.2
. 7|& X|® 2 £ A - Cisco Systems
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