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(Cisco Controller) >config rfid status enable
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(Cisco Controller) >show rfid config

RFID Tag data Collection...ccceeeecccccccscccccccns Enabled
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RFID Tag AUtO-TimMEOUL . . vt v vttt et ittt e ee e eeeeenn Disabled
RFID data timeout....... ..ottt nnennnn. 1200 seconds
0 T 11T e 1 Y Oui:00:14:7e
Vendor:pango State:Disabled

- show rfid summary - 0| B&2 RFID ID, 7t& 7772 AP, Zt Ei12| RFID 2, E{ 27} 0K
2 Y7HE O|F Azt S RFID Efl 04| CHEH 22 HEE MBS ELIChoE EH ChE Z2&Lch

(Cisco Controller) >show rfid summary

Total Number of RFID : 2

RFID ID VENDOR Closest AP RSSI Time Since Last Heard
00:0c:cc:5d:4e:a5 Aerosct AP1242#7 -43 5 seconds ago
00:0c:cc:5d:4e:aa Aerosct AP1242#7 -38 27 seconds ago

show rfid detail <mac_address>—O0| @& 0{iH AP7} Ef10| &S gt Als ZEE LIE}
LH=X| LIERHLICEH | & EH Cl2 1t Z&Luch

(Cisco Controller) >show rfid detail 00:0c:cc:5d:4e:ab

RFID QddreSS..ccceeeeeeeccccccscccccccssssssscccscse 00:0c:cc:5d:4e:a5
/=7 T Lo Aerosct

Last Heard. .. oottt et e e et e e e e e e e e e 24 seconds ago
Packets Recelved. ... ...ttt iiieian. 12

Bytes Received. . ...ttt it ettt e e e 624

Detected Polling Interval..........ouuieeeeennennn. 1 seconds

(@5 T =T oo 15 oY=

Content Header

CCX Tag VerSiOM. v vt e ettt et ettt e ettt et e eeeeeenn 1

B =) s 19 dBm
Channel . .. ... e e e e e e 11
RET ClasSS . i ittt ittt e e e e e e e et e e e e e e e e 0x6
Burst Length....... .t e 1

System Group

2 el Yo 16 Lo oA 5 o Reserved (51)
Battery Status

Ol e aANCE .« it ittt e e et e e e e e e e e e e e e e e +/- 20%
Percentage ReMaINing. ..ot eeeeeeeenneeeneenn 80%

DAaysS REMAINING . « vttt ittt ettt ettt e ettt et e e eeeeenn 0 days
Battery Age. . i ittt e e e e e e e e e e 0 days

Telemetry Group

Motion Probability. ...ttt No Motion
Nearby AP Statistics:
AP1242#4 (slot 0) 24 seconds ago......uouvu... -66 dBm
AP1242#7 (slot 0) 24 seconds ago.......ouou... -43 dBm
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ZAE ZE {01 show rfid summary B230| = ENZ(EE E )7} EAIZ|X]| ot ™ o] Mo LIJE
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U= B2 show rfid detail <mac address>E AF&35t04{ E{ 17} ELiE AE &QlghLct.



debug dot11 rfid enable - 04

(Cisco Controller) >debug dotll rfid enable

(Cisco Controller) >show debug

MAC debugging ... ovii ittt ittt e et eeeee e disabled

Debug Flags Enabled:
arp error enabled.
bcast error enabled

(Cisco Controller) >
Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Parsing Cisco Tag RFID packet 52

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa System group 51

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Battery group: status 0x42, days 0, age 0
Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Telemetry group

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Telemetry Motion Prob 0

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa rfid Aerosct updated by AP

00:14:1B:59:40:00 (Incoming rssi -44,snr 54), New saved values rssi -44,
snr 54, timestamp 36086857
Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Dropping Cisco Tag Packet from AP

00:14:1b:59:40:00: -- off channel pkts, rcv on 6, ap on 1
Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Dropping Cisco Tag Packet from AP
00:14:1b:59:3f:40: -- off channel pkts, rcv on 6, ap on 11

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Parsing Cisco Tag RFID packet 52

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa System group 51

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Battery group: status 0x42, days 0, age 0
Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Telemetry group

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa Telemetry Motion Prob 0

Wed Jun 6 13:48:13 2007: 00:0c:cc:5d:4e:aa rfid Aerosct updated by AP
00:14:1B:59:3F:40 (Incoming rssi -44,snr 53), New saved values rssi -44,
snr 53, timestamp 36087119

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Parsing Cisco Tag RFID packet 52

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 System group 51

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Battery group: status 0x42, days 0, age 0
Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Telemetry group

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Telemetry Motion Prob 0

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 rfid Aerosct updated by AP
00:14:1B:59:40:00 (Incoming rssi -42,snr 50), New saved values rssi -42,
snr 50, timestamp 36101903

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Dropping Cisco Tag Packet from AP
00:14:1b:59:3f:40: -- off channel pkts, rcv on 6, ap on 11

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Parsing Cisco Tag RFID packet 52

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 System group 51

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Battery group: status 0x42, days 0, age 0
Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Telemetry group

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 Telemetry Motion Prob 0

Wed Jun 6 13:48:28 2007: 00:0c:cc:5d:4e:a5 rfid Aerosct updated by AP
00:14:1B:59:3F:40 (Incoming rssi -56,snr 41),
New saved values rssi -56, snr 41, timestamp 36102175
Wed Jun 6 13:48:42 2007: 00:0c:cc:5d:4e:aa Parsing Cisco Tag RFID packet 52
Wed Jun 6 13:48:42 2007: 00:0c:cc:5d:4e:aa System group 51
I AZESo{ 22| 4.0.217.0 O| &0l M= C|HH mac addr <mac_address>& AH-&3t0{ C|H
= = A A
= £ = &LCH

1: debug dot11 rfid B2 WLC Z/2|A 5.0 0|40l M debug rfid B2 2 CHA|E LICH



debug rfid {all | detail | error | mmsp | receive} {enable | disable}
where

—-all configures debugging of all RFID messages,

—-detail configures debugging of RFID detailed messages,

—error configures debugging of RFID error messages,

-nmsp configures debugging of RFID NMSP messages, and

-receive configures debugging of incoming RFID tag messages.
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