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X0l o|0] U= Linux E|ALE AHESH0] X[ 0{ZEt0|HL0|M NTPE HEstedH Chs HAHE
= gLk

1. /I &l MHH|IAE SXIELICH

/etc/rc.d/init.d/locserverd stop

[root@loc-server root]#/etc/rc.d/init.d/locserverd stop
Shutting down locserverd: Request server shutdown now...
Waiting for server...2 secs
Waiting for server...4 secs
Server shutdown complete.

2. E& AZOHE AEgoh

cp /usr/share/zoneinfo/<your country>/<your timezone> /etc/localtime

[root@loc-server root]#cp /usr/share/zoneinfo/US/Eastern /etc/localtime
cp: overwrite " /etc/localtime'? y
[root@loc-server root]#

3. Eﬁﬂég "Eﬁ!jl% A|' o|-0=| /etc/ntp.conf NTP A-“:"I% %_S I'%|=| | I' Ol o:”o-”Aﬁl_ vi "_j'l_:i |7|§ ]
04 ELICt.
[root@loc-server root]#vi /etc/ntp.conf
/M BER HMEBLIC server® 251D EnterS £24 s 2IXI2 oS ELICharel BE

2 Metect 71& M & otefel |IxIE 7tElIZIES 9-IA-IE Z&LICH EnterE S M &
£ FIIELICt serverE 248t CHS Tab2 S 210 NTP MH2| IP FAE l238tL|C}. 0] of|of|
A‘||_ NTP MOl IP 471 172.22.1.216LICH AR D EE Hlo{Lt2{™ Esc 7|1E F+ELICH
HAAEE AT vi HETIE S252{™ :wqE /21512 EnterE =& LICH.IY0| O] &3
ot Z&LcH HEE £2 2 AES = 28U

--- GENERAL CONFIGURATION ---

Undisciplined Local Clock. This is a fake driver intended for
backup and when no outside source of synchronized time is
available. The default stratum is usually 3, but in this case

we elect to use stratum 0. Since the server line does not have

the prefer keyword, this driver is never used for synchronization,
unless no other other synchronization source is available. In case
the local host is controlled by some external source, such as an
external oscillator or another protocol, the prefer keyword would
cause the local host to disregard all other synchronization sources,
unless the kernel modifications are in use and declare an
unsynchronized condition.

H o H o o o H H H H H H H H*

server 172.22.1.216 # local clock
4. /etc/sysconfig/clocko'” 78'9_|5._| _{Ez.'_s A|7|_}'L_.H7|' BjEXI E—," |%|=| LlL_-l' Ol O:"O'"A‘Il_ more 9_|
MEZ2 Eo{FLICt
[root@loc-server etc]#more /etc/sysconfig/clock
# ZONE="UTC"

UTC=true
ARC=false
ZONES E AlEste £ AMEIE|of U&LICH JEX| 2 F< viet Z2 HETIE AFE35104

ZONE HEo| A& 2 Eol# 7|2 & F7t5t0 BFot —’F—M 2 gt
5.Zn|aso|M HAAZIE 7HAM EX7F 2 FE FEEIX| k=X & IFLICEH chkconfig ntpd on
BHEE ALSELICEH
[root@loc-server etc]#chkconfig ntpd on
[root@loc—server etcl#

6. M & AlZtcH A I[T2f|0[ME 7IKM27| s LIERZE CHA| AIEfEFLICH

/etc/rc.d/lnlt.d/network restart



[root@loc-server root]#/etc/rc.d/init.d/network restart

Shutting down interface ethO: [ OK ]

Shutting down loopback interface: [ OK ]

Setting network parameters: [ OK ]

Bringing up loopback interface: ip_tables: (C) 2000-2002 Netfilter
core team [OK]

Bringing up interface ethO: ip_tables: (C) 2000-2002 Netfilter
core team [OK]

[root@loc-server root]#

7. M HEE 71X 27| 250 NTP Ol 2 ChA| A[ZHEF L
/etc/rc.d/init.d/ntpd restart

[root@loc-server root]l#/etc/rc.d/init.d/ntpd restart
Shutting down ntpd: [ OK ]
Starting ntpd: [ OK ]
[root@loc-server root]#
8. M{FH= AlZtE AL&35t0{ NTP Z2MAE A|=FLICEH

ntpdate -u <NTP server IP address defined earlier>

[root@loc-server etc]#ntpdate -u 172.22.1.216
28 Mar 17:35:27 ntpdate[2947]: step time server 172.22.1.216 offset
1.766436 sec
9. Location Appliance MH|AE ChA| A[ZHEFL|CE

/etc/rc.d/init.d/locserverd start
[root@loc-server etcl#/etc/rc.d/init.d/locserverd start

Starting locserverd:
[root@loc-server etcl#
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1. ZIE E{0i| A show time CLI BHE S A&5I0{ WLCL| Al X 2= A &QlgfL|Ct ol £3
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(Cisco Controller) >show time

T 1= Mon Jan 1 03:14:02 2001

Timezone delta. .. u ittt ittt ettt e e e e 0:0

Daylight Savings........i ittt disabled



NTP Servers

NTP Polling Interval................

Index NTP Server

A7 35l24™ config time ntp server <index> <server

2. CLIE A2735t04 WLCO|A NTP AMH
address> HHEE A&ELICEH

......... 3600

(Cisco Controller) >config time ntp server 1 172.16.1.216

3. WLCO| AlZH 2 2 Z 40| NTP ME{7}h F
BYE CHAl A LICH &3 o] 22301 Time

A 172.22.1.2161 &7 EA|EL|CE

(Cisco Controller) >show time

Timezone delta......ouuvinninenenennnn.
Daylight savings...........couiuiienn..

NTP Servers

NTP Polling Interval................

Index NTP Server

ME AE MM =X| #2l5t2{™ show time CLI
2 SHE A|Zt2 EAISIH NTP MH= IP &=

......... Wed Mar 28 17:35:51 2007

......... 0:0
......... disabled

......... 86400
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Cisco Wireless Control System Username: rool Logout  Befresh  Prnt wiew
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-~ Balact a command -«
System - Template Mame Server Address Control
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Cisco Wireless Control System Username: root Lagout

Monitor +  Configure =  Location = Administration = Help =

Termplates = Template > ‘ntp’ = Apply to Controllers...

System -
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1. WCS2| GUINMIM Location(?I%l) > Synchronize Servers(MH S7[sHE MENELICH

Cisco Wireless Control System Usermame: poot Logous  Aefrash  Print Wiew

Manitar *  Canfigure * | Lacadan * | Sdministration = Help =

Location Sanvars
Svnsaﬁni“ Servsre
Synchrnization Histosy

Hatificatian

nchronize WCS and Location Servers

priork Diesigns |4

o llati q alion Servers Svnc.
|:,| Instsllstion Guids Tt Status Message
Synchrenize | Resel | Cancel |
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3. 8 YEt FHol x| MH Y ECH2 HIFolM loc-serverg M=t S7(|8HE Z=IgLICH

Cisco Wireless Control System Username: root Logout  Refresh  Print Wiew

Monitor »  Configure = Locabion = Administrabon = Help =

All Location Servers> Synchronize WCS and Location Servers

Actian

Synchranize Cantrollers W

tantroll Location Server Sync. —
antrofers Assigned Status essage
WiLZad0z .
I d
{(172.22.1.203) ol b N
-- Unassignad --
Synchronize | Reset | Cancel |
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- WCS—Windows = Linux M| A|AIE E7{L} date L! time B o| £242 & QIgLICt
C:\Documents and Settings\Administrator>date
The current date is: Wed 03/28/2007

C:\Documents and Settings\Administrator>time
The current time is: 17:37:15.67

Location Appliance—date @323 0| &24:
[root@loc-server root]#date

Wed Mar 28 17:36:54 UTC 2007

WLCs—show time BHZio| &4

(Cisco Controller) >show time

T 1L Wed Mar 28 17:37:59 2007
Timezone delta. . vt n ittt ittt ittt eeeeenn 0:0
Daylight SavingsS. . ...ttt ettt eeeeennn disabled

NTP Servers

NTP Polling Interval.........ouuiiimenneenn. 86400
Index NTP Server
1 172.22.1.216
2Ix| o{Z2to|AA | AlZt W M E 7K Ol A E = = E CHE Y2 WCSOHA-I HEE
F&5t= JYLICt o|& +=&5t2{H WCS GUI01IA‘| ARl — AR MHE ME4EH OIS 22| —T
o = 2|st
= = =

Cisco Wireless Control System Username: root Logout  Refresh  Print Wisw

Monikor = Configure *  Location = Administration = Help =

& 4 v
Location Server —  Location Server > Advanced Parameters > ‘loc-server’
Administration General Information Memory Information
Germral Properliss Product Mame Cisco Wireless Location Used Memory SEE4136 (553 ME)
Palirg Parameters Applence 1085270 0.45
Fistory Peremeters Version 2.0.82.0 Allocated Mamary HE‘.I"‘ 4 (1045
o e kT
LﬂtﬂmFﬂm& Start=d At 20407 H:41 PM Maximurn Marmary r%‘EI'.:I.I:?iﬂEu (50631
Pk ceatian Parameters Current Sarver Time 328407 5139 PM .
OB Wirtual Memory 123 {0.12 MB)
Achive Saesiore Timezone Etc/Universasl .
Irpoart ivgset Information S — . DB Disk Memory St LR L)
; ardware Aestarts
Expert Azzel Information DB Free Size 3224 (3.15 MB)
Active Tescions 1

Maintenance b
Logging Dptions Run Java GC
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— Legging Level Irfermnation
Rogues ks _ X =
Coverage F org Enging Enabled advanced Commands
g » Distabase [ Ensbled Reboot Hardware |
Controllers N General [ Enzbled
Access Points [ L] Clear Configuration |
Lacation » Locshion Servers ¥ Enabled » .
Ghiect Manager [+l Enzbled e e e e |
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£ 1: debug BB AFS5H7| Tofl ClH Bof CHEt 52 HEE HXSHMAIL.

#1: WLCO| debug EHE2 NTP AI|ad ol A& B XIste ol 8 & LICt

m>

- debug ntp low enable—ntp HIA|X| & NTP MHE{0f| HA|ASH= Lol CHEF HEE = = QU
LICt E3t 58, HE L EHA| =8 Z&ELCH
- debug ntp detail enable - ntp AMHH NTP £& F7|, Alzh =&, Al Em & A[Zhof| CHEF REAIE
HMEE M3gct
- debug ntp packet enable - WLC Z! NTP MM T &&= ntp Z!S MSELICH ol2{8t i
Zl2 16Tt
Eﬁ%% debug ntp low enable, debug ntp detail enable %! debug ntp packet enable B2iQ| &24¢]
L|C}.

(Cisco Controller) >debug ntp ?

detail Configures debug of detailed NTP messages.
low Configures debug of NTP messages.
packet Configures debug of NTP packets.

(Cisco Controller) >config time ntp server 1 172.22.1.216

(Cisco Controller) >Mon Jan 1 03:15:30 2001: Initiating time sequence
Mon Jan 1 03:15:30 2001: Fetching time from:

Mon Jan 1 03:15:30 2001: 172.22.1.216

Mon Jan 1 03:15:30 2001:

Started=3187307730.428852 2001 Jan 01 03:15:30.428

Looking for the socket addresses

NTP Polling cycle: accepts=0, count=5, attempts=1, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307730.429039 cur=3187307730.429039

00000000: 1b Of 08 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ieiienennnn
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...ieviienwnnnn
00000020: 00 00 00 00 00 00 00 00 bd fa 74 d2 64 d5 80 00 .......... t.m...
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.216 UDPport=123

Packet of length 48 received from 172.22.1.216 UDPport=123

Incoming packet on socket O0:

00000000: 1c 08 08 ee 00 00 00 00 00 00 00 02 7f£ 7f£ 07 01 ... ...,
00000010: c9 b5 3c 58 6f a9 8b 4e bd fa 74 d2 64 d5 80 00 ..<Xo..N..t.m...
00000020: c9 b5 3c 63 87 39 7b 87 <¢9 b5 3c 63 87 3a fb 56 ..<c.9{...<c.:.V
sta=0 ver=3 mod=4 str=8 pol=8 dis=0.000031 ref=3384097880.436181
ori=3187307730.429039 rec=3384097891.528221

tra=3384097891.528244 cur=3187307730.447082
0ffset=196790161.090172+/-0.018020 disp=0.000031
best=196790161.090172+/-0.018020

accepts=1 rejects=0 flushes=0

Correction: 196790161.090172 +/- 0.018020 disp=0.000031

Setting clock to 2007 Mar 28 19:11:31.537 - 196790161.090 +/- 0.018 secs
Times: 01d=(978318930,447965) new=(1175109091,538136) adjust=(196790161,090171)
time changed by 196790161.090 secs to 2007 Mar 28 19:11:31.580 +/- 0.000+0.018
Wed Mar 28 19:11:31 2007: Stopped normally
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(Cisco Controller) >

NTP Mol 01Z2E 4= Qis B, &M 2128 CIHIE 74T WLCOAM 0|2 FAE £20]| ZAIE
LICE O] AILI2I20IM &2342 EXEHK| ebE 172.22.1.21501 = NTP Mol ¢4Z83tE{1 A|£5

£ A& EoiELct

(Cisco Controller) >config time ntp server 1 172.22.1.215

(Cisco Controller) >Mon Jan 1 03:15:17 2001: Initiating time sequence
Mon Jan 1 03:15:17 2001: Fetching time from:

Mon Jan 1 03:15:17 2001: 172.22.1.215

Mon Jan 1 03:15:17 2001:

Started=3187307717.666379 2001 Jan 01 03:15:17.666

Looking for the socket addresses

NTP Polling cycle: accepts=0, count=5, attempts=1, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307717.666567 cur=3187307717.666567

00000000: 1b Of 08 00 00O 00 00 00O 00 OO 00 00 00 00 00 00 ...,
00000010: 00O 00 00 00 OO 00O 00 OO0 00 OO 00 00 00 00 00 00 ...,
00000020: 00 00 00 00 OO 00 00 00 bd fa 74 c5 aa a4 20 00 .......... to.o...
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123

NTP Polling cycle: accepts=0, count=5, attempts=2, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307719.660125 cur=3187307719.660125

00000000: 1b 0Of 08 00 00O 00 00 00 00 OO 00 00 00 00 00 00 ...,
00000010: 00O 00 00 00 OO OO 00 OO 00 OO 00 00 00 00 00 00 ...,
00000020: 00 00 00 00 OO 00 00 00 bd fa 74 c7 a8 fd £f0 00 .......... to.o...
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123

NTP Polling cycle: accepts=0, count=5, attempts=3, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307721.660105 cur=3187307721.660105

00000000: 1b O0f 08 00 00O 00 00 00 00 OO 00 00 00 00 00 00 ...,
00000010: 00 00 00 00 OO 00O 00 OO 00 OO 00 00 00 00 00 00 ...,
00000020: 00 00 00 00 OO 00 00 00 bd fa 74 c9 a8 fc a8 00 .......... [
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123

NTP Polling cycle: accepts=0, count=5, attempts=4, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307723.660174 cur=3187307723.660174

00000000: 1b O0f 08 00 00O 00 00 00 00 OO 00 00 00 00 00 00 ...,
00000010: 00 00 00 00 OO OO 00 OO0 00 OO 00 00 00 00 00 00 ...
00000020: 00 00 00 00 OO 00 00 00 bd fa 74 cb a9 01 28 00 .......... [ O
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123

NTP Polling cycle: accepts=0, count=5, attempts=5, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:



sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307725.660105 cur=3187307725.660105

00000000: 1b Of 08 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vvivennnnn
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... ieivennnn.
00000020: 00 00 00 00 00 00 00 00 bd fa 74 cd a8 fc a8 00 .......... t.o....
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123

NTP Polling cycle: accepts=0, count=5, attempts=6, retriesPerHost=6.
Outgoing packet on NTP Server on socket 0:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000

tra=3187307727.660105 cur=3187307727.660105

00000000: 1b Of 08 00 00 00 00 00 00 00 00 00 00 00 00 00 ... vviuvnenennn.
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... iiivennnnn
00000020: 00 00 00 00 00 00 00 00 bd fa 74 cf a8 fc a8 00 .......... t.o....
Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 48 sent to 172.22.1.215 UDPport=123
0ffset=196790161.090172+/-0.018020 disp=0.000031
best=196790161.090172+/-0.018020

accepts=0 rejects=6 flushes=0

no acceptable packets received

Mon Jan 1 03:15:29 2001: Stopped normally

Ol oM 2 == X 0[172.22.1.21501 U= NTP ME{o @3ZstE = 61| A|=7} [U&LICE O]
B2t Al & WLCE NTP Mol A5t = A& SXIstn =322 FEE 24 AlZh2 AS
F Rl

CheckPointE& NTP MHHZ A5l HAEEHE T AIEINTP YO|0|EE SHAE 4~ gigLICt. et
MOo| F7I EAE|T HEEHO|M AlZHO| 7|3l X| k&Lt

[ERROR] sntp_main.c 270: : too many bad or lost packets
[ERROR] sntp_main.c 270: : no acceptable packets received
[WARNING] sntp_main.c 455: incomprehensible NTP packet rejected on socket 0
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