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CHAHE 22t A2,

Windows Server 2003 SP1, Enterprise Edition2 S&/& MHZ Mx|&fLct.

IP 471 172.16.100.260| MEY! O0tA 37} 255.255.255.0Q! TCP/IP ZEE
Ct.
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2eH A H#EE THRl HEEEZE o

CHS

1.

w

. Create New Domain(M = H|Q! 44d) I O X[l M M| ZE|AEN U= THIQIS MEistT ot

EHHE 22t AR,

Active Directory A x| OtEALE A|Zf5tE{E AlEF > Al S MEHSE T depromo.exe® 21238 Ct
= &el 8 =gt

. Welcome to the Active Directory Installation Wizard(Active Directory A %| OF4AF A|Z}) T O]

IN[GPS! Next(Eh:)E Z2Igct

.28 #MA =& ™ol x|olM Eh:. ZE/gct.
. Domain Controller Type(=H 2! ZAEE2{ &) Ho|X|oH M =H 2l Cia Domain

controller(=H|! HE&H)E MEIS T Next(CHHZ)E 2 =2/ LIC}.

djo

£ gL

. Install or Configure DNS(DNS x| == F4) H 0| X|0{ A No(OtL|L), Just install and

configure DNS on this computer(0| Z#fE{0ll DNS& Ax| ! 7*4EHE ME45t T Next(CHS
)& =gt

. New Domain Name(Af =HIQ! O|&F) H|O|X|0f| A wirelessdemo.localE /2351 Next(CH=)E

SR

. NetBIOS Domain Name(NetBIOS = H|2! 0|F) H 0| X|0oll A Domain NetBIOS name as

wireless demo('=H|2! NetBIOS O|§)E F4 O|2 = 2J245t 10 Next(CtF)E 22 & LICt.



9. dlolE{HiolA& & 23 E fIX| HO|X|o|A 7| & CIOIEHolA K 2T EH CIHEEIE H

8ot Ch&E + &Lt

Active Directory Installation Wizard

D atabasze and Log Folders
Specity the folders to contain the Active Directory databaze and log files,

For best perbormance and recoverability, store the database and the log on separate

hard disk s.

wihere do pou want ba stare the Active Directorny databaze?

Datsbaze folder
I NDD W SYHT DS Browsze... |

Where da pou want ba stare the Active Directarny 097

Log folder;
LA MDOWSWWT DS Erowse... |

< Back Ment » Lancel

7 AlAHE 25 O3t Aol 712 20 9IRI7F S2HHEX| &elst Chg2 2=2ELIC

OH

10.




Active Directory Installation Wizard

Shared Syztem Yolume
Specify the folder ta be shared as the system volume.

The S¥S%W0OL folder stares the server's copy of the domain's public filez. The contents
of the SY"SWOL folder are replicated to all domain controllers inthe domain.

The SYSYOL folder nust be located onan MTFS valume.
Enter & location for the 5S40 L Falder.

Eolder lacation:
LS MDD WS S5 0L E TOWEE ..

¢ Back M et Cancel

11. Ak #$t I 0] K| 0| A Windows 2000 EE &= Windows Server 2003 £ ®|X|etet 3 &t El=
Al HMEto| MEHE|AEX| EOlStT Clg 8 F=I8LCt




Active Directory Installation Wizard

Permizsions
Select default permizsions for wzer and group objects,

Some server programs, such as Windows MT Hemote Access Service, read mformation
stored on domain controllers.

™ Permizzions compatible with prewWindows 2000 zerver aperating syshems

Selzct thiz aphor F you run serser program: on pre-YWindows: 2000 zerver aperating
swatems or on \Wirdaows 2000 or YWindows Server 2003 aperating systems that ars
members of pre-windows 2000 domains.

& Snoryraus users can nead information an thiz domsain,

(v EF’ernﬂlssmrﬁs -:-:mpahl:-le iy with Windawes 2000 o Windaws S erver EEIEIE
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,l an "-.-'-.-"Ir‘IIjI:II.-'I.IS EEIEIEI ar Wlnduws
=server 2003 operating systems that are memberz: of Active Directory domaing. Ol
authenticated users can read information on this domain,

¢ Back Mest s Cancel

12. CIMEE| Mb|A S 2= 22| &5 HOo|X|oM &= &Kt
13. Summary(2 <) HO|X|e| HEE HAE S Next(CH)E E=IELICH



Active Directory Installation Wizard

S ummary
Feview and confirm the aptions vou selected.

Tou chogze ko
The new domain name iz example.com. This iz alzo the name of the new forest. :l

The HetBl05 name of the domamn i Ex<aPLE

Databaze folder CAWINDOWSWHT DS
Log hle folder, C:wINDOWSAMTDS
S5 5%0L folder: C:AWAMDOWSASY'SYW0 L

The DMS service will be nstalled and conhguwed on thiz computer. This compter
will be configured ta use thizs DNS server az its prefered DNS zemver.

The paszword of the new doman admimstrator will be the zame as the passyword of
the admiriztrator of iz computer. El

To change an aption, click Back. Ta beqin the aperation, click Hext,

¢ Back Memt > Cancel I

14. Active Directory A x| OF2JA} &t 2 1| O[X|0oi| A OFEE S =IFLIC.
15. AFEIE CtA| Al stete HIAIRIZF LIEHLHE X|F CHAl AlEFS 2 2Ig(ct

3EAEMI?I 7|8 =& EE|7|

CHE EHAHIE 2t 26t AAIR

1. 2| =7 E2C(AIEF > #H2] =7 > Active Directory = H Q! & EZ{AE)0 A Active Directory
CHQ Y EHAE AHQIZ 4 CHF THIQ! ZHFE DC_CA.wirelessdemo.localE O+$A 2
=2 E2 =gt
2. TH? 7I5 =& SCI7|8 228t I M Q! 7|5 £& 22/7] H0|X|o A Windows
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CHS

1.

CHAE 22stAAIL.

MoiZolM Z2 a3 FIH/A7HE A8 504 DHCP(Dynamic Host Configuration Protocol)&
HELZ MHlA 748 242 HDX[ELICH

. Administrative Tools & C{(Start > Programs > Administrative Tools > DHCP)0i|A{ DHCP A '

012 ¢4 C}2 DHCP AH{, DC_CA.wirelessdemo.local& ME{&rL|C}.

. Action(&r])2 Z |t CtZ Authorize(T 8 F04)E 2 2!5t09 DHCP AHIAE QIS &fLICH
.24 EZ0|AM 0IRA 2EZ H{E S Z DC_CA.wirelessdemo.local® £ 25t N
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w
Scope(M H{)E S=IFLIct

M ] o ALe] A|Zf m|O|X|of|M CH& S =g LICt
. Scope Name(#12| 0|&) I 0| X|2| Name(0|&) E =0 CorpNetS l238tL|C}



New Scope Wizard

S cope Hame
You have to provide an identifiyng escope name. v ou al:o have the option of
providing & descnphion,

Type aname and descriphon for thiz zcope. This infomnation helps you quickly idantify
how the scope i to be used on your network.

MHame: I':wpﬂet

Description: I

<Back || Hewt> 1  Cancel

7. Next(Ch&)E Z2I5t1 Ot S OH7HHSE AT LICH AR IP £4—172.16.100.1Z IP F24 -
172.16.100.254 20| - 24ME5! OtA 3 -
255.255.255.0



New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret

[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

Length: 24 _lj

Subhet mazk: 2hh 255 255 0

£ Back I Meut = I Canecel I

8. Next(CHH®)E 22!6t1 172.16.100.12 Start IP(AIE} IP) A0 28t End IP FAE F|2|

T ==
g 172.16.100.10001 2=dgfLICt. 23 CHS Next(CHS)& 2= gfLICh olE A 5HH

172.16.100.1~172.16.100.100 B1|0| IP TA 7} of|2F=|L|Ct. 0|28t o=l IP TA = DHCP
MEo|M S| X| b &L|CH



Mewr Scope Wizard

Add Exclusions S
E 2clugions are addrezzes or a range of addieszes that are not distributed by the
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

9. Lease Duration(2|A 7|7t) I 0| X|of M Next(CtF)E S =g LICt.
10. Configure DHCP Options(DHCP &M T*4) | 0| X|0i| A Yes, | want to configure these
options now(0dl, X|Z& 0| SME FI3tZl&LIChHE MEISI T Next(ClE)E S 2 & LCt



New Scope Wizard

Conhgure DHCP Ophons
You have to configure the most common DHCP ophion: befare clients can uze the
SCOPE.

When chents obtain an address, they are given DHCP ophions such as the IP
addresses of routers [default gateways), DMS servers, and 'WINS settings for that

SCOpE.

The settings pou sebect here ane for this scope and ovemde settings conhigured in the
Server Dphons folder bor this server.

Do pow want bo confioure the DHCP optons for this scope now?

™ Mo, | will configure these options later

< Back Mext » Cancel

11. Router (Default Gateway) H|O|X|0{| M 7|2 2t RE F4 172.16.100.18 7|5t NextE
28 ot



MNew Scope Wizard

Router [Default Gateway]

Yaucan apeciiy the roukers, ar default gatewsaps, to be diztibuted By thiz scope. ﬁu

To add an IP address for arouter uzed by clents, enter the address beloaw,

IF addnezs:
. Asd
172187001 EHernove
Up
Bl

< Back Mext » Cancel

12. Domain Name and DNS Servers(=H| 2! O|F ! DNS A{tH) H|0|X|0i| A Parent domain(
2 =H|2l) E=0f wirelessdemo.local2 235t IP &4 EE01 172.16.100.262 =
CS Add(FE7HE 226t Next(CH3)E & 2/erUct

F
I.

rok o>




Mew Scope Wizard

Domain Hame and DMS Semvers

The Domain Mame Spztern [N 3] mapz and tranzlates domain names uzed by @
cliemts omn yaur network.

Tou can gpecify the parent domain pou want the client computers on pour nebwark o use for
DMNS name resolution,

Farert domair:  [wirelessdemo. local

To confiqurs 2cope clisnts to uze DMS 2ereer: on pour network, enter the |P addresses for thoze

SEMYENS.
Server narme: IP addrezs:
| . . fidd
Hesolve I 1721810026 Hemove
Up
(g
< Back Mext = Lancel

13. WINS Servers(WINS AH{) I O X|of A Next(Ct&)E Z=!gLICt
14. Activate Scope(?| & 443l) I 0| X|oi M Yes, | want to activate this scope now(0d|, X|Z Ol
HeE &%t lgLchHE MEISHT Next(CHZ)E S 2I&LCt



New Scope Wizard :

Activate Scope
Clients can obtain address leazes onlp if 2 scope is actvabed.

Do pou want to achivate this scopes now?

- N_q, | will activate this scope |ater

< Back Hext > Carcel

15. Completing the New Scope Wizard(M 2| Ot AL 2t =) H O|X|oll A Finish(OFHE)& 2 =!&
L|Ct.

S5EtA|: I M MH|A M|

CHE BAHE 225 AIR.

&3 QI A MHIAS Mx|5t7| Holl ISE Mx|sHok 5t AL AF7F QIE{Z 2to| = &HE|xt oUSl Y
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Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click

Dietails.

LComponents;

I @ﬂ.cceﬁmi-ﬁ and Utilities 19ME >
..... tﬁﬂ.ppllnahnn Server 13 4 1B

m £ Cettficate Services 1.4 MB

i ;_.!IE-rn.all Services 11 ME
.i'-! 6 F A Serviras 7 QIR j

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with
public key secunty programs.

Tatal disk space required: 2.4 MB Beral |
Space avalable on disk; 124E.9 MEB -

£ Baclk I Mewt » LCancel I Help |

3. CA Type(CA &) 0| X|0o{ A Enterprise root CA(IE{Z2I0|X FE CA)E MEHSI T
Next(CH&)& S=&LICct



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe

The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

Cancel

< Back

4. CA Identifying information(CA 41% % =) H 0| X|2| Common name for this CA(O| CA2| 3&
=2 3

&) & Ktoi| wirelessdemocaE ZIgfLICHCHE MBI MR HEE =235t CFZ Next

E|o|‘ A Ol

£ Q)& LICH Certificate Database Settings H O|X|0{A] 7|22t S X &E

Lot




Windows Components Wizard

Certificate D atabase Settings

Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:
LMD W Shepstem 220 atlog Browse...

Certificate database log:
CAWINDDW Shspstem 32 letlog Browise. .

Shared folder

< Back blest > Cancel Help

5. Next(CHX)
74
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3. Security(E22t) 49| Group( &) == User names(AH& Xt 0|&) 5 = 0f A Administrators(&
2lxhHE F=IFLct.

4. Permissions or Administrators(Tgt == #2|Xt) SE0|AM CHS SM0| Allow(F18)2 M- E|
o A=K FLlELICHRIBSM &5 L ZEICA HEIRQISAM RE0| & stLtEtE DenyE MHYE]
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wirele csdemoc a Froperties

Leneral I Folicy M adule I Exit Module | Extenzions | s torage
Certificate Manager: Heztnction: I Auditing I Fecovery dqent:  Securty

Group or uger names:

Administrators MWIRELESSDEM M Adminiztrators)
ﬁ Authenticated Users
ﬁ Diarmain Admin: PwWIRELESS DEMOAD omain Admins]
ﬁ Erterprize Admit: [WIRELESS DEMOMEnterprize Adriins|

Add. I Femove ‘

Permizzions for Sdmiristrators Ll D e
Fead ] M|
lzzue and M anage Certibicate: ]
Manage 04 1
Heaquest Cerhhicates ]

OE l | Carncel [

5. OK(&?)E 2 2/5l04 WirelessDemoca CA Properties(541 4'Eil CA &) Cigt & X1E &1
Certification Authority(215& 7|2hH)& E&LCh

7EAH:=H el HFH F7t
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1. Active Directory AtEXI & HFE AHRIZ HL|Ct.
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.0| ool = HFE] 0|5 ClientE AA2EILICH

Mew Object - Computer

& Createin  wireleszdemno local/Uzers

Computer name:
Client

Computer name [pre-s/indows 2000)
CLIEMT

The tollownng user or group can join this computer bo a domain.

Ll=zer ar group:

ID efault; D'oman A dmins Change...

[T Assign this computer account as a pre*windows 2000 computer

[ Assigr thiz computer account 52 3 backup dorain controller

£ Back I et 2 I Cancel

5. Managed(Z2l) CH3} & Xtoll M Next(CHZ)E =gt
6. A 7HA| ZFE CHSE of xtof M OHElE E=gLIct
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1. Active Directory AtEXt L HFE Z2& EC|MM OIRA LER HFE MEXIE &5t M



2 OHEV|E 223 02 AH8AHE 228
2. M 7HA| - ALE Xt CHEt 4 AtS| O|F E =0l WirelessUserg 2245t ALEA 202 0|§ EE=
of WirelessUser2 9245t C}=2 2 Z 28t}

Mewr Object - User

g Create in:  wirelezsderno. local/U zers

First name: wirelessllser Initials: I

Last name:;

Full narme: Wwirelessllzer

Uzer logon name:
IWIFEESEU se] | i elessdemo.local j

Uzer logon name [pre-windows 2000];
IWIHELEE SDEMOY IWireIEﬁUEE:r

< Back I Mest = I Cancel

3. M 7HA - ArE At CHEE o xto| &f 5 4l *§_ ol Zeof Hote g8 T LICH User must
change password at next logon(Ct& 212 A| AA8XI7t 22 & HZASHoF §f) 2fQlgtol AMEd
2 F|A 35t Next(CHR)E 2 =I&LIct




Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel
4. M 7HA| - Ab&XF CHE & Atofl A OFEl2 228 Lot
5. F7F AHEXF AHE MH5tedH 2~4EHH E gtsELCH
10EHAH: AL X CHEt M HAA FE
CtS HAE 2t2HAAIR
1. Active Directory At Xt L HFE 2& EC|HM AH8X EC{E 22/6t1 4 AFSKIE Ot
ARQLERLERE FEF OF 42 2t O3 Tt ¥E Ho = o|SE L Ct
2. Allow access(HAM|A #{)E MEHS T OK(&QNE Z2efLc.

1B A=l 8 F7}

ChE EAHIE 225t MAI2.

IIIP)

1. Active Directory At& X L HFE 2
2 OHEY|E 22FtCt3 2B S S2FL O

2. M 7HA - 2 & cHst & Xxtel O Ol EHEH OE
Mol ME & 0|2 WirelessUsersE AM22tLICH

olI

EZ[0M OtRA 2



Mew Object - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE

i* clobal

" Uniwersal

" Domain local

—Group type
+ Securiby
i~ Distribution

oK I Cancel
12EHA|:WirelessUsers 1801 AFS X} F74
CHS EHHIE 225 A A2,
1. Active Directory Users and Computers(Active Directory AL A} & AR E) Q| M HE Eof
M Group WirelessUsers(1& M AISXHE F H EEIEI'L—“:I'.
2. Members(HH) B{S 2 0|8 3t01 Add(F7HE S 2IFfLICH.
3. AH8XE =AM, AFE E£= O ME st 4AtolM 280l F7HE AH8Xte| o|IF 2 U2g
LICt. Ol odlof M AFSRE R4 AL AHE I8 F7H5tE 22 EoiELct gels S3gh

Ct



Select Users, Contackts, Computers, or Groups

Select this obect type:

Uzers, Groupz, or Other objecks Dbject Types..,

From thig location:

wireleszdend. local Locations. ..

Enter the obpect names to select [examplas)

wirelessusel Check Mames I

Adwanced... I | K, | Cancel I

4

4. Multiple Names Found CH3} & Xtof A OKE 2 =2!&fL|CH WirelessUser AF& X} H|H 0|
WirelessUsers &0 F7HELICEH



WirelessUsers Properties Kl

General Members | e mber I:Ifl F anaged Eiyl

Iembers;
Mame Active Directony Folder
£ Admiristraton wirelessdemo. locald/l sers

£ Wirelesslaer wirelessdemo. locald/l sers

Ik | Cancel l Lpply |_

5. 0l=2 2215104 WirelessUsers 1E0]| 843 Ater 2 A& &hLCt.
6. 150 AtEXE O F7t5tc{H o] ™R E gh=¢grLCt.

=

13EtA|:WirelessUsers 2180l E2I0|HE HEE F7I

CHE EHAHIE 2t 26t MAIR

1. 0| 2] WirelessUsers Group(F41 AL X I F 0| AAE AL F74) MMM 1EHAIQF 2EHAIE
=g

2. ArE R}, Q=X EE= HFE ME st ARl 2§l F7HE &
0| (M= clienteteE AFEE O50 F7iete S B0 &

FE{2| 0|82 YFLIC
L|Ct



Select Users, Conkacts, Computers, or Groups

Select thiz object ype:

Uzers, Groups, or Other objects Object Types...

Fram this location:

wirglezzderma | acal Locations. ..

Erter the object names to select [examples):

clien Check Mames I
Adwvanced... I k. Cancel I
e

3. 7HA RS Z=stn AR =B X|2 CHS HAFEE MEELIC

Select the types of objects vou want o find,

Objzct bpes:

‘ Other objects
[ E=l Contacts

g Computers
0 zers

CORTTH Canel

4. OK(EQ)E F H 2 2I3tL|cHCLIENT ZFE{ AR 0| WirelessUsers 1201 FIHEILICH.
5. 180 AFEE O F7+5ted™H MR E gtEFLICtH

Cisco Secure ACS 4.02 AF& 8 Windows Standard 2003 A x|

Cisco Secure ACSE Windows Server 2003 SP1, Standard Edition2 Aldisl= HAEEZA 7HEE
240i| CHEF RADIUS 215 & #HE 2048 MBS ELICHACSE RADIUS MHHZ F/445t24{H 0] MM 9|
MiE t= gt

718 Mx| 5! 4




CHS

1.

2.

A E 22t A2,

Windows Server 2003 SP1, Standard Edition2 wirelessdemo.local =H|210{| ACSEl= T4
H MHE AR[goch & m: LM K| 24| s o[Mof M= ACS M Ol& 0| cisco_w20032 2
LIERFLICH LFH X| Lab A%0i| A ACS EEE cisco w2003 CHA|EFL|CT.

2L PH A0 A2 IP T4 172.16.100.26, MEH OfA 3 255.255.0 2/ DNS AMH IP &4
127.0.012Z TCP/IP Z2EE S FA&LICH

Cisco Secure ACS 4.0 M X%|

& 11: Windows & Cisco Secure ACS 4.02 #/d5t= 2ol CHE XFM[EH LI 2 Windows& Cisco
Secure ACS 4.0 MX| ABME FHZESAAIL.

CHS

1.

9.

EHAIE 223 AIR.

THIQl #E|xF A E A8 35104 Cisco Secure ACSOl ACSEHE HFE{ol 2118 L|Ct 21
Cisco Secure ACSE Mx|8t AFEIM &L= Mx|2H X[ ELICHWindows E{0|'E AH|
A EE &= VNC(Virtual Network Computing) €2 AME2 AIE35t0{ & E|l= ¥4 dX[= EHAE
I|X| gtom X|HE|X| et &Lt

. Cisco Secure ACS CDE ZA#FE{2| CD-ROM EZI0|E0{ E&LCh.
. CD-ROM EZ2}0|E 7} Windows AIE A&l 7|52 X|25t= Z22 Cisco Secure ACS for

Windows Server CH3} A XF7t LIEFE L|CH &M ZAFE{0]] 24 MHH|A THO| A x|E|o] UK &t
o™ CHEt A XE7F LIEFS LICH Cisco Secure ACSE A x|5t7| FO|Lt &0 Windows A{H|A H

S M8 4 UBLICL MRS ASE £ UKIT M7 H2E F LR MHIA B B

OF gLt 2= K| &t 2™ Cisco Secure ACS7} oHHXo 2 255X ot2 £ &Lt

.CIS & & §ILIE ="EL|Ct Windows AMB{& Cisco Secure ACS CH3F A XF7} LIEFLIEH

A x|E Z28tL|Ct.Cisco Secure ACS for Windows Server CH&F A XF7F LIEFLEK| oto ™
Cisco Secure ACS CDO| R E C|HER|0] /= setup.exeS AMELICY.

. Cisco Secure ACS Setup CH3} & X0l AZ E Qo] ZHOo|MA H|2F0| EA|IELICEH
. AZEQo] Bto|MA HAME el&LICH AT EQ o] 2HO|MA H 2ol 52|65t Accept(S 2

)& FRIELICHAIZ i3l 4xtolls MY =230 CHst 712 HEJL ZAIFEHULCH

AR CHEE A REOIM HEE o2 ® ot g SEn
 AEHst7| ol Tt A Rbolls I8 Hlst7| Tof 2= sfiok 3t

rr

o
7| Mol chet &Rtol LHHE HE =52 2ttt 3@ 4 59| aig oA E M=stn O&S
SEIFLICEE I AIZNSET| ol 4Xtof LIYE ZE §S2 225X A2 B2 F4AE 22
5t Chs A% ZBU7|E S2IELICHAIR S| Hof CHE A Xlof LIYEl D E $=2g 2235 5

MX|IE CHA| A|ZFEFLICE
Choose Destination Location CH3F & AH7F LFEFSL|CEHCHA £ ofelol] AX| @IX|7F LEHL
L|Ch A x| =2 I340]| Cisco Secure ACSE Mx|sle E2tolE &l ZA=ZQlLC}.

10. AX| @IX|E HESt2AH ChF HAHE 225t A2 BrowseE FRIBLICLEH ME CHE &

RE7F LHEHELICH B2 & Atoll= AR ARI7F L' 2o J&LICHAR| fIXIE HEHLICHLE
2 gXol M IRIE Y35t 7L EctolE A CIAEE| =52 At&sto{ M E2to|2 & O[]
EEIE MEE + A&LICHHR| 2IXlE AFES 24 =2t0o|=20] {o{of ErL|ch & D: WE
E BXA"%"E ZEste B2 E X|Hotx| Ot AI. o|FH| otH AX[7F SHIZA T El=
WAE 2 & UXRIEH 22 27| Tol| AuigfL|ch&els F=IgrLich & n: EX|stX| ots &
CE x|Het 82 E0 ddE #elst= Tt 47 ZAIELICHASSte{H ol E 2 2IEL
Ct.

ox 4

11. O IR A= CHEE & XHe| CH e £ ofefoll Af X[ fIXI7F LEEFE LICE.
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12.
13.

14.

15.

16.
17.
18.

19.
20.
21.

22.

23.

24.
25.

26.

Next(Cl)& & =gt
Authentication Database Configuration(2!%& | O|E{H|O|A ZAI|2 2| 0|4) CHS} & Xlol= At
EXt 152 /et SM0| LIZELIC}.Cisco Secure A& A} HIO|E-|H'||0|/\§F_ EE = Windows
AMEXt OO|E{H|O|AZRE QIBE 4= Q& LICHAF T Cisco Secure ACSE Mx|8H £
Windows At& Xt CIO|E{H[O|A QM| 2E 2|5 ALE XAt CI|O|EH|O|A R0 CHEF 215 X
HE T8 = JUsLct
Cisco Secure AFE XAt | O|E{H|O|AZBF AL XHE @15 6t21™ Check the Cisco Secure ACS
database only S/ Mg MEHEILIC.
Cisco Secure APRXP HlO|E{H| O] A 2]0f] Windows SAM(Security Access Manager) A& X}
Ol O|E{H|O| A EE = Active Directory A& Xt CI|O|E{HIO|A E A& 510 ALSAHE Q1B 6tE{H
CtE BHAHE 225t A2 Windows AHE X} Cl|O|E{H|0|A SME MEIFFLICH 0, "M%XHHl
H T M HEt Fof" A =0lEt 2 ASE = UAH EuchED: ol & FESiE{H "AHE
KHol|AH| 3h <& Pk Foi" M3 2RIt Tet & HMAE ofL|2t Cisco Secure
ACSOHIM Mo{5t= ZE HMA Ao MEELICHE S04 VPN E'E2 S5 HER 30
HM|ASHE MAEXE HERXT HMA MHE CHO|PSHK| &L ch.aeqLt of, "AFS Ktol| A
M3l M et Hoi" MY HXHE #HZESHH Cisco Secure ACSE Windows AFE AL M3
& HEhE 8510 AR HE LT HMA Het B04 042 E Z™ELICHWindows = H| Q!
A+ XF Ol O|E{H| 0| A0 2|5 RIS El AFEXL7F Windows 7|0 CHO|d @1 #HEto| /e 8=
of| Bt ALS KL H| BMAE 5{S5tE{™ o], "ALEXIol|H| TS <& HEt Hof" ™ &xtE &
ZAAL.
Next(Ct=)E 2 =|grLCt.
Mx| T2 Cisco Secure ACSE A x|5t 1 Windows Bl X|AEE|E AO|0|E g LICtH
Advance Options CHEt & Xtoll= 72X 2 35| K| 22 Cisco Secure ACS2| 0421 7|
S0l LtAELIct ol248t 7Isoll CHEt AEAMIEH LH& 2 Windows Server& Cisco Secure ACS
T 4.0 A8 HHEME HZESHAAL. .’Er" Lt El 7|52 Cisco Secure ACS HTML 2IE{H|
o|Ao0] &Mslet Z<0iot LIEFS LICH AX| ¥ Interface Configuration A442| Advanced
Options H|O|X|0{| M & 33t 5H 7Lt Hl% Mg = JUgLct
2gstE ZF 7|sof chal s = QlEts MEfgL|Ct
Next(Ct=)E &= &Lct.
Active Service Monitoring CH3t & At7}+ LEEFEL|CH & T 4 XI F AAH T M| Active
Service Management H| O| X|0{| A &AM A‘IHIA ZLEE 7|58 FHE = A&Lich
Cisco Secure ACSO| A At&X} C1E MHIAE ZLIEHT OP_n_—| 524 Enable Login
Monitoring(EIL°| DLEE g4 4R E t"i—'.*%.*L—IEP.Scnpt to Execute(A &g A3 Z2|E)
S0l 215 MH|A Ao A| M8 S M2 MEIELICH.No Remediate Action( ™ =r¢] 7
=.) Cisco Secure ACSE AT REE MAMSIX| f&LCtED: ol SM2 O|HE HY 3
g gdstsle B0l R8¢ LIc I & —Cisco Secure ACSE Cisco Secure ACSE A
St AFEE MEEstE AR EE MELICHRestart A5 R{A|ZE) - Cisco Secure
ACS7} B2 & Cisco Secure ACS AMH|AE RHA|ZFEFL|CtH Restart RADIUS/TACACS+—Cisco
Secure ACS= RADIUS 2! TACACS+ MH|A B RHA|ZFEFLICE.
MH|A& 2LIE{Z0] 0|'?i|E§ B X|& [l Cisco Secure ACSHA{ O|HIY HIAIXIE MESHES
524 Mail Notification & AHS MEHEFLICH.
Next(Ct=)E 2 =|grLCt.
Database Encryption Password CH3} & XF7F LEEHS LICH BT C|O|E{H|O|A 255t S =
&5 5tE|01 ACS Bl X[AEE| MEELICHE 2 EX7F &dsto] C|O|EH| 0| A0 =52
2 HM|AGHOF & B Ol HIZHEZE RHALS5HoF & = U&LICHZ = X oM ClO|EH|
O|A0] HMAY = UEE O| AZE FA| ERSIMAIR H|ZHE = 2 pt= 7|Ztotch $HE
st & olA| |},

T AR E

CIO|E{H|O|A 2 Z3tE @[t HIZHE E BT LICH S = 8Xt 0|4f0[0{0F otH EAtet =
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AHE 25 ZEsHoF gL ctERE EA7L @& LICHNext(CHS) & 2 =g,

27. MM =2 70| &t 2 |1 Cisco Secure ACS Service Initiation CH&F A XF 7} LIEFELCE

28. #38l= ZF Cisco Secure ACS Services Initiation 01| CHEH SHE & QI8 MEdgL|CISM
of EE e MY 2 O30 22 E Fof gl EL[CH o], X|IZ Cisco Secure ACS
Service® AlZEHstZ&LICt—Cisco Secure ACSE F A= Windows AMH|AS A|ZHEFLICH
Ol S MEEHX| pfoM HFEE MF Y5 7HLE CSAdmin AHIAE AIFEHR| pfoH
Cisco Secure ACS HTML QIE{H|O|AE AT + oi&LICHA|, Ax| £ Het<X{ oM Cisco
Secure ACS Administratorg& A& et & LICH—24RH Windows A& X H'H el 7|2 ¢ Heb?
X{04|A{ Cisco Secure ACS HTML 2IE{H|0|A & JL|Ct.0|, Readme File(Readme It &)& £
1 AlgLich Windows NotepadlA{ README. TXT I+ iL|Ct.

29. Next(CH=)& 2 =ELict.

30. SME2 ME4FH ZF 2 Cisco Secure ACS MH|A 7L A|EFEILICHSetup Complete(A7 2t 2) CH
&} & XHoil= Cisco Secure ACS HTML QIE{m|O|A0f CHEF HE 71 E AIEILICEH

31. OHEl2 SRIFLCHE D An[aslo|Mel LHHX| B2 78 E EAP |80 CHEH MMof| M
Hr|of &Lt

Cisco LWAPP ZHEE X ZHI|ag|o|M

WPA2/WPAX| EEF 74 BHE 7|

ChS EAHE 226t MA2.
#a: HEER = LERZo it 7|8 A4S 7HXIH 22| Q/Emo|A0 CHE! IP 40| 83X
2 o|FoXiCtm 7hdgfLict

1. https://172.16.101.2522 2 0|55t0{ ZAEE {0l 2 IELICt
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F= od: %ew Cavories "ok 1=k

QO ARG v e @3- m JEAOS

L N A CR

(2360 SyaTENE

Wirelesz

LAM Controller

'f‘l S C k] o Sl R T1)
! hr\- .’n.'-d fme In 1 I’ S e s cpiTens Parvrare
|' i P liztes whe 115 a- i

2. Login(22h& =g,

3. 7|2 AFE Xt admin 2 7|& H|ZHS admin 2 2 Q1§FLICE.

4. Controller(ZAE & 24) M|+ ot2Hod| QIE{H|O|A VLAN OHE S HA4FhLCt.

5. InterfacesE & =|&FLIC}.

6. New(MZ PHE7()E 2/ LICH

7. Interface name EE=0{ EmployeeE 3ELICH (0| EE&= ot 2 Y &= U&LICH)

8. VLAN ID 2 =0i 202 &/248tLiCt o] 2EE HEQIWM MEElE ZE VLANY = Q&L

Ct.
9. ApplyE =g}
10. O| Interfaces(2/E{H|0|A) > Edit(=H) 0| EA|L|= CHE HEE FHELICH



11.

12

oﬁack * \JJ @ @ :_*;] }:]Searcl' i\\?Favcrites @ E:;' ; ] \_J ﬂ

iddress @ https: 11 72 16,101 . 252 arveens ) Framrrart. hrml

| $60 SYSTEMS
PMIMNITOR W ARE COMTROLLER WIRPEL=SS SECLIRITY

Controller Inlerfaces = Edil
General
Inventory General Information

Interfaces Interface name employee
Internal DHCP Server

Mobility Management
Maobility Sroups

Interface aAddress

Mobiliby Ztzticzics VLAN Icenhfier
S IP Addras: 117216100 4
Master Controller Mode Metrras< 255.255.255.0
Network Time Protocol Catcmay |1T2.1E-.1|:||:|.1
QoS Profiles

Fhysical Information

Pt Jumber

DHCP Information

Primary DHCP Server |1T2.16.1DD.25

Secondary DHCP Server |I:I.III.IZI.III

Access Contral List

ACL Namsz

Mote: Chancing the Interface para-neters causes the WLAN: to be
ternaorarily disabled and thus may result in loss of connectivity for
same clients,

ApplyE S=§rct

. WLANS 2|8t
13.
14.
15.
16.

New(MZ PHEZ|)E S =ELICt.

WLAN SSID Z'=0f EmployeeS J2i&fL]Ct.

ApplyE =gt

0| WLANs(WLAN) > Edit(* ) 0| ZAElE 2 HEE &Lt &1 wPA2E O &
&0l M MENSH gjjo]od 2 & E 5 e ILICHTKIP-MIC E2I0|HE 7| Q= WPAZ 0] SSIDO|
HAASEE 5{2stcdiH WPA B B E 2 WPA2 TKIP E2H0|E &8 & 802.11i

&
AES &3t g X|etx| = 2EI0|UEE MEE T J&LICH

0|I



WILANS = Edit

WLAM LD 1
WLAM S5ID Emplayee
Ceneral Policics Sccurity Nolicics
Radin Priics | &1l " )
- Lajur £ Sourily WAL W
Adrrin Statac Frah rr

[CImac Fitoring
Sacsion TrmeoLk (zacs) 1230

Cua ity of Screioz (Jo3) | Silvor (bost offart) L' Laver 3 Sesurity Mare ~
WHHM Poicy | Disabled [+ [Jwzhb Palicy
TIEO0 P june Sapporl [l ank CAC Limit [ 42 CAC Limit
Broaccast 5510 [¥] Eniab end
* Wb Poicy cennot o6 used ir corbinatior wth IPsec
Allaw paa Overr de [1Enab el and L2TP.
Client exclusior [¥]tnab ed +# |60 R ## wihen dicrt cuclasion iz enaklec, a timzout volue of
Timenit YAlne Jsrrs) 7arr meats irbntyfwill reqore acrmin strabive ovarade o
CRCP Sorvi [ owerids resel exclud=d clien Ls)

Cl CP addr, Assignrneat Fequired

Inle-Tase Ma e cinplagee w

Radius Servers

Sutientication e vers BCoIuUntirg Servess
SrreFr 1 TlF‘_:1??:_'l|_‘|.1n|'|__?_H, F'nr+:1f!1?_v nnn= |
Server z | rone ~ .nn_:ne %
Sarver C | rons || nans V

WPAZ Parameters
WP Sompacibility Mode Enchble
Allzw WPAZ TEIF Clients Enzhble

Fre-Shared Key [] Enablzd  {wPA2 pessphrase has bon sot)

17. ApplyE F=IELICtH

18. Security(2¢h Hl+& Z2!5t 1 RADIUS MHHE FI+ELIC.

19. New(MZ RHE7|)B =Lt

20. O|™of| 4 El ACS MEH{Q! RADIUS MHE{ IP F4(172.16.100.25)2 F7}&fL|C}.
21. 3% 7171 ACS Mol M E AAA EEI0|HEQ UX|5HE=K| & QIFHLICH

22. ApplyE 2 E=|EHLICt



Address @ bitkps: /172, 16,101,252 screens(frameset, himl

Grage Svaremn

SacLrity

ALK
DELTE]
RADIUS Authentication
RADIUS Accounting
Local Mat Usars
MA&C Filbering
Disabled Clients
User Lagin Policies
AP Peolicies

Access Control Lists
Web Auth Certificate

Wireless Protection

Policies
Trusted AP Policies
Roque Policies
Standard Signatures
Custom Signatures
Clisnt Exclusion Policies
&P authentication

MONITOR WL ANS

CONTROLLER

RADIUS Authentication Servers = New

Server Index {Priority)

Server IPAddress
Keys Format

Shared Secret

Confirm Shared
sacrot

Key Wrap

Port Number

Server Status
Support for RFC 3576
Retransmit Timeout
Network User

Management

1w

|l.'-'2.1E| 100,25

ASCIL |

|.un-|u||

O

1812 |
Enabled w» |

.Enabled ; |
2 seconds

Enable

[] Enable



=N LizcoScoure ALY Microsott Internct Explorer proxided by Cisco syctoms, Ing.
Fic Edit %iew “zeorkzs Took Hdp
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; _ ] Aﬂ \ < Faverns €8 ; | s 3
u Fark = s = = sl g ==-h \:.:-ﬂ,'.:’ FAunlmes -ﬂﬂ % T ﬂ ™ ﬁ a @ N

Acdrcss I-@ http: 0172, 10,100, 25 2052, ind=«2. htn
Network Configuration

Cisew Srsnems

[-. Laer
. Ectup
I-Frip

B S AAA Client Setup For
& T DEMO_2006_1

Tt ot
;— Canf-cumak-or

St Aaa Clent IS AZddreszs

= Fhann

:%J raaf Ak e

: [ a1 face Koy saared coorct
Confiquration =

1. Adrristralion

Lt ol aulhir oA B U=y S0 1L CCis AinH
Sy Bl nalUser zitgle Concact | ACACS+ Aad Client (kecord stcp in azcount ng on Failure
:.g.tﬁ [cldadses D =4 ' = wa il H - = b
——— Fretie [J] =g vpdatefwazchdog Hecosts Sfom this nAan Cians:

298] yelidalivn

[ cg RADIUE Tunnclng Mazkeks tram this Abhs Ol ont

Hazmoik Az0ar
Frhlaz

| | Replace RADIUS Pot in"o with Uzernzire “rom this s44 Cizns;

»%. Fevurl=and 1

23. 7| ZIm|aeiol4do] ofX| 2R IR H EAP-TLSE EIAEE & /&LICH

EAP-TLS 918

EAP-TLS 215 0{= 241 Z210|HE Q| ZHAFEE] L AFKL QIS A, A HM|A

2 SM M H E Q& ¢ HMA
HEHof| EAP S8 E EAP-TLS £7I & M HERT ¢4 A7 50| 22 ghLct.

HAFE L AEX QIS M| CHEE AHE SE2 MB5HEE DC_CASE F/5tE{H o] MMo| MR E
etZ ErL|Ct

Z31g WHHoDZ |8
1014 Ll 4 910t B 410] 14O 5 B AIEILICHAtH QIS E SIeF 15 HHlASt 27
ZEICHE 95 HESIS glom, SECIR0IM A8 7HSE 7|8 LI £ s ZWoz EAlY

A=
T Uesz M HEEE ddsior gLt

 3: Windows 200001 ME LI 4 9l 7|8 AH8E 4 2/20 Windows 2000 At
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7 reetbapd - [Certifirabe Templates)
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ED[P-WS Windowes Server 2000 Cre., 1002 Mok sllowed
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i.ﬂﬁuhurdlldlw:it:ll.l’m.U| Sl wnilr e 2000 31 tul, albwel
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Wincoves 2000 31 Mok allowed
Lsmt Tigasture Cnle Wincoues D000 Mok allowed
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Properties of Mew Template EEl

lzzuance Requirements | Superzeded Templates | Estenzions | Securiby

General | Fequest Handling I subject Mame

Template dizplay narme:

Copy of ‘“Web Server

birurnunn Supported Chs: Windows Server 2003, Enterpnze E dibion

After pou applp changes to this kab, pou can no longer change the termplate
name.

Template name:
|E|:||:|y of Web Server

Yalidity period: Benewal period:

E Iweek3 -

I 2 !_','E:EIIS |

o Publizh certificate inactive Drecton

T Dorct sutomaticaly reerrall f 2 duplizate certificate exists in Active
Hirectomy

| OE. I Cancel Bty

3. Template display name(ElZ£2! EA| 0|5) Z=of ACSE 2&fLICt



Propetrties of Mew Template

lzsuance Requirements I superseded T emplates I Estensions i SECLrikY
General | Fequest Handling I Subject Mame

T emplate dizplay name:

|4Cs]

Minimum Supported Chz  ‘windows Server 2003, Enterprize Edition

&fter wou apply changes to this tab, you can no longer change the template
Fanme.

Template name:
AC5

Walidity period: Renewal penod;

b IWE!EI‘i.S :_I

2 I years T

[~ Publish certificate in Active Direchony

= Do not autom atizally reshrell 1 a duplicate certificate: exsis i S chive
Lhirectany

H] S l Cancel Al

4. Request Handling(2& & 2l) IS Z 0|5 3t04 Allow private key to be exported(7H2! 7|& LA
Hd = JAZ)E HEEFLICt



ACS Propetties Kl ES

lsswance Hequirements I auperseded Templates i Extensions I SECUrhy
General Request Handling | Subject M ame

Purpose: I signature and encryption
™ Archive subject's enciyption private keyp

| nelude symmetnc algaorthms allowed by the subject

[~ Belete revoked or expired certificates [do not archive]

irimuinn key size; |‘IIII24 x|

v Allow private key to be exported

Do the Fallowing whes Bhe subject iz emmlled akd when the prisvate ke
aszociated with thiz certificate = used:

{= Ervoll subject withaut requinng any user input

i Frompt the user dunmg enroliment

FrannEt e uzen during epreliment and reguire Lzer imput e the
milvate ke s Lsed

To chooze which crpptographic zervice providers 5P
[C5F%] hould be used, click C5Fs. eeE

ok || el | e

5. CH& CSP & stLtE A& 38l oF & L|Ct Microsoft Base Cryptographic Provider v1.0S AEH !
L|Ct. MEASH CHE CSPo| MEAS F| A8 CHs &elg Z =g ct




lzzuance Hequirements I Superzeded Templates | Extenzions | Securiky

General Request Handling | Subject Name

CsP selection

Chooze which cryptographic service providers [C5Ps] can be uzed in
requests:

(" RBequests can use any CSP available onthe subject's computer

[ 1Gempluz GemSaFE Card C5F w1.0 ’
[ JInfineon SICEYPT Base Smart Card C5P

| Microsoft Baze Crepkographic Prowvider 1.1

[ |Microsoft Baze 155 and Diffie-Hellman Crgptographic Frovider

[ IMicrosoft DH 5Channel Crpptographic Frovwider

[ |Microsoft Enbanced Croptographic Frovider 1.0 |
[ |Microsoft Enhanced 055 and Diffie-Hellman Cryptographic Froe

[ |Microsoft Enhanced A5A and AES Cryptographic Provider
[ TMirmanft B52 SCRannel Cionknoranbie: Poowsiders ;I

] I Cancel I

OF. | LCancel | Eapl

6. Subject Name(F#l| 0|8) 12 2 0|535+04 20| M Supply(B2)E MEISH T OK(EeNE 2
2Lt



ACS Properties Ed B

|

|zsuance Beguirements | Superseded Templates I Extensions | Security |
[ eneral I R equest Handling Zubject Name

Sele:t thiz ophion to allows 2 warety of subject name formats or if you do
niok hiave access to the domaik of which the subject 12 3 member.
Autoenmollment is not allowed if wou choose this option,

" Build from thig Active Directan inbarm ation

S elect thiz option to enforce conzistency among subject names and ko
simpliby certificate admimistrabion.

Subect name famat

! Miore -

™ Include emal hame it subject name

Inelude this information in alkernate subject name;
" E-mailniame

[ LHS name

I_ L'bt m | (] [ = = L= |I =

™ Senvice principal name [SEH]

Ok | Cancel ! e L

7. Security(£2 2t B 2 0|5 504 Domain Admins Group(ZHIQ! ##2|XF 2 &)S Z X EAlIStD
Allowed(31&) ot2Hof| A Enroll(S ) S 40| MEHT|0o] /U =X| = IFLICH B R:0| Active
Directory HE 0| MHEBF HEFI = & MEHFH F2 Active Directory AFE AL & HFE| ALHOCIO|
WirelessUser 7|30 CHEF AL MY O|& 0| LAEE|X| tto =T 2 UPNAFE AL AE o|&F)2
MBS Include email name in Subject name and E-mail name(F Xl O|& %! ™MA M O|&
off MAt HIY o|& Z&hH2 ME FATLICHO| F SMHE g dslot x| pteM Ats SE2 T
A HYS AHEstEID A|ZSIEE XIS S5 2R/ 7t 2 dlgtLct



ACS Properties

General I Feguest Handling I Subject Hame |
lzzuance Bequirements i Superzeded Templates I Extensions  >ecurity

[3roup or user names:

Sdrinistrator PATRELESS DE MDA dministrator)

ﬂ Authenbcated Uzers

ﬁ Clomain &dmins [wI1FRELE SSDEMOYD omain &dmins]
ﬁ Emterprize Admins PAIBELESSDEMOMERterprize Adming]

Add. . l B ermowe |

Permissions for Domain Admirs Slloms Ceny
Full Contral W | ]
R ead u
Wirite O
Enroll ]
At ool ] |
For special permizsionz or for adwanced sethngs. Advanced |

click Advanced.

QK Cancel I L pply

8. 0|"A—|7} ASSE FALX| L8 dt2d™ FI7H Eot ZX(7F H gL cholzst HE=
Issuance Requirements(Zf & 2 7'|) EHoi| M g*olga* T &Lt ol Mol A= ofof Cisl . Of
& CHEX| et&Lch



ACS Properties | x|

G eneral | Fiequest Handling | Subject Mame
l#suance Regquirsments | Superzeded T emplates | Extensions I Secunty

Flequire the fnlln:n.-'-.ling for enrollment:

|- Thiz number of authonzed signatunes: |[|

|f wou regquire more than one signature, autoenrollment iz not allowed,

Ealicy tvoe regured in signature;

Applicaton palcy:

lssiance polizies:

hdd..

Bemove

RHequire the tallowing bor reenmoliment;

0% Some crtens as for errolmert

£ wialid existing certfizats

k. | Cancel I LpEly

9. OK(EI'°|)% 2l5tod RIZEX2 ME ST Certificate Authority A2 Q10IAM O] HEZIS WZ
LICtH

ACS ¥l MH QIS M EHIEE!
CIS EHAIE &t25HAAIR
1. 218 7|&t A QIS L|C}.Create the Certificate Template for the ACS Web Server(ACS €

Mol CHEF QI M B Z 31 MiAd) MM 0| 1-3EHH|E [} 2} Certificate Authority(2/F 7|2 S M
£ MB35t 1 Local Computer(2Z HFE)E MEHSH CHS Finish(OFHE)E 2 ={gLiCtH




Certific ation Authority

Select the computer pou want this snap-in to manage.

— Thiz snap-n will always manage:

.........................................................................................................................................

™ Another computer: | Erowise...

[ Allow the selected computer to be changed when launching fram the command line. This
orilw applies i pou save the conzole.

< Back I Finish I Cancel |

2. 2& E2|0| M wirelessdemoca® =& &t Ct 2 01RA LEZR HE S Z Certificate
Templates(215 A E=3)E &= &Lct
GwComsolet ]
Cile  Action Yiew Favokex  Window sl
== AmEnE 2

i Console RootCertification Authority (Local) wirelessdemoca) Certificate Templates

"1 Cansole Rook Mane Intended PJrpose
— -0 Certfication Authority (Loc) Bl wiraless 1lsae Certificara Tamplate Clisrk & Hhankratinn, Sarrs Frmal, Faees
H |f§ wireles;demosa @Dir:-:l::-r*;r’l:m:il Fuspbcacior Cirectory Ssrvoe Zmal Feplcation

1 Revoked Zertficates B oonan Cant-oler Autherticasiar Clicrt &athznkcation, Server Suthenticatio. .

1 Iss.ed Certificates EFE Recovery Agent Mile Rmcavery

.j Pending Feaues:s L'Eaﬁmil. EFS B w1y File Syesliz

[ — FaledRequests Canan Zantaler Cliert gathntcaton, Seiver Authentcstion

- Yanagz Wb tervar SErveEr UEhertic son
. Cliert Asthznkcalion, Server Authentication
2= g Encryptng Fike System, Secare Emal, Clien..,
e [ aﬁuhnr:lhal'e Zettification Authoriy <Al
e indaw From Fere b it ratar Microsoft Trust Lisk Sgning, Encrypbing Fie...
e Taskpad Views, .,
Jafracy
Zxpart List. .
delp

Crable addbiona Cerbifcate T=rplakss on His Cetificatian Aubmor by |
3. New > Certificate Template to Issue® ME{grL|C}.
4. ACS Certificate Template(ACS 215 A HIZZ)2 =2 LICt



M Enable Certificate Templates

Celect one or more Cesblicate Templates ko anable on this Cerbficabon Authorfy

Mame Intended Pupose | -]
=T 5 1 & uthentication
.'l'-.uﬁ'entin:ated Sestion Clier Authanbcation
’:J'-'l. Ewchange Fiivate Lay Archival
ﬁfﬂ:‘ Enciyption Cetihcate Hequest Agent
(e Cade Signing Code Signing i
[Eﬂn:rts Certific:ation & fhonty =11
GADEMOACS Server & uthentication
Enldlment Lgent Cetificate Fegueast Sgent
[EE:‘.rdlmem Loent [Complter] Cerificate Aaquest Agemt
$A Exchange Erncllment Agent [Offre request]  Certifcate Pequest Agent
Sl E v chame s Cicrah s Nl C i~ irte I il Li
0K Carcel |
5. QIS Z2i5t 1 Active Directory A& At 3 HFE| A QIS L ct.
6. 22 E 2|0l M Active Directory Users and Computers(Active Directory A+H& At & HEE)E
5 1 225t 1 wirelessdemo.local domain® 0?4 RLEZF EHF 2 228 Ch5 H42 28



43 Active Directory Users and Computers

-@ Fle Acktion Mew ‘Wndow Help

e a@E e FAR 2 TREBTRE

fictive Directory Users and Computer | wirelessdemeo.local 5 objects
[ [ Saved Cueries Hame s

Delegate Contral... builtinDormain

Find...

_onneck to Domain. .

iZonneck to Darmain Contraller, .
Raise Domain Functional Level, ..
Ciperations Masters, ..

= Zonkainer

onk,..  Crganizational |
{cur,.. Conkainer
Cankainet

o [=1E g
Al Tasks 3
i L

Mew wWindow from Here

Refresh
Export Lisk. ..

Properties

Help

grLct.
. Group Policy(2 & =H) £40{ A Default Domain Policy(Z|& = H Q! H&)E Z 28t IS
Edit(=H)E SRIELICE O™ O & &3 JHA HET| AHelol F&iuct



wirelessdemo.ocal Properties B 2| x|

Generall Managed By  Group Folicy |

M anagement Conzole [GFML).

&
Current Group Policy Object Links for wirelessdemno
e

Liroup Policp Object Links Mo Dwemde | Dizabled
Default Domain Policy

Group Police Dbects higher in the it have the highest pionty,
Thiz st obtaned kom: cizco_ w2003 wirelessdemo local

Hew Add.. | Edi

Optiaes. .. Deleks. . I Praperties e

I Block Policy inhentance

| Ok, I Cancel Aomlp I

8. 2& E /0| A Computer Configuration(ZFE{ 743) > Windows Settings(Windows A%) >
Security Settings(2 2t 447) > Public Key Policies(271 7| Z&)& =& & CI = Automatic
Certificate Request Settings(At& 215 A 278 AH)E MEIELICH



‘11 Group Policy Object Editor

File  Action wiew Help
€ = | Z @] NE?

_‘:—j“ Defaulk Domain Policy [cisoo_wa003 wirelessdemo.local] Policy | Automatic Cerkificate Requesk 4
E@ Computer Configuration
-] Software Settings
EI I:I Windows Setkings
“] Scripts (Startup) shutdown )
EI d Security sektings
#-2¢ Account Policies
Local Palicies
Event Log
#-8 Restricted Groups
@ Sy sktem Services
@ Feqgistry
F-8 File System
l‘I" Wireless Metworlk (IEEE 802,11 Policies
=] [:I Public Key Policies
----- |:| Encrypting File System
: At ornatic Certifica
e |:| Trusted Root Certif
ik |:| Enterprise Trusk = 3
EEI---[:| Software Restriction Pa——
EZI---@ IP Security Policies on @ Refresh
-] administrative Templates Export List...
EI@ Iser ConFiguration
-] Software Settings
[:l Windows Settings
[:l Bdrministrative Templakes

There arer

Automatic Cerkificate Request, .. I

Help

9. Automatic Certificate Request Settings(AIS 2IEAM 28 dH)E 0IRA LEZ HESR 2

215t 0 New(MZ ZHE71) > Automatic Certificate Request(AtS 1M Q)8 M= LICH.

10. Welcome to the Automatic Certificate Request Setup Wizard(AtS QIS M Q78 A
AIZF) I 0| X|0l M Next(CHX)E 2 =IEfLICt

11. Certificate Template(2!E A & ZZ!) H O|X|0{| A Computer(ZFE)E 2 =2!5t 1 Next(CHS

)& SEIELICH

Oi
o
It
>



Automatic Certificate Request Setup Wizard

Cerhhcate Template

The rest tire & computer lags on, & cemtificste based on the template pou select is

provided,

A certificate template is a zet of predefined properties for cerificates izsued to

computers, Select a template from the following hist,

Certificate termplates:

Mame | Intended Punposes

Computer Client Authentication, 5ervser Suthentication
Domain Contraller Client Authentication, § erver Authenticatior
E nrollment Agent [Cormpuater] Cerificate Hequest Agent

IFPSec IF secunty IEE intermediate

! i3

¢ Back

Nest » Cancel |

12. Completing the Automatic Certificate Request Setup Wizard(Xt

& USM 2 dH DA

2t &) H|0|X|of M Finish(Ot&)& 2 2/gfL|Ctolx HFE LEM 0| 25 A I~ H

7| AaHRIo| MF HE Foi LEHLICH




“jiti Group Policy Object Editor

File  Action \Miew Help

e | HEERE| 2

_'j Del’ault Domiin Policy [cisco_ w2003 wirelessdemo local] Policy | Automatic Certificate Request
El Computer Configuration Emmputer

I:l Software Settings

EI |:| Wmdn:-ws Settings

----- Scripts {Startup fShutdown)
El

i r Security Setkings

= Account Policies

Local Policies

Ewvent Log

@ Restricted Groups

@ Swystem Services

-- Registey

E File Sys=tem

- ’1" Wireless Webwork (IEEE &02.11) Policies

E| D Public Key Policies

A D Encrypting File Syskem

Automatic Certificate Request Sethings
------ D Trusked Rook Certification Authorities
------ D Enterprise Trust

. - N - i
13. 2& E2|0|| M User Configuration(&%xl' 1|2 d|o|M) > Windows Settings(Windows A
) > Security Settings(:2.2F A7) > Public Key Policies(37H 7| H2Y)& & & gL|ct

‘m Group Policy Object Editor

File  Acktion 'wWiew Help
G = | @) | =2

=% DeFaulk Domain Policy [cisco_w2003 wirsles sdemo Jocal] Policy | Object Tvpe
EIQ Computer Configuration DEnterprise Trusk
- [ Software Settings E autosnralment Settings
[+ ] Windows Settings
_ -] Administrative Templates
Eﬁ User Configuration
- (] Software Setkings
EI D Windows Settings
bk #.!- Remote Installation Jervices
----- ﬁ] Seripts (Logon/Logoff)
El F Jecurity Sekbings
' El 'ﬁ Public Key Policies
R [:| Enterprize Trust

14. M|F HE FolM xts S5 dde 5 W =L
15. Enroll certificates automatically(21& A Xt& &5)E =451 Renew expired certificates( 2t



2E 2ISM dLNE MEistT, ER 2 ¢ISAMHE HO|o|ESt D, SiX|E IEME A7
,2IEM HIESE A 85t QIS HE|0|EE MEEFLICEH
Aukoenrollment Settings Properties : ﬂﬁl

Leneral I

%ﬂ' Ervoll user and computer certificates automatically

(" Do not endoll cedtificates automatically
(+ Ernroll certficates automaticalls

Iv Renew expued cestificates, update pending cerificates, and remove
revoked cetificate:

[# Update caitificates that use cerificate templates

16. qolg =gt
ACS 4.0 QI M MH
ACS& LIELHZ| 7l 5 QI8 M 74

S R:WLAN EAP-TLS ZCI0|MEE Q& stZ{H ACS M7t AE{ZEIO|= FE CA MM AHH
QB ME 7hxqetofk grLCt.

SRUINAIE HEo| X7t S22 QIS HE Z2AMA S0 1S B 2|At7 i U}UX| A 2K|
OISt A AL,

1. AE{ZBto|= E|Xt HEHO| U= HAESE ACS Ao 2218 LCt.

2. 2Z ACS A E0l| M Microsoft 215 7|2 M (http:/IP-address-of-Root-CA/certsrv) 2| E 2t
X E 7t2lZuch ol B2 IP FAE 172.16.100.26 L Ct.

3. #elxXt2 2aelgtLct
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4. Request a Certificate(2/&AM L&)& MEHSI 1 Next(CHR)E 2= LICH

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help
@Eack ol > g E @ hl"j| }:‘ Search :" Fawvorikes £ | (A~ :1 E

Address I@ htkp: 172,16, 100, 26/ cerksrw/certr qus, asp

Microsoft Certificate Semnices -- w

Request a Certificate

selectthe certificate type:
User Certificate

or, submit an advanced cerificate request.

Le CX wen “zoober Lo Lk
Qs = O - W 3] o) SRy mimdse o |

Bl |i] b7 S 0D D b et s ann

ool L il Jdle Ser L2z = ors 2esderwiae

Snvanond Cartiicoie Renuest

|| e | T U 1 1 Tl el i ks s st ool IOl a1 e ] s Tl [ T T
CTAETE AR AR E SR 1 -

Lulrni. o b ive e twoueel Ly ozl i e seew B g odor TRV SRO0E 00 e Uil 2 hetiee] 0 iy utalic B el € micsesn ] PE DS R .

=G JURGE I 3 e @ 2o T card on a2hel JF anck e ucar By uong k2 omart Sarc Dol cak o o ment et on

Wl i wmildl FAa er Ric il W R G 00 CE B T s Rl @R Cw RiF RS T aPcFAaE 1adr

6. Create and submit a request to this CA(O| CA0| 2% MM 3! x|&)& MEfet 1 Next(CH) S
FEELCHE2:0| B72] 0| = Windows 20030 LHELHZ| 7Hs8t 7|2 SB6HK| &2
M O|%dol| M5t ACS QIS ME 7| Z QB M @32 MAsHof 57| S L|CH
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7. Certificate Templates(2/5 M & EZ )0l 0|THof BHE ACSOM et ISM HES

MeEdsh ot HESIS MEISHH SM0| ¢HEEL[C

8. 0|2 ACS M| M3tEl EHQl o|F 22 Fd&LIC 0| Z2 ACS AMH O|&2
cisco_w2003.wirelessdemo.localLICH 2 HFE IS M K& L0 IS M XE 0| MEAE|
o J=X| &t MES Z=IFLICH

MK
o



Hhicrosnt | Cerlilicate Services - Maposolt Inbamet Eapler B

Eie [t Wew Fpeotes Tookk Hep
Qoak = &3 v o] (D G0 | eech o B | G G
A ces ] bt {17216, L0026 cerky ot o, asp

CaniScate Taigate
A =

|y Mafommanios Fod DINiss Teanplale:

Pame: |cisco w000 widaasokamo iocal
E-Mail: |

Company: |
Deparmant: |

city: |
State: |

CoumrpHagan: |

ey Dol oms:

B Creabe naw ke gal T Lk auisting bay sel
GEP: | Micrasoft Base Cryptagraphic Proider v I:Ij
Kay Leage: & Exchanga
Kay Siza W ::: :gﬁ fEarman ey aise K139 1

F A uomatic =y conkainer nama T Lzar spaciied key cantanar name
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