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19. IEEE 802.11b, IEEE 802.11a X! IEEE 802.11g0i| CHEF X| ¢S & 4356t 7Lt HIE &5t EL
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20. RRM(Radio Resource Management)(AXt S RF)2 & d3st5t7{Lt HIE &3t L|Ct.
WLC 4402—71x|12{|0|4d OFgH Al

Wel cone to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nanme [Cisco_43: eb: 22]: <4402

Enter Admi nistrative User Nane (24 characters nmax): admin
Enter Admi nistrative Password (24 characters max): ****x
Service Interface | P Address Configuration [none] [ DHCP]: none
Enabl e Li nk Aggregation (LAG [yes][NJ: No

Managenent Interface | P Address: 192.168.60.2

Managenent |nterface Netmask: 255.255.255.0

Managenent Interface Default Router: 192.168.60.1

Managenent Interface VLAN lIdentifier (0 = untagged): 60
Managenent Interface Port Num[1 to 2]: 1

Managenent Interface DHCP Server |P Address: 192.168.60.25
AP Transport Modde [l ayer2] [ LAYER3]: LAYER3

AP Manager Interface |P Address: 192.168.60.3

AP- Manager is on Managenent subnet, uses sane val ues

AP Manager Interface DHCP Server (192.168.50.3): 192.168.60.25
Virtual Gateway |P Address: 10.1.1.1

Mobi |l ity/ RF Group Nane: RFgroupname

Net wor k Nane (SSID): SSID

Allow Static | P Addresses [ YES][no]: yes

Configure a RADIUS Server now? [YES][no]: no

Enter Country Code (enter 'help' for a list of countries) [US]: us
Enabl e 802.11b Network [YES][no]: yes

Enabl e 802.11a Network [YES][no]: yes

Enabl e 802.11g Network [YES][no]: yes

Enabl e Auto-RF [YES][no]: yes
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interface G gabitEthernet1/0/1
description Trunk Port to C sco WC
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 2-4,60
switchport mode trunk



no shut down
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interface VLANS

description AP VLAN

ip address 10.5.5.1 255.255.255.0

Cisco WLCE &4 802.1Q EH I 0of 24ZAE| X[t Cisco APE= VLAN EfZ 2 ClAIGHK| RS2 2 2l
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interface G gabitEthernet1/0/22

description Access Port Connection to C sco Lightweight AP
swi tchport access vlan 5

swi tchport node access

no shut down
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CLIGIM wWLCH SEE LAPE & 21517 2I3l thesaw ap summarycommand& At & = U&LICt

(Cisco Controller) >show ap summary

Number of APs. .. ... .. . . 1

GAobal AP User Name..............iiiiinennny Not Confi gured

G obal AP Dotlx User Name........................ Not Confi gured

AP Nane Slots AP Model Et her net MAC Locati on Port Country
Priority

AP001b. d4e3. a81b 2 Al R- LAP1232AG A- K9 00: 1b: d4: e3: a8: 1b default | ocation 2 I'N

1

WLC CLIoIM wWLCOl| S5 Z2I0|HE R E2{H theshow client summarycommand& AtS & +

T &Lt

(Cisco Controller) >show client summary

Number of ClientS...ccceeeeeccccccccccccccccncccs 1
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port
00:40:96:al1:45:42 ap: 64: a3: a0 Associ at ed 4 Yes 802. 11a 1

(Cisco Controller) >

CI2 2 GUI & CLIZ AF2 5= Wireless LAN Controller@| = 7| Z4Z|2 8 0|M: CLI 2 GUIE Al
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1 Debug BHEE ALE5H7] ol Debug BHE| CHEt 52 HEE FHESHAAL.

0| debug Iwapp events enableWLC B& £242 22 AP7} WLCO| SSE 2 Eo{iELICt

(Cisco Controller) >debug lwapp events enable

Tue Apr 11 13:38:47 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:64:a3:a0 to ff:ff:ff:ff:ff:ff on port '1'

Tue Apr 11 13:38:47 2006: Successful transm ssion of LWAPP Di scovery- Response
to AP 00: Ob: 85: 64:a3:a0 on Port 1

Tue Apr 11 13:38:58 2006: Received LWAPP JOIN REQUEST from AP
00:0b:85:64:a3:a0 to 00: Ob: 85: 33: a8: a0 on port '1'

Tue Apr 11 13:38:58 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 64: a3: a0
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https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

is 1500, renote debug node is O

Tue Apr 11 13:38:58 2006: Successfully added NPU Entry for AP
00:0b:85:64:a3:a0 (index 48) Switch IP: 192.168.60.2, Switch Port: 12223,
intIfNum 1, vlanId 60 AP IP: 10.5.5.10, AP Port: 19002, next hop MAC:
00:0b:85:64:a3:a0

Tue Apr 11 13:38:58 2006: Successfully transm ssion of LWAPP Join-Reply to AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:38:58 2006: Register LWAPP event for AP
00:0b:85:64:a3:a0 slot 0

Tue Apr 11 13:38:58 2006: Regi ster LWAPP event for AP 00: Ob: 85:64:a3:a0 slot 1

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE REQUEST from AP
00: Ob: 85: 64: a3: a0 to 00: Ob: 85: 33: a8: a0

Tue Apr 11 13:39:00 2006: Updating IP info for AP 00:0b: 85:64:a3:a0 --
static 0, 10.5.5.10/255.255.255.0, gtw 192.168. 60. 1

Tue Apr 11 13:39:00 2006: Updating IP 10.5.5.10 ===> 10.5.5.10 for AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: spamVerifyRegDonai n RegDomain set for slot O code O
regstring -A regDfronCb -A

Tue Apr 11 13:39:00 2006: spamVerifyRegDonai n RegDomain set for slot 1 code O
regstring -A regDfronCb -A

Tue Apr 11 13:39:00 2006: spanEncodeDomai nSecr et Payl oad: Send domai n secr et
Mobi lity G oup<6f, 39, 74, cd, 7e, a4, 81, 86, ca, 32, 8c, 06, d3, ff, ec, 6d, 95, 10, 99, dd>
to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Running spanEncodeCreat eVapPayl oad for SSID ' SSID

Tue Apr 11 13:39:00 2006: AP 00: Ob: 85:64: a3: a0 associ ated. Last AP failure was
due to Configuration changes, reason: operator changed 11g node

Tue Apr 11 13:39: 00 2006: Received LWAPP CHANGE_STATE EVENT from AP
00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP 00:0b:85:64:a3:a0 slot 0!

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE COMVAND RES from AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE STATE_EVENT from AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP
00:0b:85:64:a3:a0 slot 1!

Ol 2 CIS1 Z 2 88 WLCdebugcommandsE 2 0{&LIC}H

Tue
Tue
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NO,
Tue Apr

- debug pem state enable — {4 A A

R4 RH
S
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- debug pem events enable

. debug dhcp message enable - DHCP ME{QF =11
- debug dhcp packet enable - DHCP AEH{OIA ELH1

I AIELCH

11 14:30:49 2006
Apr 11 14:30:49 2006
Path rule type = Air
I nHandl e = 0x0000000
interface 1 802
11 14:30:49 2006

Apr

HF
=

DHCP HIA|X|o| CIHHOE EA|EFLICE
= DHCP mI{Z! M5 MEQ| C|IHOE

Znr

F

n

: Applied policy for nobile 00:40:96: al: 45: 42

: STA [00:40: 96: al: 45: 42, 192.168.1.41] Repl aci ng Fast
espace AP Client on AP 00:0B: 85:64: A3: A0, slot O

0, QutHandl e = 0x00000000 ACL Id 255, Junbo Franes
1P =0, DSCP =0, T

. Successfully plunbed nobile rule for

nobi | e

00: 40: 96: al: 45: 42 (ACL | D 255)

11 14:30: 49 2006
nobi | e 00: 40: 96:
11 14:30:53 2006

for

. Plunbed nobile LWAPP rul e on AP 00: Ob: 85: 64: a3: a0
al: 45: 42

. DHCP proxy received packet, src: 0.0.0.0,



Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue

Tue

Tue
Tue

Tue
Tue
Tue
Tue
Tue
Tue

192.

Tue
Tue

Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue
Tue

Tue
Tue
Tue
Tue
Tue
Tue
Tue

len = 320

Apr
Apr

port number: 1
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53

2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:
2006:

192.168. 60. 2 VLAN: 60
Apr
192.168.60.2,
Apr 11 14: 30:
Apr 11 14: 30:
Apr 11 14: 30:
Apr 11 14: 30:
Apr 11 14: 30:
Apr 11 14: 30:
Apr 11 14: 30:
192. 168. 60. 2
Apr 11 14: 30:
192. 168. 60. 2: 68
Apr 11 14:30:53
scope "I nternal Scope"
Apr 11 14:30:53 2006:
Apr
Exp
Apr
Apr
Apr
Apr
Apr
Apr
168.
Apr
Apr

53
53
53
53
53
53
53
to
53

2006:
2006:
2006:
2006:
2006:
2006:
2006:

11
11
11
11
11
11
60.

14:
14:
14:
14:
14: 30:
14: 30:
2: 67
11 14: 30:
11 14: 30:
len = 548
Apr 11 14:30:53 2006:
DHCP Op: BOOTREPLY( 2),
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
Apr 11 14:30:53 2006:
frame |len 412
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53
Apr 11 14:30:53

30:
30:
30:
30:

53
53
53
53

2006:
2006:
2006:
2006:
53 2006:
53 2006:
from 192.
53 2006:
53 2006:

2006:
2006:
2006:
2006:
2006:
2006:
2006:

11 14:30:53 2006: dhcpProxy: Received packet:
DHCP Op: BOOTREQUEST( 1),
11 14:30:53 2006: dhcpProxy():
00: 40: 96: al: 45: 42: dhcp op:

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

dhcpPar seOpt i ons:
nmsch-
255. 255. 255. 0, nsch- >dhcpGat eway: 192. 168. 60. 1,

11 14:30:53 2006: Local Address:
Gateway Addr:

IP len:

Cient 00:40:96:al:45:4
1, encap: OxecO03
client:
old nsch

320, switchport:
dhcp request,
1, encap Oxec03

1, port:

on 84
on:
on:
on:
on:
on:
on:

on:

opti =
opti
opti
opti
opti
opti
opti
opti

I en, including the magi c cookie
recei ved DHCP REQUEST nsg

ski pping option 61, len 7
requested ip = 192.168.1.41
ski pping option 12, len 15

ski pping option 81, len 19
vendor class id MSFT 5.0 (len 8)
ski ppi ng option 55, len 11
options end, len 84, actual 84
192. 168. 60. 2, nscb->dhcpNet mask:
nmscb- >dhcpRel ay:

>dhcpServer:

DHCP Server:
port: 1

192.168.60.2,
192.168.60.2, VLAN: 60,

DHCP Message Type received: DHCP REQUEST mnsg

op:
xid: 3371152053,
chaddr:
ciaddr:
siaddr:

For war di ng DHCP packet

192. 168. 60. 2

2006: Received 348 byte dhcp packet from 0x0201a8cO

2006: DHCP packet:

hl en:
0

BOOTREQUEST, htype: Ethernet,
secs: 0, flags:
00:40:96:al1:45:42

0.0.0.0,
0.0.0.0,

6, hops:

0.0.0.0
giaddr: 192.168.60.2
locally (348 octets) from

yiaddr:

192.168.60.2 -> 192. 168. 60. 2 uses

recei ved REQUEST

dhcpProxy: Received packet:
IP len:

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

dhcpPar seOpt i ons:
DHCP Reply to AP client:
swi t chport

11 14:30:53 2006: Checking node 192.168.1.41 Allocated 1144765719,
res 1144852119 (now:. 1144765853)

addi ng
addi ng
addi ng
addi ng
addi ng
dhcpd:
168. 60.
sendt o
DHCP proxy received packet,

0x35
0x36
0x33

option
option
option
opti on 0x03

option 0x01

Sendi ng DHCP packet (giaddr:192.168.60.2)to
2:1067
(548 bytes) returned 548
src: 192.168. 60. 2,
Client 00:40:96:al:45:4
548, switchport: 0, encap: 0xO
option len, including the magi c cookie
received DHCP ACK msg
192.168.60.2

86400

= 312
option:
option: server id =
lease time (seconds) =
gateway = 192.168.60.1
netmask = 255.255.255.0
options end, len 312, actua

00: 40: 96: al: 45: 42

option:
option:
option:
64

DHCP Message Type received: DHCP ACK mnsg

op:
xid: 3371152053,
chaddr:
ciaddr:
siaddr:
server id: 10.1.1.1

BOOTREPLY, hlen:

0

htype: Ethernet,
secs: 0, flags:
00:40:96:al1:45:42

0.0.0.0,
0.0.0.0,

6, hops: 0

192.168.1.41
giaddr: 0.0.0.0
rcvd server id: 192.168.60.2

yiaddr:

2

1

2
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- debug Iwapp errors enable — LWAPP 27 O| C|tH1 &332 ZE AIELICEH
. debug pm pki enable — AP2} WLC Ztoi| ME = QIE M HIAIX|Q| CIHOE EAIFLICH

HEEB{7I AP-Manager IP A8 &o{3 x| &S

O] &= Cisco {1 ID CSCsg758632| ZItIL|Ct AtEXI7t ZAEEB{2| AP-manager IP FAE
A&3te MEHo| ClHO|AE A2 4 5tH 72 HO|EO] 2t RE{2| ARP(Address
Resolution Protocol) 7HA|7} 22 E MAC FAZ MZ DX EIL|CH 0|28t A& o] g M3tH AP}
o O|& ZHEER{ 0 9125 K| R6tD AM EHAHZ SE0{7t HEEHE HALICH APE HM 2HE
M&stn HEEH = AM 3[Ao 2 SHEHX|T HO|ES 0| 2tRE{S| R E ARP = ME0
JOIN 20| ZHEE 22| AP-manager QIE{H O|A 0| =& 5tX| ZEILICH 7|2 4Al7ZH ARP MZE 17
& 7t7440| XLt ClHEolA 7 M HETH APZF ZAE E2{0oi| ZQIFLICH.

ol 218 s steie ZHESE2{0) HOIEH0| BHREIA Of2{2H IP FAol T3t % ARP &2
TagsfLict

mjo

. HE|IP FA—T 0| CHE MEYI0|M GUI(ZEHE! AFE A} QIE{H|O|A)0f| HMAE = /S
HEEE7t AP AM - g = AlEHLCH
- AP-Manager IP &4 - AP7} CHE MEUMH HEEEof ZIgLICt
. Every Dynamic interface IP address(Z2& &% QIE{H|O|A IP £4) - CHE MEH Q| I
EEO 88X QEHo|AM ZEFLICE
DHCP I{Z2 F4 ZEI0|HE 9| QIE{m|0|A0|AM MSELICH HY == SSHE ZEE2{2| H 0|
E9|o| 40| 451 ARP &5 & F7}524H arp <ip address> <hhhhh.hhhh> B2 AIS &L
Ch. 2FRE{2| ARP FHAIE MZ T x|2{MH ZHEER{Q| 7|8 2tREoM CHE F A0 CH$t ping B&
2 AMEFLICH MAC FAE HMste{H CH2 BHEE AL ELICt.show arp | Z & <ip address>.
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F4 LAN HEBE{0| ZQISHR| o ZY AN ZolE 2X 8

LAP(Lightweight Access Point)7t WLCOY| ZQI5tX| Z5t= UdF =X & 2X| sHZ ol chet &t
MIEH LI &2 Troubleshoot a Lightweight Access Point that Does Not Join a Wireless LAN
ControllerE & Z st &A|2.

o e

- WLC(Wireless LAN Controller)l LAP(Lightweight AP) &5

- WLC(Wireless LAN Controller) 2 Z E 90 &1d0|=

- WLC(Wireless LAN Controller)2] Z|& 3! ¥{¢] o|O|X|

- M LAN ZHEE ol ZQISHX| = AT HMA ZOIE EX HE
. WLC(Wireless LAN Controller) Z1X|18§|0]A 2 & Aba|
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https://www.cisco.com/c/ko_kr/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html
https://www.cisco.com/c/ko_kr/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/ko_kr/support/docs/wireless-mobility/wireless-lan-wlan/68835-wlc-upgrade.html?referring_site=bodynav
https://community.cisco.com/t5/wireless-mobility-knowledge-base/primary-and-backup-images-on-a-wireless-lan-controller-wlc/ta-p/3117003?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html
/content/en/us/td/docs/wireless/controller/technotes/8-6/b_Cisco_Wireless_LAN_Controller_Configuration_Best_Practices.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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