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X& A

Pl fE= WLC GUIE Sdll H|2!7F CIHIO[AMM HH|E +S 22 AlEete A Loz §H AlLIE|2
oM LN E KIS E AlEfste 7S JU&LICH Ol An|Tso|Me2 Pl E= =

9| Rogue Policies 440X Generalin0i| 4 & LIC. 0|E-|%._F Zt 7|2 7|18 2 HIE M3t Eo] U
OSH7tE Z uls HE Yo 7|z f¥e FE&shs ot st

. H|@I7} 2 2+0]0{(Rogue on Wire) - HIQI7} C|HFO|A T M HE T 0| (AT Hoz ol
H Ao 2 Ae|Fuct.

. SSID AFE - H|217} ElHP0|*7P AEEo| +MHE Rt SUS SSIDE ABsle B2 AS2
2 ZerEUCH ol 7[5 U™ 320| mlshHE €o7(7| Mol sidste A8 SEZ ot

. H|RI7} AP2| R &3t 2 20| E - Radius/AAA ME{of LIPEEl 22t0|HE 7t HIQIZL ClHIO|A

Ol 1AEl ZWo 2 &olz|HH sHE Seto|HEof CHEHAM P A7} Ald|o] B 2|ZIX| &f= APS}

of iAol AFEHELICY.

- AdHoc H|@I7} AP - Ad-hoc U ERT 7} AME|H AtSS 2 ZaHE L|CEH

HIQI7L A Fo| Arg



. 7Bl BE 4 APS R4 AlZH B URE ALSStod 215 SiF ZBIUS Ha sy mEo o
OlE| 2 B4 2210I01E B0l CEt A5S 2I0 20%0] £xiol Agtg waLlnh olofE
gefoleisol 42 xalgol 2oL g4 Setolei=ol 22 oINS S cisht SEs)

n 24 EFo| M3hE & AsLICH

- QI HIEQ{Z ol CHEE HHIE ARt E Z2 X EXTE gl = JU&LICH A E AlFet7|
Mof |17t ClutolATH HIES A Liof {1 EoF 80| AU=X] RSt A2

>
>
H
m
O
u

ALX| ZEJI SPTO A2 2 FHE|MH PO SlE ZTEE HIEESI6HE SM0| J&L|CH E e
e O] 2 =522 s~&sH{of & LICH HIRI7Hrogue)7t HEHI MM 2 EI’”QE MHE E=2
PIE Sdll AR ZEE &435l5l= M2 AIEE = J&LCH
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H|2l7} & x| 7o

HIQI7} EtX|= 7|2Mo 2 ZAE E 0| M EA5H=LCE.

Ctst S ME F44524H Security(F2 2t > Wireless Protection Policies(F41 E.% &24) > Rogue
Policies(H|217} ZH2H) > General(¥2H2 2 O|SELICt. of:

1EHAl. HIQI7E APOI| CHEr AlZh XMgtE fHE g LI

2EHA|. Ad-hoc HIQI7} LIES|T B XIE EdsHELICH

Nl ki enaild s L
CISCO MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  HANAGEMENT COMMANDS HELP FEEDBACK A Home
Security Rogue Policies __apply |
* AARA
General Rogue Detection Security Level Low High Critical ® Custom
= RADIUS
Authenbication Rague Lecatson Discovery Pratocs! Alldips X
Fat g,;'.; Expiration Timeout for Rogue AP and Regue Client entnies 3500 Seconds
el AT validate rogue chents pgainst AAA Ernbied
? :-I: Jr i validate rogue AP against AAS Emabled
Local Pret Wisers Polling frterval a Seconds
MAC Filtering
= Desabled Clients Vahdate rogue chents against MSE Emabled
User Login Pohoes
AP Policies Deetect and report &d-Hoe Networks ¥ Enabied
Password Pohcies <
Rague Detection Repsat Interval (10 bs 300 See) 10
k Local EAP
Rogue Detection Minimum RSS] (<70 1 -128) 128
Advanced EAP
A Rogue Detection Transient Interval {0, 120 to 1500 Sec) 500
k Priority Order
Rogue Client Threshold (0 to disable, 1 to 258) a
b Certificate i ' ¢
Rogue containment automatic rate selection Enabled

b Access Control Lists

- Wireless Protection Auto Contaln

Policies
Rogue Pohoes
i Auts Containment Leve! Aut ¥
Genera
I Syuko Contanment only for Moniter mede APs Emabled
Stards Auto Containment on FlexConnect Standalone Enabled
Custom Sign -
Signature Events Rogue on Wire Enabled
Suemamaary
1 usion Pokoes Liging sur SSID Enabled
ation
b Erame Vakd dvend on Rogue AP Emabled

AdHine Banue AP Franbiled



CLIO||A:

(Cisco Controller) >config rogue ap timeout ?
<seconds> The nunber of seconds<240 - 3600> before rogue entries are flushed

(Cisco Controller) >config rogue adhoc enable/disable

HIRI7} BFX[ofl CHEF &' &7 74

2 Zd/Flex-Connect/ ZLIE{ 2E AP2| ZL RRM Z1I|1d|0|A of2Hoi| o{iH xH' oA HIQIZIE A
AMEXR| MEHE £~ Qe SMO| U&LICH Mo et AP7F 2E ®E/= 7 A'D/DCA ®H'Hod| A |:||
CI7IE HAFErLILCE.

GUINM O|E F4d5le4H o|O|X|of| EA|El CHE Wireless(F
General(¥h2o 2 O|SELICH.

4) > 802.11a/802.11b > RRM >

s, Saye Configuration  Bing  Logout Befresh

CISCO MONITOR  WLAMs CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANDS HELP FEEDBACK A Home

Wireless - 802.11a > RRM > General

= Access Points
I APs

= Radics

Profile Threshold For Traps

il '-i’ O Iriterference (0 to 100%) 10
BO2.11bg/n
Crual-Band Radios Clignts {1 to 200) 12
e et Naise (-127 ta 0 d8m) -70
¥ Advanced
Utilization (0 te 100%) i
Mesh
b ATF Moise/Interference/Rogue/CleanAir§Monitoring Channels
RF Profiles Channel List [Country Channels * |
FlexConnect E AT R
Groups Manitor Intervals (60 to 2600 Secs)

DL Charnels

FlexConmect ACLs
FlenComnest VLAN Charnel Scan Interval 180
Templa tos
Heghbar Packet Frequensy 180
QOEAP ACLs
Meighbor Timeout Factor (S to 60) 24

Network Lists
* B02.11a/nfac

Factory Default

Metwodk
= RAM Set all Aute RF 802,118 parameters to Factory Default,
RF Growping
TRC Set to Factory Default |
L”' Foot Motes
Leverage

(Cisco Controller) >config advanced 802.l1la monitor channel-list ?

al | Monitor all channel s
country Moni t or channel s used in configured country code
dca Moni t or channel s used by automatic channel assignnment

HIRI7t B/ 4
HIRI7L AP =8 ER

HIQI7} APE ZIH, o o|™ E= O/ F AP % 5t 2™ Monitor(2 LIE| &) > Rogue(H|2!7}) >
Unclassified APs(0|2F AP)Z 0|535t0{ £ I:II‘P_|7P AP O|§2 Z&/gfLict. olo|x|of EAIE CH



Saye Configurabon Ping  Logout  Refresh

WLANs CONTROLLER CUW, MANAGEMENT COMMANDS HELP FEEDBACK A Home
Monitor Rogue AP Detail < Back _Apply |
Summary
b Access Polnks MAC Address 00:05:91:43:6d 102
¢ Cisoo Cheandir Typt ap
b Statistics
b COP 1s Rogue On Wired Hetwork? o
¥ - Rogues First Time Reported On Th Hay 30 16:21:30 2019

Friendly &Pz

Mahciouss APs

Clastom AP Last Time Reported On Fri May 31 13:07:11 2019
Undassified 4Ps

Rague Chents 5

adhoc Rogues Class Type Undlassiied

v Adho q
I
Friendly adhoc Sieady

Malicious Adhos Statae

ol Unclassified
Elrfr:-l': :::f'ﬂd' oC Earsson
) Manually Containad No
Chients Update Status - - Choose New Status - - 7
Sleeping Clients
Multicast
k Applications
APs that detected this Rogue
F Lync
1 Channel Securily
Local Profiling Base Radio MAL AP Hame L5010 Channel Width {Mhz) Radio Type Paolicy Pire-A
berde: 31r06230:c0 AFZEO0-1 Casco- 17090FR4C 1] ) B2 11n2AG Open Long
Sl 10 th ol &P
(Cisco Controller) >config rogue ap ?
classify Configures rogue access points classification.
friendly Configures friendly AP devices.
rldp Configures Rogue Location Discovery Protocol.
ssid Configures policy for rogue APs advertsing our SSID.
ti meout Configures the expiration time for rogue entries, in seconds.

val id-client Configures policy for valid clients which use rogue APs.

HIQIZI SE0iM HIQI7 @S2 522 AM7{sed™ o|O|Xx|ofl EAIE! CHZ Monitor(ZLIEIR) >
Rogue(H|2I7}) > Unclassified APs(2 /| x| &t 2 AP)Z 0|S 381 Remove(M|7)E 2 2I&LICH

Save Conbguration  Ping  Logowt Rofresh

MONITOR.  WLANs CONTROLLER  WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home

Monitor Unclassified Rogue APs Entries 1 - 50 of 144
= L33 L]
Summary Current Filber Neng [Changs Filter] [Clear Fiter]
F  Access Points

b Cisco Cleandir Hamova

¥ Statistics Contain
» Mawe ba Alert
-
# Detecting Number af
MALC Address S5l Chanmel Radias Clients Status
Lustom Afy (:06:91 :43:64; 6 Ciseo-17D90FIC & 1 o alert m
Unciassified APs
Rogue Clients Do E P B IR NUMERICABLE-25F3 6 i o Adart -
w Adhoc Rogues G iceif 3802 s7afby 11 1 a alert [~
Frigndly Adkae ;
Malcious Adhdc 2 P F S A T d5b5as Unlcngnam a [ alert =]
RN AC Rt 09:23:00:30:5%:18 358398 1 ! o Alert =]
Unckssifed Adhas " =
Fogue AP inore-list Gliddibe:51:99 ) eb2feg 1 ! ° At -

HIRI7I APE £I8H5 APE /9 35t2{T Security(&2 2 > Wireless Protection Policies(FM 22
&) > Rogue Policies(H|2!7} &) > Friendly Roges(Z!&58 Z1)2 0|53l H|QI7} MAC FAE



FItehch

Z 7} Friendly Rogue =2 0|0|x|0d & A|E! CHZ Monitor(2L|E]) > Rogues(HI2I7}) > Friendly
Roguepage(ZI=8t H[R17H 0| M & elgh = l&LCt.

|l||-l|l| Save Confguretion Png Logout  Befresh

CISCO MONITOR  WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK # Home

Security Friendly Rogue > Create _

* AAA e
General HAC Addeess [21:22:33:44:55:0q]
= RADIUS Tyoe Frigndly

DHE
Downloaded AVP
b TACACE +
LDaP
Local Net Uisers

MAC F
- Dusabled
User Logn
AP Policies
Password Pohioes

Local EAP
Advanced EAP
Priority Order
Certificate

hites

Access Control Lists

» Wireless Protection
Policies
w Regue Pohoes
General

Citom Sagnatures
Signakure Events
Suminady

Chast Exclusnsn Palitees

H|I7t B XIZ| AP T4

GUIE S3ll APE HIQI7t B X|Z7|2 F5t2{H Wireless(F4) > All APs(Z2E AP)Z O|S&fLIC.
o|O|X|oll EAIEI CHE AP O|E & MEHSI T AP REE B38|},

.ltl.lll; Saye Configuration  Fng  Logout Befresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Homa

Wireless All APs > Details for APbdde 318b.feed <Back | apply |

General | Credentials | Interfaces | High Availability | Inventory | Advanced |

e General Versions
02, 118 n et
0213k AP Hame tingoaPch.3180, feed Primary Software Version 8.8.120.0
Crual-Band Radws
Global Configuration Location default lacatson Eackup Software Version 0.0.0.0
b Advanced AP MAC Address b 31:8bafee0 Predownioad Status Hone
Mesh Base Radio MaC betzde:I1zad:e0:20 Predownioaded Version Hore
b ATF Adrmin Status Enshle T Predownload Maxt Retry Time ML
AP Haode lecal T Predownload Retry Count Ha
RF Profiles Tezal
AP Syl Mode FlexConnect Baat Version 15.2.4.0
FlexConnect Groups [ )
Cperational Status | MeAitor 105 Version 15.3{3]0045
b FlexConnect ACLs | Rogue Detector |
Port Humber medfer Meni TOS Version 8.3.102.0
FlexConnect VLAN age -
Templates s e Flex=Bridge Ig-Confi
Hetwork Lists MenctTvpe S CAPWAP Prefurred Mode Tpvs (Glabal Cenfg)
Add New Venue L
b H02.11a/nfac 3 DHCP lpvd Address 152.168.100.59
enue
b RO 11hinin Language MName Sxatic I {lovd/Ipvs)

CLIO|A:

(Cisco Controller) >config ap mode rogue AP_Managed

Changi ng the AP's node cause the AP to reboot.
Are you sure you want to continue? (y/n) y

HIQI7} B X|7| APO| CHE Switchport T4



interface G gabitEthernetl/0/5
descri pti on Rogue Detector
switchport trunk native vlan 100
swi tchport node trunk

&3 o] ZAI|aio]M el LWO|E|E VLANS WLCO| CHet IP ¢4Z20| I= VLANSILICH.
RLDP 44

ZAEE2{ GUIMIAM RLDPE T+335t2{™ Security(:2 ) > Wireless Protection Policies(F4 £ &
) > Rogue Policies(H|2!7} Z#) > General(&EH 2 2 0O|SELCt

el Saye Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER, WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security - Regue Paolicies __Apply |

Rogue Detection Security Leval Critical * Custom

Rogue Location Discovery Protoosd

Experation Timeout for Rogue AF and Rogue Client entnes
Vahdate rogue chents aganst Aad

Validate rogue AP against AAS

Palling Interval

Valdate rogue chents against MSE

Detect and report Ad-Hoc Networks

Rague Detectan Repodt Interval (10 to 300 Sec) i
b Local EAP Rogue Detecton Mimimwm RES1 (-70 to -128) -5
Advanced EAP Rogut Datestan Transent Interval (0, 120 to 1800 Sec) 0
¥ Priority Order Rogue Client Threskold [0 to dissble, 1 to 286) i
b Certificate Rogue containment automatic rate selection Enabled

b Access Control Lists
. Auto Contain
- Wireless Protection

‘PE“FIE'% s Auto Confanment Level 1 T
_ futo Contanment only for Monitar mode APs Ensbled
Rog Auto Containment on FlexConnect Standalone Ensbled
Rogue &n Wirg Enpbled
Usang cur SSID Enabled
Vahd chiert on Rogue AP Enabled
AdHos Rogue AP Ensbled

Monitor Mode APs(ZL|E{ 2= AP) - ZL|E{ 2 = 0| APEF RLDPO| &0{& 4 Ql&L|Ch
B E AP- Local/Flex-Connect/Monitor 2= AP7} RLDP Z Z M| A0 Ero4&L|LC}l.

Disabled(H|& 443}E]) - RLDP7} AA S22 EE|HE|X| ob&LICH 2Lt AFSAHE CLIE S8l X
MAC F40{ Ci5H RLDPE =822 EZ|HE = A&LICh.

21: TLIE{ 2E APE 2Z/Flex-Connect APELCI M3 L7} =022 E C| -85dbm RSSIE
ZutstE 5 HIQIVHE B X|E Z< RLDPE +=#8ELICt.

CLIO||A:

(Cisco Controller) >config rogue ap rldp enable ?

alarmonly Enables RLDP and alarmif rogue is detected
aut o-contain Enabl es RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarmonly ?



noni tor-ap-only Perform RLDP only on nonitor AP

RLDP & 2 +3 EE|He BYE ZFZEE SollAME 78 = UELICH RLDPE 322 A
XI-=|.E:|EI=|

=1 O el

(Cisco Controller) >config rogue ap rldp initiate ?

<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).
RLDP &7d:

(Cisco Controller) >config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

del ete Enter the days when RLDP schedul ing needs to be del et ed.
enabl e Configure to enabl e RLDP schedul i ng.

di sabl e Configure to disable RLDP scheduling.

(Cisco Controller) >config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP schedul i ng.
sun Configure Sunday for RLDP scheduling.
nmon Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Configure Wednesday for RLDP schedul i ng.
t hu Configure Thursday for RLDP schedul i ng.

RLDP MA|== OHE BBz 7 dE + JU&LICH

(Cisco Controller) >config rogue ap rldp retries ?

<count > Enter the no.of times(l - 5) RLDP to be tried per Rogue AP.

Q7 etgt o
+8 AR 74

HIRI7L APE =82
Unclassified(O|2 &

by Hu



anen]n Saye Confiquration  Ping  Logout  Refresh

cCISco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home

i et
Monitor Rogue AP Detail <Back | Apply
Suimmary
b Access Points MAC Address 00061 91:53: 38220
¥ Cisco CleanAir Typa m
b Statistics
» CDP I5 Rogue On Wired Network? Fea
¥ Rogues First Time Reported On Tue Jun 4 13:03:55 201%
Last Time Reported On Twse Jun 4 13:0F:55 2019
Class Type Unclassified *
State alert
: Manually Contained Mo
Clients Update Status Contsin ¥ ]
Sleeping Clients
Multicast Maximum number of APS to conlain the rogue . + = Chiopge Mumber of &Ps - - ¥
¢ Applications - - Cheote Humbser of AP - -
ALto
APs that detected this Rogue o
b Lync :-
‘ ] Securiy
Local Profiling Base Radio MAC AP Name SSID EN . i Type Policy Pre-Amble RSSI
¥ Cloud Services 00:27:e3: 38 dd a0 bagodPch. IRE1.3DEC ;i § 20 802,119 Encrypted Long -128
Chgaty SEaocbes to Ehip Bosue A%

(Cisco Controller) >config rogue client ?

aaa Configures to validate if a rogue client is a valid client which uses AAA/ | ocal database.
alert Configure the rogue client to the alarmstate.

contain Start to contain a rogue client.

del ete Delete rogue Cient

mse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >config rogue client contain 11:22:33:44:55:66 ?

<num of APs> Enter the maxi num nunber of Cisco APs to actively contain the rogue client [1-4].

&3 E™ H|[QI7F APE 1~4717kR| & E £ U&LICH 78X 2 ZHEED = LIS APE
ro&mgamaég gEfLICH 5 AP7F EH HIQIZIE EXIE £ U= E2, AP 220
2t71910] RSSI7} 7IHE =2 APOf| 2210|E 7} Z&HE|L|Ct.

s A

S AME st

™ Se curity>WireIess Protection Policies>Rogue Policies>General£ 0|S 3t
of HESZo MEH + =

DE SMs g-dstELich

Cisco WLCO|| 74 H|QI7} C|HIO|AE XIS E X &S T oted s &QlgtE MEighct O
ZX| pfo™ =olgts MEHSHR| f2 ”EHE LIEP(7IEZ ).
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23 o|zHet D7 B StLEE 35ttt "0l 7|52 AFE2 X ZADE Zefghuict A
&5t AIZI& L77H?" ISM(Industrial, Scientific, and Medical) CH232| 2.4GHz X! 5GHz Fot$ &=
Lerlof A SIHEIH 2tolMA ROl ALSE &= UCh et OHE FARIe| HIER|F 0l RI=
C|HtO|AE AXEtCtH A At E Zelg &= U&LIch
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rlo

s E
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o7 A

H|QI7 At &S A eil'eE 10 M 477t K| LE S = Q= EECH2 SSLICH
HIQI7L AP7L AHS M| HAE Sal 2 E SEZ 0|SE B2 Ats UM E <lstl =|CH 474

O| APE MEHE £ &Lt
S X0l AFBElE AP 8 XIS 22 MEISHEH Auto(XHS)
A= oix| g Cisco WLCE E1AQl HAX|E 2|8l RSSI0| 2t 2HRFH AP
) 7t 23 oY 4 E RSSI 2 Ch3 3 ZaLch
. 1-0~-55dBm
. 2 --75~ -55dBm
. 3--85~-75dBm
. 4 - -85dBm O|gt

MEfg = &L

Qs ELIE| ZE APE EAM35
dlsabled AEfQILICE.

o
5 & EE 9| FlexConnect APOIM XS LA E & 535tst =5 MElE = = &elgt
FlexConnect BigfLIC}. 7|&ZL2 disabled & EHILICt. FlexConnect AP7} S 2% ZEQI B2 Use
S&/™ XS SSID or AdHoc Rogue AP auto containment policies(SSID &&= AdHoc H|°|7P AP XIS
RPN AN H ALS) P EMSHE = gL ch S&E APt Cisco WLCOH CtAl AZE|H H2|7t
S x| ELct.
HII7l 22t M HER{IZ oM EX|E H|IQI7IE RIS 2 Z&5ici™ o| &elgts MEfgrLct 7|23t
2l 2 disabled & E{ILIC.
HE®32| SSIDE d1ste P HIRI7IE RIS E Z& ST &d35tsie E—.*O.JEJ% M
SSID At E4ErL|CH Of D7~ =4St X| of2 S B2 T Cisco WLCE HII7F HIAIX|7} B X|E
Mot ZE2E Mgt 7|2252 disabled & E{ILICEH
HII7F APo| AZ|E %Jt Z0|UET HAZAE HIQIF HMA ZOIEE XIS 2 3 52{H o] =l
®R=t Z2t B2 MEfELICE o] o7 E MEHSIX| i2 &ElE F8 Cisco WLCE= H|R17t HIA|X[7}
olo1E EFX|E Pt ZEE MMsLICH 7|22f2 disabled AFEfILICEH.

BLEH R2E x
APO| CH3H A
ok XS X

2to|2t

A Ol=
T AL T =

H AEH

—
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mo
i
=
ol

=HELICH

ol

F7| <

ol

ZI

P
712

= Q
S
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}'L FIF
40 jor
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i
L7

o= = jol Cisco WLCOH| A EFJ<|5| Ad-hoc HIEQIE XIS 2 ZHSESE HYst= & QlErS M=
Jbap  HLICh Ol OH7HHS & MENGHX| of2 HEHR S Cisco WLCE 8HE LIESIATH B X

et 25 8 MASHLICH 7|22 disabled AFEHRILICE.

192,160, M—ays
T i i i b e T i
cisco MonrmoR  wians  conTroll (R ' FEEDBACK

Security Rogue Policies

Rogue Detection Security Leve Fitical * Custom

Rogue Locahion Discowery Protoco)|

P e T
Experation Timegut for Rogue AP 4 - c:? Il
]

Vahdste rogue chanls sgamst a8

e walidste rogue AP agsinst Aa6 o Enabled
L Palling Interval ] Seconds
Validate regue chents against MSE Enabled
Detect and raport Ad-Moc Hetworks & Enabled
Regue Detection Repart Inberval (10 te 300 Sec 10
# Local EAP Rogue Detechon Himimum R551 to -124) -8
Advanced EAP Reguee Detechion Transsent Interval {0, 120 to 1500 Sec) (1]
¥ Priority Order Fegwe Cliert Thrashald (0 to desable, 1 te 256) 3]
b Certificate Roguee containment astomatic rate selection Enabled
¥ Access Control Lists rﬁu!u e ",
= 'n'firlu:!i:\ﬁ Protection
'PDIIM:TS:" e dusto Contaimment Level Auto ¥
Aute Cantairment anly for Maniter mede APg o« Enabled
fgte Contmrment on FlexConnedt Stand sbone o Enabled
Rogue on Wire o Enabled
Upng 9w SEID o Enabled
Wahd chent on Rogue A9 + Enabled
k. AdHGE Rogse AP o Enabled J




Apply(Z&)8 Z2/5t04 Cisco WLCE H|O|E{E ELHX|Et I O|E{7} T3 Ato|2 HEto] HEL|X]
Sl&LICh O[3 o7+~ 2| d RAMO A2 M EE LI

CLIO|M:

(G sco Controller) >config rogue adhoc ?

alert St op Aut o- Cont ai nment, generate a trap upon detection of the
adhoc rogue.
aut o- contai n Aut omatical ly contai n adhoc rogue.

contain Start to contain adhoc rogue.

di sabl e Di sabl e detection and reporting of Ad-Hoc rogues.
enabl e Enabl e detection and reporting of Ad-Hoc rogues.
ext er nal Acknow edge presence of a adhoc rogue.

(Cisco Controller) >config rogue adhoc auto-contain ?

(Cisco Controller) >config rogue adhoc auto-contain

Warning! Use of this feature has | egal consequences
Do you want to continue(y/n) :y

Prime Infrastructure2}

Cisco Prime Infrastructure® AF&35t0{ 5tL} O|&fo| ZHAEER] Y 23 APE st 2LIEHZAE
- %JQL—IE} Cisco PIol£ CHEE AlAEIS| HLIEZE E'—= MoiE XI%%PE £ 0| AUA&LICH Cisco F
M E&F M0 M Cisco PIE AIE3dt= B2 HEEDH = H7|Me 2 Z2t0 E H|QI7} HAM|A Ol
E, I:|I°._|7P ML ZQIE %EPOI‘P_*E, RFID(F4 It ID) Ei3 #{ | 1 Cisco PI H[O|
E{H|o|A 0] @IRIE KEEfLICH

>

Dal
[lIlIII —
J‘-‘i
ol p

Cisco Prime Infrastructuree= 72 7|dt EF £ X|stD HEEDH0o| 2 EE
Ct. ZHEE8{= Ct2 o|HIE %0 Cisco Prime Infrastructuret| EZ{E A& 8HL|Ct.

- Y Gl HMA ZRIETH MEZ 2 E Friendly(Zl58t) & EHE MEteles 39 HEEE = H|2l
F AEH7 Alert(Z &) Q! B 0|2t Cisco Prime Infrastructure0ll E{E &L
QIF QI Z¢ ERE &K et&LCH.

% arogueentry7} M7{E|™H HE E24= Malicious(Alert, Threat) &£ &
Unclassified(Alert)2 £ &l Cisco Prime Infrastructureforrogueaccess Z QIE 0 EE% 2
LICt HEEB = Ctgat 22 HAEJ U= 52 MAHSHA| t&LIcH 28, ZE BER, LR
L Q&

CtE& &elgLct.

JciE QIE{m|o|A o] ZAEEE{0|AM BHIRI7F MRALE S Foe{™ o|0|X|of EA|El CHZ Monitor(2
LIE{&) > Rogues(H|2I7HZ O|S &tL|C}.



MONITOR  WLANs CONTROLLER WIRELESS SECURITY  HANAGEMENT COMMANDS HELF FEEDBACK

Monitor nclassified Rogue APs Entries 1 - 10 of 10
Summary Current Filter Wene [Change Fiiter] [(Zepr Fiter]
b Access Points
b Cisco Cleandir Re
b Statistics Contain
b COP Move to Alert
m
* Rogues
Fr Pz & Detecting Mumber of
S50 Chanmel Radios Clients Status
blizzard 3 1 o Abert -~
unkriown 13 1 o Abart B
unkriown 13 1 ] alart [ ~]
Unkrmown 40 2 o alert B
Unknown a9 2 o alert -]
buterfiy 1 1 o Mhert i~}
HED-E10279 Undcnowm o o Alert ﬂ
= HEC-WiIF & 1 o abert
Sleeping Clients 5 =
HEWO-A2121 ] 1 6 Alert -]
Multicast
RET HED-SOEIEC [ 1 o hlert =
— H=22 SE A OlA
O| HO|X[oME o 7HX| HIRI7I ER/RE AIEE = J&LIC

- Rl AP - 2[RI} I3 WO 2 EAISAP.
. 94 AP - RLDP E& H|°I7+ SX|7] APE S3f ot o= &QIEI AP
MEXF XIE AP - HIQI7L R =0l olal| AL AL X|H2 2 2 RE AP,
. O2= AP - 7|2X 02 H|QI7} AP HEZRo|AM 0|82 S 202 T A|IELC}.
. H|QI7} 2210|91E - H|QI7} APO|| 4=l Z2lo|E.
- Adhoc H|QI7} - Adhoc HIQI7} E2}0|IE.
HIQI7} AP FA| S5 - PIE S5l LIYE
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Saye Configuration  Ping  Logout  Refresh

HONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK M Home
Monitor Rogue AP Detail <Back | Apply
Summary
¥ Access Points MAC Address 50:2f:06:02:00:60
¥ Cizeo ClranAir Type AP
b Statistics
b CDP Ils Rogue On Wired Network? Tes I
e b First Time Reported On Men Jun 3 14:12:54 2019
el Abg
Last Time Reported On Tise Jun 4 12:15:25 20109
Class Type Halioous ¥
Classification Change By Auto
Custom Adhoc
Unciaserdied Adhoc State Threst
Rogue AF ignorne-hisk
Cliants State Change By Auto
Sleeping Clients
Multicast Manually Contained Ha
b Applications
Update Status - - Choose Hew Status - - 7

b Lynt
Local Profiling

b Cloud Services
APs that detected this Rogue

Channel Security
Base Radic MAC AP Hame 51D Channel Width [Mhz) Radia Type Palicy Pre-Amble RS5I
Q02T a3 3649580 BagoAPch9SEL 3DEC Buterfly H an BOL.11n2.4AG WIRAZIFT Larg =63
Clitis esacioted b U R A7
CLIAIA:
(Cisco Controller) >show rogue ap summary
Rogue Detection Security Level................... custom
Rogue Pending Time........ ... ... 180 secs
Rogue on wire Auto-Contain....................... Di sabl ed
Rogue uses our SSID Auto-Contain................ Di sabl ed
Valid client on rogue AP Auto-Contain............ Di sabl ed
Rogue AP timeout.......... ... . . ..., 1200
Rogue Detection Report Interval.................. 10
Rogue Detection Mn RSSi........... ... ... . ....... -90
Rogue Detection Transient Interval............... 0
Rogue Detection Cient Num Threshold............. 0
Validate rogue AP against AAA. ................... Enabl ed
Rogue AP AAA validation interval................. 0 secs
Total Rogues(AP+Ad- hoc) supported................ 600
Total Rogues classified.......... ... ... .. ....... 12
MAC Addr ess Cl ass State #Det #Rogue #Hi ghest RSSI #RSSI
#Channel #Second Hi ghest #RSSI  #Channel

Aps Cients det-Ap
RSSI Det - Ap

00: a3: 8e:db: 01: a0 Uncl assified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e:db: 01:al Unclassified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e:db: 01: a2 Uncl assified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e: db: 01: bO Mali ci ous Thr eat 2 1 00: 27: e3: 36: 4d: a0 - 27 40
00: 27: e3: 36: 4d: a0 - 37 40

00: a3: 8e:db: 01: bl Unclassified Alert 2 0 00: 27: e3: 36: 4d: a0 -28 40
00: 27: e3: 36: 4d: a0 - 36 40

00: a3: 8e:db: 01: b2 Uncl assified Alert 2 0 00: 27: e3: 36: 4d: a0 -28 40
00: 27: e3: 36: 4d: a0 - 37 40

50: 2f: a8: a2: Oa: 60 Mali ci ous Thr eat 1 2 00: 27: e3: 36: 4d: a0 - 66 1

50: 2f : a8: a2: 0d: 40 Uncl assified Al ert 1 0 00: 27: e3: 36: 4d: a0 -65 11



00: 27: e3: 36: 4d: a0 -89 6

00: 27: e3: 36: 4d: a0 -89 (1,5)
00: 27: e3: 36: 4d: a0 -89 (6,2)
00: 27: e3: 36: 4d: a0 -85 13

9c: 97:26:61:d2: 79 Unclassified Al ert
ac: 22: 05: ea: 21: 26 Uncl assified Alert
c4:e9:84:c1:¢c8:90 Unclassified Alert
d4: 28: d5: da: e0: d4 Uncl assified Alert

e N
O o oo

(Cisco Controller) >show rogue ap detailed 50:2f:a8:a2:0a:60

Rogue BSSID. . ...... ... . . .. 50: 2f : a8: a2: Oa: 60
Is Rogue on Wred Network........................ Yes
Classification.......... ... .. . i, Mal i ci ous
Classification change by......................... Aut o
Manual Contained............. ... . . ... No
State. . ... Thr eat
State change by......... ... ... .. Aut o
First Tine Rogue was Reported.................... Tue Jun 4 13:06:55 2019
Last Tine Rogue was Reported..................... Wed Jun 5 08:25:57 2019
Reported By
AP 1
MAC AdAress. . ... 00: 27: e3: 36: 4d: a0
Name. . ... .. ti agoAPcb. 98E1. 3DEC
Radio Type....... ... 802. 11n2. 4G
SSID. . buterfly
Channel ... ... .. . . 1
RSSI . . -64 dBm
SNR. . 29 dB
Security Policy......... ... . .. .. WPA2/ FT
ShortPreanble........... . ... ... ... .. ... Di sabl ed
Last reported by this AP................. Wed Jun 5 08:25:57 2019

=Xl a2
HIQI7} BXIEIX| o2 Be

APOI XM HIRI7} BFX[7F # -GS IR = K] &2

FLICH GUIOA:
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lll'l'lll Saye Configuration  Ping  Logout |Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK A Home
Wireless All APs > Details for tiagoAP.69F4.6458 < Back Apply -
* Access Points e ¥ e | e Y e ——
— General ! Credentials | Interfaces { High Availability | Inventory l Advanced
irect
~ Radios Regulatory Domains 802.11bg:-E  802.118:-E Power Over Ethernet Settings
802.11a/nfac
802.11b/g/n Country Code BE (Belgium) * PoE Status Full Power
Duwal-Band Radios i v
Glabal Configuration LB R e R Pre-standard 802.3af
e AP Group Name default-group ¥ switches
vance T -
Statistics Timer 30 Power Injector State
S [Data Encryption AP Core Dump
P ATF
[ Rogue Detection + I AP Core Dump Enabled
F Profil
REDIGHES 2 Teinet Global Config ¥ AP Retransmit Config Parameters
FlexConnect Groups :
2 i g ¥
==l Slokal.Confiy AP Retrensmit Count 5

¥ FlexConnect ACLs TCP Adjust MSS (IPv4: 536 - 1363, IPv6: 1220-1331) (1250 AT =

FlexConnect VLAN TCP M55 is Globally Enabled
Templates LED State Ensble ¥ YEAN [a9ing
Network Lists LED Flach State 0 (1-3600)seconds VLAN Tagging Enabled
b 802.11a/n/ac Indefinits mDNS Configuration
b B02.11bfg/n ® Disable mMONS Srooping Enabled
b Media Stream USE Module ID USE Module VLAN List
Application Visibility Override
r And Control L
USE Madule Status 7 =
Lync Server TrustSec Config
USBE Module Operational State Not Detected

Country CMX Services

CLIOA|A:




(G sco Controller) >show ap config general tiagoAPch. 98El. 3DEC

Cisco AP ldentifier........ ... .. 13

Cisco AP NamE. . . ... ti agoAPcb. 98E1. 3DEC
[...]

Admi nistrative State .......... ... . ... . ... ADM N_ENABLED
Qperation State ......... ... REGQ STERED
Mrroring Mode ... ... . Di sabl ed

AP Mode ... Local

Public Safety ..... ... . . .. . Di sabl ed

AP SubMbde . ... ... Not Confi gured
Rogue DeteCtion ....ceeeeeeecccccccosssascscccnnsns Enabled

Rermote AP Debug ....... ... ... Di sabl ed
Logging trap severity level ..................... i nf ormati onal
KPI not configured ......... .. ... ... .. ... ... ....

Loggi ng syslog facility ........ ... ... ... ... ... kern

SIW Version ... 8.8.120.0

Boot Version .......... . ... 1.1.2. 4

[...]

Power Type/Mode. ... ... ... ... PoE/ Ful | Power
Number OF Slots........ .. . ... 3

AP Model .. Al R- AP3802I - | - K9
AP I MBOE. . AP3G3- KOV8- M
CisSCO 105 VerSi ON. . ..ot e 8.8.120.0
Reset Button............. .. . ... Enabl ed

AP Serial Number....... ... ... ... . . . . . FA.2114A4SU
[...]

(Cisco Controller) >config rogue detection enable ?

al | Applies the configuration to all connected APs.

<Ci sco AP> Enter the name of the Cisco AP.

EH 2 AP= I M'E/DCA Bt A5t 71| Tef|ofMof et cHELICH HIQI7F &M'Eol Ct
E Aol = B2 HERIH ZLIE ZE APt Qi B AEER{7I HIQIZIE AlHE = lg
L—IEP CtSE 2fQlsted™ o] BHES AAELICH

(Cisco Controller) >show advanced 802.1la monitor

Defaul t 802.11a AP nonitoring

802.11a Monitor Mdde. ... ...... ... . enabl e

802. 11a Monitor Mde for Mesh AP Backhaul ... ... di sabl e

802.11a Monitor Channels......ccceeeeeeccccnces Country channels
802. 11a RRM Nei ghbor Di scover Type............. Transpar ent

802. 11a RRM Nei ghbor RSSI Nornmalization........ Enabl ed

802. 11a AP Coverage Interval................... 90 seconds
802.11a AP Load Interval ....................... 60 seconds

802. 11a AP Monitor Measurenment Interval........ 180 seconds

802. 11a AP Nei ghbor Timeout Factor............. 20

802. 11a AP Report Measurement Interval......... 180 seconds

. H|2I7} APE= SSIDE 22 =5
. HIRI7} AP2| MAC A7} Rl=Et
glct
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. 2% BC APE H|QI7H3E cycle 180x3)2 B XI5t Ol ZICH 92 0| A2 £ Ql&Lc.
. Cisco APE 38 o ®{'H(4.9Ghz)Tt 22 F o0 A HIQIZIE HXIE = ‘BZ'SL—lEP
. Cisco APE= FHSS(Frequency Hopping Spread Spectrum)0llAM 2t S 3t= H|QI7HE ZX|E &
eigLct.
K88 ClHa

(Cisco Controller) >debug client

(I'f rogue mac i s known)
(Cisco Controller) >debug client 50:2f:a8:a2:0a:60

(Cisco Controller) >*apfRogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Found Rogue AP
50: 2f : a8: a2: 0a: 60 on slot O

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8:a2: 0a: 60 New RSSI report from AP

00: 27: e3:36:4d: a0 rssi -55, snr 39 wepMbde 81 wpaMde 86, detectinglradtypes :20

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue SSID tinestmap set to 1559724417.
Detecting |Irad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:0a:60 SYNC for Channel (newold : 1/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8:a2:0a: 60 rg changed rssi prev -64, new -55

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Updated AP report 00:27:e3:36:4d: a0
rssi -55, snr 39

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Radi oType: 3 Iradlnfo->containSlotld = 2
ReceiveSlotld = 0 ReceiveBandld = 0

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue before Rule Oassification : d ass
mal i ci ous, Change by Auto State Threat Change by Auto

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue doesnt qualify for rule
classification : Cass malicious, Change by Auto State Threat Change by Auto

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Manual Contained Flag = 0, trustlevel =
7

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 ssidLen = 8 min = 8 50: 2f: a8: a2: Oa: 60

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 This rogue does not use ny ssid. Rogue
ssi d=buterfly

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue AP: 50: 2f:a8:a2:0a: 60 autocontain
= 2 Mde =7

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Checki ng | mpersonati on source

50: 2f : a8: a2: 0a: 60 detected by 00: 27: e3: 36: 4d: a0, FailCnt 0, node 7, apAuthEnabled on mac O,
ptype 318505456 nfp_supported 1

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Known AP 0 nfp global 0 AP Auth d obal 0
nfp I npersonation O ids flags 2

*apf RogueTask_2: Jun 05 08:46:57.111: 50:2f: a8: a2: 0a: 60 Rogue dient ssid: buterfly

*apf RogueTask_2: Jun 05 08:46:57.111: 50:2f: a8: a2: 0a: 60 Rogue dient ssid: buterfly



(Cisco Controller) >debug dotll rogue enable

(Cisco Controller) >emAeb: Jun 05 08: 39: 46. 828:

Debuggi ng session started on Jun 05 08:39:46.828 for W.C Al R CT3504- K9 Version :8.8.120.0 SN
: FCW2245MD9Y  Host name tiagoW.Ccb

*i appSocket Task: Jun 05 08:39:57.104: 00: 27: e3: 36: 4d: a0 Posti ng Rogue AP | app Report from AP for
processi ng Payl oad version:cl, slot:0 , Total Entries:5 numentries this packet:5 Entry index
10, pakLen: 285

*apf RogueTask_2: Jun 05 08:39:57.104: 00: 27: e3: 36: 4d: a0 fakeAp check: slot=0, entrylndex=0,
(Radi o_upTi me- now) =152838

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

b0: 72: bf: 93: e€0:d7 src b0: 72: bf:93:e0:d7 channel 1 rssi -59 ssid SMA1930072865

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

50: 2f: a8: a2: 0a: 60 src 50: 2f: a8: a2: 0a: 60 channel 1 rssi -63 ssid buterfly

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: al src 00: a3: 8e:db: 01: al channel 13 rssi -16 ssid

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: bO src a4:c3:f0:cf:db: 18 channel 40 rssi -26 ssid blizzard

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -28, snr 61 wephMde 81 wpalMbde 82, detectinglradtypes :30

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: b2 src 00: a3: 8e: db: 01: b2 channel 40 rssi -28 ssid

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: al Found Rogue AP: 00: a3: 8e:db:01:al on
slot O

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue SSID tinestnap expired. |ast
update at O Detecting lrad: 00:27:e3: 36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27: e3: 36: 4d: a0 fakeAp check: knownApCount =0,

t ot al NumOf RogueEnt ri es=5, #entriesThi sPkt=5, #total Entries=5

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -16, snr 76 wephMde 81 wpalMbde 82, detectinglradtypes :28

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27: e3: 36: 4d: a0 fakeAp check: avgNunOf Rogues[0]/10=4,
rogueAl arm niti at ed[ 0] =0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 SYNC for Channel (new old : 40/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 Rogue SSID tinestnap expired. |ast
update at O Detecting lrad: 00:27:e3: 36: 4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 rg changed rssi prev -28, new -28
*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e:db: 01:al SYNC for Channel (new old : 13/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -28, snr 61

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1l Updated AP report 00: 27: e3: 36: 4d: a0
rssi -16, snr 76

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Radi oType: 3 Iradlnfo->containSlotld =1
ReceiveSlotld = 0 ReceiveBandld =1

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue before Rule Classification : d ass
uncl assified, Change by Default State Alert Change by Default

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf:93: e0:d7 Created rogue client table for Rogue AP
at Oxfff0617238

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue is Rule candidate for : Cass
Change by Default State Change by Default

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Added Rogue AP: b0:72: bf:93: e0: d7
*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Applying Rogue rule to this MAC
*apf RogueTask_2: Jun 05 08:39:57.105: bO0: 72: bf: 93: e0: d7 Looki ng for Rogue b0: 72: bf:93:e0:d7 in

known AP tabl e
*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Rogue AP b0: 72: bf:93:e0:d7 is not found



either in AP list or neighbor, known or

uncl assified, Change by Default State Alert

*apf RogueTask_1: Jun 05 08:39:57. 105:
2

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

time 1200 for rogue AP bO: 72: bf: 93: e0: d7

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3:

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

b0: 72: bf : 93: €0: d7

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3:

ssid=

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

b0: 72: bf : 93: €0: d7

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3:

= 2 Mde = 2

*apf RogueTask_3: Jun 05 08:39:57. 105:

00: a3:

00: a3: 8e:

1 93:

:db:

1 93:

:db:

1 93:

:db:

db:

Mobility group AP lists
*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3:

8e: db: 01: b2 Rogue After Rule Classification : C ass
Change by Def aul t
8e: db: 01: b2 Manual Contained Flag = 0, trustlevel =

e0: d7 Schedul ed pending Time 184 and expiry
01: b2 ssidLen = 0 nin = 0 00: a3: 8e: db: 01: b2
e0: d7 Change state fromO to 1 for rogue AP

01: b2 This rogue does not use ny ssid. Rogue
e0: d7 rg change state Rogue AP:
01: b2 Rogue AP: 00: a3: 8e:db: 01: b2 autocontain

01: al Rogue detected by AP: 00:27:e3: 36:4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Checki ng | npersonati on source

00: a3: 8e: db: 01: b2 detected by 00: 27: e3: 36: 4d: a0, Fail Cnt 0, node 2,

ptype -155740480 nfp_supported 1

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: al Radi oType:

ReceiveSlotld = 0 ReceiveBandld = 0

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

00: 27:e3:36:4d: a0 rssi -59, snr 36 wephMde

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3:

Change by Default State Change by Default

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

report 00:27:e3:36:4d: a0 Rogue ssid change

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3:

*apf RogueTask_2: Jun 05 08:39:57. 105:
Detecting |rad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57. 105:
*apf RogueTask_3: Jun 05 08:39:57. 105:
uncl assified, Change by Default State Alert

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

rssi -59, snr 36

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3:

2

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:
*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3:

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72:

ReceiveSlotld = 0 ReceiveBandld = 0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3:

ssid=

*apf RogueTask_2: Jun 05 08:39:57. 105:
unconfi gured, Change by Defaul t

*apf RogueTask_3: Jun 05 08:39:57. 105:
= 2 Mvde = 2

b0: 72:

b0: 72:
00: a3:

bf: 93: e0: d7 New RSSI
81 wpaMbde 83, detectinglradtypes :20
8e:db: 01: al Rogue is Rule candidate for

bf: 93:
from

8e: db:
bf: 93:
bf: 93:
8e: db:
Change by Def aul t
1 93:
:db:
1 93:
:db:
1 93:

:db:

b0: 72: bf: 93: e0: d7 Rogue before Rule Cl assification :

St at e Pendi ng Change by

00: a3: 8e: db: 01: al

apAut hEnabl ed on nac O,

3 lradlnfo->containSlotld = 2

report from AP

Cl ass
e0:d7 Send Rogue Info Notificaiton for AP
to SMA1930072865

01:al Applying Rogue rule to this MAC

e0: d7 Rogue SSID timestmap set to 1559723997.

e0:d7 rg send new rssi -59

01:al Rogue After Rule Classification : dass

e0: d7 Updated AP report 00:27:e3: 36: 4d: a0

01:al Manual Contained Flag = 0, trustlevel =

e0: d7 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
01:al ssidLen = 0 min = 0 00: a3: 8e:db: 01: al

e0: d7 Radi oType: 3 lradlnfo->containSlotld = 2

01:al This rogue does not use ny ssid. Rogue

d ass
Def aul t

Rogue AP: 00: a3: 8e:db: 01: al autocontain



*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Rogue state is pending or |rad, cannot
apply rogue rule

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Rogue doesnt qualify for rule
classification : Cass unconfigured, Change by Default State Pendi ng Change by Default

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 Checki ng | npersonati on source

00: a3: 8e: db: 01: al detected by 00: 27: e3: 36: 4d: a0, Fail Cnt 0, node 2, apAuthEnabled on mac O,
ptype -155740480 nfp_supported 1

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Manual Contained Flag = 0, trustlevel =
1

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1l Known AP O nfp global 0 AP Auth G obal 0
nfp I npersonation 0 ids flags 6

*apf RogueTask_2: Jun 05 08:39:57.105: bO0: 72: bf: 93: e0: d7 Checki ng | npersonati on source

b0: 72: bf: 93: e0: d7 detected by 00: 27:e3: 36: 4d: a0, FailCnt 0, npde 1, apAuthEnabled on nac O,

pt ype 318505456 nf p_supported 1

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Known AP O nfp global 0 AP Auth G obal 0
nfp I npersonation 0 ids flags 2

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Found Rogue AP: 00: a3: 8e:db: 01: b0 on
slot O

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 rg new Rogue AP: bO0: 72: bf: 93: e0: d7

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: bO New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -26, snr 61 wephMde 81 wpalMbde 82, detectinglradtypes :32

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Rogue SSID tinestnmap set to 1559723997
Detecting |rad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -63, snr 5 wepMbde 81 wpaMde 86, detectinglradtypes :20

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 SYNC for Channel (new old : 40/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3: 36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue SSID tinestmap set to 1559723997.
Detecting |rad: 00:27:e3:36:4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 rg changed rssi prev -28, new -26

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8:a2: 0a: 60 SYNC for Channel (new old : 1/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -26, snr 61

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 rg changed rssi prev -65, new -63

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -63, snr 5

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Radi oType: 3 Iradlnfo->containSlotld =1
ReceiveSlotld = 0 ReceiveBandld =1

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Radi oType: 3 Iradlnfo->containSlotld = 2
ReceiveSlotld = 0 ReceiveBandld = 0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Manual Contained Flag = 0, trustlevel =
7

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue before Rule Classification : d ass
mal i ci ous, Change by Auto State Threat Change by Auto

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 ssidLen = 8 min = 8 00: a3: 8e: db: 01: b0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Manual Contained Flag = 0, trustlevel =
7



*apf RogueTask_3: Jun

ssid=blizzard

*apf RogueTask_2: Jun

*apf RogueTask_3: Jun
= 2 Mode =7
*apf RogueTask_2: Jun
ssid=buterfly
*apf RogueTask_2: Jun
= 2 Mode =7

*apf RogueTask_3: Jun

05

05

05

05

05

05

nfp I npersonation 0 ids

*apf RogueTask_2: Jun 05 08: 39:

08:

08:

08:

08:

08:

08:

39:

39:

39:

39:

39:

39:

flags

50: 2f : a8: a2: Da: 60 detected by
pt ype 318505456 nf p_supported

*apf RogueTask_2: Jun

05

nfp I npersonation 0 ids

*apf RogueTask_3: Jun

*apf RogueTask_3: Jun

*apf RogueTask_2: Jun

*apf RogueTask_3: Jun

*apf RogueTask_2: Jun

*apf RogueTask_2: Jun

*apf RogueTask_3: Jun
37, snr 50

*apf RogueTask_3:
*apf RogueTask_2:
*apf RogueTask_3:
-37, snr 50

*apf RogueTask_2:
-39, snr 43

*apf RogueTask_2:

Jun
Jun
Jun

Jun
Jun

*apf RogueTask_2: Jun

*apf RogueTask_2: Jun

*apf RogueTask_2: Jun
62, snr 32

*apf RogueTask_2:
*apf RogueTask_2:
-62, snr 32

*apf RogueTask_2:
known AP tabl e
*apf RogueTask_2: Jun
either in AP list or
*apf RogueTask_2: Jun
b0: 72: bf : 93: e0: d7
*apf RogueTask_2: Jun
b0: 72: bf : 93: e0: d7

Jun
Jun

Jun

*apf RogueTask_2: Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05
05

05
05
ne

05

05

05

08:

39:

flags

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:

08:
08:

08:
08: 39:
ghbor,
08: 39:

08: 39:

08: 39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:
39:

39:

57.

57.

57.

57.

57.

57.

57.

00:

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.
57.

57.

57.

105:

105:

105:

105:

105:

105:

00:

50:

00:

50:

50:

00:

a3:

2f:

a3:

2f:

2f:

a3:

8e:

as8:

8e:

as8:

as8:

8e:

db:

az2:

db:

az2:

az2:

db:

01:

Oa:

01:

Oa:

Oa:

01:

b0

60

b0

60

60

b0

Thi s rogue does not use my ssid. Rogue

ssidLen = 8 min = 8 50: 2f: a8: a2: Oa: 60

Rogue AP: 00: a3: 8e: db: 01: b0 aut ocont ai n

Thi s rogue does not use my ssid. Rogue

Rogue AP: 50: 2f: a8: a2: 0a: 60 autocontain

Known AP 0 nfp global O AP Auth d obal O

105: 50: 2f: a8: a2: 0a: 60 Checking | npersonation source

27:e3:36:4d: a0, FailCnt O, node 7,

105: 50: 2f: a8: a2: 0a: 60 Known AP 0 nfp gl obal

105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:

105:

105:
105:

105:

105:

known

57.

57.

57.

105:

105:

106:

a4:

a4:

b4:

00:

b4:

50:

a4:

a4:

b4:

a4:

b4:

b0:

b0:

50:

b0:

b0:
b0:

b0:

b0:

or

b0: 72:

b0: 72:

b0: 72:

Mobi

c3:

c3:

82:

a3:

82:

2f:

c3:

c3:

82:

c3:

82:

72:

72:

2f:

72:

72:
72:

72:

72:

foO:

foO:

fe:

8e:

fe:

as8:

foO:

foO:

fe:

foO:

fe:

bf :

bf :

as8:

bf :

bf :
bf :

bf :

bf :

cf:

cf:

54.

db:

54.

az2:

cf:

cf:

54.

cf:

54.

93:

93:

az2:

93:

93:
93:

93:

93:

db:

db:

b3:

01:

b3:

Oa:

db:

db:

b3:

db:

b3:

e0:

e0:

Oa:

e0:

e0:
e0:

e0:

e0:

18

18

14

b0

14

60

18

18

14

18

14

d7

d7

60

d7

d7
d7

d7

d7

apAut hEnabl ed on nac O,

0 AP Auth dobal 0

APF processing Rogue Cient: on slot O
Rogue Cient |Pv6 addr: Not known

APF processing Rogue Cient: on slot O
Rogue Cient ssid: blizzard

Rogue Cient |Pv6 addr: Not known
Rogue Cient ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -

rgc change from-38 RSSI -37
rgc change from-39 RSSI -39
Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi

Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi

APF processing Rogue Cient: on slot O
Rogue Cient |Pv6 addr: Not known
Rogue Cient ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -

rgc change from-61 RSSI -62
Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi
Looki ng for Rogue b0: 72: bf:93:e0:d7 in

Rogue AP b0:72:bf:93:e0:d7 is not found

lity group AP lists

bf:93: e0: d7 Change state from1 to 2 for

rogue AP

bf:93:e0:d7 rg change state Rogue AP:

bf:93:e0:d7 rg change state Rogue AP:



b0: 72: bf : 93: €0: d7

*apf RogueTask_2: Jun 05 08:39:57.106: b0: 72: bf: 93: e0: d7 Del eti ng Rogue AP: b0: 72: bf: 93: e0: d7

*apf RogueTask_2: Jun 05 08:39:57.106: b0: 72: bf: 93: e0:d7 Freed rogue client table for Rogue AP at

Oxfff0617238

*apf RogueTask_2: Jun 05 08:39:57.106: b0: 72: bf:93:e0:d7 rg delete for Rogue AP:
b0: 72: bf : 93: e0: d7
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(Cisco Controller) >debug dotll rogue rule enable

(Cisco Controller) >emAeb: Jun 05 09:12:27. 095:
Debuggi ng session started on Jun 05 09: 12:27.095 for W.C Al R-CT3504-K9 Version :8.8.120.0 SN
: FCW2245M)9Y Host name ti agoW.Cch

(Cisco Controller) >



*apf RogueTask_1: Jun 05 09: 12:57.135: 00: a3: 8e: db: 01: a0 Rogue Rule C assify Parans: rssi=-16,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154623, wep=1, ssid=blizzard slotld =0
channel = 13 snr = 76 dot 11physupport =

*apf RogueTask_3: Jun 05 09: 12:57.135: 00: a3: 8e: db: 01: a1l Rogue Rule O assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154683, wep=1, ssid= slotld = 0 channel = 13
snr = 77 dot 11physupport = 3

*apf RogueTask_1: Jun 05 09: 12:57. 135: ac: 22: 05: ea: 21: 26 Rogue Rule Cl assify Parans: rss
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=5790, wep=1, ssid=NOAD A2121 slotld
channel = 1 snr = 4 dot1lphysupport = 3

non
o ®
©

*apf RogueTask_1: Jun 05 09: 13: 27. 135: ac: 22: 05: ea: 21: 26 Rogue Rule C assify Parans: rssi=-89,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=5820, wep=1, ssid=NOAD A2121 slotld
channel = 1 snr = 4 dot1lphysupport = 3

*apf RogueTask_3: Jun 05 09: 13: 27.135: 50: 2f: a8: a2: 0d: 40 Rogue Rule C assify Parans: rssi=-62,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154353, wep=1, ssid=buterfly slotld
channel = 11 snr = 30 dot 11physupport =

*apf RogueTask_3: Jun 05 09:13:27.135: 50: 2f: a8: a2: 0d: 40 Rogue Classification:malicious,
RuleName:TestRule, Rogue State:Containment Pending

1
o

1
o

*apf RogueTask_3: Jun 05 09: 13:27.136: 00: a3: 8e: db: 01: a1l Rogue Rule C assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 ,client=0, duration=154713, wep=1, ssid= slotld = 0 channel = 13
snr = 77 dot 11physupport = 3

*apf RogueTask_1: Jun 05 09: 13:57.136: 00: a3: 8e: db: 01: a0 Rogue Rule C assify Parans: rssi=-16,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154683, wep=1, ssid=blizzard slotld =0
channel = 13 snr = 76 dot 11physupport =

*apf RogueTask_3: Jun 05 09: 13:57.136: 50: 2f: a8: a2: 0d: 40 Rogue C assification: malicious,

Rul eNane: Test Rul e, Rogue St at e: Cont ai nnment Pendi ng

*apf RogueTask_3: Jun 05 09: 13:57.136: 00: a3: 8e: db: 01: a1l Rogue Rule C assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154743, wep=1, ssid= slotld = 0 channel = 13
snr = 77 dot 11physupport = 3

Y A
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(Cisco Controller) >debug dotll rldp enable
1--- RLDP not avail able when AP used to contain only has invalid channel for the AP country code

*apf RLDP: Jun 05 12:24:41.291: 50: 2f: a8: a2: 0a: 61 Received request to detect Rogue

*apf RLDP: Jun 05 12:24:41.291: 50: 2f: a8: a2: 0a: 61 Entering apfFi ndd osestLrad

*apf RLDP: Jun 05 12:24:41.292: Rogue detected slot :0 Rogue contains Slotld :2

*apf RLDP: Jun 05 12:24:41.292: 50: 2f: a8: a2: 0a: 61 Invalid channel 1 for the country IL for AP



00:27:e3:36:4d:a0
*apf RLDP: Jun 05 12:
*apf RLDP: Jun 05 12:

24:
24:

*apf RLDP: Jun 05 12:24:41.292: Wiiting for ARLDP request

I--- ROGUE detected on DFS channel

*apf RLDP: Jun 05 12:43:16.659: 50: 2f: a8: a2: 0d: 4e Received request to detect Rogue

*apf RLDP: Jun 05 12:43:16.659: 50: 2f: a8: a2: 0d: 4e Entering apfFi ndd osestLrad

*apf RLDP: Jun 05 12:43:16.660: Rogue detected slot :1 Rogue contains Slotld :1

*apf RLDP: Jun 05 12:43:16.660: 50: 2f: a8: a2: 0d: 4e Our AP 00:27:e3:36:4d:a0 detected this rogue on
a DFS Channel 100

*apf RLDP: Jun 05 12:43:16.660: 50: 2f: a8: a2: 0d: 4e Cannot find any AP to perform RLDP operation
*apf RLDP: Jun 05 12:43:16.660: 50: 2f: a8: a2: 0d: 4e Exiting apfFi ndd osestLrad

*apf RLDP: Jun 05 12:43:16.660: Wiiting for ARLDP request

l--- RLDP is not supported on AP nmodel 1800i, 1810 OEAP, 1810W 1815, 1830, 1850, 2800, and 3800
Series APs

*apf RLDP: Jun 05 12:52:41.980: 9e:97: 26: a2: al: 1a Received request to detect Rogue

*apf RLDP: Jun 05 12:52:41.980: 9e:97:26:a2:al:1a Entering apfFindd osestLrad

*apf RLDP: Jun 05 12:52:41.980: 9e:97:26: a2: al: la Skipping RLDP on AP 94:d4:69:f5:f7:e0 AP Model:
AIR-AP1852I-E-K9

*apf RLDP: Jun 05 12:52:41.980: 9e:97:26: a2:al:1a Cannot find any AP to perform RLDP operation
*apf RLDP: Jun 05 12:52:41.980: 9e:97:26: a2:al:1a Exiting apfFi ndd osestLrad

*apf RLDP: Jun 05 12:52:41.980: Wiiting for ARLDP request

l--- Association TO ROGUE AP

*apf RLDP: Jun 05 15:02:49. 602: 50: 2f: a8: a2: 0a: 61 Received request to detect Rogue *apfRLDP: Jun
05 15:02: 49.602: 50: 2f: a8: a2: 0a: 61 Entering apfFi ndd osestLrad *apf RLDP: Jun 05 15: 02:49. 602:

50: 2f : a8: a2: 0a: 61 Ski ppi ng RLDP on AP 94:d4:69:f5:f7:e0 AP Mbdel :

05 15:02:49.602: Rogue

41.292: 50: 2f: a8:
41.292: 50: 2f: a8:

detected slot :0

50: 2f : a8: a2: 0a: 61 Monitor Mode AP found

*apf RLDP: Jun 05 15:02:
0, channel 1

*apf RLDP:
*apf RLDP:

05
05

15:
15:

02:
02:

Jun
Jun
*apf RLDP: Jun 05 15:02:
Sl ot 0

*apf RLDP:

Jun 05 15:02:

Jun 05
to TRUE

*apf RLDP: 15: 02:
swi t ched
*apf RLDP: Jun 05
*apf RLDP: Jun 05

RLDP State(2)

15:
15:

02:
02:

05
05

15:
15:

02:
03:

*apf RLDP:  Jun
*apf RLDP:  Jun
RLDP State(2)

*apf RLDP: Jun 05 15:03:
*apf OpenDt | Socket: Jun
*apf OpenDt | Socket: Jun

*apf RLDP: Jun 05 15:03:
50:2F:A8:A2:0A:61

l--- Attenpt to get ip
*apf RLDP: Jun 05 15:03:
*apf RLDP: Jun 05 15:03:

49. 602: 50: 2f: a8:

49.
49.

602:
602:

50:
50:

2f:
2f:

as8:
as8:

50. 102: 50: 2f: a8:

50. 102: 50: 2f: a8:

50. 102: b4: de: 31:

50.
55.

302:
346:

50:
50:

2f:
2f:

as8:
as8:

55.
00.

346:
390:

50:
50:

2f:
2f:

as8:
as8:

00.
05
05

390: 50: 2f: a8:
15: 03: 00. 608:
15: 03: 00. 808:

00. 870: 50: 2f: a8:

f rom ROGUE

00. 870: 50: 2f: a8:
00. 870: 50: 2f: a8:

a2:0a: 61 Cannot find any AP to perform RLDP operation

a2:0a: 61 Exiting apfFindd osestLrad

b4:de:31:a4:e0:30 with RSSI -61
a2: 0a: 61 found cl osest nonitor

a2:
a2:

Oa:
Oa:

61
61

Exi ti ng apfFi ndCl osestLrad
Found RAD: Oxff d682b5b8,

a2:0a: 61

a2:0a: 61 WARNING !'!'!I'l nmscb al ready exi sts!

ad:e0:31 In rldpSendAddMbbi | e: 724 setting Central

a2:
a2:

Oa:
Oa:

61
61

rldp started association,
RLDP coul d not finish the

attempt 1

a2:
a2:

Oa:
Oa:

61
61

ridp started associ ation,
RLDP coul d not finish the

attenpt 2

a2:0a: 61 rldp started association, attenpt 3
apf RoguePr eanbl e 0 nobil e b4:de: 31: a4: e0: 31.
50:2f:a8:a2:0a:61 RLDP state RLDP_ASSOC_DONE (3).

a2: 0a: 61 Successfully associated with rogue:

a2: 0a: 61 starting dhcp
a2: 0a: 61 Initializing RLDP DHCP for rogue

Al R- AP1852| - E- K9 *apf RLDP: Jun
Rogue contains Slotld :0 *apf RLDP: Jun 05 15:02: 49. 602:

AP b4: de: 31: a4: e0: 30 sl ot

slotld = 0, Type=1

AP b4: de: 31:a4:e0:30 dient b4:de:31:a4:e0: 31

association in tinme.

association in tinme.



50:2f:a8:a2:0a:61
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:

50: 2f : a8

*apf RLDP:
*apf RLDP:

50: 2f : a8

*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

Jun 05 15:
Jun 05 15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

Jun 05 15:

:az2:0a: 61

Jun 05 15:

Jun 05 15:

:az2:0a: 61

Jun 05 15:

Jun 05 15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:
03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:
03:

03:
03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

00.
00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.
10.

10.
10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

870:
870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:
877:

877:
877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

878:

50: 2f : a8: a2:
b4: de: 31: a4:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:

DHCP opti on:

[ 0000]

b4: de: 31: a4:

50: 2f : a8: a2:

50: 2f : a8: a2:
50: 2f : a8: a2:

50: 2f : a8: a2:
b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

b4: de: 31: a4:

Oa: 61 RLDP DHCPSTATE_INT for rogue 50: 2f: a8: a2: Oa: 61

e0: 31 BOOTP[rl dp] op: REQUEST

e0: 31 ht ype: Et hernet

e0: 31 hlen: 6

e0: 31 hops: 1

e0: 31 xi d: Ox3dalf13

e0: 31 secs: O

e0: 31 flags: 0x0

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

Oa: 61 RLDP DHCP SELECTI NG for rogue 50: 2f: a8: a2: Oa: 61

Oa: 61 Initializing RLDP DHCP for rogue

Oa: 61 RLDP DHCPSTATE_INT for rogue 50: 2f: a8: a2: Oa: 61

e0: 31 BOOTP[rl dp] op: REQUEST

e0: 31 ht ype: Et hernet

e0: 31 hlen: 6

e0: 31 hops: 1

e0: 31 xi d: Ox3dalf13

e0: 31 secs: O

e0: 31 flags: 0x0

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0



*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:

Jun

Jun

Jun

Jun

Jun

Jun

Jun 05 15:
50: 2f: a8: a2: 0a: 61

Jun 05 15:
Jun 05 15:
50: 2f: a8: a2: 0a: 61

Jun 05 15:
Jun 05 15:

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun 05 15:
50: 2f : a8: a2: Oa: 61

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:

03:

03:

03:

03:

03:

03:

03:
03:

03:
03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

10.

10.

10.

10.

10.

10.

10.

10.
20.

20.
20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

878:

878:

878:

878:

878:

878:

878:

878:
885:

885:
885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
DHCP opti on:
[ 0000]
b4: de: 31: a4:
50: 2f : a8: a2:

50: 2f : a8: a2:
50: 2f : a8: a2:

50: 2f : a8: a2:
b4: de: 31: a4:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
DHCP opti on:

[ 0000]
b4: de: 31: a4:

50: 2f : a8: a2:

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

Oa: 61 RLDP DHCP SELECTI NG for rogue 50: 2f: a8: a2: Oa: 61

Oa: 61 Initializing RLDP DHCP for rogue

Oa: 61 RLDP DHCPSTATE_INT for rogue 50: 2f: a8: a2: Oa: 61

e0: 31 BOOTP[rl dp] op: REQUEST

e0: 31 ht ype: Et hernet

e0: 31 hlen: 6

e0: 31 hops: 1

e0: 31 xi d: Ox3dalf13

e0: 31 secs: O

e0: 31 flags: 0x0

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

l--- RLDP DHCP fails as there is no DHCP server providing |P address
*apf RLDP: Jun 05 15:03: 20. 885: 50: 2f: a8: a2: 0a: 61 RLDP DHCP FAILED state for rogue

50: 2f: a8: a2: 0a: 61 *apf RLDP: Jun 05 15:03:20.885: 50: 2f: a8: a2: 0a: 61 DHCP fail ed *apf RLDP: Jun 05
15: 03: 20. 885: Waiting for ARLDP request

HE ALY



1. O| A A B2 HIQIZ7} &= 0|M =522 RLDPE A|&fErLICH
2. M7|xo 2 RLDPE o eFgtLct.
3.RLDPE EH E&= ZLEH ZE APO| 5 = &LICH CHE 2| &%E 7Is8 50 2
CO|P1E MH|AO| CHEE W&F2 Qlol7| fldl 7S 8 B2 RLDPE ZLIE 2= AP 755
OF grL|Ct 2Lt o] HE A= 5742l EZH 2= APOICE 2LIE 2= AP 2HE|0|&

17§l 2LIE{ 2E APE YEIMOI H|E 2 #+5Fal{oF & LICH M3 wiPS ZL|E ZEQ|APL

O] Ztdoll #&E + A&LICH

H|I7t B X|7] AP

H|°|7P B X|7]e I HIQI7t & =2 AP 2£0iM 0| BHEES Soll & e = J&LICH /M HIQI7HS| B
¢ Zcia7t 48 dEiZ OIS EL

ti agoAP. 6d09. ef f O#show capwap rm rogue detector
LWAPP Rogue Detector Mode
Current Rogue Tabl e:

Rogue hindex = 0: MAC 502f.a8a2.0a6l, flag = 0, unusedCount = 1
Rogue hindex = 0: MAC 502f. a8a2.0a60, flag = 0, unusedCount =1
Rogue hindex = 7: MAC 502f.a8a2.0d41, flag = 0, unusedCount =1
Rogue hindex = 7: MAC 502f. a8a2.0d40, flag = 0, unusedCount = 1

l--- once rogue is detected on wire, the flag is set to 1

AP 2&°| #8% ClHa HY

Rogue_Det ect or #debug capwap rm rogue detector

*Jun 05 08:37:59.747: ROGUE_DET: Received a rogue table update of length 170
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023. ebdc. lac4

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. lach

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. laca

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. lach

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. lacc

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. lacd

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0023. ebdc. lacf

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0024. 1431. e9ef

*Jun 05 08:37:59.747: ROGUE_DET: Got red mac 0024. 148a. caz2b

*Jun 05 08:37:59.748: ROGUE_DET: Got red mac 0024. 148a. ca2d

*Jun 05 08:37:59.748: ROGUE_DET: Got red mac 0024. 148a. caz2f

*Jun 05 08:37:59.748: ROGUE_DET: GCot red mac 0024. 14e8. 3570

*Jun 05 08:37:59.748: ROGUE_DET: GCot red mac 0024. 14e8. 3574

*Jun 05 08:37:59.748: ROGUE_DET: Got red mac 0024. 14e8. 357b

*Jun 05 08:37:59.748: ROGUE_DET: GCot red mac 0024. 14e8. 357c

*Jun 05 08:37:59.749: ROGUE_DET: Got red mac 0024. 14e8. 357d

*Jun 05 08:37:59.749: ROGUE_DET: Got red mac 0024. 14e8. 357f

*Jun 05 08:37:59.749: ROGUE_DET: Got red mac 0024. 14e8. 3dcd

*Jun 05 08:37:59.749: ROGUE_DET: Got red mac 0024. 14e8. 3ff0

*Jun 05 08:37:59.749: ROGUE_DET: Got red mac 0024. 14e8. 3ff2

*Jun 05 08:37:59.774: ROGUE_DET: Got red mac 0040. 96b9. 4aec

*Jun 05 08:37:59.774: ROGUE_DET: Got wired nmac 0040.96b9. 4b77

*Jun 05 08:37:59.774: ROGUE_DET: Flushing rogue entry 0040.96b9. 4794
*Jun 05 08:37:59.774: ROGUE_DET: Flushing rogue entry 0022.0c97. af 80
*Jun 05 08:37:59.775: ROGUE_DET: Flushing rogue entry 0024.9789. 5710
*Jun 05 08:38:19.325: ROGUE_DET: Got ARP src 001d. alcc. Oe9e

*Jun 05 08:38:19.325: ROGUE_DET: Got wired mac 001d. alcc. Oe9e

*Jun 05 08:39:19.323: ROGUE_DET: Got ARP src 001d.alcc. Oe9e

*Jun 05 08:39:19.324: ROGUE_DET: Got wired mac 001d. alcc. Oe9e

£ £ £ ssss 555582282822
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*apf RogueTask_3: Jun 06 13: 25:11. 840:
-33, snr 59

*apf RogueTask_3: Jun 06 13: 25:11. 840:
known AP tabl e

*apf RogueTask_3: Jun 06 13: 25:11. 840:
either in AP list or neighbor, known
*apf RogueTask_3: Jun 06 13: 25:11. 840:
Cont ai nient Level 4 |evel 4

*apf RogueTask_3: Jun 06 13: 25:11. 840:
*apf RogueTask_3: Jun 06 13: 25:11. 840:
ReceiveSlotld = 1 ReceiveBandld =1

*apf RogueTask_3: Jun 06 13:25:11. 840: 00: a3: 8e: db: 01: b0 Rogue before Rule C assification :
malicious, Change by Auto State Contained Change by Auto

*apf RogueTask_3: Jun 06 13: 25:11.840: 00:
Change

classification : Cass nalicious,

*apf RogueTask_3: Jun 06 13:25:11.840: 00:

6

*apf RogueTask_3: Jun 06 13:25:11.840: 00:

= 1 Mode = 6

*apf RogueTask_3: Jun 06 13:25:11.840: 00:
4 |i neNurber

apf RogueCont ai nrent Level
apf Updat eRogueCont ai nent St at e

06
06

13:25:11. 840:
13:25:11. 840:

*apf RogueTask_3: Jun
*apf RogueTask_3: Jun
slotid 1

*apf RogueTask_3: Jun
rogue

*apf RogueTask_3: Jun 06 13:
*apf RogueTask_3: Jun 06 13:
contains slot 1 for detecti
*apf RogueTask_3: Jun 06 13:
rogue

*apf RogueTask_3: Jun
RSSI = -28

*apf RogueTask_3: Jun
RSSI = -31

*apf RogueTask_3: Jun
RSSI = -33

*apf RogueTask_3: Jun 06 13: 25:
= -28 totClientsDetected = 2
*apf RogueTask_3: Jun 06 13: 25:
= -31 totClientsDetected = 2
*apf RogueTask_3: Jun 06 13:25:
= -33 totClientsDetected = 1
*apf RogueTask_3: Jun 06 13: 25:11. 840:
00: 27: e3: 36: 4d: a0. Cont ai nnent node 1
*apf RogueTask_3: Jun 06 13: 25:11. 840:
00: 27: e3: 36: 4d: a0. Cont ai nnent node 1
*apf RogueTask_3: Jun 06 13: 25:11. 840:
b4: de: 31: a4: e0: 30. Contai nnent node 1

06 13:25:11. 840:

25:
25:
ng

25:

11. 840:
11. 840:
I rad 00:
11. 840:
06 13:

25:11. 840:

06 13:25:11. 840:

06 13:25:11. 840:
11. 840:
11. 840:

11. 840:

00: a3: 8e: db: 01: b0 Updated AP report

00: a3: 8e: db: 01: b0 Looki ng for

b4: de: 31: a4: e0: 30 rssi

Rogue 00: a3: 8e:db: 01: b0 in

00: a3: 8e: db: 01: b0 Rogue AP 00: a3: 8e: db: 01: b0 is not found
Mobility group AP lists
00: a3: 8e: db: 01: b0 Rogue in sane state as before : 6

or

00: a3: 8e: db: 01: b0 Rogue detected by AP: b4:de: 31: a4: e0: 30

00: a3: 8e: db: 01: b0 Radi oType:

00:
00:

00:
00:
00:
27:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:

2 lradlnfo->containSlotld = 1

Class
a3: 8e: db: 01: b0 Rogue doesnt qualify for rule
by Auto State Contained Change by Auto
a3: 8e:db: 01: b0 Manual Contained Flag = 0, trustlevel =

a3: 8e:

a3: 8e:

8225

a3:
a3:

a3:

a3:

a3:

e3:

a3:

a3:

a3:

a3:

a3:

a3:

a3:

a3:

a3:

a3:

8e:
8e:

8e:

8e:

8e:

36:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

db: 01: b0 Rogue AP: 00:a3:8e:db:01:b0 autocontain

db: 01: b0 apf RogueMode : 6

apf RogueManual Cont ai ned :
db:
db:
db:
db:
db:
4d:
db:
db:
db:
db:
db:
db:
db:
db:

db:

db:

01:
01:

01:

01:

01:

a0.

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

b0
b0

b0

b0
b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

0 function :

Trying Containment on 1 band for rogue
Ski ppi ng xor radio for 1 band and cont
Found O channels to try contai nment for

Trying Contai nment on 2 band for
Rogue detected on detected slot O

rogue

Found 1 channels to try contai nment for
RSSI SORTED AP MAC 00: 27: e3: 36: 4d: a0
RSSI SORTED AP MAC 00: 27: e3: 36: 4d: a0
RSSI SORTED AP MAC b4: de: 31: a4: e0: 30
Det ecti ng AP MAC 00: 27: e3: 36: 4d: a0 RSSI
Det ecti ng AP MAC 00: 27: e3: 36: 4d: a0 RSSI
Det ecti ng AP MAC b4: de: 31: a4: e0: 30 RSSI
Rogue al ready contai ned by AP

Rogue al ready contai ned by AP

Rogue al ready contai ned by AP



*apf RogueTask_3: Jun 06 13:25:11.840: 00:a3:8e:db: 01: b0 Contains rogue with 3 container

AP(s) .Requested containment level : 4

*apf RogueTask_3: Jun 06 13:25:11.840: 00: a3: 8e: db: 01: b0 Checki ng | npersonati on source

00: a3: 8e: db: 01: bO detected by b4:de: 31:a4:e0:30, FailCnt 0, node 6, apAuthEnabled on mac O,

pt ype 318505456 nf p_supported 1

*apf RogueTask_3: Jun 06 13:25:11.840: 00: a3: 8e: db: 01: b0 Known AP O nfp global 0 AP Auth G obal 0
nfp I npersonation 0 ids flags 3
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