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WLC(Wireless LAN Controller)= 2|5 DHCP MH{E Al&3tE B2 5 7}X| DHCP %] ZEE X|
24stL|C}.

- DHCP ZEA| 2E
. DHCP EE2|X B2

DHCP TS Al 2=E= DHCP A—II:I-I

ot FM Zeto|HE zto| DHCP EiZ Moy CHEt E ot & M|o1E
| H DHCP ¥ 7|5 &2 &L

|Ct. DHCP EE2|& ZE= DHCP EZHM Mol HEE
o= SME MSgch

Z2t0|ME DHCP o= DHCP E2|
IEANRE
2] DHCP |2 X o

giaddr =H o] ofL|R

siaddr &= of| otL|R

W2 LHE = o ot

0|83t L7t ™

geixiog |0 o2

=M 82 X|H o oL

RLIFHAEN E

2CAE o ot

BOOTP X|H olL|e Jup

IZIEA 2I8|0| of|0|ME = M5 SUFH 70| oL Ct.
REC Hl'l_'ll'7—=|| |9|' EE'” | .”|_| - S °| OXE/\E HI:I_ | |'|=| | |' O|'L|9._
DHCP E2|& EE&= ™A RFC #'d &8 <l HEELICt

DHCP ZEA| EE

DHCP ZE Al 2E UWER3 3o MEstX| &L AEEHE ol 7| |Ssto &
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9_45%34 It 1P FAE YEHM o2 Z2t0|MEo]| CiEt ZE DHCP EZHTHMO| AA P FAR A
=

Fa
ELICH et AN DHCP MH IP =471 2IF ol & E[X| &LICt O] 7ty IPE ZEEEQ
DHCP ESHE Mol CHEr CIH E30f EAIELICH 2L 7HY IP FAE A85HH §H R2
ZEto|HUE| EXT7E YA + U&LICH

DHCP ZZ Al 2 sHeie Cf U HicHE ZYUEE| Z2E 2 250 chal SUs S5 KXIFL
=
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MAIE & EBFMO| AIHE W7HK| S U DHCP MHE Sl ARELICH ojuf Z= Al Zatol
HEoi CisH CHE DHCP MHE MEigLIC
DHCP ZEAlE 7Moo 2 g4dstElof &Lt S4lsts 2E HEB2{0| DHCP Z2A| MY
O| S YsloF gLict
. 21 DHCP 844 827t SHI2 | 255247 DHCP T2 AIE 2A4stsHok BLICH
ZEANDASE
h&:& Cirarimiar Mﬁ Handling of Packets for Local Clients

1) DHCP Disc 1) Client sends DHCP discover as all-subnets broadcast

T - 2} Conftrolier unicasts DHCP discover to DHCP servers

4]} DHCP Offar

5) DHCP Request
-

8) DHCP ACK

ot

ZE Al 2 BA

ZHEEE{7} DHCP ZEA| 2=0f /2 [ DHCP m{Z!2 DHCP MHZ *

C}
=
DHCP MHZ T g L|ct. 22+0|E DHCP THZof| 2

M DHCP I}

2) DHCP Discover

3) DHCP Offer
-

6) DHCP Request

T) DHCP ACK

F12 REAISH
AE oH

configured on WLAN with WLAN IP address as source
3) DHCP server sends DHCP offer to controller (only
first offer received by controller is processed. All others
are dropped by proxy)

4) Conftroller unicasts DHCP offer to client with option 54
and source address set as controller's virtual IP (clients
now believes controller is DHCRP server)

5) Client sends DHCP request to virtual IF address

6) Controller unicasts DHCP request from WLAN IP
address to DHCP server which returned the first offer 1o
the client

T) DHCP server send ACK to controller

8) Confroller unicasts ACK from the virtual IP (o the
Client

g ®oFotLfet Az
A= 2= DHCP =
Z10

|
A
M2 ZHEE D DHCP mI{Z!/oi| SAFEILICE CHR A3 24F oo M= DHCP 2% 1iZ!of| CHEH O|E &

oiF L|ctH.

x4
=

Zcto|
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Ol A3 BIXE2 ZEI0|ME
X 2/ DHCP ACK7} EA|ZILICH. DHCP £

o] ZHE0i A

DHCP &40| EA|ELICH

B2 m%! 4% @ILICH. DHCP Z44, DHCP 21, DHCP &
ZZ E AE| 1 boot p protocol detail O| &% |04



Fafiads _DHCP proxy_cliand, peap - Wirezhark
Bl G Wew o Captue Snafoe  Toaieiics ook Help

Do ERXSE A++»9T2 BE acamn ansk B
Fiter: [BoOER = Eapeesson.. Oea Apoks

| Fes. - Fipee: S D trapharins Pragoagl Irlu

255255 259, 755 DHOR oHCP Discover - Transaction I0 OxBO0Sed2a7?
258 299, 2R, 293 CHCP P DiECover - Tranfaction 10 OxB0ded2a?
30,001, 2.4 CHOP: offer = Transaction I0 OxBOSedZa7

# Frame 4 (356 Enmes on wire, FI3§ Enmed Caprured)

# EThdrnat 11, Src: Duffalo_T3:02:00 (0016101702300, 05T DroRdcast (PPIPRPFIfFIFFIrr)
# Interner Protocold, Srod 0.0,0.0 00.0.0.00, DET: 295.2%5. 255,295 C295.293.255.255)

# User patagram Protocel, Sro Port: boorpo (68), DSt Porr: boorps (67)

MESSAGE TYER! BOOT Afquast (1)

Hirdware TYEE ! ETharnet

Hardware acddress lemgrh: &

Hops: O

Transaction §0: OwBOGed2a7

feconds elapsed: 2 {Mttle endian bug?)
Bootp flags: 0w0D00 (undcast)

£1ent P address: 0.0.0.0 €0 0.0.00

vour {client) IP address: 0.0.0.0 00.0.0.00
Wext s&rver TP address; 0.0.0.0 {0.0.0.00
Relay agent IF address: O.0.0.90 {0.0.0.90
Client Mas pddress: euffalo 7308000 (0016017302000
Server host name not given

Baot File nase fot given

Magic cookie: (o)

=

# fption: (Ueil,T=l) DHCP MESTAQRE TYPE = DHCF EegEET
® option: (pedd, =7} Cliant 1dantifies
& oprtiom: (E=50, =4} ApguddTed 1P addrags = §0.101.2.4
& oprion: (r=id, =4} Sprvar TdamTifier = 1.1.1.3
& opriom: (T=12,T=10) HOST MASE = "LEMOWO-TEL"
& oprtiom: (re81,7=14) Cliant Fully Gualifisd comalin Kase
& oprion: (rebd, 1=8) vendor class fdencifier = "NEET 5.07
& oprion: fr=55, T=11) ParameTer Sequest List
Erd Option
ﬁMMRHHMI.JWHH Pachstn: 35 Duplaeed: 5 Markea)- O Frofie: Defwuk

Kb B

O| A3 B2 MHO| R0 B2 miZ! X ULICH 9ol of| @t OF&F7FX|Z DHCP discover,
DHCP offer, DHCP request % DHCP ACKE 204 ELIC}. J2{L} Ol ZHEEE{7t DHCP Z5A|
o| 7|22 F&¢& WiZILIC} CHA| DHCP 80| Z X E A|E|1T boot p protocol detail O] & & £|0
DHCP SM0| ZA|E/LIC 22t0[EQS| DHCP & miZ!at SYgLct 5t WLC Z S A7 TfZ!
2 2alolstn ! FAE Z X EAIFLC



Buffalo_HCP proay_poribirnor, peap - Wireshark
Dl [ Yew 0 Cebre Grabos  Raistil  Jodk el
Hddaee EEXR2E A++»aT2 BH Al a8 K B

Fiter: [BSTR * Expression... Do Apply

M. = T Linrin nritirad o Padad ]
1082 27.4%8751 0, 101, 0011 11.0.6.11 DHCP OHCP Dlscovir - Teardaction ID Oxdd 886332
I.WE 2'-" -li-WS-'l- 11.0.0.11 ¥0.001.0.11 DHCP bﬂ:ﬁ offar = 'l-'l'lﬁﬂﬂ‘iul"l In wm:az

T8t Ton

Tramsaction 10 WIHH?

1087 27.461641 11.0.0,41 50,101, 0.11 BHP OWP ACK
*

Frame 1086 (362 Inytes on wire, 361 EyEes Caprisad)

EThérnet II, Srcd C180o_TLIiTH:07 CO0:19:aa:TL:T75:07), Dat: Cleco _BRiRd:48 (00:1%9:aF:b2 :Fd:48)
IAternet Protodal, Sre: S00100.0.31 (50.104.¢.117, pat: 11.0.0.11 (21.0.0.11)
EEr Catagram Protocol, Src Port: bootps (7)), Dst Port: bootps (&7)
Bootstrap Protocal

HOZSage Typa! Bo00T Request (1)

Hardwars Typé: ETharnet

Hardware address lamgrh: &

Hops: 1

Tramgactlion I0: OxdadBdiz2

feconds elapsed: O

Bootp flags: OxpOD0 (unicast)

i EEHEE

Eldent 2P address: 0.0.0.0 (0.0.0.00
v (Client) [P addegss: 00000 COLO.0.40)
MEAT FErule IP acdrass: O.0,0.0 (0.0, 0.0)

Ralay agent IF address: 50.101.0.138 (50.1000,4.11)
Client sMas yddredd: B PE1e_T3:02 :0b (00160l :TEi02 00
Tarver hoft name not glven

Boot Flle name not glven

Haglc cookie: (o)

aprion: fr=5%3,1=1% BHIPE Hassage Typld = DHOP BRQUEST
aprion: (=41, 1=7) S11ent Sdantifier

option: (T=50,1=4) Regeested IF Address = $0,104.2.4
option: (T=94, =4} Serves Tdentifier = 11.0.9.11
option: {E=12,1=10) HModt Hame = “LEHMAO-THL™

option: (E=81,7=147 Client Fully Cusalified Comiin Mame
option: {t=80,1=8) vendor class {dentifier = “MEFT 5.0°
aprion: fr=5%5,1=11% Parameter Reoguest List

End Sption

Packding

pl'h “CriDenumants ancd Settrgalatuiderspy Dooumentiifu sldbera IRCE Doosment|Buff o DHOP. | Packebi- 1224 Deplypedt o Markesd: 0 Profia: Dof it

= EERERERER=E

T2 A| HI| 28 0|M of

ZAEEZ{E DHCP ZE A2 AI25l2{H ZHEEZ{0|AM DHCP ZEA| 7|52 & A35}8l ok &uct.
7I%"—.°E 0| 7|2 &/ d3tE|o] U&LICH DHCP ZE A|E &/d35}5t7| /61 O CLI H-EE AIE
& 4= l&LICt DHCP M 2| Controller(ZAEE24) H O|X|0fl U= GUINIME SUSH 7|52 A
g = A&t

<#froot>

(Cisco Controller) >
config dhcp proxy enable
(Cisco Controller) >

show dhcp proxy
DHCP Proxy Behavior: enabled
DHCP Z = A|7} 555242 DHCP MEIAT} B2 8t 2 ZAE 82 QIE{H 0| A 0] 7| DHCP MEHE

TdstiofF B LICH DHCP M= # 2| QIE{H 0|4, ap-manager QIE{H O|A & S QIE{H O|A MM
TAE = &Lt ZE QlE{H o] A0 CHEH DHCP AMEE 78357 @8l 0248 CLI BHES A8 E



<#root>
(Cisco Controller) >

config interface dhcp ap-nmanager prinary

(Cisco Controller) >

config interface dhcp nmanagenent prinary

(Cisco Controller) >

config interface dhcp dynamic-interface

primary

DHCP E2|E 7|52 ® ddol22 HEED Lol 2E DHCP ERMMo| B2 ELct
=Xl &
O|= Cisco2| debug dhcp packet enable BE S A ETLICH CIHI = MAC 47} 00:40:96:b4:8c:e1¢!

=
Z2l0|HHEREE{ DHCP &2 £ 45t DHCP AMB{of DHCP L& ™45t DHCP MHEER
Bl SEHE £4l5t1 22I0|¢1E0| DHCP NME2& M&sle HEEE Eo{ELICH

<#root>
(Cisco Controller) >

debug dhcp nessage enabl e

Thu Jun 25 21:48:55 2009: 00: 40: 96: b4: 8c: el DHCP recei ved op BOOTREQUEST (1)



(len 312, port

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Thu

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Jun

(1 ocal

Thu

Thu

Thu

Jun

Jun

Jun

flags:

Thu
Thu
Thu
Thu

Thu

server.

Jun
Jun
Jun
Jun

Jun

25
25
25
25
25
25
25
25
25
25

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

29,

55
55
55
55
55
55
55
55
55
55

25 21:48:55

address 192.

25 21:48:55

25 21:48:55
hlen: 6, hops: 1
25 21:48:55

0

25
25
25
25

25

21:
21:
21:
21:

21:

48
48
48
48

48

packet

:55
:55
:55
:55

.55

Thu Jun 25 21:48:55
(len 350, port 29,
Thu Jun 25 21:48:55

Thu Jun 25 21:48:

Thu Jun 25 21:48
encap Oxec00)

Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu
Thu

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

yiaddr

Thu

Thu

Jun

Jun

25
25
25
25
25
25
25
25
25
25
25
25
25

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

55

55

55
55
55
55
55
55
55
55
55
55
55
55
55

encap Oxec03)

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:

2009:
168. 4.
2009:

2009:

2009:

2009:
2009:
2009:
2009:

2009:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
dhcpServer:
dhcpGateway: 0.0.

00:

2,

00:

00:

00:

00:
00:
00:
00:

00:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40: 96: b4: 8c:
gat eway 192
1 b4:

40

40

40:

40
40
40
40

40

1 96

:96:

:96
:96
:96
:96

1 96:

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

:b4:
:b4:
:b4:
:b4:

b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
0.

b4:

b4:

b4:

8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:

8c:

8c:

8c:

8c:
8c:
8c:
8c:

8c:

el
el
el
el
el
el
el
el
el
el

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

option

option:
option:
option:
option:
option:
option:
option:

len (including the magic cookie) 76
message type = DHCP REQUEST

61 (len 7) - skipping

requested ip = 192.168.4.13

12 (len 7) - skipping

81 (len 11) - skipping

vendor class id = MSFT 5.0 (len 8)
55 (len 11) - skipping

options end, len 76, actual 68

selecting relay 1 - control block settings:
0.0.0, dhcpNetmask: 0.0.0.0,

0.0, dhcpRelay: 0.0.0.0 VLAN: O

el DHCP selected relay 1 - 192.168.3.1
168.4.1, VLAN 101, port 29)
DHCP transmi tting DHCP REQUEST (3)

el

el

el

el
el
el
el

el

DHCP

DHCP

DHCP
DHCP
DHCP
DHCP

op: BOOTREQUEST, htype: Ethernet,

xid:

0xfc3c9979 (4231829881), secs: 0,

chaddr: 00:40:96:b4:8c:el

ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
siaddr: 0.0.0.0, giaddr: 192.168.4.1
requested ip: 192.168.4.13

DHCP Forwar di ng DHCP packet (332 octets)
recei ved on direct-connect
Next-hop is 192.168.4.1

port

requires forwarding to external DHCP

2009: 00:40:96:b4:8c:el DHCP sending REQUEST to 192.168.4.1

vlan 101)

2009: 00:40:96:b4:8c:el DHCP selecting relay 2 - control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 192.168.4.1 VLAN: 101

el DHCP selected relay 2 - NONE

2009: 00:40:96:b4:8c:

2009:

2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:
2009:

192.168.4.13)
25 21:48:55 2009:

25 21:48:55 2009
vl an 20)
Thu Jun 25 21:48:55 2009

Thu Jun 25 21:48:55 2009:

hops: 0

Thu Jun 25 21:48:55 2009:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:

00:

00:

00:

00:

40:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

40:

40:

40:

40:

40:

96

96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:
96:

96:

96:

96:

96:

96:

1 b4:

b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :
b4 :

b4:

b4:

b4:

b4:

b4:

8c:

8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:
8c:

8c:

8c:

8c:

8c:

8c:

el

el
el
el
el
el
el
el
el
el
el
el
el
el

el

el

el

el

el

DHCP

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

recei ved op BOOTREPLY (2) (len 316, port 29

option

option:
option:
option:
option:
option:
option:
option:
option:
option:
option:

len (including the magic cookie) 80
message type = DHCP ACK

58 (len 4) - skipping

59 (len 4) - skipping

lease time = 691200 seconds

server id = 192.168.3.1

netmask = 255.255.0.0

15 (len 14) - skipping

gateway = 192.168.4.1

DNS server, cnt = 1, first = 192.168.3.1
WINS server, cnt = 1, first = 192.168.3.1

options end, len 80, actual 72
setting server from ACK (server 192.168.3.1,

Assigning Address 192.168.4.13 to mobile

DHCP sendi ng REPLY to STA (len 424, port 29

DHCP transmitting DHCP ACK (5)

DHCP

DHCP

op: BOOTREPLY, htype: Ethernet, hlen: 6,

xid:

0xfc3c9979 (4231829881), secs: 0,



flags: 0O

Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP  chaddr: 00:40:96:b4:8c:el

Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP ciaddr: 0.0.0.0, yiaddr: 192.168.4.13
Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0

Thu Jun 25 21:48:59 2009: 00:40:96:b4:8c:el DHCP server id: 192.0.2.10 rcvd server id: 192.168.

a1
« DHCP ZEA|7} &/ d3etE ZHEEE

Z 288 EXM7t g = J&LICh o
20l ClHto|AC| Wated 1A 24 T
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-
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Mok
mo
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rr
n
o
o
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=)
(=3

£ ditMoz H3tHo| ZEA| ™o SEstX| &t~
I=Ne] =] 7
[ —

« 2CI0|MET} ZHEE0|AM DHCP REQ & EH0| I ZHEEE{= DHCP & & izl
grLiCh 22to[AE0|M DHCP AM mHZlE 418 W7t x| 22to[UEE HEE S0 RUN
AEfZ MEE|X| & LICHECIOIMET ECfEE MESE ol 22§, DH I}
DHCP ZEA|7} H|&2MHetEl A ZHEE{o oa MEELICEH

O
o
e
o

« M2 EQSE BE HEEHOIE SYUSH DHCP ZEA| A& 0| /o040 gL|Ct.
DHCP EZ|A 2=

DHCP EZ|& 7|52 DHCP ERMM|M HEED Y& S ZL0|UEN FHSH BHELE A
EIRi&LICt 802.1101 A1 O|HY! |12 HHetet= B E MelstT, Eeto|HES| mEl2
LWAPP(Light Weight Access Point Protocol) E{'d0i| A =™ T|X| i 2 A EfZ Z2I0[HE VLAN(E
= L3 2 AtE| 2| EolP(Ethernet over IP) E{')0ll @A E LICt. OFEH7HR[Z, O I1E 802.112
Hetsle 49 E Melstn ZE0|ER ElilE M2 22t0|HE VLAN(EE L3 2 Ab2| 2
EolP E{=)0{l A LWAPP E{d2 +HME|X| ot 2 EE|X|2 HAZAELICH 0|2 ALIx| ZEof 220N
EE Q4% Ot 3 7|& DHCP EHMME S85t= NWo 2 7§t

DHCP HE|E &9 - HE|E ! 5 8

Aot be N DHCE
|arenl Controlier .ﬁnr-.'ﬂr

packet.

3) Client sends DHCP request as all-subnets broadcast
3) DHCP Request which is bridged by the controller.

4) DHCP server send ACK to client in a unicast packel.

Y

4} DHCP ACK

1) DHCP Discowves
> Handling of Packeis for Local Clients
_ 1} Client sends DHCP discover as all-subnels broadcast
<) DRUP Otfer which is bridged by the controller.
- 2} DHCP server sends DHCP offer to client in a unicast
-

3.1



BHE|E ii%! A - 2Et0[UE &Y

A minkled ) - Wi i = 1
Be DR Wew 0p Cabse Seavie Daletes [Sp
Eedae pE=x%2 BesveoFit ER Acaqr a0E X B

e | * Covesson.. Jew ok

Toune Fegraton Pratend  bnfo

T |

0,000 255, 295, 295. 298 oWop HEF l'l'!ﬂl‘ 'l'I'HdI:HH i H-IHIIH

0.0.0.0 255.235,255.255 | DACP OACP RSQUEST - Tramsaction 0 dnd98aeed
1“-]’..1‘-1 :IH'..].H.!III.IHI' P R F = Trargiction 10 Cnd 30aedaT o

. (322 bytes oo wire, M2 bytes captured)
Etherrat IE, Src: Cisco 32:7ac4d (00z1a:e3:32:7a240), Den: O0:lba77:33:88s8s (D0Llbzd7:id #6a8a)
IAeernet Protace]l, Sres 107, 168.10.1 {192.168.10.1), oot 152.16E.38.120 (150,168, 18.120)

s Datagram Protocol, Src Port: Bootps (87), Dst Port: bootpo (8E)

Medsapk type: Bogt Reply ()
Harowdr§ Type: ETherrat
Hirdelr# Jidrgds Tengrh £
Hops: 0

Trardenion 100 OudiEaesls
seconds elapyed: 0

Bootp flags: ueli0d (undcast)

et 1P addeesss 00,00 (&880

vour (c1ient) TP address: 192.185.10.130 (150188, 10,1200
Wt sareRr 18 addewss: 0.0,0.0 (0.0.0.8)

REliy dgent TP addresss 0,0.0.0 (0.0.0.6)

Client MAC address: 00:1bz77:23:96z82 (00zlb:7Ti23:96:8a)
sereer higt nase ot given

Boat File name ot given

Maglc cookie: o)

= optien: (1e1),1=1) D= MELTHGE TYRd = DHCP e

@ dotion: (te54,1=d) Server Tdentifier = 152.180.10.1
 option: (=51, 1) 1P Qg eSS Lease Tiek = 1 diy
moption: [T«58, 1) kenewal Time wilug = 1! hn.'.u':

W oprion: (r=59,1=4) rabinding Tme walue = 7L howrs
Eooprien: (T=l,l=8) subnet mask = 255,075, 2559

w Ootlon: (t=3,1=4) Houter = 1%7.188.10.1

Erdl G0 ion w
[ & T8 N, ) oL M &7 T TR 45 B |
vl [
Ol 2 o L L L i
BRI 00 11 0 00 00 00 60 00 50 00 03 00 -
A e e e B g
ZEI0|UE & ! AR AJ M0 ZFA| E o| Z2ZI0|ME AN 7t F2 X 0[2 DHCP A
1) Al IP31LIk. O 1o ZIEBE 714t 1 s CH Offr 31 Ack HHgiol EABILICE



Kl DHCPwiredCaptured_Z.pcap - Wireshark
Ble Ed Mew o Gaphae fnsve Rt bk
Bddas EEX2E ++aTF2 BE acaealn A28 % B

fier: Bookp ™ Dawesson.,. (es Aol
Mo - Tima Source Destirustion Prostocod Irfo
30 6,134724 0.0.0.0 255.255.255.255 ] - Trlnl-l{t"mﬂ Ik ﬂuE‘fﬁlﬂ.E

| A0 K. 138I60 0.0, 0.C

41 6,139835 19%2,16B6.10.1 192,168, 10,104 BHCR (3 .II:H B2 III.E
42 6147306 192.168.10.1 162.166.10.104 DHCR DHCP ACK = Transaction ID Ox$FE2eeld
66 9, 47928 192, 166,10, 104 192.166.10.1 LHCP DHCE Regquest - Transaction I0 O=66alfblc
GF 9.051910 1%2.168.10. 104 162.168.10.1 DHCP CHOP REquest = Transaction ID dwédalfbic
68 9,052548 192, 168.10.1 192,168, 10,104 DHCP DHCP ACH - Transaction I OxG6alfbZc
69 G.05M0FE  192.168.10.1 162168, 10104 DHCP DHCP ACK = Transaction ID Omédalfb2e

Frame 40 (356 bytes on wire, 356 bytes caprured)
Ethérnet II, Src: Afrongt_b6:44:31 (004096 LG6:44:%1), DEt: Broadcast (FRIFFFFIFFIFFIFE)
Internet Protocal, Src:; 0.0.0.0 (0.0.0.00, Dst: 25%. 255,255,255 (255.255.255.255)
user Datagram Protocol, Src Port: bootpc (683, Ost Port: bootps (G670
BAGTSErAp Frotocol

Hassage type: Boot Request (1)

Hardware Type: Ethernet

Hardware address Tength: &

Hops: O

Transactlon I0: QxS5TaZeels

seconds elapsed: O
i Bootp Flags: Ox0000 (unicast)

Client IP address: 0.0.0.0 (0,0.0.0)

vour (elient) IP address: O 0.0.0 C0.0.0.0)

i1 H B = =

Méxt server IP address: 0.0.0.0 (0. 0.0.00
Eelay agernt IPF address: ©.0.0.0 (0.0.0.0)
client Mas address: afronet_boedd 15l (00140:06:06 441510

server host ndse ot given

Boot f1le name not given

Hagic cookie: (6K

oprion: (r=53,7=1) DHCP MeESSage Type = DHCP REQUEST
optfon: (tefl,T=F) Client idenctifier

option: (T=50,1=4) Bequested IP Address = 192.1638,10,.104
oprion: (T=12,1=12) Host Hase = “cisco-1ba-xp”

option: (t=81,T=16) CTient Fully Qualified pomain Name
option: (T=80,1=8) vendor class 1dentifier = "WSFT 5.0%
oprion: (T=55,1=11) Parametar Aegquest List

End ocption

LT U T

F0 40
(AR
|II =

H2) 7 A3 XM= T 400| HIAE ZEI0|MENM M HIEXHIE HZAE DHCP
2 CI|AE(00:40:96:b6:44:51) 2 QI8 & QlaL|C).

|

2|d Zm[z2eo]M of

ZHEEF{0| M DHCP EE|% 7|58 &M35l5le{d ZHEEC{0|AM DHCP ZEA| 7|58 H|& M35l
OF ELIC}. O] 242 CLIOIAM CIS HHS AFEslokp +8E &~ Q&LCH
<ftroot>

(Cisco Controller) >

config dhcp proxy disable

(Cisco Controller) >
show dhcp proxy

DHCP Proxy Behaviour: disabled

DHCP M7l 2EI0|HELQl S YT L2(Layer 2) HIER{Z 0 gl B2 IP EHE AL&3sto{ EEL0|



HE HOo|E0|olA DHCP Mo EREI|AEE FEHSHoF 8FL|Ct. CF=2 & o] F+A19| oflL|c}.

<#root>
Switch#

conf t
Switch(config)#

interface vl an

Switch(config-if)#

i p hel per-address

DHCP EE2|E 7|52 ™Y d¥o|=

2 #HEE o] Z= DHCP
E0M Z st 2= VLANO| CHal M @l

E | =
2toll M IP i BHES FIlsHoF FL

=X a2

o17|0fl L& ClHO = HEE2] CLIOIAM &d3t =i o] A0l CiEF £332| DHCP F &

FELUSLICH

<#root>
(Cisco Controller) >

debug client 00:40: 96: b6: 44: 51
(Cisco Controller) >

debug dhcp nessage enabl e

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 308, port 1, encap Oxec03)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 72
00:40:96:b6:44:51 DHCP option: message type = DHCP DISCOVER
00:40:96:b6:44:51 DHCP option: 116 (len 1) - skipping

00:40:96:b6:44:51 DHCP option: 61 (len 7) - skipping

00:40:96:b6:44:51 DHCP option: 12 (len 12) - skipping

00:40:96:b6:44:51 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:40:96:b6:44:51 DHCP option: 55 (len 11) - skipping

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP DISCOVER (1)

00:40:96:b6:44:51 DHCP  op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP xid: 0x224dfab6 (575535798), secs: 0, flags: O

ol



00:40:96:b6:44:51 DHCP  chaddr: 00:40:96:b6:44:51
00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 72
00:40:96:b6:44:51 DHCP option: message type = DHCP OFFER

00: 40: 96: b6: 44: 51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: lease time 84263 seconds
00:40:96:b6:44:51 DHCP option: 58 (len 4) skipping

00:40:96:b6:44:51 DHCP option: 59 (len 4) - skipping

00:40:96:b6:44:51 DHCP option: netmask = 255.255.255.0

00:40:96:b6:44:51 DHCP option: gateway = 192.168.10.1

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP OFFER (2)

00:40:96:b6:44:51 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51

00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: 192.168.10.104
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA

00:40:96:b6:44:51 DHCP received op BOOTREQUEST (1) (len 328, port 1, encap Oxec03)
00:40:96:b6:44:51 DHCP option Ten (including the magic cookie) 92
00:40:96:b6:44:51 DHCP option: message type = DHCP REQUEST

00:40:96:b6:44:51 DHCP option: 61 (len 7) - skipping

00:40:96:b6:44:51 DHCP option: requested ip = 192.168.10.104

00:40:96:b6:44:51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: 12 (len 12) - skipping

00:40:96:b6:44:51 DHCP option: 81 (len 16) - skipping

00:40:96:b6:44:51 DHCP option: vendor class id = MSFT 5.0 (len 8)
00:40:96:b6:44:51 DHCP option: 55 (len 11) - skipping

00:40:96:b6:44:51 DHCP options end, len 92, actual 84

00:40:96:b6:44:51 DHCP processing DHCP REQUEST (3)

00:40:96:b6:44:51 DHCP op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51
00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: O
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: O
00:40:96:b6:44:51 DHCP requested ip: 192.168.10.104

00:40:96:b6:44:51 DHCP server 1id: 192.168.10.1 rcvd server id: 192.168.10.1

.0.0.0
.0.0.0

00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to DS

00:40:96:b6:44:51 DHCP received op BOOTREPLY (2) (len 308, port 1, encap Oxec00)
00:40:96:b6:44:51 DHCP option Ten (including the magic

cookie) 72 00:40:96:b6:44:51 DHCP option: message type = DHCP ACK
00:40:96:b6:44:51 DHCP option: server id = 192.168.10.1

00:40:96:b6:44:51 DHCP option: lease time = 86400 seconds
00:40:96:b6:44:51 DHCP option: 58 (len 4) - skipping

00:40:96:b6:44:51 DHCP option: 59 (len 4) - skipping

00:40:96:b6:44:51 DHCP option: netmask = 255.255.255.0

00:40:96:b6:44:51 DHCP option: gateway = 192.168.10.1

00:40:96:b6:44:51 DHCP options end, len 72, actual 64

00:40:96:b6:44:51 DHCP processing DHCP ACK (5)

00:40:96:b6:44:51 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0
00:40:96:b6:44:51 DHCP  xid: 0x224dfab6 (575535798), secs: 0, flags: O
00:40:96:b6:44:51 DHCP chaddr: 00:40:96:b6:44:51



00:40:96:b6:44:51 DHCP  ciaddr: 0.0.0.0, vyiaddr: 192.168.10.104
00:40:96:b6:44:51 DHCP  siaddr: 0.0.0.0, giaddr: 0.0.0.0
00:40:96:b6:44:51 DHCP server id: 192.168.10.1 rcvd server id: 192.168.10.1

00: 40: 96: b6: 44: 51 Assi gni ng Address 192.168. 10. 104 to nobile
00: 40: 96: b6: 44: 51 DHCP successfully bridged packet to STA
00: 40: 96: b6: 44: 51 192. 168. 10. 104 Added NPU entry of type 1

0l DHCP Lt E2ioll= A= {0l DHCP 2E|E8 A8 FUS LIEHHS B 7tR| 2 EA
7t ULt

122 Dsoll 22|x|& - 220l E0M 22 DHCP {3 DS(H =
I T EZ|XMS 2 ol0lFLct DSE $M el= 2L},

2 H % STAO| E2|X|Ef - O] H|A|X|= DHCP I{Z!0| EE|X|E|QK|BF A
BE[X| 4SS LIEFHLICH STAE DHCPE 2%H5t= 20| E HAIY

- DHCP7} *2—"4
A|AE-II)§ 14
« DHCP7} % g—ﬁ
E|O|A(STA)o01| &

L|CH.

k=| °"" h:l

M MB IP 4(192.168.10.1)7} E AE|LIC} DHCP 22| CHAl DHCP
o

FCleH2of LHaE A
ot= B M IP F40i Cisll LIEE HEEE 7t IP FAE &Y & A&LICH
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S&tx(o] U&LICH

N
rc
1A
|0
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O
T
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v
[kl
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rr
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ol

- M2 Stlsts 2E HEEHM= SYUE DHCP Z5 A| A 0| RlofofF & LIC.

[l

Yl oF

I

- DHCP 244 827} %t S35t2{™ DHCP Z R A|E AISStE S LICH.

LHE DHCP AMH

LS DHCP Mi{= XS0l /% DHCP MHE A8 E &+ i XIAto| ZUEIRE&LICH SYE HE
Hoil 4= 107H O|2t2| AP(Access Point)& AHE5te ATE FM UERXIE X[ F A E
AELICH LHE MHE £ 2et0|o1E, 2 o34 AP, # 2| QIE{H 0|A 9] 0{ZE}0|21A 2 E AP,
APO{ A 2|0|El DHCP 280 IP FAE M3 gLICt ol 278t %8 DHCP M7} oLt
MetE 7|50t X|H5t D R 2 FHoMdE &&6HK| ok&Lch

LHE DHCP & E2|&A 2 E H|

£049| & 7}X| 7| DHCP 2E= DHCP ZS A| == DHCP EZ|&QILICt. DHCP EE|&E S
Ar St ZHEED7L AHS APE AFS ort DHCP# & ZtE&fL|Ct VLANOI ©1Z2E! SSID(Service
Set Identifier)oll CHet 22+0|HE HAZHE S3l| DHCP IZ!0| APE E0{SL|Ct 27 C}S DHCP If
Zlo| 3 VLANOI A LEZFL|Ct. S VLANS| L3(Layer 3) HIO|ES0lof IP R 7}t HO|Z|o{ /U E
A mZl2 A FUINAEE S5l siE DHCP ME{ofl MEEL|CH 23 CH DHCP MHE sHE
DHCP mZlg MY § L3 QIEmo|A0] 2 SE & LICH. DHCP ZEA|Q| Ao OtEH7HX|0|X|
oF 2 E E2 VLANS| L3 QIE{H 0|A T} ot AEEZ{0IM EE] O|Fo{&LICt o § E04 EE}
O|HE 0l A WLANO{ DHCP 232 E LT WLANS VLANS| QIE{H 0| A0f X o|El DHCP MH{E
A3t 7L} *EE=*= VLAN QIE{H0|A Q| IP TAE Y X|= DHCP IiZ! GIADDR ZEE A6}
01 RLIZHAE DHCP IZ!E2 DHCP Mu{of MY 3t7| 2/8f WLANS| DHCP Ri™H 2| 7|s2 AL &



LICE.

L= DHCP MK - TZ! 58§

Handling of Packets for | Clien

Mobile - DHCE

Host Server 1) Client sends DHCP discover as all-subnets broadcast

1) DHCP D 2) Conftroller forwards the DHCP discover via the DHCP
- proxy service of the conlroller to the internal DHCP
2) DHCP Discover sarvar (Mote: the configured DHCP server IP addrass
must be the managament |P address of the controller).
3) Internal DHCP server sends DHCP offer back to the
3) DHCP Offer
DHCP proxy agent on the controller.
4) DHCP Offer - O proxy ag conew)

4) Controller unicasts DHCP offer to client with option 54

and source address set as controllér's management [P

address.

3) Client sends DHCP request to the managemeant IP

address.

6) Controller unicasts DHCP request from WLAN IP

address to DHCP proxy service which then forwards the

request to the internal DHCP server.

) T) Internal DHCF server sends ACK to the DHCP proxy
I service.

8) Conftroller unicasts ACK to the client.

5) DHCP Reguest

&) DHCP Raquest

7) DHCP ACK

L& DHCP AMb{ ZdI|224|0|M o

LS DHCP 7} S8 & 3240 1= B2{041 DHCP Z&AIE E4484sHoF EHLICk 0 4t
ol GUIE S +&F £+ LI

N 27 2= WHAM GUIE S5 DHCP ZEA|E MAs 4= iaLct.

Controller->Advanced->DHCP

DHCP Parameters

Enable DHCP Proxy

DHCP Option 82 Remate [d field format AP-MAC -

HEFLCH.

ki
rir
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-
i
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:IOI=I
o
Ojo
fjo
1



Config dhcp proxy enable
Save config

LIS DHCP M8 & 45t5i2{ed C}3 BB 2R 3HAAIL.

1.IP FAE 71X 27| {sH A& BH{E 9|8l LICH controller > Internal DHCP Server > DHCP Scope). 2 2

New.

DHCP Scope > Edit
Scope Name User Scope
Poal Start Address 192.168.100.100
Fool End Address 192.168.100.200
Metwork 192.168.100.0
Netmask 255.255.255.0
Lease Time (seconds) 26400
Default Routers 192.168.100.1 0.0.0.0 0.0.0.0
DN Domain Name wicZ106.local
CNS Servers 0.0.0.0 0.0.0.0 0.0.0.0
Metbios Name Servers 0.0.0.0 0.0.0.0 0.0.0.0
Status Enabled

2. DHCP MHo|E ZHEEE{o| &2l QIEHo|A IP FAZ Jt2|ZIL|C}.



WLANs > Edit

 General | Security | QoS | Advanced

Allow AAR Override || Enabled DHCP
Coverage Hole Detection  [¥] Enabled i DHCP 5|:rv¢-r ¥ overnde
Enable Session Timeout g 1800
~ Session Timeout (secs) 192.168.100.254
Aironet IE [Ennkled DHCP Server 1P Addr
Ciagnostic Channel [FEnablad DHCF Addr. Assignment || Required
[FvE Enable A Management Frame Protection (MFP)
Overnde Interface ACL MNone = a1
Infrastructure MFP i+l
P2F Blocking Action Cusabled - Frobection
Client Exclusion 4 Il &0 MFP Client Protection z
e Timeout Value (secs) 3 Optional -
VoIP Snooping and @ DTIM Period (in beacon intervals)
Raporting L—
HREAP BOZ.11a/n (1 - 255) 1
H-REAP Local Switching2 [ Enablad 802.11b/g/n (1 - 255) 1
Learn Client 1P Address & Enabled AL -
State || Enabled
3. DHCP ZSA|7} ArEStE & AHEEIR=X| 2l
DHCP Parameters
Enable DHCP Prawy
DHCP Option 82 Remote 1d field format AP-MAC -
=X sl &
LH% DHCP Muol Cla1s Yittoz Ip £48 e o X7} s S2toli= 8 Frofof &L

Ct. oledet CIHaE A&stioF &Lt

debug client <MAC ADDRESS OF CLIENT>




ClH Z2to|HE
g CIHOE 43t

debug
debug
debug
debug
debug
debug
debug

DHCP 2AX[2| & QI debug dhep packet enable Ol A XIS 2 2 &3t E[= B debug dient BHES 4

rir

ol

dhcp packet enable
dotll mobiTle enable
dotll state enable
dotlx events enable
pem events enable
pem state enable

cckm client debug enable

gfLick

<tfroot>

00: 1b: 77: 2b: cf:

00: 1b: 77: 2b: cf:
from 127.0.0.

00:1b:77:2b

00:
00:

00:
00:
00:
00:
00:
00:
00:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:

00:

(now:
00:
00:

1b

1b:

1b:
1b:
1b:
1b:
1b:
1b:
1b:

1b:

1b:
1b:
1b:
1b:
1b:
1b:
1b:
1b:
1b:

192.168.
dhcpd:

1b
1b

1b

1b
1b

177

77:

77:
77:
77:
77:
77:
77:
77:

77:

77:
77:
77:
77:
77:
77:
77:
77:
77:

:2b

2b:

2b:

2b:
2b:
2b:
2b:
2b:
2b:
2b:

2b:
2b:
2b:
2b:
2b:
2b:
2b:
2b:
2b:

:cf:
:cf:

cf:

cf:

cf:
cf:
cf:
cf:
cf:
cf:
cf:

cf:
cf:
cf:
cf:
cf:
cf:
cf:
cf:
cf:
100.254
Received 340 byte dhcp packet from Oxfe64a8cO0 192.168.100.254:68

75

ALERE7F 248 20| E MAC FA0EHCIHOE &S AIZ7|l= ¢ ol
= ofa3 20|},

0%

dhcpd: received DI SCOVER

75 dhcpd: Sendi ng DHCP packet (giaddr:192.168.100.254)to 127.0.0.1: 67
1: 1067

75
75

75

75
75
75
75
75
75
75

75

75
75
75
75
75
75
75
75
75

sendto (548
DHCP option

DHCP opti on:

DHCP option:
DHCP option:
DHCP option:
DHCP option:
DHCP option:

bytes) returned 548
len (including the magic cookie) 312

nmessage type = DHCP OFFER

server id = 192.168.100.254
lease time = 86400 seconds
gateway = 192.168.100.1

15 (Ten 13) - skipping
netmask = 255.255.255.0

DHCP options end, len 312, actual 64

DHCP option

DHCP opti on:

DHCP option:
DHCP option:
DHCP option:
DHCP option:
DHCP option:
DHCP option:
DHCP option:

len (including the magic cookie) 81
message type = DHCP REQUEST

61 (len 7) - skipping

requested ip = 192.168.100.100
server id = 192.0.2.10

12 (lTen 14) - skipping

vendor class id = MSFT 5.0 (len 8)
55 (len 11) - skipping

43 (len 3) - skipping

DHCP options end, len 81, actual 73
DHCP Forwarding packet Tocally (340 octets) from 192.168.100.254 to

2 77:2b: cf: 75 dhcpd: packet 192.168.100.254 -> 192.168. 100. 254 usi ng scope "User Scope"

2 77:2b: cf: 75 dhcpd:

recei ved REQUEST

:77:2b:cf:75 Checking node 192.168.100.100 Allocated 1246985143, Expires 1247071543

1246985143)
177:2b:cf:75 dhcpd: server_id
177:2b:cf:75 dhcpd: server_id

cOa864fe
c0a864fe adding option 0x35 adding option 0x36



adding option 0x33 adding option 0x03 adding option 0xO0f adding option 0x01

00: 1b: 77: 2b: cf: 75 dhcpd: Sendi ng DHCP packet (gi addr:192.168.100.254)to 127.0.0. 1: 67
from 127.0.0. 1: 1067

00:1b:77:2b:cf:75 sendto (548 bytes) returned 548
00:1b:77:2b:cf:75 DHCP option Ten (including the magic cookie) 312

00: 1b: 77: 2b: cf: 75 DHCP option: nessage type = DHCP ACK

00:1b:77:2b:cf:75 DHCP option: server id = 192.168.100.254
00:1b:77:2b:cf:75 DHCP option: Tease time = 86400 seconds
00:1b:77:2b:cf:75 DHCP option: gateway = 192.168.100.1
00:1b:77:2b:cf:75 DHCP option: 15 (len 13) - skipping
00:1b:77:2b:cf:75 DHCP option: netmask = 255.255.255.0
00:1b:77:2b:cf:75 DHCP options end, len 312, actual 64

WLC LHE DHCP AH{0l| A DHCP &CH x| 7|

WLCZ2| LI DHCP AME{0|A DHCP &CHE X|RE4{HH S W

mo

A + A&LICH

<tfroot>

config dhcp cl ear-1ease

<#root>

config dhcp clear-1|ease al

il

- L= DHCP M7t 2t S35t DHCP ZEAIE A& 5t =S MHaHof gfLct
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