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- Hllo HH 8.3.102& A= Cisco 5508 WLC
« Microsoft Windows& OpenSSL O & 2|71 0|44
« METI}E| CA(Certification Authority)ofl HE st S& &

Ol EMel HE= EY & #32| Cluto|A & ECHE YR &LICEH O] EAM0| A E 2E ClHt
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N 21 wic B 7.6 0l40IME MOloE HZAE 01F ARt K| I=L ek )

AH
S

24 0] 2 Aol T 2B M7HCA ABM

i
0x
(][]

ZElE flal Moz AL 2f2 2B A
of AgtEls R#ES FAIFLICH

O] EMolME A QleZ @4 El SSL(Secure Socket Layer) IS ME WLCO| SHIZH Mx|5lE
Soil CHaH A ELICH

1EtAH|. CSR M4

CSR2 ddst= Hol= F 7tX|7t QU&LICt OpenSSLE =522 AL&St74LE(8.3 0| WLC
aZEQofoM 7tsE fYUEH ) WLC Aol CSRE MAELICHS8.3.102 O|F AFE 7tsS).

M A. OpenSSLZ AF&3H= CSR

N &1 Chrome B{% 58 0A0I A= QIZ A{o| Qut O|= B AlZ|5HK| Stom Z&| CHA| 0|25
FELICH CFS MMoMHE ol EEIR XS] ME22 Q7 AFE 2l OpenSSL CSRO{| SAN
oiC = &7bshe uheol| CHaH AATErLICH

OpenSSLE AL&3510 CSRE M45t2{H CHS BHHE 22 MUAIL.
1. OpenSSLE Mx|5tm ILict ™.

Microsoft Windows0{| A openssl.exe= 7|22 2 CtF X[l U&LICH ¢\ > opensd > bin.

S 2t 1: OpenSSL Version 0.9.82 O|X WLC ZIZ|A 0| HE HAO|X|2H HA 7.58EE
OpenSSL Version 1.001 CHet X[ E FI7HE|I& LICHCisco HH1 ID CSCti65315 -
OpenSSL v1.02 2 HMEl IS Mol CHEF X[ ER). Ol HE = A HTLCH
OpenSSL 1.1 YT E|AEE|RSMH 8.x O] WLC EE|A0HM 2 SELICEH

2. 0| CSRO| CH3H OpenSSL 43 2 WEISHY| {lal sHE T2 3ol SAIE S PHELICH
AES TE|5tod e MMS =7}8HLCt.
3.
<{froot>
[reql

reg_extensions = v3_req

[ v3_req ]
# Extensions to add to a certificate request

basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

subj ect Alt Nane = @l t_nanes


http://downloads.sourceforge.net/project/gnuwin32/openssl/0.9.8h-1/openssl-0.9.8h-1-setup.exe?use_mirror=voxel
https://tools.cisco.com/bugsearch/bug/CSCti65315

[aTt_names]

DNS. 1 = serverl. exanpl e. com
DNS. 2 = mail . exanpl e. com
DNS. 3 = www. exanpl e. com
DNS. 4 = www. sub. exanpl e. com
DNS. 5 = nx. exanpl e. com
DNS. 6 = support. exanpl e. com

"DNS.1","DNS.2" S2 & Al&5l= E2 2B Me| & A 0|F 2 Z &8l ok E.*LIEL a1
CHE WLCO| AF & £ Q= URLE 7IS &Lt o7 of Ao A s‘r‘% SLEE EANEE2
Cisco Lab OpenSSL HH70i| gi7{Lt FAo 2 EA|E[R&LICE 2F A L openssl H{70]
et A4 SeEtE = A&LICt ol &=-E A TdolM HAME CIE 22 MY ELICE openss-
san.cnf 04|§ %Oi F.'_{i'ﬁL—IEF

. M CSRE didste{td Ctg BHS =T LICE.

<#root>
OpenSSL>

req -new -newkey rsa: 3072 -nodes -keyout nykey.pem -out nyreq.pem -config openssl-san. cnf

N &1 WLcE 8.5 AZEY o] BTEE] |CH 4096HIE | 7| 27|E X|ELIC}

.JEOIE, A, A/ Sl HEE E& HAIXIZ7 RAIELLICH ERF HEE M3 ELICH

N 33 2H= Common Name @l235H 0} B}, Q15 M(Common Name)& M4 5t=
O A El= EAE 0|§0| WLCL| 7t QIE{m| 0|4 [P F=404 CHEF DNS(Domain

Name System) SAE O|§ =1 Yx|5t1 DNSH T O|§0| =x| &l =&t
VIP(Virtual IP) QIE{H|O|A S B4Z38 £ A|AEIS REEISH0F 0] 473 AFE 0| HSEL
Ct.

ol§ EH CIS3t Z &Lt

<#root>

OpenSSL>

req -new -newkey rsa: 3072 -nodes -keyout nykey.pem -out nyreq.pem -config openssl-san. cnf

Loading 'screen' into random state - done
Generate a 1024 bit RSA private key
................................................................ +4+++++



writing new private key to 'mykey.pem'

You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:(email address)

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Testl23

An optional company name []:0penSSL>

6. CSR(53| SAN &% presenceEOI A)2 openss req -text -noout -in csrfilename
7. L8 MR HEE 25 MSotH F 7ie| o] ddE LI

- mykey.pem O|§2 Z&5t= M 7l 7|
« myreq.pemO|2t= 0|58 Z&3EE= CSR

_

M B. WLCO{| M 4=l CSR

WLCOHM AZER|0{ HHA 8.3.102 O|& 2 A&S= F2 WLCE AIE350{ CSRE M dst= 20|
O] oH™ErLICH &2 717 WLCHIM MM E|T WLCE Ho{utX| tea2 QI8 MAAMH =& &
X| ettt ZddLct.

2% o| LHol A= SAN 40| Rlo{ok st= & HEt Mol EX7t & st =
CSRO{A SANE 7 e & Ql&LICH Y5 CAE MTB AISAN EEE Heg = U222 CAM &
Qlst= Zol &L

WLC AHA{|0f| 2|EF CSR M2 2048 HIE 7| 27|E AF&35tMH ecdsa 7| 27|= 256 HIEQIL|C}.

N &3 csr generation WS AT B4 QIBME ofE MR|5HK| &t AL, WLCT} A
| 5 Aj2 AAE CSR 712 AR 5HR|DH 09 B RIZEl= QIS A7} 97| M=ol oS Af &
| Al HTTPSO{|AM WLCO| &tT5| HAZ4E = Q1A ElL|Ct.

MIICqjCCAZICAQAWZTELMAKGATUECAWCQIIXETAPBgNVBACMCEJydXNzZWxzMQ4w
DADVQKDVDaXNjbzEMMAoGATUECwwDVDSUwlwYDVQQDDBxteXdlYmF1dGhw
b3J0YWwud2lyZWxIc3MuY 29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKC



AQEANssc0BxIJ2ULa3xgJH5IAUtbd9CuQVaf2nflh+V1tu82rzTvz38bjF3g+MX
JiaBbKMA27VJH1J2K2ycDMIhjyYpHIN59T4fXvZr3JNGVfmHIRuYDnCSdil0ookK
FU4sDwXyOxR6gfB6m+Uv5SCOuzfBsTz5bfQ1NIZgg1hNemnhqVgbXEd90sgJmaF2
OtsLOjUhbLosdwMLUbZ5LUa34mvufol3VAKAOcmWZh2WzMJial2JpbO0afRO3kSg
x3XDkZiR7Z9a8rK6Xd8rwDIXOTcMFWdWVcKMDgh7Tw+Ba1cUjjiMzKT600jFGOGu
NkgYefrr BN+WkDdc6c55bxErwIDAQABoAaWDQY JKoZIhveNAQELBQADgEBABOK
ZvEpAafoovphlcXIEIL2DSwVzjlbd9u7T5JRGgqri119/0wzxFjTymQofga427m;
5dNgICWxRFmKhAMOOfGQkUoP 1YhJRxidu+0T8046s/stbhj9nuinmoTgPaA0s3YH
tDdWgjmV2ASnroUV9oBNu3wRERQtKDX/CnTSRG5YufTWOVfIIRNLILKkUGpzA69Xd
YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFacscA7L+nZK3SSITzGt9B2HAa
PQ8DQOaCwnqt2efYmaezGiHOR8XHOaWcNoJQCFONb4KK6/1aF/7e OS4LMA+jSzt4
Wkc/wH4DyYdH7x5jzHc=

----- RIBM YH SR

webadmin0 CHEF CSRE M35t @lal WHO| Lo 2 HEE LI

(WLC) >config certificate generate csr-webadmin BE BR Brussels Cisco TAC mywebauthportal .wirel ess.com tac@cisco.com

S 21 mas UstE E{0lgol CSROI BAELICH CHE 4 W SaLIch WLCOIA
UZEE 4 9D MEE + & et WS U2 £ HEE | LYol ZAHsHHLE 204
Zo{ok gfLCH MAE 7= CF2 CSRO| MAE w7t x| wLcoll S X|ELICHItEIM 718 o
ELICh. LSOl (RMA)H WLC SHERI018 watshof st 2 A 7Iok St oI5 ME o
Al Mx|E 4= g1om CSRO| Af WLCO| A4 ElLCt.

S 24

7 CHZ O] CSR2 EtAF MY 7|2 EE= AME{Z 2H0|= PKI(Public Key Infrastructure)of| '=740F &
L|Ct.

2EHAl MBE 1B M 7tK27|

=M A: 2lE{Z 20| X CA0|M Final.pem It 7t X2 7|

O] ofloil M= R IE{ZE}0|= CA(O| 0|0 A= Windows Server 2012)BF 2043 04 Windows
Server CAE MR E MHE5t= BAl= CHFEX| &&LCt

1. BEI XM AE{Z2t0|= CA H|O|X|(YEHEIS 2 hitps://<CA-ip>/certsrv)E O| S04

Request a certificate.

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or cerlificate revoeation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation,

Select a task:
Request a certificate
View the status of a pending cerificate request
Download a CA cedificate, certificate chain, or CRL




2. 22! advanced certificate request.

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

3. WLC = OpenSSLOM €2 CSRE YU=FLICE CIBM HER EECOIR SHMCHESE
MEAEFLICE web Server.

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 ce
Request box.

Saved Request:

5dNg1CWXRFMKhAmMOO fGQkUoP1YhJRxidu+0T8046
Base-64-encoded |t DdWgjmV2ASnroUV9IoBNu3wR6RQtKDX /CnTSRG5Y:
certificate request |YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFa

(CMC or PQ8DQOaCwngt2efYmaezGiHOR8XHOaWcNOJQCFON.
PKCS #10 or Wkc/wH4DyYdH7x5jzHe=
PKCS #7). ————— END CERTIFICATE REQUEST-—---—-

Certificate Template:
Web Server

Additional Attributes:

Attributes:
Z

Submit >

4. C} S8 2 =l&LIC} Base6sencodedBIC| 2 HHE.



Certificate Issued

The certificate you requested was issued to you.

DER encoded or © Base 64 encoded

—== Download certificate
""" d Download certificate chain

FLICHEHS oAM= 1B A

ok

5. CHR2 2= &t 215 A 7F PKCS7(.p7b) R B PEMSZ Het
x|elo| It O|E "All-certs.p7b"Z CI2Z = F).

openssl pkes7 -print_certs -in All-certs.p7b -out All-certs.pem

6. M A(CSRZ HH3st7| 2Iall OpenSSL)Z 0| et B2 2IEAM A l(0] oflofl M= "All-
certs.pem"2 £ HHE) CIEMHE CSR(0| 0i|0f = mykey.pem@! C|HFO|A CIB Mol 74! Z|)at
I MAE JHOl 7|9 ZEtEt o I UE final.pem Z2 KA ELICH WLCO|A] 2% CSRE A8t
ZA(SM B) o]l EHAHIE ALELICE.

[o][]

All-certs.pem 2! final.pem I+ U S 44524 OpenSSL OHZ 2|7 0| MM CHS HHS =8|

Ct.

<{froot>

openssl>

pkcsl1l2 -export -in All-certs.pem-inkey nykey. pem
-out All-certs.pl2 -clcerts -passin pass:checkl123
- passout pass: check123

openssl>

pkcsl1l2 -in All-certs.pl2 -out final.pem
- passi n pass:check123 -passout pass:check123

N &3 0] B0l A -passin L -passout TH7H tH==0f] CHEF H|LtH = = @J2fsHof FLICH -
passout O§7Hi#4=~0f| CHAH 7 A= H|LHS = WLCO| 72 El certpassword OH7HE =2 K|
slof rL|Ct. O] oflofl A -passin L -passout OH7HEdZ=0f| CHEH FAEl H|ZEH S = check123Y



% L|C}.

Final.pem< "Option A. CSR with OpenSSL"€ [ & Z< WLCH| CIR22 =8 ot et

"Z/M B. CSR generated by the WLC XtA|"E [HEL2 T All-certs.pemO| WLCOH| CtREEE ot Q]
L|Ct. Ct= EtAH|= o] ZU2 WLCOH| CR2 2 ESt= JALCt.

N 3T wicol QIBME YR K| 28 AL pem THU0 FA| Q10| Q= X| BOIBHLICH o
| EAZ|EX]| LolE2{H S M BO| 2EHAH|(EFAF CAZ R E] final.pem ¥7))E X ZEF
0| stLbo| QIBMEH EAEIS e, BE 7t W 2E CAQISAM T}US 2502 e
2o (EE 2A20{7|S S5) ThYol| Z 7504 M QIS MAdsHof BHLICH

=M B: M=TE| CA0|M Final.pem It 71X 27|

1.CSR ME E =2 Al5t0{ CA 52 E0f Eoig&LIC}

CSRE METE| CAM| MESHH METIE| CAZH B ME CIXIE MEstT olHYe S A
HE QIZ A %212 CHAl HELICH MRl 2 17T AB M| ZS CAolM T QIF A #l
g S4Bt O] ollet 20| B7H ABMTF BHLIEE Q= FR CAUIM CHE M 1B ME e

L|C}.
« R E certificate.pem
- B¢+ 2B A .pem

« C|HIO|A Q1B M.pem

N &3 Q1B M7 SHA1(Secure Hash Algorithm 1) & 2 59} Apache®t & BHE|=x| &0
A

CHS =M=z SAtstod CHE mhof|

jo

2. M 7Hel RIB M7t 25 U= E2 Z pem THUO| LIS

3. I} U All-certs.pem2 2 K& &rL|C}.

(CSR2 MM35t7| 23l OpenSSL)E A& T B2 All-certs.pem 215 MHE CSR(O| of/of

N
mo
[
>



=l

M= mykey.pem@! C|HFO|A RIB MO 7HRI 7)ot &M MAMHE 74l 7|9t AEstD oS
final.pem2 2 XEELICE WLCO|AM 27 CSRE HMFt (=M B) O] HAHE HL4ELIC

0
>.
=
x
()]
ok
\|
AN

All-certs.pem 2! final.pem It 2445t24H OpenSSL OHE 2|7 O|M0f| M C}S HHES =
ghlct.
<#root>
openssl>

pkcs12 -export -in All-certs.pem-inkey nykey. pem
-out All-certs.pl2 -clcerts -passin pass:checkl123
- passout pass: check123

openssl>

pkcs12 -in All-certs.pl2 -out final.pem
- passi n pass:check123 -passout pass:check123

0l

N 2o ol Byl -passin X! -passout O§7H B4==0f CHE HIYHE E I=dst of ErLCt. -

passout O§7H24~0f CHEH A E HIZ#HE = wLColl T+ certpassword Of 71242}
x| oF gfLICt. O] 00d| M -passin & -passout Of7HEd~01 CHEH £ HE HIYHS =

check123lL|C}.

Final.pem "Option A. CSR with OpenSSL"2 [}&f 2 A< WLCO| CIR 2= ot |Ch
."&/M B. CSR generated by the WLC XIA["& [IHE{CHEH All-certs.pem2 WLCO| CI2 2 =&Y
of 5t= THULICH CtE EHAHl= ol IS WLCOl| CHREEstE JAdLCt

e

~ £ 1: SHA2E X|ELIC} Cisco {1 ID CSCuf20725= SHA512 X[ @& ehL|Ct.

3CHAH| CLIZLICE. CLIE Ar&36t01 WLCO| METIIE| QIS M CH2
=)=
CLIZE AI83t0{ MQIe 2 AT QIS ME WLCO| CIRZES2{™ Cf S HAIE t=2 8ot

1. final.pem T+US TFTP AMHe| 7|2 C|HMEE|Z o|S & LCH

0424
oo

0jo
jo
°
il
o
-
n

2.Ch22E MY S #Estci™ CLIoM T

<tfroot>


https://tools.cisco.com/bugsearch/bug/CSCuf20725

transfer downl oad node tftp

>

transfer downl oad datatype webaut hcert

>

transfer downl oad serverip

>

transfer downl oad path

>

transfer downl oad fil enane final.pem

3. 2B MMoA SSL 7| L QIBME S & UTSH pem T US| HIHUHS & QUZELICH

<tfroot>

>

transfer downl oad certpassword password

) & 10 certpassword2| Zf 0| Generate a CSR(CSR 4) MM 0| 4E+AH|(EE = 5EHA|)0d| A
M8t -passput parameter password(-H| =)t = U3t oF B LICH O] 04|04 A
certpassword= check1230[0{0F & L|Ct &M BE MEfEH AR(HF, WLC AHA|E A8 St
0{ CSRE MM certpassword ZEE H|Q| EL|CH

4. ChZ 2 UZELICH transter download sart BEE A& 5104 FH|0|EE AHE ELICH JH O
S OR22E dYE 5ot IS X 7 CIR2EEE AlFsi{H ZEZE0 yE YUY

LICE ol & S™ ChSt 2 &Lt

119£ nlo

<{froot>

(Cisco Controller) >



transfer downl oad start

10 Yo 1= TFTP

Data Type. .t iii it ittt e et Site Cert
TFTP Server IP. ... ..t it ie e i aaaenn 10.77.244.196
TFTP Packet Timeout........ciiiiienniinnnnnnnns 6

TFTP Max Retries.....uiiiiiii i it saianennnnnsnn 10

TFTP Path. . ... i e i et ettt e e e /

TFETP Filename. ... ie ettt nnnnns final.pem

This might take some time.
Are you sure you want to start? (y/N)

y

TFTP EAP Dev cert transfer start.

Certificate installed.

Reboot the switch to use new certificate.

T
\|

HE A2 MEsied™ WLCE AHF-IELICH

3EHA GUI. GUIE AF&3t0{ WLCO| METHE| QIS CIREE

GUIE AF835t0{ QIS 2 A El QIBAHE WLCH CIREESIE{™ CHS BAIE 22 & LCH
1. C|HFO|A @IB M final.pemE TFTP AMt{2| 7|& CIAE 2o S AFEFLIC}.
2. MEH security > web Auth > cert Web Authentication Certificate H 0| X| & 3L |C}.
3. L2 2 &I5H A AI2. Download SSL Certificate TFTP ME{OlA{ SSL QIS M CIRZE Oi7H4-E
Hedd golgtg Metgtct
4. 1P Address ZEO| TFTP A{HH2| IP g =Ehct



BAOHITOR  Alaks  CONTRCL_ER B CURITY  WaMAZEMEMT COMAAMDE  HEL™

Sacurity Wab Suthenticebien Cetificaks [annx
T ARk Current Cariicaie
[ESTE P
= palius n, E -
b e bl tendwatastheien
fersn=han _:u'"' - Farky
Pk
B TRIACS - Sl Bubar TTICLODTEL
1T
Lol Bese b s Wad: LACTR = TR TR | TR WL TR D T AL TR FTTE I |
He Fliary Zomjard Hanm Foe 12, O zen Spmame ", G - Midevas=] Cmaminbh? CR 100
Mreshis Clarks
Lot Liog iy Pidaci2s Sl Bae CmJ%, Ol gen Syrama e, CL=Cevon 550 (mezauth], CRhi=2 1.1.1
Al Pz
WL | e foCR-U ] P IR N PR (UL H RS TE LSO PRI L]
P Lacel EAP

ZHA1 Fi-garprir): pLa- T (LSRR R ER | Beb 3T B dF-all T Y]
b i il =HAA Firgearprirl: Dt 750 0P MosRidn SR TP TEER sl ET sa

FOAiCERs Condrol Lisks = Diwinload 51 Ceritficais -

Wireless Protectian et s i e tead T v e e 10 ek mln
Policies
=(weh anth Uawenibead 5L Cerbicaie Fom TFIF Semcr

emb Lozi- Faoa ;
[ == ifioare| Spver IF Addmese |47 77.5ed 436
® Bl “uzimum slime Lz
Teaul aeandz] e

Cewicwz FlePrlh |-

Cwtifizni= FilwHanm [hes.pme |

Cedlicas Passiosd |sssesens

7. Certificate Password(215 A HIYHS) ZEo QIBME ES5t= O AASE HIZHZ E 13
st|CH
= .

8. 2 & Apply.

22 E 7} 2F2 |4 commands > Reboot > Reboot.

©
1

10.

£
X

Mg MEstets HAIX|7F LEEHLFZ saveand Reboot.

11. OK (& ¢! of ZEEH MF T ™S gL

i
mju
Ju
ol

=X &

WLCOIM Q1B M Mx| 2XIE sHZAstEdH WLCHA HHBES WD S UABILICH debugtransfer
all enable 2! debug pm pki enable 171 CHS QIS M CIREE MR E 22 & LICH

In some cases, the logs only say that the certificate installation failed:

*TransferTask: Sep 09 08:37:17.415: RESULT_STRING: TFTP receive complete... Installing
Certificate.

*TransferTask: Sep 09 08:37:17.415: RESULT_CODE:13



TFTP receive complete... Installing Certificate.
*TransferTask: Sep 09 08:37:21.418: Adding cert (1935 bytes) with certificate key password.

*TransferTask: Sep 09 08:37:21.421: RESULT_STRING: Error installing certificate.
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: Add WebAuth Cert: Adding certificate & private key using password c
: Add ID Cert: Adding certificate & private key using password checkl
: Add Cert to ID Table: Adding certificate (name:
: Add Cert to ID Table:
: Decode & Verify PEM Cert: Cert/Key Length was O,
: Decode & Verify PEM Cert: Cert/Key Length 7148 & VERIFY

: Decode & Verify PEM Cert: X509 Cert Verification return code: 0
: Decode & Verify PEM Cert: X509 Cert Verification result text:
: Decode & Verify PEM Cert:
: Add Cert to ID Table:
: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
: Add WebAuth Cert: Error adding ID cert

bsnSs1WebauthCert)
Decoding PEM-encoded Certificate (verify: YES
so taking string 1

unabl
Error in X509 Cert Verification at 0 dept
Error decoding (verify: YES) PEM certificate

i AL

A O4 S} +
EOI_

X

C>

. HA SSO AIL}E|R0M QIZEME 7|12 HEERo|

MEZ HEERZE SHN X OI"‘I.II:I-

E, HA XS #8357 ol ZE QAUBME EX 2 7Hx{Qtof gLt

I CHE Fol AE2 7|2 WLCHMH CSRE ddet A(WetM 7|18 2ZE ddet 32) aliE 7
E L2 == gi7| {20 o] &Ho| 2 S3HX| b= PE ot

QU HHH2 OpenSSLE 7|2 WLCH| CHEt CSRE MMt I(IHEtM 7|7+ Q1B Aof i A=) =

WLCOM sl QIE /7| ZE S 7K Ee Zdeuct
B e

. MEDIE| QI Mol i3t CSRE AiAdstT wico| HZAE|x| ote OIBEM e s
« WCS(Wireless Control System)|lA METIE| 15 A{0d CHEF CSR(Certificate Signing

Request) 24 *Q*
e Linux AMBq0d &
1240]M of
- 7|= | 9 £ M - Cisco Systems

M x| El WCS(Wireless Control System) CSR(Certificate Signing Request) Z1X|



http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00806e367a.shtml?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00806e367a.shtml?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00806e367a.shtml?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00806e367a.shtml?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00806e367a.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00808a94ca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00808a94ca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00808a94ca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00808a94ca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00808a94ca.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00809d50f4.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00809d50f4.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00809d50f4.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00809d50f4.shtml?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6305/products_configuration_example09186a00809d50f4.shtml?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

« WLC HA SSO 7}0|=



/content/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability_DG.html
/content/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability_DG.html

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



