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There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

k¥ Continue to this website (not recommended).

® More information
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Welcome to the Cisco wireless network

iZisco is pleased to provide the Wireless LAN infrastructure for your
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User Name

Password I

7|8 212l H 0|X|0of= Cisco 21 Z! Cisco #71 HIAE 7} L& k|0 QU&SLICH & 215 A|AHI
M CHE & SILE EAISHES MEIE = Q&LICH

- 7|12 232! H0|X]

- 7|18 232l Holx|e| +~FE HT

- QIF # MM FdgstE ALEAH XIE 2321 H0X|
- ZEEC0| O2ZEstE ASA X[ =222l Ho|X|



2 215 200l Ho|x|ofA R 2 ABK OIF U HIUHSE 25D Submit(KIZ)S 25,
MEE Xt 310 o= H|o|E{Hlo|A (0] & 740 LDAP)S| 83Xl eI50f et IS E Lt O
OIS 9 O1F A|AEIS Mz x4 Q| 279 u1|o|x| EAlStD 2% 8t URLE 215 & 2eto|A
EE NS guct

Web Authentication

Login Successfull
You can.noi Use all regular network services over the wireless netwiark:

Fleasze retain thiz small logout window in order to logoffwhen done. Bote
that you can always use the following LEL tooretrievethis page:
hitpsdit A A ogout. bl

Logout
7|12 84& 2302l hlo|x|ol& 74 HOIERO0| FA URL(https://1.1.1.1/logout.html)0f| CHEH Z Q1E]
7t U&LICH ZHEEE] 7t QIE{H|o|A0f CHEH MHEH IP FA = 23! HO|X[Q] EIC|HM F4
oigg ghuct.
ol EMolME O_I%OH WLCO| LHE & I[O|X|E AF2St= Yol CHaH MEELICE O] ool ME
MEXAHE 5HE AMSID AF2XIE 21557 Qs & 2158 {8t ¥l= HIO|E{H|I0|AZ
LDAP MHHHE Aro.%; IEL

7

ol dMol= ol EMoM HYstE 7IsE2 4

L
_O'I_l
N
o
rot
0

EIt & AIELICH

T
oln
i
4
kl
M
=]
:IOI=I

A3 o] MMoi M AFREl 2o CHE AEMIBH LIRS Eoimd B3 =35
EHhe ALt AAIR,

L E<|3 Ctolo{a

ol 2ifofifs o UEST WS AHSELIC


/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-3.gif
https://1.1.1.1/logout.html.
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

Switch

[FEETE

1142 LAF y R
Microsoft 2012
LDAP server

5508 WLC

=

Wireless Client

Ol MEE HBHOZ T OIS BHIE SRt AAIR.

. LDAP MHHE F&3LICEH
. LDAP Aol st WLCE A48T},
. Y olsE | WLANS A 8HLCt.

LDAP MH T4

3 Hml BHH|= LDAP MHHE F45tE ZALCH ol MHE M ECI0|HES| AFEA A1 SHE
M sts HAl= O|O|E{H|0|A A& & LICt O] ool = Microsoft Windows 2012 Essentials Ad
7} LDAP MHHZE AFEE/LCt.

LDAP A Z4Z| 72 @|oj442] & #m| BH= WLCT} o] Clo|E{lolA0] H2lstof ALRIE 15 Y
4 2/ = LDAP Mt{oll AH& R+ HOJEJHI 0|48 Bre = ZiQlLict

Coel ZHEEHM ALS XL 4
OU(Z X 7/d B 2))0ll= PersonProfile2| 721 & =0 CHet A EE T st= 042 2 & 0| Z & £[0]
A&LICH B ALEfO| of] O & 770l & & &LICH RE A SeiA A 4 Hol= LDAP

Ct 4 S
A7(o0t 7|2 g Lch ZF &0l siE 250l &8t ZF ALSXtol| cHet F & (dn)7 Z& o] /&L

—


http://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C1
http://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C2
http://www.cisco.com/c/ko_kr/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C3

Ct.

0| oflofl A= A OU LDAP-USERS7} MM =| T AFZ X} User10| O] OU ofzof| MM EL|CH LDAP &4
NAE 25l Ol AFBAIE FHE M WLCE ALEXF Q1S5S /5 O] LDAP CO|E{H|O|A0f 7 2[E

&= l&Lct
O| of|oil M AP E|lE =H2I2 CISCOSYSTEMS.local&lL|C}.
OUN|A{ AtE A} CllO|E{H[0|A BHE 7|
o] MM ME ZHQloll A OUE BHE T O] QUM M AFEXIE Bt= &= ghedof| CHaH A ghLict
1. Windows PowerShell& €11 servermanager.exe® &/=igrL|C}.
2. Mt 2r2[xt oM AD DSE 22/ LICt O CHS M O|§2 0tRA LER EHFE £
5t09 Active Directory AF& XA & HFE{E ME{ErLICEH

3. 0| 0d|0f| A CISCOSYSTEMS.local®! =HIQI O|F 2 0IRA LEZ HECSE FE5 Ctg
A E M0l M New > Organizational Unit2 2 0|5 3+04 M OUE BHELIC}H

Ju

] Active Directory Users and Computers == -
File Action View Help
o - p h = " -
= ’_ B D._’_. E [ .JJ"& :_?4_.%
] Active Directory Users and Computers [WIN-AQ\| Name Type * Description
b [] Saved Queries | Builtin builtinDomain
4 |35 CISCOSYSTEMS.local Conamikars Container Default container for up...
b - Buittin Delegate Control... u... Container Default container for sec...
L Comp.ute Find... .. Container Default container for ma...
:_' Domain 4 Change Domain... ata Container Default location for stor.
| Foreignsg . - .
= TpRS Change Domain Controller... Container Builtin system settings
- . . . Container Default container for up...
b [ LostAndR Raise domain functienal level... X
b ] Managed o ions M ire  infrastructurel...
- J perations Masters.. e lostAndFound Default container for or...
- | Program 0 N z t et
I+ | System e EI ey ications co..
I | Users All Tasks 3 Contact
B [ NTDSQu W b Group tainer for do...
I ] TPM Dev
Refresh InetOrgPerson
Export List... mslmaging-P5Ps
MSMQ Queue Alias
Properties S .
Organizational Unit
[FEE Printer
User
Shared Folder
< 1] >
Create a new ohject...

4. o|O|x|ofl £A|El CHZ O] OUol| O|F & X|HEst OK(E2)E Z=IgfLCH



-_-52 | Createin: CISCOSYSTEMS local/

Mame:
LOAP-USERS

[w] Protect container from accidental deletion

O|X| LDAP Mol A OU LDAP-USERS7} dMEIRie B 2 Ch5 B A= 0] OU ofeHol| user
User12 d'dst= XWLICH O|E flo CFE BHHE 2r=stAAIL.

1. MME A OUE 0IRA QEZ HEoZ Z2IELICE o|O|X|ol EAIE CHE M AFSXIE MM
5t7] @5 Z2nt HEAE M40l A LDAP-USERS> New > UserZ O|S gtL|Ct.



File Actien View Help

eo2m {0/ XDeEm ieuTE

B

] Active Directory Users and Com|| Name Type
b ] Saved Queries
4 33 CISCOSYSTEMS Jocal
b (] Builtin
b Co mpmm
p ,ﬂ Dermain Contrsllers

p j Managed Senice icco
2 Users

Description

|21 LDAP-USFRS.
Delegate Control..
Move...
Find..
New + Computer
Al Tasks » Contact
View , Group.
= InetOrgPerson
Delete mslmaging-PSPs
Rename MSMQ Queue Aliss
Refresh Organizational Unit
Export List... Fries
: User
Properties S

Help ]

< w ]

There are no items to show in this view.

(Create a new of bJecL

2. User setup(APRXP M) HO|X|ol M O] ofjoll ZAIE CHE E=
£ User logon name Z =01 User10| Q/&LICH.2EI0|HEE

==

O|&0M & QlE[= ALE Rt O|F LIt O] 0f0 M= First name

AHEBHLICH Next(CH)E 22!3t

& Create in:  CISCOSYSTEMS local/LDAP-USERS

Zlc =2 9l2dstL|c}. of 01|01|A'|
Q15 517| 2/5 LDAP Gl O|EfH|
e 2! Full Name ZE0{ User1=2

First name:

U=zerl

Initials:

Last name:

Full name:

ser logon name:

Uker

@CISCOSYSTEMS local

User logon name {pre-Windows 2000):

CISCOSYSTEMS




£) FMS =5 T Next(CHg)E 2L

% Createin: CISCOSYSTEMS local/LDAP-USERS

Password: Il

Confirm password: --------|

[ ] User must change password at next logon
| ] User cannot change password

|| Password never expires
[ ] Account is disabled

4. Finish(OH&)E& 2 2/8fLICtOU LDAP-USERS ofzHoll j At A} User10| Y& ELICH ChS2
MEXE A ZHULICLALE R} O|F: User1 & 5: ®J123
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Select this object type:

Users, Groups, or Builtin securty principals

Fram this location:
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Help
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Shared Fold i
< il . 1319 older i _ p.. Members of this group ... ”

Create a new object..,

4. User setup(AtE X A7) HO|X[of A Of oflofl EA|E! CHE E EEE LI O] of 0d| A
£ User logon name(AH8 A 212 O|F) Z =0i WLC-adminO| {&LICH LDAP Ao CHst
24 2150 AA8E ALE X} O|F LICH Next(CH)E S =gfLCt.

£ &}QIgtLIC} Password never expires(HIHHE BF2 E|X| &f
6. Finish(Ot&])E 218 LICHALS At Z4E|| 0L of 2ol A AF& At WLC-adminO| M AElL|Ct. Ct

2 MK RHE ZSHULICHALE XL O|&: WLC-adminH|Z#H 5 : Admin123

WLC #2|Xtof|AH| #2|x} #Et 5 oq

Ol 24 215 MEXI7} HHE[RS 2 2 Administrator HEHS F 043l oF BfLICt. O|E ¢[sH Cts B
HE 2tE5HAAIL.

1. Active Directory At X} & HFEE dL|Ct.
2. View Advanced Features(I'& 715 E7()7} MEiZ[0o{ QJ=X| = QIFLICEH

3. A X} WLC-admin 2

olSstm DieA 9B HES F2IgLICH ol0|xlo] EAIE cz
HHUAE Mol S48 MeEHLICH Of A
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File Action View Help

e

ko x

EREIN ]

B laETaR

3 Active Directory Users and Computers [WIN-A\

B ] Saved Queries
4 33 CISCOSYSTEMS.local
b | Builtin
p [ Computers
I =] Domain Controllers
I (] ForeignSecurityPrincipals
(=] LDAP-USERS
b | LostAndFound
5 Managed Service Accounts
b || Program Data
b [ System
[ Users
I [ NTDS Quotas
b 71 TPM Devices

(<] 1] [

[>]

Mame

% Domain Gue..
2 Demain Users
% Group Polic...
52, RA_AllowAd...
2, RA_AllowCo...
52, RA_AllowDa...
B2 RA_AllowHo...
52, RA_AllowMe...
52, RA_AllowNe...
82, RA_AllowRe...
52, RA_AllowsSh...
B2 RA_AllowVp...
% Read-only D...
aWSSUsers

ﬂ Enterprise A...
% Enterprise R...
82 Schema Ad...
& aalfares
s_;_‘Administrator
& CiscoTAC

3_5_‘ Guest

2, kibtgt

& stduser

Type Description
Security Group...  All domain guests
Security Group...  All demain users
Security Group..  Members in this group c...
Security Group...
Security Group...
Security Group...
Security Gro Copy...
Security Gro

. Add to a group...
Security Gro i
Security Gro Mame Mappings...
Security Gro Disable Account
Security Gro Reset Password...
Security Gro Move...
Security Gro Open Home Page
S G

eeurity Grot s end Mail
Security Gro
Security Gro All Tasks 4
User Cut
User Delete
User
Rename

User
User | Properties |
User | Help

Opens the properties dialog box for the current selection.
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Security

Environment Sessions Remote control

Remote Deslktop Services Profile COM+ Attribute Editor

General | Address | Accourt | Profle | Telephones | Organization

Published Cerificates | Member Of | Password Replication | Dialin | Object

Member of:

Mame

Domain Users CISCOSYSTEMS local/Users

Active Directory Domain Services Folder

Primary group: Domain Users

Set Primary Group you have Macirtosh clients or POSI¥-compliant

There iz no need to change Primary group unless

applications.

5. Add(F7hHE S=2IgLct Ui U= Chst & XHol| A AdministratorsE /25t 1210 20

OK(ZehE 22

gLt



Select Groups _

Select this object type:

Groups or Built-in security principals Object Types...

From this location:
CISCOSYSTEMS local

Locations. ..
Enter the object names to select (examples):
Administrators Check Names
Advanced... QK Cancel

LDPE Ar&35l0{ AHS XA B4 A|Y

O| GUI =7 &= AFZXA}I7} Active Directory@t ZH2 L DAP S C|HER|of CHall AZ, HIQIE!, Z4AH,
_J|~_7<0-| _'_7|. |:|:l— Al-x.||9|. 7I-° KI-04° _/l:oHoI- 2 9}! o|.'— LDAP 3E|’O|O'|E?=. ||:|. LDP= |=|O|-
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MEX} ol sxﬂ I]-I|E|-L':I|O|E-|9|- 7+° HIEFH| O|E{ 2} °*771I Active Directory0l| K& & X E E= O Al
EELch.

LDP GUI =7 & XI&E CDO0lA Windows Server 2003 k| =& AMx|& mf ZEE/L|CH o] MMof
M= LDP S EIZIEIE AF8310{ AL Al User1 Tt QIZHEl EH £ M2 MHE%PE Jr ol CHal AHEE
LICt olz{8t &S & °E'$t WLCS| LDAP AtH 74m|224|0|A4 Of7HEd4=(0d|: User Attribute type 2!

User Object type)& A<= Ol AASELICEH

1. Windows 2012 Mo
ol M ASH7| {8l LDPE

r°l'

b LDAP ME{0|AE) Windows PowerShell€ @11 LDP E2t2
|23 LCt.

lI°

2. O|0|X|ofl ZAIE! CHE LDAP Mol IP =AE &I=245t™H LDP 7|2 &0l M Connection(?i&) >
Connect(?i&) 2 0|5 3504 LDAP A{tH{od| 17 L},



Ldp
Emwse View Options Utilities Help

| Connect...
Bind... Ctrl+B

Disconnect

MNew Ctrl+N
Save

Save As
Exit

Connect to specified server

3. LDAP Mol SZ3 5|3 40l M View(2 71)E =45t 1 Tree(E2N)E 223tLICHOIOIX|
TES)

Idap://WIN-AOV2BU6BLRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local -

Connection Browse View Options Utilities Help

defaultNamingContext: DC=CISCOSYSTEMS,DC=local; ~

dnsHostName: WIN-AQVZBUEELRE.CISCOSYSTEMS. local;

domainContrellerFunctionality: 5

domainFunctionality: 5;

dsServiceName: CN=NTDS Settings, CN=VWIN-AQ0V2BUG8LRY,CN=Servers, CN=Defauli-First-Site-Name, CN=Sites, CN=Con figuration,DC=CISCOSYSTEMS DC=local;

forestFunctionality:

highestCommittedUSN: 16580;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

IdapServiceName: CISCOSYSTEMS. lecal win-a0v2buG8IrgS@CISCOSYSTEMS.LOCAL;

namingContexts (5): DC=CISCOSYSTEMS,DC=local;, CN=Configuration DC=CISCOSYSTEMS,DC=local, CN=Schema, CN=Configuration, DC=CISCOSYSTEMS DC=local;
DC=DomainDnsZones, DC=CISCOSYSTEMS DC=local, DC=ForestDnsZones,DC=CISCOSYSTEMS, DC=local;

reotDomainMamingContext: DC=CISCOSYSTEMS,DC=local;

schemaMamingContext: CN=Schema,CN=Configuration, DC=CISCOSY STEMS,DC=local;

serverMame: CN=WWIN-AOV2BUBSLRY CN=Servers, CN=Default-First-Site-Name,CN=Sites, CN=Configuration DC=CISCOSYSTEMS,DC=local;

subschemaSubentry: CN=Aggregate, CN=Schema, CN=Cenfiguration, DC=CISCOSYSTEMS DC=local;

supportedCapabilties (6): 1.2 840.113556.1 4 800 = { ACTWE_DIRECTORY }; 12.840.113556.1 4 1670 = { ACTWE_DIRECTORY_V51 }; 1.2.840.113556.1.4 1791 = (
ACTVE_DIRECTORY_LDAP_INTEG ); 1.2.840 113556 1 41935 = { ACTIE_DIRECTORY_WE1 ); 1.2.840.113555.1 4 2080 = { ACTIVE_DIRECTORY_V61_R2 );
1.2.840.113556.1.4.2237 = { ACTWE_DIRECTORY_WS ),

supportedControl (35): 1.2.840.113556.1.4.319 = ( PAGED_RESULT ); 1.2.840.113556.1.4.801 = ( SD_FLAGS ); 1.2.840.113556.1.4.473 = (SORT J; 1.2.840.113556.1.4.528 =
NOTIFICATION }; 1.2.840.113556.1.4.417 = { SHOW_DELETED ); 1.2.840.113586.1.4.619 = ( LAZY_COMWIT }; 1.2.840.113556.1.4.841 = ( DIRSYNC };
1.2.840.113556.1.4.52% = ( EXTENDED_DN J; 1.2.840.113556.1.4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET );
1.2.840.113556.1.4.970 = | GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME }; 1.2.840.113556.1.4.474 = { RESP_SORT ); 1.2.840.113556.1.4.1338 = (
DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS }; 1.2.840.113558.1.4.1413 = ( PERMISSVE_MODIFY }; 2.16.840.1.113730.3.4.9 = ( VLWVREQUEST );
2.16.840.1.113720.3.4.10 = ( VLVRESPONSE ); 1.2.840.112556.1.4.1504 = { ASQ ); 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.1135561.4.802 =
RANGE_OPTION ); 1.2.840.113556.1.4 1807 = { SHUTDOWN_NOTIFY ); 1.2.840.113555.1 41848 = { RANGE_RETRIEWVAL_NOERR ); 1.2.840.113556.1 4 1874 =
FORCE_UPDATE ); 1.2.840.113556 1.4 1341 = { RODC_DCPROMO }; 1.2 840.113556.1 4 2026 = [ DN_INPUT }; 1.2 840.113556.1.4 2064 = { SHOW_RECYCLED ),
1.2.840.113558.1 4 2085 = [ SHOW_DEACTWATED_LINK ); 1.2.840.113558 1.4 2086 = ( POLICY_HINTS_DEPRECATED }; 1.2 840113558 1.4 2090 = ( DIRSYNC_EX };
1.2.840.113556.1.4.2205 = { UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ); 1.2.840.113556.1.4.2206 = ( SEARCH_HINTS }; 1.2.840.113556.1.4.2211
= ( EXPECTED_ENTRY_COUNT }; 1.2.840.113556.1.4.2238 = ( POLICY_HINTS };

supportedLDAPPolicies (15): MaxPoolThreads, MaxDatagramRecv; MaxReceiveBuffer; IntRecvTimeout, MaxCennections; MaxCennidieTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize; MaxR ize; MinR , MaxR Conn; ationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GSS-SPNEGO; EXTERNAL; DIGEST-MDS,

Ready

4. 20t EC| 27| ZolM A& ALS| BaseDN2 238 LICt. O] of|0i A User12 OU "LDAP-
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Connection  Browse  View

Options  Utilities

Idap://WIN-AOV2BU6BLRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local =0 x

Help

Ready

defaultNamingContext: DC=CISCOSYSTEMS,DC=local; ~

dnsHostName: WIN-AQVZBUEELRE.CISCOSYSTEMS. local,

domainControllerFunctionality: 5;

domainFunctionality: 5;

dsServiceName: CN=NTDS Settings, CN=WIN-A0V2BUGBLRY,CN=Servers, CN=Defauli-First-Site-Name,CN=Sites, CN=Configuration DC=CISCOSYSTEMS, DC=local;

forestFunctionality: 5;

highestCommittedUSN: 16585,

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

IdapServiceName: CISCOSYSTEMS. local win-al0v2buSBIr9S@CISCOSYSTEMS LOCAL;

namingContexts (5): DC=CISCOSYSTEMS,DC=lecal, CN=Configuratien DC=CISCOSYSTEMS, DC=local, CN=5chema,CN=Configuration DC=CISCOSYSTEMS, DC=local;
DC=DomainDnsZones,DC=CISCOSYSTEMS,DC=local, DC=ForestDnsZones DC=CISCOSYSTEMS, DC=local,

rootDemainNamingContext: DC=CISCOSYSTEMS,DC=local;

schemaMa -

servertlan] Tree View jon, DC=CISCOSY STEMS,DC=local,

subschem;

supported { ACTIVE_DIRECTORY_WS1 ), 1.2.840.113556.1.41791 = {
ACTIV| | BaseDN: [0U=-LDAP-USERS,DC=CISCOSYSTEMS, DCocal w| |[[p40.113555.1.4.2080 = ( ACTIVE_DIRECTORY_V&1_R2 );
1288

supported G5 ); 17840113556 1.4 473 = ( SORT J; 1.2 840 113556 1 4 528 =
NOTFI DMMIT J; 12,840 113556 14 841 = { DIRSYNC J;
1284 3556.1.4.521 = [ CROSS0OM_MOVE_TARGET J; =
1.2.840 113556 1.4.970 = [ GEI_GTAIS J, T.2.580.T13556.1 4. 1235 = [ VERIF¥_IANE J; T.2.580.T13556.1.4.474 = { RESP_SORT J; 1.2.840.113556.1.4.1339 = (

DOMAIN_SCOPE J; 1.2.840.113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113586.1.4.1413 = { PERMISS\VE_MODIFY ), 2.16.840.1.113730.3.4.9 = ( VLVREQUEST };
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ), 1.2.840.113556.1.4.1504 = { ASQ ), 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 =
RANGE_OPTION }; 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY ), 1.2.840.113556.1.4.1848 = { RANGE_RETREVAL_NOERR ); 1.2.840.113556.1.4.1874 = (
FORCE_UPDATE J; 1.2.840.113558 1.4.1341 = (RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT }; 1.2.840.113556.1.4.2084 = ( SHOW_RECYCLED ),
1.2.840.113556.1.4.2085 = ( SHOW_DEACTIVATED_LINK ), 1.2.840.113556.1.4.2068 = ( POLICY_HINTS_DEPRECATED ), 1.2.840.113556.1.4.2090 = ( DIRSYNC_EX ),
1.2.840.112556.1.4. 2205 = ( UPDATE_STATS J; 1.2.840.113556.1.4 2204 = { TREE_DELETE_EX }; 1.2.840.113556.1.4. 2206 = ( SEARCH_HINTS }; 1.2.840.113556.1.4. 2211
= ( EXPECTED_ENTRY_COUNT }; 1.2.640.113556.1.4.2238 = ( POLICY_HINTS };

supportedLDAPPolicies (15): MaxPoolThreads; MaxDatagramRecv; MaxReceiveBuffer; intRecvTimeout; MaxConnections; MaxConnidieTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize; MaxR + MinR ; MaxR PerConn; MaxMotificationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GSS-SPNEGO; EXTERNAL, DIGEST-MDS;

5. LDP HEI2 X9 2lZ o= X|'HEl BaseDN(OU=LDAP-USERS, dc=CISCOSYSTEMS,
dc=local) ot 2ol LtEtLt= A EE[7F EAIELICH EE|E & & 5104 AFE At User1E & &L

Ct O] AF8Xt=

ArERte| O|§ 2 LIEIHLHE CN 222 AlEE £ &L o] ofoMHE

CN=User1&ILICt. CN=User12 F H Z=gLICt. 221 Z 0| LDP EEtfX e 2% Foi
User1lt AZAE 2 E S0 ZAIELICH

Connection Browse View Options  Utilities

Help

Idap://WIN-AQV2BUGSLR2.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local I;Ii-

.. Ne children

< m
Ready

=1 OU=LDAP-USERS, DC=CISCOSYSTEMS, DC=local

=R CN=Userl,0U=LDAP-USERS,DC=CISCO

Expanding base 'CN=User1 OU=LDAP-USERS DC=CISCOSYSTEMS, DC=local.
Getting 1 entries:
Dn: CH=User1,0U=LDAP-USERS,DC=CISCOSYSTEMS,DC=local
accountExpires: 9223372036854775807 (never);
badPasswordTime: 0 (never);
badPwdCount: 0;
cn: Usert;
codePage: 0;
countryCode: 0;
displayName: User1;
distinguishedName: CN=User1,0U=LDAP-USERS DC=CISCOSYSTEMS DC=local;
dSCorePropagationData (3): 12/24/2015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:3% PM E. Europe Standard Time; 0x0 = ), 0x0=1( };
givenMame: User1;
instanceType: 0x4 = { WRITE );
lastLogeff: 0 (never);
lastLogen: 0 (never);
legonCount: 0;
name: User1;
objectCategory: CN=Person,CN=Schema,CN=Configuration, DC=CISCOSYSTEMS, DC=local,
objectClass (4): top; person; organizationalPerson; user,;
objectGUID: cad45a8d8-9ba3-41d7-9dal1-5a6efe2cfech;
objectSid: 5-1-5-21-986598191-3042038731-3458728873-1120;
primaryGrouplD: 513 = ( GROUP_RID_USERS };
pwdlastSet: 12/24/2015 1:19:16 PM E. Europe Standard Time;
sAMAccountiame: Usert;
sAMAccountType: 805306368 = { NORMAL_USER_ACCOUNT );
userAccountControl 0x10200 = { NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD );
userPrincipalName: User1@CISCOSYSTEMS. local;
uSNChanged: 16576;
uSNCreated: 16570;
whenChanged: 12/24/2015 1:20:39 PM E. Europe Standard Time;
whenCreated: 12/24/2015 1:19:15 PM E. Europe Standard Time;

6. LDAP Mol CHi WLCE T A48 [ User Attribute(AF& A} §4) LEoi| AL& Xt O|F 0| Z &

SN E= PN

IEo

EM o|§2 =#Lct. o] LDP £240i A sAMAccountNameO| At& &t

O|& "User1"€ X &dt= stLIC| EHUE &2lE = e 2 WLCE| User Attribute EZ.01|

24

S 5= sAMAccountName E448 Ql248fL|C}.

7. LDAP AMt{oll CH3H WLCE 7/ & [ User Object Type(AFEXF 7HA 2%) HEO BZEE
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LDAP Mol CHEF WLC ++4

O|AM| LDAP M7} FMEIie2 2, CIS EHAHIE LDAP ME{L| M|E Al 22 WLC
ILICH WLC GUIOIAM CHS EHAIE 2tZ & LCt.
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&30l EMoME WLC7t 7|2 s {ldl + &=l LAP7F WLCO| S§ E|o{ It 74
ghLICH LAPS| 7|2 52 8| WLCE MHHEStEdiE M AL A= WLC(E A LAN ZHEEF]
)il LAP(Lightweight AP) SE& X XstAAI2.

1. WLC2| Security(:2 o) HO| x|l A 212 =1%ol A AAA > LDAPS ME504 LDAP A 74
I|zio|M Ho|x|Z2 o|SFLIct

Configurati Pir Refresh
ul|hl|lu Saye Configuration ' Ping | Logaut |Refres|

ciIsco MONITOR WEANs COMTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK A Home

Security “  LDAP Servers Newt.. |

Server Secure Mode(via
Index Server Address(Ipvd/Ipv6) Port Server State TLS) Bind

172.16.16.200 389 Enabled Disabled Authenticated B

b Local EAP

Advanced EAP
» Priority Order
b Certificate

LDAP MHE F7t5t2{ New(ME BHE7()E& =/ ELICH LDAP Servers(LDAP A{H{) >
New(MZ BtE7() B O|X|7t LtEFELICE.

2. LDAP Servers Edit(LDAP A{tH =) 0| X |0l A LDAP A{E{2] IP 34, Port Number(Z E. tH
%), Enable Server status(AMH &3} &fEl) S LDAP ME{2| MF HEE X|HE LIt Server
Index (Priority)(ME IHIA(RME= Q) EECHR M XIOIM TAHE MEiSt] R EEICHE
LDAP AEH2} 2245107 O] ME{e| @M=& XIFeLct =|cH 17712l MHE T 8E = U
SLICH HAEEH7I X ¢ M| 2 E = gie 82 S82| F ¢t Mo 1Z835t= S92
&2 Al ErL|CH.Server IP Address BEI=01 LDAP MEH2| IP FAE 2248t L|CH Port
Number(£E $H3%) EE0i LDAP MHO| TCP ZE H3 E =g LICt &5 Hels
1~655350|11 7|22t 389L|CHEF= HIQIE 0| Z LDAP MHH & sHE HIZ#H S of AAll
A5te Ol AL E WLC ZHE[XF AFE RS @ %|21 HERI= AFE XL O|F ol CHEH Authenticated &
AMEFM&LICHUser Base DN(AFE AL 7|2 DN) ZHEof ZE AMXLS| SS0| Z & El LDAP A
Holl = ot¢ EZ|S| DN(ZLF OlF)2 =T LICt o|& &0, ou== % E2|, .ou=CtZ =&
Et2| & o=corporation.comL|Ct. AFEXHE EZ&5t= EE2|7t 7|2 DN2! 82
o=corporation.com 5= dc=corporation, dc=com2 2i&LICt.0| oiloi M A At
OU(Organizational Unit) LDAP-USERS Of2Hoi| {2, O|= CtA| lab.wireless = H 12| L&
2 MEELICHAIS A 712 DN2 ALK HE (EAP-FAST Q15 2ol [HE ALS K At HE B
)7t }e ©A B2 E 7t2|740k LIt o] odlof| A AFE A= 7|2 DN OU=LDAP-USERS,
DC=CISCOSYSTEMS, DC=local Ot2H0i| & L|Ct.User Attribute(AFE Xt £4) E=0f ALEX}
O|§0| Z&E AEXt B|ZEQ| &4 0|F 2 YU LICHUser Object Type ZEO| BZEE
AEXIE A5t = LDAP objectType §432| gf2 U= LICt ALE X} B2 E0|= objectType
Edoi CHet oiq gfo| U= B7t H&LICH 18 YR = AEXto|A 1Rt dFE = CHE
x| 81 SRELUCIWindows 2012 X[ =7 o AR E XS El= LDAP 22t X REE
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HetX =8 LDPEtD & LICH ol =+ & AF85tH O] 53 AF&Xt2| User Base DN, User



http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml

Attribute & User Object Type ZHEE & = U&LICI. LDPE AI&75104 O|2{EH AFEAIHE E4
2 of= ol CiEt RHMIE LI 2 o & £4 AlHof LDP A& AMoiH dEE
l—lEP Server Timeout ZEO| RS 7H4 ()2 =T &8 Hels 2~30z 0|0 7|2

X
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2t 2 2Z& 2lL|Ct Enable Server Status(ME & Ell & 443}) 2fQIEHS MEHSH0{ O] LDAP MEH{E
M3t AL MEHS F|A5H04 HIEHSHELICH 7|22f2 disabled LT Apply(H&)& 22!
r {1 #HE A E HUELICH ol HE = o|O] & o Lct

oI- m\olI

l'l"'l" Saye Configuration | Ping  Logout Refresh
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK # Home
Security LDAP Servers > Edit | <Back | | apply |
Ll ) Server Index 1
’al Server Address(lpy4/lIpvé) 172.16.16.200
Fort Number 389
Simple Bind Authenticated «
Bind Username CN=WLC-ADMIN,CH=Users,DC=CISCOSYSTEMS,C

Bind Password

Canfirrn Bind Password

M ering User Base DN Ch=Users,DC=CISCOSYSTEMS, DC=LOCAL
Disabled Clients User attribute sAMAccountiare
User Lagin Policies
AF Policies User Object Type Person
ssWuhl kolces Secure Mode(via TLS) Disabled v
» Local EAP Server Timeout 2 seconds
Advanced EAP Enable Server Status Ensbled w

b Priority Order
b Certificate

3. O|N| LDAP AME{o CHet M5 ME 7} WLCo| FAHEeco 2 OIS BHAHE €l 2152 26
WLANS #dste ZdLct.

g el&E flgt WLAN T+
5 R EHlE AFSRIE 2I8H WLANS MAsHs ZULICH CFHS EHHIE 2FESHAAIR.

1. WLANS MM5te{H ZAEE 2 GUIOIA WLANsE Z2I8FL|Ct.WLANs 20| LFEFSFL|CH. O]
o= ZHAEE 0| A= WLANO| LI E I—IEP

2. Ml WLANZ T'd35t2{™ New(MEZE BHEZ)E S 2! LICt 0] ool A WLANS| O| &2 Web-
AuthJL|ct
ol ' I ' I
cisco MOMITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT COMMAMNDS HELP  FEEDBACK
WLANSs WLANSs > New
v WLANS Type WLAN -
WlANs
Profile Mame LOAR-TEST
b Advanced
SSID LODAP-TEST
jin] 11 =

3. ApplyE =g ct.
4. WLAN > Edit(73) &0 WLANO sHE 5t= 7 E HolgthL|Ct



Save Configuration | Fing | Logout Refresh

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  EEEDRACK A Home
WLANs WLANs > Edit 'LDAP-TEST' < Back | Apply
* WLANS General | Security | Qos | Policy-Mapping I Advanced
WLANS
b Mvanced Profile Name LDAP-TEST
Type WLAN
SSID LDAP-TEST
Status ¥ Enabled
Security Policies [wrAz][Auth{BD2.1X}]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All ot
Interface/Interface

Group(6) management hd
Multicast Wlan Feature | | Epabled
Broadeast SS1D ¥| Enabled

MNAS-1D s

Status(4 Ef) 2 QIEtS ME4SH0{ WLANS & A35HEFL|CHWLANS| B2 Interface Name(°|E'|
HOo|A O|F) EEOM MEHE QIE{Ho|AE MEAFLICE O 01|01IA‘|t WLAN € 2150f HAZA
I|= 22| QIE{H o|AE oH&E &Lt

5. 2ot 2 FRIBLICE Layer 3 Security(210]04 3 £0F) EE=0{A Web Policy(# &A) &fQlzt
2 MEISt 1 Authentication(@18) SME MEIFLICH

-

Sawe Configuration | Ping | Logout | Refresh

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANS WLANSs > Edit 'LDAP-TEST' _<_Ba_c_kJ "_ﬂlll_J
3 viLL"trj; General | Security | Qos | Policy-Mapping | Advanced |

ANS
» Advanced | Layer2 | Layer3 | AAAServers

Layer 3 Security £ Web Policy ¥

Q) authentication

- Passthrough
Conditional Web Redirect
Splash Page Web Redirect

) on MAC Filter failureZ®

Preauthentication ACL IPvd Hone w  IPwé Hone w  WebAuth Flexacl None w
Sleeping Client | Enable
Over-ride Global Config?2 || Ensble
8 2130l Rt S210[IES 9135l = o NS=I== 0 &40l HEAELIC. WLAN X oI5

ua|agyo|Mof et & A3Hs5kedT Override Global Config & Q18H2 MEHEFLICEH Web Auth
type(® 2185 /8) EELIR Dﬂ-rr01|H MAE Y s f¥S MEELICH o] toMHE LHE
H B2 ALSELICHED: 802.1x 1B M E & Q50| X|HMEIX| b&LICH &, & Q52
AL & [ 802.1x £ 802.1xE E1|0|01 2 Hoto 2 AF8 3= WPA/WPA2E MEHE = Ql&

L[Ct CHE 2 & gilofo{ 2 22t oi7f#H0l M= & @15 0| X|§HE Lc

6. AAA Servers(AAA M) B2 Z =!8 LICt LDAP server(LDAP AMH) ECH2 HFHA FHE
LDAP MHHE MEIEILICH. 24 O|O|E{H|0|A EE= RADIUS AHHE AFEStE B2
Authentication priority order for web-auth userfield( & 215 AFEXF EE0]| CHEH O1F RM=2f
T Af) Of2HolA I RM=2/E HMHE &= JU&Lct



Saye Configuration | Ping = Logout | Refresh

l'lll."t

cisco MOMNITOR WLaNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs > Edit 'LDAP-TEST' < Back ‘ _ Apply ,1 =
¥ WLANs | General | Security | QoS { Policy-Mapping | Advanced |

WLANS
¢ Advanced | Layer 2 |_ Layer 3 J Eﬂa Servers
Interim Update
LDAP Servers
Server 1 IP:172.16.16.200, Port:389
Server 2 None - =
Server 3 Mone -

Local EAP Authentication

Local EAP Authentication | |gnabled

m

Authentication priority order for web-auth user

Not Used Order Used For Authentication

LOCAL & =] [ore . | [Cun
RADI |

] 11 ¢

7. ApplyE ERIBFLICH BT O] ool M= AHE Rt Q1B S I8t Layer 2 Security 20| A K]
fo 2 2 Layer 2 Security(20[01 2 20t Z=0i A None(fi&)2 ME4ELICH.

Cte& &lghuic

T490| SHHZ 7 S SHEX| HQUSHEIH 0| MM HB AR
ol Malg =Holslzipd 241 2al0lpIEE Hstn HI|TE olMo| 4 THE RS sH=X| 2 olstAl
AL

FM 20| ET} LIEILE T AHE A= E EEFR KoM URL(04: www.yahoo.com)S {248 L|Ct
AEXE7L QABEX| et 22 WLCE R & 23/ URLE AHEXHE EIC|=Mef Lt

AZKIOIH ALK RHE ZHES E5 TETEJF EAIELICH AFXI7F ALK} 0| 2 HIZHS E
MEstH 23021 HO|X|o| M AHS A A2 SHE U245t D KME Al R’éﬂ; WLC ¢ /HtHOI
action_URL 0i/(http://1.1.1.1/login.html)2 CtA| & EHLICH ol 12 Z|C|3M URL01I CHat 4=
Of7HE#H 2 MSELICH 0{7|M 1.1.1.12 A|x|2| 7H4 QIE{H O|A FAQIL|CE,

WLC= LDAP AtEXt H|O|E{H| O] £ 01 CHEl AFERHE
A

RIS LICH 2lE ol d3stEH WLC & M=
AERE FEE EIC|EM URL EE= S2EH0|UET} E

|ZFEl URL(04: www.yahoo.com



http://www.yahoo.com,
http://1.1.1.1/login.html,
http://www.yahoo.com.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th
Server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

| % Continue to this website (not recommended).

® More information

‘| 10 [
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3 https://1.1.1.1 - Logout - Micros.. - ;“ |
File  Edit ‘iew Favorites  Tools  Help

Web Authentication

Login Successiul |

You can now use all reqular network semices
aver the wirele=z netwark,

Flease retain this small logout window in arder
to logoffwhen done. Mote that vou can abways
use the following UREL to retrieve this page:
hitpsairl 1.1 1ilogout himl

Lodgout |

—
= A

ol diofME dHE EX il ALY + U= SEE MSELICH
Zu|agolM EE{ERE OIS BHEE ALSELICH

- debug mac addr <client-MAC-address XX:XX:XX:XX:XX>
- debug aaa all enable
- C|HH1 pem &} EH 8433}
- debug pem events enable
- debug dhcp message enable
- debug dhcp packet enable
22 debug mac addr cc:fa:00:f7:32:352] M&F &L |C}.

debug aaa Idap enable

(Cisco_Controller) >*pemReceiveTask: Dec 24 03:45:23.089: cc:fa:00:£7:32:35 Sent an XID frame
*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Processing assoc-req
station:cc:£fa:00:£7:32:35 AP:00:23:eb:e5:04:10-01 thread:18ec9330

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Association received from mobile on
BSSID 00:23:eb:e5:04:1f AP AP1142-1

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Global 200 Clients are allowed to AP


/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-32.gif

radio

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Max Client Trap Threshold: 0 «cur: 1

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Rf profile 600 Clients are allowed to
AP wlan

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 override for default ap group, marking
intgrp NULL

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying Interface policy on Mobile,
role Local. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 16

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Re-applying interface policy for client

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Changing

IPv4 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2699)
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Changing
IPv6 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2720)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 apfApplyWlanPolicy: Apply WLAN Policy
over PMIPv6 Client Mobility Type, Tunnel User - 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 In processSsidIE:6246 setting Central
switched to TRUE

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 In processSsidIE:6249 apvVapId = 1 and
Split Acl Id = 65535

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying site-specific Local Bridging
override for station cc:fa:00:£7:32:35 - vapId 1, site 'default-group', interface 'management'
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying Local Bridging Interface
Policy for station cc:fa:00:£7:32:35 - vlan 16, interface id 0, interface 'management'
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 processSsidIE statusCode is 0 and
status is 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 processSsidIE ssid_done_flag is 0
finish flag is 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 STA - rates (3): 24 164 483 0 0 0 0 0 O
000O0O0O0O

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 suppRates statusCode is 0 and
gotSuppRatesElement is 1

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 AID 2 in Assoc Reqg from flex AP
00:23:eb:e5:04:10 is same as in mscb cc:fa:00:£7:32:35

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 apfMslxStateDec

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change
state to START (0) last state WEBAUTH_REQD (8)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 pemApfAddMobileStation2:

APF_MS_PEM _WAIT_L2_AUTH_COMPLETE = 0.

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 START (0) Initializing
policy

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 START (0) Change state to
AUTHCHECK (2) last state START (0)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:£fa:00:£7:32:35 172.16.16.122 AUTHCHECK (2) Change
state to L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

*pemReceiveTask: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 Removed NPU entry.
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Not Using WMM Compliance code gosCap 00
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:£fa:00:£7:32:35 172.16.16.122 L2AUTHCOMPLETE (4)
Plumbed mobile LWAPP rule on AP 00:23:eb:e5:04:10 vapId 1 apVapId 1 flex-acl-name:
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Change
state to WEBAUTH_REQD (8) last state L2AUTHCOMPLETE (4)

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
pemApfAddMobileStation2 3802, Adding TMP rule

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Adding
Fast Path rule

type = Airespace AP Client - ACL passthru



on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0

IPv4d ACL I
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan =

16, Local Bridging intf id = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
pemApfAddMobileStation2 3911, Adding TMP rule

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0

IPv4d AC
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan =

16, Local Bridging intf id = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 apfPemAddUser2 (apf_policy.c:359)
Changing state for mobile cc:fa:00:£7:32:35 on AP 00:23:eb:e5:04:10 from Associated to
Associated

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 apfPemAddUser2:session timeout
forstation cc:fa:00:£7:32:35 - Session Tout 1800, apfMsTimeOut '1800' and sessionTimerRunning
flag is 1

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Scheduling deletion of Mobile Station:
(callerId: 49) in 1800 seconds

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Func: apfPemAddUser2, Ms Timeout =
1800, Session Timeout = 1800

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Sending assoc-resp with status 0
station:cc:fa:00:£7:32:35 AP:00:23:eb:e5:04:10-01 on apVapId 1

*apfMsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 Sending Assoc Response to station on
BSSID 00:23:eb:e5:04:1f (status 0) ApVapId 1 Slot 1

*apfMsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:£f7:32:35 apfProcessAssocReq (apf_80211.c:10187)
Changing state for mobile cc:fa:00:£7:32:35 on AP 00:23:eb:e5:04:10 from Associated to
Associated

*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 2,



dtlFlags 0x0
*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 Sent an XID frame
*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 2,
dtlFlags 0x0
*pemReceiveTask: Dec 24 03:45:43.558: cc:fa:00:£7:32:35 Sent an XID frame
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP received op BOOTREQUEST (1) (len
322,vlan 16, port 1, encap Oxec03, xid 0x62743488)
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP (encap type Oxec03) mstype
Off:ff:ff:ff:ff:£f
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
mscbVapLocalNetMask= 255.255.254.0 mscbdhcpRelay=172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
(local address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
mscbVapLocalNetMask= 255.255.254.0 mscbdhcpRelay=172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
(local address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP transmitting DHCP DISCOVER (1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP op: BOOTREQUEST, htype:
Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
secs: 0, flags: O
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
0.0.0.0
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE
*DHCP Proxy Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP received op BOOTREPLY (2) (len
572,vlan 0, port 0, encap 0x0, xid 0x62743488)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP sending REPLY to STA (len 418,
port 1, vlan 16)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP transmitting DHCP OFFER (2)
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,
hlen: 6, hops: 0
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
secs: 0, flags: O
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
172.16.16.122
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
0.0.0.0
*DHCP Proxy Task: Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP server id: 1.1.1.1 rcvd server
id: 172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP received op BOOTREQUEST (1) (len
334,vlan 16, port 1, encap Oxec03, xid 0x62743488)
*DHCP Socket Task: Dec 24 03:45:43.714: cc:£fa:00:£7:32:35 DHCP (encap type Oxec03) mstype



Off:ff:ff:ff:£f£f: £

*DHCP Socket Task: Dec 24 03:45:43.714:

settings:

*DHCP Socket Task: Dec 24 03:
mscbVapLocalNetMask= 255.255.
*DHCP Socket Task:

(local address 17

*DHCP Socket Task:

*DHCP Socket Task
Ethernet, hlen: 6

*DHCP Socket Task:

secs: 0, flags: O
*DHCP Socket
*DHCP Socket
0.0.0.0
*DHCP Socket
172.16.16.25
*DHCP Socket
*DHCP Socket
server id: 1.
*DHCP Socket
settings:

1.1.

*DHCP Socket Task: Dec 24 03:45:43.715:

*DHCP Proxy Task:
572,vlan 0, port
*DHCP Proxy Task:
(mscb=0x40e64b88
*DHCP Proxy Task:
vlan 16)
Proxy Task:

port 1,
*DHCP
*DHCP
hlen:
*DHCP
secs:
*DHCP
*DHCP Proxy Task:
172.16.16.122
*DHCP Proxy Task:
0.0.0.0

*DHCP Proxy Task:
id: 172.16.16.25
*ewmwebWebauthl:
mobile, length
*ewmwebWebauthl:
for mobile,

Proxy Task:
6, 0

Proxy Task:
0, 0
Proxy Task:

hops:

flags:

lengt

*aaaQueueReader:

*aaaQueueReader:

*aaaQueueReader:

*aaaQueueReader:
proxyState

*aaaQueueReader:
*LDAP DB Task 1:

(1)
*LDAP DB Task 1:

Task:
Task:

Task:

Task:
Task:

Task:

£

cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
45:43.714: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
254 .0 mscbdhcpRelay=172.16.16.25
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
2.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP transmitting DHCP REQUEST (3)
: Dec 24 03:45:43.714: cc:£fa:00:£7:32:35 DHCP op: BOOTREQUEST, htype:
, hops: 1
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP chaddr: cc:£fa:00:£7:32:35
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP requested ip: 172.16.16.122
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP server id: 172.16.16.25 zrcvd
1
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP received op BOOTREPLY (2) (len

0, encap 0x0, xid 0x62743488)

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP setting server from ACK
ip=0xacl0107a) (server 172.16.16.25, yiaddr 172.16.16.122)

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP sending REPLY to STA (len 418,
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP transmitting DHCP ACK (5)

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:

Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP server id: 1.1.1.1 rcvd server
Dec 24 03:46:01.222: cc:fa:00:£7:32:35 Username entry (Userl) created for

7

Dec
h
Dec

24
7
24

03:4

03:4

Dec 24 03:4

6:01.2

6:01.2

6:01.2

22

22

22

cc:fa:00:£7:32:35 Username entry (Userl) created in mscb

AuthenticationRequest: 0x2b6bdc3c

Callback. .ottt e e e e e e 0x12088c50
PrOLOCO L Y e v vt e e e e e ettt e e e e e e e 0x00000002
CC:FA:00:F7:32:35-00:00
Packet contains 15 AVPs (not shown)
ldapTask [1] received msg 'REQUEST' (2) in state 'IDLE'

LDAP server 1 changed state to INIT



*LDAP DB Task 1: Dec 24 03:46:01.223: LDAP_OPT_REFERRALS = -1

*LDAP DB Task 1: Dec 24 03:46:01.223: ldapInitAndBind [1] called lcapi_init (rc = 0 - Success)
*LDAP DB Task 1: Dec 24 03:46:01.225: ldapInitAndBind [1] configured Method Authenticated
lcapi_bind (rc = 0 - Success)

*LDAP DB Task 1: Dec 24 03:46:01.225: LDAP server 1 changed state to CONNECTED

*LDAP DB Task 1: Dec 24 03:46:01.225: disabled LDAP_OPT_ REFERRALS

*LDAP DB Task 1: Dec 24 03:46:01.225: LDAP_CLIENT: UID Search

(base=CN=Users, DC=CISCOSYSTEMS,DC=1local, pattern=(&(objectclass=Person) (sAMAccountName=Userl)))

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: ldap_search_ext_s returns 0 -5

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: Returned 2 msgs including 0 references

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: Returned msg 1 type 0x64

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: Received 1 attributes in search entry msg
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: Returned msg 2 type 0x65

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT No matched DN

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT Check result error 0 rc 1013

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT: Received no referrals in search result msg
*LDAP DB Task 1: Dec 24 03:46:01.226: ldapAuthRequest [1] 172.16.16.200 - 389 called lcapi_guery

base="CN=Users, DC=CISCOSYSTEMS, DC=1local" user="Userl"
0 - Success)
*LDAP DB Task 1: Dec 24 03:46:01.226: Attempting user bind with username

CN=Userl,CN=Users, DC=CISCOSYSTEMS, DC=1local

type="Person" attr="sAMAccountName" (rc =

*LDAP DB Task 1: Dec 24 03:46:01.228: LDAP ATTR> dn = CN=Userl,CN=Users,DC=CISCOSYSTEMS,DC=1local
(size 45)

*LDAP DB Task 1: Dec 24 03:46:01.228: Handling LDAP response Success

*LDAP DB Task 1: Dec 24 03:46:01.228: Authenticated bind Closing the binded session
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change
state to WEBAUTH_NOL3SEC (14) last state WEBAUTH_REQD (8)

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 apfMsRunStatelnc

*LDAP DB Task 1: Dec 24 03:46:01.228: ldapClose [1] called lcapi_close (rc = 0 - Success)
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_NOL3SEC (14)

Change state to RUN (20) last state WEBAUTH_NOL3SEC (14)

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 Stopping deletion of Mobile Station:
(callerId: 74)

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 Setting Session Timeout to 1800 sec -
starting session timer for the mobile

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Reached
PLUMBFASTPATH: from line 6972

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Replacing Fast
Path rule

type = Airespace AP Client

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0

IPv4d ACL ID = 255, IPv6 ACL ID

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan = 16, Local
Bridging intf id = 0

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmwebWebauthl: Dec 24 03:46:01.229: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Successfully

plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)



*pemReceiveTask: Dec 24 03:46:01.229: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 1,
dtlFlags 0x0

(Cisco_Controller) >show client detail cc:fa:00:£7:32:35

Client MAC AdAreSS. ...ttt te e eeee e cc:fa:00:£7:32:35
Client USErName . ... ..vvtimmmemeeneneeneeeannnens Userl

AP MAC AdAreSS . it ittt ittt ittt ettt it e eeeieenn 00:23:eb:e5:04:10
AP NaAINE . ¢ vttt vttt ettt et ettt ettt et AP1142-1

AP radio slot TId. ... ..ttt ittt 1

Client State. ... .ottt et e eieeen Associated
Client USET GrOUD . « v v vt vttt e ettt eeeeeeeeeeeeennn Userl

Client NAC OOB State. ...ttt ininnnnn. Access

Wireless LAN Td. ...t tn et e teeeeeeeeaeeeen.. 1

Wireless LAN Network Name (SSID) .....vveuenennn.. LDAP-TEST
Wireless LAN Profile Name...........uiieeenenn.. LDAP-TEST

Hotspot (802.11U) & i iiii ittt e e et et e eeeeeeenn Not Supported
27 20 0 00:23:eb:e5:04:1f
Connected FOr ... ...ttt it iieiieenn 37 secs

Channel . ... ... et e e e e 36

IP AddreS S . it ittt ittt et e e e e e e e e e e 172.16.16.122
Gateway AddreSS . .. v i ittt ittt et e et e 172.16.16.1
NetmaskK. .o v e e e e 255.255.254.0
Association TId. .. ...ttt 2

Authentication Algorithm............. 0. Open System
Reason Code. ..ttt e et et e i 1

Status Code. ... i e e e 0

--More or (g)uit current module or <ctrl-z> to abort

Session Timeout .. ... ...ttt it 1800
Client CCX VeIrSIiOmM. v i ittt ittt ettt et eeeeeeeeenn No CCX support
QOS LevVel . ittt ittt e e e e e e e e e e e Silver
Avg data Rate. ...ttt ettt e e e e e e e 0
Burst data Rate....... ... .. 0
Avg Real time data Rate.........iiiiiiimnnnnnnn 0
Burst Real Time data Rate............oiiiienon.. 0
802.1P Priority TaAg. e v e e e eeeeeeeeeeeeaeeenn disabled
CTS Security Group Tag. ... e e et e eneeeeeeeeeennn Not Applicable
KTS CAC Capability . v i et i i et ie ettt e e eeeeenn No
Qos Map Capability ...ttt e et e eeeean No
L B G Yo ki Enabled
APSD AC S i i ittt ettt e e e e e e e e BK BE VI VO
Current Rate.... ... .t m7
Supported RateS. .. u ittt ittt e e e e e e e e 12.0,18.0,24.0
MObIlity SEALE. ittt it et et e e e e e e e Local
Mobility MOVEe COUNE . . v vt ittt ittt et ettt e eeeeeeen 0
Security Policy Completed..........uiiiiiunnnnn. Yes
Policy Manager State. ... ...t iteteennennnnenn RUN
Audit SesSSion TID. ..t it ittt ittt et e e acl0101900000005567b69£8
ARAA ROLE TVt v it ittt e ettt e e e e e e e e e ettt e e e e none
Local Policy Applied. . ...ttt ettt et none
IPV4A ACL NAME. . vttt vttt ettt ettt ettt iaaieee e none

--More or (g)uit current module or <ctrl-z> to abort

FlexConnect ACL Applied StatuS..........oeuuunn.. Unavailable

IPvd ACL Applied Status........uoiiiiiniennnnnn. Unavailable

IPV6G ACL NAME. vttt vttt ittt et ettt aeeee e none

IPv6 ACL Applied Status........uoiiiiinieennennnn Unavailable

Layer2 ACL Nale. . v v vttt ittt ettt eeeeeeeennn none

Layer2 ACL Applied Status..........uuiuuieennnnn. Unavailable

[ T =Y o 5 oY= SimpleIP

MDNS StatUs. ..o ittt ittt it et e i e e Enabled

mDNS Profile Name........ ..ttt nenenenenn.. default-mdns-profile

No. of mDNS Services Advertised.................. 0



POLACY Ty o i ettt et e e e e e e e e et et e e e e N/A

Encryption Cipher. .......uuiiiiiii ittt None
Protected Management Frame ...............oeeueon.. No
Management Frame Protection............o.oeeeeeene.. No

AN = 5 o Unknown
FlexConnect Data Switching.............oiiiininn.. Central
FlexConnect Dhcp StatuUsS........iiiiiiinnnnn.. Central
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. No
Interface. ..o e management
0 16
Quarantine VLAN. . . ..ttt ittt ettt e e e eeeeeeeeenn 0

--More or (g)uit current module or <ctrl-z> to abort

AcCeSS VLAN. . ottt ittt ittt ettt ettt e 16
Local Bridging VLAN. . ..ttt ittt ettt et et eeeeeennnn 16
Client Capabilities:
CF Pollable. ...ttt ettt e et eeeeee Not implemented
CF Poll ReQUESET . .t vttt ettt e e e e e e eeenn Not implemented
Short Preamble. . .......iiieeeeetnnennennn Not implemented
PBCC . ittt et e e e e e e e e e e e Not implemented
Channel Agility .. vu ittt Not implemented
Listen Interval.........iuiiiiienennnnennn. 10
Fast BSS Transition..........ueueeeiennnnnn Not implemented
11v BSS Transition........c..ouuiiieenneennn. Not implemented
Client Wifi Direct Capabilities:
WED capable. ...ttt et e e e e e e ieee e No
Manged WFD capable. ........ i nnnnenn No
Cross Connection Capable............o..... No
Support Concurrent Operation............... No

Fast BSS Transition Details:
Client Statistics:

Number of Bytes Received................... 16853
Number of Bytes Sent........... ... 31839
Total Number of Bytes Sent................. 31839
Total Number of Bytes ReCcv................. 16853
Number of Bytes Sent (last 90s)............ 31839

--More or (g)uit current module or <ctrl-z> to abort

Number of Bytes Recv (last 90s)............ 16853
Number of Packets Received................. 146
Number of Packets Sent..................... 92
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg TimeoutS............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries..................... 2
Number of RTS Retries..........c.c.iiieinnn... 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 0
Number of Policy ErrorS.........eeeeenenennn. 0
Radio Signal Strength Indicator............ -48 dBm
Signal to Noise Ratio......viiiiinneennn.. 41 dB

Client Rate Limiting Statistics:
Number of Data Packets Received............ 0
Number of Data Rx Packets Dropped.......... 0



--More or (g)uit current module or <ctrl-z> to abort

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of

Data Byte

s Received..............

Data Rx Bytes Dropped............

Realtime
Realtime
Realtime
Realtime

Packets Received........
Rx Packets Dropped......
Bytes Received..........
Rx Bytes Dropped........

Data Packets Sent................

Data Tx P
Data Byte

ackets Dropped..........
s Sent........ .. i

Data Tx Bytes Dropped............

Realtime
Realtime
Realtime
Realtime

Nearby AP Statistics:
AP1142-1(slot 0)
antennal: 25 secs

antennal: 25 secs
AP1142-1(slot 1)
antennal: 25 secs

antennal: 25 secs
DNS Server details:
DNS server IP .....

Packets Sent............
Tx Packets Dropped......
Bytes Sent..............
Tx Bytes Dropped........

--More or (g)uit current module or <ctrl-z> to abort
DNS server IP .....
Assisted Roaming Prediction List details:

Client Dhcp Required:

False

0.0.

dBm
dBm

dBm
dBm

.0.0

0.0
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