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Wireless LAN Controller Layer 2 Switch Lightweight Access Point
(WLC) (LAP)

Wiraless Client

Cisco Secure ACS server

WLC Management IP address: 10.77.244 204
WLC AP Manager |P address: 10.77.244 205
Wireless Client IP address: 10.77.244.221

Cisco Secure ACS server IP address 10.77.244 196

Subnet Mask used in this example 255.255.255.224
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CISCD MOMITO WLANSE COMTROLLER  WIRELESS SECURITY  BANACEMENT COMMANDS  HELP
WLANS WLANS > Edit < mack | Apply
General | Sedurity Qo5 | Advamced
= WiLAME b
Layer 7 | Layer3 | AARSorvers |
b Advamced Epy Gire Eey Index Encryplion Eey Eey Format ﬂ
[eerser =] [1 = | [azcn =]

MMH Mode T Ensbled
Wy Perimisnatan ™ Enabled

Nz, iy Parameters

BOF.11 Dats Endrypisn Twpe Koy Sire
& wer 104 bes =)
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WPA Policy ©
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1. WPA2-PSK WLAN AtEXtof CHE Z 2 E S 445124 Aironet Desktop Utility & 01l A Profile
Management(Z2E ##2l) > New(MZ BHE7(|)E E=2/&LCt
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Profile Management

| Generl [ secompl Advarced| S 0 E 0 B i aiER ea e e s Db e O

Profile Settings
Profile Mame: | WPA2-Personal

Chent Name: | Wireless Chent2

Metwodk Nanmes
§5ID1:  [WPA2-Personal

ssibz. |

ssiD2 |

3. 2ot eig Z2/5t T WPA/WPA2 & 2 £ MEI5I0{ WPA2-PSK &5 =& &MdstgfLct.
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Profile Management

Set Secunty Optons

O WPAAPAZ/CCKM WPAAPAZ/CCKM EAP Type:
(=) WPANPAZ Passphiase

O 802.1x S02.1x EAP Type
(O Pre-Shated Key (Static WEP)

() Mone

| Configue.. |

Group Polcy Delsy: |60 | 1ac

| General] Secuilly | Advancedl o S N

4 NE BR 712 25

Configure WPAS/WPA2Z Passphrase

Enter a WRAMPAZ pazephraze [8 ho B3 A5CH or B4 hexadecimal characters]

abcdefghijkl
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WPAZ Perzonal

' Cisco Aironet Desktop Utility - Current Profile:

Action  Ophions  Help
Current Status | Profile Management | Diagnostics |
Cisco SYSTEMS
Profile Marne: WPAZ-Personal
Link Status: - Authenticated Metwork: Type: - Infrastiictune
Wirgless Mode: 5 GHz 54 Mbps Current Channel; 149
Server Bazed Authentication; - Mone Drata Encroption: BES
IP Address: 10.77.244.221
Signal Strength: INEMEREERRERERRRREN Good
.ﬂ.dgann::ed

E2X H&
ol Mol M= 47

dlold Eg{E#+Eol RS & LICH

O|248t debug BES 71|

rgnl

: debug BHE A& 35H7| T Debug BHEAM CHEH 2 HEE

- debug dot1x events enable - & & dot1x OIHJEP_I CIHIE &
E2 7|He R &t ClHa £330 of YLt 3 St MEte=
M o2 O|SEIRELICH

(Cisco Controller)>debug dotlx events enable

Wed Feb 20 14:19:57 2007:
to mobile 00:40:96:af:3e:
Wed Feb 20 14:19:57 2007:

mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007:
to mobile 00:40:96:af:3e:
Wed Feb 20 14:19:57 2007:
mismatching id (currentid=2,
Wed Feb 20 14:19:57 2007:

00:40:96:af:3e:93 Sending EAP -Request/Identity
93 (EAP Id 1)
00:40:96:af:3e:93 Received EAPOL START from

00:40:96:af:3e:93 Sending EAP-Request/Identity
93 (EAP Id 2)

00:40:96:af:3e:93 Received EAP Response packet with
eapid=1) from mobile 00:40:96:af:3e:93
00:40:96:af:3e:93 Received Identity Response

(count=2) from mobile 00:40:96:af:3e:93
Wed Feb 20 14:19:57 2007: 00:40:96:af:3e:
for mobile 00:40:96:af:3e:93

93 Processing Access-Challenge

Wed Feb 20 14:20:00 2007: 00:40:96:af:3e:
mobile 00:40:96:af:3e:93 (EAP Id 19, EAP
Wed Feb 20 14:20:00 2007: 00:40:96:af:3e:

93 Received EAP Response from
Type 43)
93 Processing Access-Challenge


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:00 2007:

00:40:96:af:3e

to mobile 00:40:96:af:3e:93 (EAP Id 20)

Wed Feb 20 14:20:01 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:29 2007:
Wed Feb 20 14:20:29 2007:
AP 00:0b:85:91:c3:c0

Wed Feb 20 14:20:29 2007:
Wed Feb 20 14:20:29 2007:
AP 00:0b:85:91:c3:c0

Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:

00:40:96:af:3e
(EAP Id 20, EAP
Creating dotlx

Resetting the group key timer for

:93 Sending EAP Request from AAA

:93 Received EAP Response from
Type 43)

interface with key 00:0b:85:91:¢c3:c0 -0

3689 seconds on

Creating dotlx interface with key 00:0b:85:91:c3:c0 -1

Resetting the group key timer for

00:40:96:af:3e

00:40:96:af:
(EAP Id 22)
00:40:96:af:

from mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:

00:40:96:af:

00:40:96:af:

19 for STA 00:40:96:af:3e:93

Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:30 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:

00:40:96:af:
(EAP Id 19)

00:40:96:af:3e:

(EAP Id 19, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 20)

00:40:96:af:3e:

(EAP Id 20, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 21)

00:40:96:af:3e:

(EAP Id 21, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 22)

00:40:96:af:3e:

(EAP Id 22, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 23)

00:40:96:af:3e:

(EAP Id 23, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 24)

00:40:96:af:3e:

(EAP Id 24, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 25)

00:40:96:af:3e:

(EAP Id 25, EAP

00:40:96:af:3e:

00:40:96:af:3e:

3e:

3e:

3e:

3e:

3e:

3696 seconds on

:93 Received EAPOL START from

===>

93 Sending EAP-Request/Identity to

93 Received Identity Response (count=3)
93 Processing Access-Challenge for

93 WARNING: updated EAP-Identifer 22

93 Sending EAP Request from AAA to

93 Received EAP Response from

Type 3)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for

93 Sending EAP Request from AAA to



mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007:
mobile 00:4096:af:3e:93
Wed Feb 20 14:20:31 2007:

(EAP Id 26)

00:40:96:af:3e:

(EAP Id 26, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 27)

00:40:96:af:3e:

(EAP Id 27, EAP

00:40:96:af:3e:

00:40:96:af:

(EAP Id 27)

00:40:96:af:

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:31 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:

00:40:96:af:
(EAP Id 1)
00:40:96:af:
(EAP Id 1)
00:40:96:af:

00:40:96:af:
(EAP Id 2)
00:40:96:af:

from mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:

00:40:96:af:

00:40:96:af:

20 for STA 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:

00:40:96:af:
(EAP Id 20)

00:40:96:af:
(EAP Id 20, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 21)

00:40:96:af:3e:

(EAP Id 21, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(EAP Id 22)

00:40:96:af:3e:

(EAP Id 22, EAP

00:40:96:af:3e:

00:40:96:af:3e:

24 for STA 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:

00:40:96:af:3e:

(EAP Id 24)

00:40:96:af:3e:

(EAP Id 24, EAP

00:40:96:af:3e:

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007:

00:40:96:af:3e:

to mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
mobile 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:
tation 00:40:96:af:3e:93
Wed Feb 20 14:20:32 2007:

00:40:96:af:3e:

(EAP Id 25, EAP

00:40:96:af:3e:

00:40:96:af:3e:

(RSN 0)

00:40:96:af:3e:

3e:

3e:

3e:

3e:

3e:

3e:

3e:

3e:

3e:

3e:

3e:

93 Received EAP Response from
Type 43)
93 Processing Access-Challenge for

93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Reject for

93 Sending EAP-Failure to

93 Setting quiet timer for 5 seconds
93 Sending EAP-Request/Identity to
93 Sending EAP-Request/Identity to
93 Received EAPOL START from
93 Sending EAP-Request/Identity to
93
93 Processing Access-Challenge for
93 WARNING:
93 Sending EAP Request from AAA to
93

Type 3)
93 Processing Access-Challenge for

Received EAP Response from

93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge for
93 WARNING:
93 Sending EAP Request from AAA to
93 Received EAP Response from

Type 43)

93 Processing Access-Challenge

93 Sending EAP Request from AAA

93 Received EAP Response from
Type 43)

93 Processing Access-Accept for

93 Creating a new PMK Cache Entry for

93 Sending EAP-Success to

Received Identity Response (count=2)

updated EAP-Identifer 2 ===>

updated EAP-Identifer 22 ===>



mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending default RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Sending Key-Mapping RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96:af:3e:93 Received Auth Success while in
Authenticating state for mobile 00:40:96:af:3e:93

. debug dot1x packet enable - 802.1x T{Z! H|A|X|2| C|HHIE & AHSHEHLICt.
- debug aaa events enable - £ & aaa O|HES| C|HO £ &gt LICt
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