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(Cisco Controller) >config logging syslog host server_IP_address

2EHA|. ohg BEE U=stod HEEE{0|M syslog MEHE A|745tE{H

(Cisco Controller) >config logging syslog host server_IP_address delete

3EHA|. ChE BEE 2245104 sydog HIAIXIE sysog MHEZ EE ST 2Bt 24 &2 HYELICH

(Cisco Controller) >config logging syslog level severity level




A1 severity level 2 EHO{ EEE A}

Syslog ME{0 WLC CLI CIHZ H&

WLCE 0| BHEE A&5t04 C|H{1 £32 sydog MEHO| 7S & LICt a2{Lt CLI MlM0| SRE|M C|HZ 0| SEED
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(Cisco Controller) >config logging debug syslog enable

WLCO| A APO| CHEF Syslog 43 (CLIOIEE SHT)

1EHH| sydog M ip TAE F4512{™ CLIE A8l ok
LICk.
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(Cisco Controller) >config ap syslog host ?

global Configures the global system logging host for al Cisco AP
specific  Configures the system logging host for a specific Cisco AP.

(Cisco Controller) >config ap syslog host global ?

<ip_address> | P address of the global system logging host for al Cisco AP

(Cisco Controller) >config ap syslog host global 10.0.0.1

Setting the AP Global Syslog host will overwrite all AP Specific Syslog host configurations!
Are you sure you would like to set the AP Global Syslog host? (y/n) y

AP Global Syslog host has been set.

(Cisco Controller) >show ap config global

AP global system logging host.................... 10.0.0.1

AP globa system logging level................... debugging

AP Telnet Settings. Globally Configured (Disabled)

AP SSH Settings.......ccovvevvnereeiiieennens Globally Configured (Disabled)
Diminished TX power Settings...........ccceveeens Globally Configured (Disabled)
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(Cisco Controller) >config ap logging syslog level severity level

% 1 severity level 2 BHo{ = AHE 2 E &= Q& LICH. od: debuggingor 7.

3EtA|. ChS H 2 21245104 outgoingsyslogmessagesS thessyslogserver2 A& gHL|CH

(Cisco Controller) >config logging syslog facility facility-code

047| M facility-codes= CH2 & stLEQIL|CH
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« auth-private= T8t 204 A|AE] (HIZ7H). Al &ld = 10.

e cron=Cron/at A& AlD =& =09.

o daemon=AlAEIOIE. A|/D =& =3.

o ftp=FTPOIE AlM 2 = 11.

o kern=7d Al =& =0.

+  localo=Z2Z ALE. Al Bl = 16.
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+ local5=2Z AFS. AlM Bl = 21.

o localo= 2 AS. AlA Bl = 22.
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o lpr=2tel Z2IE AlAH” AL =& =6.
« mal =HY AIAR AIE =& =2

*  news=USENET 7&. AlE =& =7,
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o sysl3=A|ARLALS. AlM B =13,

o sysla=A|ARLALS. AlM B =14,

«  sysl5=A|ARL AL, AlM B =15,

« sydog= Thessyslog AHAll. Al =& =5,
o user = AR ZEMNA AL $F=1.

+  uucp = Unix-to-Unix SA| AAR A|ME =& =38,

3EtA|. Cl= WS ALE5tod APOY| CHSH syslog 715 S F & LICH

(Cisco Controller) >config logging syslog facility AP

047|M APE

« associate = AP0l @1AE syslog

o A SiH| = APOI| CHE syslog 242 S|

487 oS Y E =504 APE= 2 & APO|| CH3l syslog 7152 FAELICH

(Cisco Controller) >config ap logging syslog facility facility-level { Cisco_AP| al}
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auth = Q15 A|AH

cron = Cron/at 715

daemon = A|AE! H|E

kern = 744

localo= 24 AlE

locall=2Z4 Al

local2= 2Z Al

local3= 24 Al

locald= 24 A2

local5= 2Z Al

local6= 24 Al

local7=2Z A2

lpr = 2t Z2IE{ A|AE]

mail = M AAE

A =USENET 74

sysl0 = A|AE! AL

sysll= AAELALS

sysl2 = A|AE] AL

sysl13= AAEL ALS

sysl4 = A|AEALS

sys9 = A|AE AL

syslog = Syslog A&l

AKXl = AFAF Z2MHA

uucp = Unix-to-Unix S Al AlAE
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(Cisco Controller)
(Cisco Controller)
(Cisco Controller)
(Cisco Controller)
(Cisco Controller)

>debug flexconnect
>debug flexconnect
>debug flexconnect
>debug flexconnect
>show debug

P EZtO|H C|HZ2 WLCH A EMHSLE[X| oL &LICH AP Z &0 HMAE

ABH A

= e 39 E2to|H CIHO & g EEe

client ap ap-name{add|delete}mac-addrl mac-addr2 mac-addr3 mac-ad
client apap-namesyslog{server-ip-address|disable}

client groupgroup-name{add|delete}mac-addrl mac-addr2 mac-addr3 m
client groupgroup-namesyslog{server-ip-address|disable}
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CLIOI|A syslog ZI| 2 i 0| M S & Q15l24T4 show logging B S U= BHL|LCL,

<#root>

(Cisco Controller) >show logging
Logging to Logger Queue :

- Logging of system messages to Logger Queue :

- Effective Logging Queue filter level.......... debugging
- Number of Messages recieved for logging :

- Emergency severity...uueeeeeeeennnnnnnnnnnnnnn 0

- Alert SevVerity. oo ettt 0

- Critical Severity. oo e et i 0

- Error Severity.. oo oot 9

- Warning Severity.....oeiiiiiiiiiii i 6

- NOtiCe SeVeritY.ue e e e iiinenennnnn 210

- Information Severity.....oeeiiiiiinnnnnnnnnnnn 8963

- Debug Severity.....ouiiiiii e 5

- Total messages recieved.........covviivinnnnn. 9193

- Total messages enqueued.........cvvvvvvnnnnnnnn 2815

- Total messages dropped........ccvviiiiinnnnnn 6378
Logging to buffer :
- Logging of system messages to buffer :

- Logging filter level........ccviiiiiiinnnnn. errors
- Number of system messages logged.............. 9
- Number of system messages dropped.............
- Number of Messages dropped due to Facility .... 09195
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages Togged............... 0
- Number of debug messages dropped.............. 0
- Cache of Togging ...cviiiii e Disabled
- Cache of logging time(mins) ................... 10080
- Number of over cache time log dropped ........ 0

Logging to console :
- Logging of system messages to console :

- Logging filter level........ccviiiiiinnn. disabled
- Number of system messages logged.............. 0

- Number of system messages dropped............. 9204

- Number of system messages throttled........... 0

- Logging of debug messages to console .......... EnabTed

- Number of debug messages Togged............... 0

- Number of debug messages dropped.............. 0

- Number of debug messages throttled............ 0

Loggi ng to sysl og



- Syslog facility...... ... | ocal O

- Logging of system nessages to syslog :

- Logging filter level.......... ... ... ......... debuggi ng
- Nunber of system nessages logged.............. 2817
- Number of system nessages dropped............. 6387

- Loggi ng of debug nessages to syslog ........... Di sabl ed



- Nunber of debug nessages logged............... 0

- Number of debug nmessages dropped.............. 0
- Nunber of remote syslog hosts.................. 1
- syslog over tls. ... .. Di sabl ed
- SYSl0g OVer I PSeC. .. ..o Di sabl ed

- ipsec profile inuse for syslog................. none



- Host 0. 192. 168. 100. 2

Logging of Debug messages to file :

- Logging of Debug messages to file.............. Disabled

- Number of debug messages logged................ 0

- Number of debug messages dropped............... 0

Logging of traceback.............. i, Enabled

- Traceback logging level....... ..., errors
Logging of source file informational............. Enabled
Timestamping of messages........vuiiiiiinnnnnnnnn

- Timestamping of system messages................ Enabled

- Timestamp format......... ... Date and Time
- Timestamping of debug messages................. Enabled

- Timestamp format........ ... Date and Time
[...]
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APOI| CHEH AP £ 7 syslogserver %2 E Alst24 show ap config generalap-name W2 A2 &L C

MlA ZRIEO| MY sydog M M S E24H show ap config global &

AL



of:

<{froot>

(Cisco Controller) >show ap config general testAP

Cisco AP ldentifier.......coeevveereecreecneens 1

CiscoO APName.......coeeeeeveecreecreerene. testAP
[-]

Remote AP Debug .......cccoeeevreiereninenne Disabled

Logging trap severity level ..............

KPI not configured .............cooieo...

Loggi ng syslog facility ..................

S/W Version .......iiiiiiiiiiiiiannnnnnns

[...]
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