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config wl an enabl e
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1. 24 HE A X F7HGUINI M Security()2.2F) > Local Net Users(2Z2 UE R AFE X} >
New(MZ BHEZ|)E ME45t T User Name(At& Xt O|F), Password(H| 2 =), Guest User(7|
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AE A8 X, WLAN ID & Description(A&)2 /245t 1 Apply(H )& E =g Lt

MONITOR  WLANs [CONTROLLER WIRELESS SECURITY  MAMAGEMEMT
Security Local Met Users = Mew = Back | Apply
* ALA User Mame EApUSETE
3 ) I
- RADTUS
O R e Passwaord fotatoihchuatid
Ascourtag
o Tt S Confirm Password sassnnma
LA
Ao ERerog Guest User (|
Disabled Clients
Lses Login Policies WLAN ID i -
AP Policies
¥ Local EAP Description Employes user local databass

=
ENET S

CLIMIM config netuser add <username><password><WLAN id><description> BE& Al
= AELICLEI: 37t O|RE Ol BHO| F ¢ £ L4zt &LICH.

(Cisco Controller) >config netuser add eapuser2 ciscol23 1 Employee user local database

gk

AFS A R4 B M 2 ME x|AELICHGUIONA Security(E9H > Local EAP(2Z EAP) >
Authentication Priority(2/& S4&=2)& MEEL|C 223 CHS LDAPE MEist D <" HES
225t Apply(H8)E S 2IELICHolZE A 5t B 2 O|O|E{H| 0| 200 ARt X1 B
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(Cisco Controller) >config local-auth user-credentials local

.EAP Z 21} F7}h:GUI0A O] 22 & 5t24™ Security( 2t) > Local EAP(2Z& EAP) >
Profiles(Z2I} )& =45t 7 New(MZ PHET)E =2/ LIct M 20| LIELIH =210t O]
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MONITOR  Wiskeg CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDE HELP

Local EAP Profiles Hew.. | Apply |

Prafile Hame LEAP EAP-FAST L&P-TLS

MOMTOR 'Wiiks CONTROLLEE WIRELESS SECLRITY i COMMSMDNE  HELP
Local EAF Profiles > New ‘—I"“" _I'"’

Prafiln Nams [eeates

CLI H¥ config local-auth eap-profile add <profile-name> & A&75t04 0| g +™E =
A&LICH ol oflof A Z 21U O|F2 EAP-test2/LIC.

(Cisco Controller) >config local-auth eap-profile add EAP-test

.EAP Z 2t lof WS FIHELICHGUI0I A Security(E.2H) > Local EAP(2Z EAP) >
Profiles(Z2I} Q)& MEISI T OIF WHe Fytg =20t 0|2 F2IELIC ol oolME
LEAP, EAP-FAST ! EAP-TLSE A ELICHL MBS E2|5t0{ e M™EELICH
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EE 8t CLI BHE config local-auth eap-profile method add <method-name><profile-name> At
8 = UsgLct oA Hr|Zzo|MoMHeE Z2 0t EAP-testo]] Ml 7+X| &g F7HgFLCH
B O|& 2 22 Jeap, fast 2! t1s@! LEAP, EAP-FAST 2! EAP-TLSQILICI.O| €232 CLI
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(Cisco Controller) >config local-auth eap-profile method add leap EAP-test

(Cisco Controller) >config local-auth eap-profile method add fast EAP-test
(Cisco Controller) >config local-auth eap-profile method add tls EAP-test



5. EAP Y o| D7~ & T HELICHEAP-FASTOEF ALSELICH U E Di7H = ch2
£ & LICt Server Key (server-key)—PAC(Protected Access Credentials)& & % 3}/3
I8t Mt Z1(16Z1=).Time to Live for PAC (pac-ttl) - PACO| CHEt Time to LiveE A& L|Ct
Authority ID (authority-id)(Z48t ID(authority-id)) - T8 A&} E MH%EL|CH Anonymous
Provision (anonymous-provision) - 2/ T2 H|X{'d2 {8 & X| 02 & F & LCt7|E2XS
2 gdstr|o] AJA&LICHGUIE S8t ZHr|aso|Me| B2 Security(E2¢H) > Local EAP(ZH
EAP) > EAP-FAST Parameters(EAP-FAST Oi7{¥#4==)E ME45t D Server key(MH Z[), Time
to live for the PAC, authority ID(16%!1<~) 2! Authority ID Information(T8t ID HE&) Zf2 =
ot

Sareer Ry (b e ) !r'r
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(Cisco Controller) >config local-auth method fast server-key 12345678

(Cisco Controller) >config local-auth method fast authority-id 43697369f1 CiscoA-ID
(Cisco Controller) >config local-auth method fast pac-ttl 10

6. WLANE Z2Z 215 & M3}H:GUIAM M EF HF0ilAM WLANSE MEHSIT 22 Q58 &
WLANZ MEHEFL|CH M &0l LB LICH Security (B2 2H > AAA B 2
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CLI config wlan local-auth enable <profile-name> <wlan-id> Z1X|1gj|0|4d HZE o47|of L}



o UA&Lct.
(Cisco Controller) >config wlan local-auth enable EAP-test 1

. tllofo{ 2 2ot o7& H™HEILICHGUI QIE{H O] A 04 A WLAN Edit(WLAN %)
Security(=2 2t > Layer 2(20]01 2) B12 Z 0|5 5}04 Layer 2 Security(2i0[01 2 £t
H 7ol M WPA+WPA2E MEHEFLICHWPA+WPA2 Oi7Hi#H 4 MMM WPA & 3HE TKI
X WPA2 2t 5 3t AESZ AEELCH O™ TS ApplyE = LICH

Saye Configuration Birg Logout Rsfrech

alvaln

Clisco MOMITOR,  WLAMs  CONTROLLER  WIRELESS SECURITY  MAMNAGEMERT  COMMANDS  =ELD

WLAMS WLANS = Edit < Back | Apply
General SECUrity | Qo5 |' Advanced

Rl Layer2 | Layer3 | AMASEFVErs |

Layar  Sacurty

. maC Filkering

WPAHWPAL Parameters

WPE Folicy [#]

Wra Encryption O nes
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CLIGIM Ctg BHEE AFSELICH

(Cisco Controller) >config wlan security wpa enable 1

(Cisco Controller) >config wlan security wpa wpal ciphers tkip enable 1
(Cisco Controller) >config wlan security wpa wpa2 ciphers aes enable 1

CTEE Eelghlc
(Cisco Controller) >show local-auth config

User credentials database search order:

Primary ... Local DB
Ti mer:
Active timeout .......... ... . ... ... Undef i ned

Configured EAP profiles:

NAME «eeveeeeeeececcscsssssssscssssssssssssss EAP-test
Certificate issuer .......... .. ... ... .... cisco
Peer verification options:

Check against CA certificates ........... Enabl ed
Verify certificate CNidentity .......... Di sabl ed
Check certificate date validity ......... Enabl ed
EAP- FAST confi gurati on:
Local certificate required .............. No
Client certificate required ............. No
Enabled methods .....ccccceeececccccccccccscs leap fast tls
Configured on WLANS ..ccceeeeccccccscsnnccs 1

EAP Met hod confi gurati on:

EAP- FAST:
--Mre-- or (q)uit
Server Key . ... <hi dden>
TTL for the PAC ...... ... ... . ... 10
Anonynous provision allowed ............... Yes
Authority ID ... ... . . 43697369f 10000000000000000000
Authority Information ..................... Ci scoA-1D
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show wlan <wian id> BE & A&35t0{ wian 12| 7 O{7# =
(Cisco Controller) >show wlan 1



WLAN Identifier.... ... . ... . 1
Profile Nanme. ... ... ... . . .. . .. . austinl ab
Network Nanme (SSID)........... ... austinl ab
Stat US. . ot Di sabl ed
MAC Filtering...... ... ... .. Di sabl ed
Broadcast SSID......... ... ... Enabl ed
AAA Policy Override........ ... . ... Di sabl ed
Nurmber of Active Cients........... ... ... ....... 0
Exclusionlist Timeout........... ... ... ... ....... 60 seconds
Session TimMBOUL. . ... ... .. 1800 seconds
Interface. . ... ... . ... management
WEAN ACL. . . unconfi gured
DHCP Server. ... ... e Def aul t
DHCP Address Assignment Required................. Di sabl ed
Quality of Service........ ... . .. . .. iy Silver (best effort)
MM L Di sabl ed
CCX - Aironetle Support......... ... ...y Enabl ed
CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed
Dot 11- Phone Mode (7920)....... ... . ... Di sabl ed
Wred Protocol ..... ... .. ... . .. . .. None
--Mre-- or (q)uit
IPVG SUpPpOrt. ... Di sabl ed
Radio Policy...... ... . . All
Local EAP Authentication.........cceeeeeecccecsns Enabled (Profile 'EAP-test')
Security
802.11 Authentication:........................ Open System
Static WEP Keys. . ... .. Di sabl ed
802, X L Di sabl ed
Wi-Fi Protected Access (WPA/WPA2)....cceeeeees Enabled
WPA (SSN IE) cccccececececcccccocococcccssnnscse Enabled
TKIP Cipher....ccceeeeeececeesccsccnnans Enabled
AES Cipher..... ... . . . Di sabl ed
WPA2 (RSN IE) ccccccecccccccccccccccanccanss Enabled
TKIP Cipher.... ... .. . ... .. .. Di sabl ed
AES Cipher...ceceeeececeesecscseasoaccnsns Enabled
Aut h Key Managenent
802, AX. . it Enabl ed
PSK. . Di sabl ed
CCKM . .o Di sabl ed
CKI P Di sabl ed
P Security. ... ... Di sabl ed
I P Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
--Mxre-- or (q)uit
Web- Passthrough. . ... .. .. ... . .. Di sabl ed
Condi tional Web Redirect...................... Di sabl ed
Auto Anchor...... ... .. . .. ... Di sabl ed
Cranite Passthru......... ... .. ... ... ... . ... ... Di sabl ed
Fortress Passthru............ ... ... ... ....... Di sabl ed
H REAP Local Switching........................ Di sabl ed
Infrastructure MFP protection................. Enabl ed
(d obal Infrastructure MFP Di sabl ed)
Cient MFP. ... . Opt i onal
Tkip M C Count erneasure Hol d-down Tiner....... 60

Mobi ity Anchor List
W.AN | D | P Addr ess St at us

THE = U= OHE 24 2S5 Oi7iHs, S35 &9 AlZh =1t EtO|H7t /&LICH Ol Eto|HeE
2 E RADIUS ME{7} Mlujst £ ZZ EAP7} ALSE|E 7|7H8 FAIEHLICHGUIo A
Security(&22t) > Local EAP(2Z EAP) > General(Eh2 M5t 1 Azt 22 M™EELICha
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Saue Configuration  Bing  Lagout  Refre

CIsSCO MOMITOR  WLANS CONTROLLER WWIRELESS SECURITY  MANAGEMENT  COMMAMNDS
Security General Apply

* [on Local auth Active Timeout! (in secs) [ea
eE TR
= RADIUS

I T B, = T tinaoud Do Guring wivich Locad EAR will lmays be
ured after & Radivs Servers ane fadnd

Accnunt g
FTACACS+

AC Filkening
Disabled Clients

ser Login Policies
AF Policies

CLIOIAM CH2 BHES AdgLct.

(Cisco Controller) >config local-auth active-timeout ?

<1 to 3600> Enter the tineout period for the Local EAP to remain active,
in seconds.

(Cisco Controller) >config local-auth active-timeout 60

show local-auth config B& & Ale [f O| EtO|H7} HHE 7t &g = &Lt
(Cisco Controller) >show local-auth config

User credentials database search order:

Primary ... Local DB
Timer:
Active timeout ....ccceeccccercccccccccccnans 60

Configured EAP profiles:
NAIE v oo e e e e EAP- t est
Ski p
9. &= PACE MMsl1 ZE35Hof ;|'E AL GUIEEE CLIE AMI8E £+ &LCh.aule| AFEF H|
70l COMMANDSE MEi5tT @ B% 5 50iA{ Upload File2 ME4ELICH File Type(It2d
£8) Ect2 HFolM PAC(Protected Access Credential)E ME{EFLICH 2 E D7+~ ¢
245t 11 Upload(Y 2 E)E S=/§tLct

wa Conhiguration Bing Logout  Ralres

MORNITORE  WLans  DONTROLLER  WIH et SECLIRITY MANA EMER LMMAEN DS HELF

Commands Upload file from Controller Clear | Uplnad
Dovmlnad Fila File Type PAC [Protactad Access Cradantial] 'b'l
Reboot Usar { dentity) |omstl
Reset bo Factory Default
) validity {Im days) |50
Setk Time
Pazzweord LITITITY
Confirm Password :nnnn

TFTP Servar

IF dcdress :1l2.1.1.1
Fils Path [

File reame mrardal.pac




CLIOIAM CtE BHE S L=dgLct.
(Cisco Controller) >transfer upload datatype pac
(Cisco Controller) >transfer upload pac ?
user nane Enter the user (identity) of the PAC

(Cisco Controller) >transfer upload pac testl ?
<validity> Enter the PAC validity period (days)
(Cisco Controller) >transfer upload pac testl 60 ?
<passwor d> Enter a password to protect the PAC

(Cisco Controller) >transfer upload pac testl 60 ciscol23
(Cisco Controller) >transfer upload serverip 10.1.1.1

(Cisco Controller) >transfer upload filename manual.pac

(Cisco Controller) >transfer upload start

1o o TFTP

TFTP Server I P. ... . . . e 10.1.1.1
TFTP Path. . ... /

TETP Filename. . ... .. e manual . pac
Data Type. . ... PAC

PAC User. ... testl

PAC Validity........ ... i 60 days
PAC Password. . ............ i, ci scol23

Are you sure you want to start? (y/N vy
PAC transfer starting.
File transfer operation conpl eted successfully.

Microsoft 2I1& 7|&

EAP-FAST HH 2 & EAP-TLS @152 AIEst2{H WLC & 2 E ZEI0|ME
7t Rlofof 5tH @1& 7lEre| 71 QIS M otof gLt

Ax

Windows 2000 Server0i 215 7|2t MH|A7F AX|E|0{ QK| ot A X|3H Ok

Windows 2000 Server0l| A Microsoft 215 7|&& &Ad3t5ttiH CFS EHAIS

1. Mo{EoM Z 23 FIWNIHE MHEIELICH

Il_il Control Panel

- E Accessibility Options
L ﬁ Add/Remove Hardware
e Bdd/Remove Programs
::?J Administrative Tool

t;'lnl Panel

gxlol REE
gfLicH
2ESIMAL.
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2. 21Z0flM Windows 7N 4 FIHM7{E MEHSLICH

Ex Add/Remove Programs

7]
.'_l:‘:__...,
15
Change or
Remove
Programs

Currently installed pi

Apache HTTH

Click, here For

To l_']':-ﬁF:l]E' this
computer, clicl

o

——4

X CiscoSecure Al
Add New
Programs @ Ethereal 0.10.
FileZilla {remaov
» £ 1PTV Viewer

Fiﬂd,_l'Flemmre ﬁ Java 2 Runkims
Wmdh:-_.*s ™ Java Web Star

|| Components
= LoaPExplorerT

3. Q15 M MHIAE EHolIgtLICH



Windows Components Wizard

Windows Components

Y'ou can add or remove components of Windows 2000,

To add or remove a component, chick the checkbox. A shaded box means that only
pnutcinfg&tmmmertﬂhemhd. To see what's included in a component, chick
etails.

121MB &

00MB
4 'ﬁ ntemet Information Services [IIS) 21 6MB
52MR ll
Descnpbior:  Installs a cerihcation authomty [LA) to 1ssue cerbhcates for use with
pubbc key secunty apphcations.
Total disk space required: 0.0 MB
Space avalable on disk: 42059MB

] 8o M ananemant and Manitoina Tanks

Detais.._|

{ Back

MNest »

Cancel |

i ] After installing Certificate Services, the computer cannot be renamed and the computer cannot join or be removed
. From a domain. Do you want ba continue?

MAIE QI 7lE e MHFLICHZIE

=43t ch



Windows Components Wizard

Certification Authority Type
Thete ae four lvpes of certibcation authonties.

Cestification Authonty types:

Description:
" Enterprice root CA The most tusted CAinaCA =
Eifep hierarchy. Does not require
" Entegprise subordinate CA ive Directory.
F‘hﬁtmhe root CA
Stand-alone subordinate CA ;I
[T Advanced options
¢ Back | Nest > Cancel
OIE gl Wed HEE oy

UIgLICt ol HE = 215 7|zl CHE XAl ME IBMHE MM
ELICHALESHE CA OI& 2 7IHSHHAIR.215 7|22 IS A E Gl o[E{H 0|20 A ZRfLIC
.0| 0|l A= Microsoftol M AM|etst= 7|2 A™HE2 AFSELICH



Windows Components Wizard

Data Storage Location
Specify the storage location for the configuration data, database and log

Certificate databasze:

C:NWIMMNT haystem32%CertLog Browsze. .

LCerhhicate databasze log:
|I:: VWINNT \spstern325\CertLog Browse...

[T Store configuration information I:%a shared folder
Shared folder:

L) = B
L |

< Back Mext » Cancel |

6. Microsoft 215 7|2k MH|AE ZEt0|UE & M QB AME BtE 1 2elst 7] I8t 1S
Microsoft & MHE ArS & LICHCHS 0l CHEF IS MH[AE CHA| A[Zfsf{ok & LICH

Microsoft Certificate Services Ed

"E Internet Information Services is running on this computer, Youw must stop this service before proceeding, Do you want

s to stop the service now?
Cancel l:gl

O|A| Microsoft Windows 2000 Server7} A MH|AE M X|ELICHA] Windows 7t @AE M
%|5t24H Windows 2000 Server x| CD7} {040oF &FLICH 215 7|& 0] MR &LICt.

Cisco Wireless LAN Controllerdl] QI1& M A%

Cisco Wireless LAN Controller?| 224 EAP A0 A EAP-FAST & 2 2! EAP-TLSE Al235te{H

CHS 3EHE sdst &AL,

1. 24 LAN ZHE E2{0f| & x| QIS ME MXIELICE

2. Wireless LAN Controllerol 3= 44| CA @IS ME CtR2EEFLC.

3.EAP-TLSE AME5IEE FM LAN ZHEEHE M BILICE
O] 2AMof E AIE! of|ofl A ACS(Access Control Server)= Microsoft Active Directory ! Microsoft
Certification Authority2t & 8t S AE 0 AX|Z|X|2H ACS M7} CHE MH| U= B F
Ho| SYatofF gLct.

FMLAN HEE M| B x| QIS M MX|




CHE EAHE 225t MAI2.

1. WLCE 7IX2 QI ME dM5le{™ CF3 BHAHIE &t 2 & LIC http://<serverlpAddr>/certsrvE
O|S & LICt.Request a Certificate(21Z M LY)E MEH5I T Next(CH)E 2 =ILICH
Advanced Request(1& &)E MEH35 1T Next(CHZ)E 2 2§ LICtSubmit a certificate
request to this CA using a form(Z4|& Al&35t04 O] CA0l| QIE A 2 ANE)S M=ist
Next(Ct=)E 2 =!8 LICt Certificate Template(21E3 M B EZZ)of CHEt & MHE MEHSI T 7
HHEE UHELIC O O 7|8 LHER = U= R E EAELICHO[X| AlAHR0| MX|
aliof st= QB ME w&LICtH

2. PCOHIM QUIBME ZHAM5tE{™H CFS HHE 22 & LICH Internet Explorer EEIRXME ¥ &
T > QY M > BEHXE MENEILIC) Certificates(RIB M)E F2IELICHZCHR w0l A
M=Z2 dx|E CIEME MEfSLICHExport(LHELHZ()E E-EFLICHNext(CHE)E 5 H 22I5t
1 Yes export the private key(ZH2! 7| LHELHZ| of)& ME{EFLICEH 0] & A2 PKCS#12(.PFX
&4l LICt.Enable strong protection(Z 28t £ % #43h& MEEILICHB|YHS E =T
LICt <tme2.pfx> Tt Jof| K& & LICt.

3. PKCS#12 @ A|9| QIS ME PEM HAIS 2 #2tst7| 28l OpensslO| Ax|El HAFE{0] SAHE

L|C}.

openssl pkcsl2 -in tne2.pfx -out tne2.pem

!--- The command to be given, -in Enter |nport Password: !--- Enter the password given
previously, from step 2g. MAC verified OK Enter PEM pass phrase: !--- Enter a phrase.

Verifying - Enter PEM pass phrase:
4. HEHE PEM HA &3 215 ME WLCol CHe 2 =8 Lch
(Cisco Controller) >transfer download datatype eapdevcert
(Cisco Controller) >transfer download certpassword password
!--- From step 3. Setting password to <ciscol23> (Cisco Controller) >transfer download

filename tme2.pem

(Cisco Controller) >transfer download start

MDde. . . TFTP

Data Type. . ... .o Vendor Dev Cert
TETP Server | P. ... 10.1.1.12

TFTP Packet Timeout................ ... 6

TETP Max Retries.......... i, 10

TETP Path. .. ... /

TETP Filename. .. ... e t me2. pem

This nay take sone tine.
Are you sure you want to start? (y/N) vy

TFTP EAP Dev cert transfer starting.

Certificate install ed.
Reboot the switch to use new certificate.
5. MREE|H IS ME EelghLCt,
(Cisco Controller) >show local-auth certificates

Certificates available for Local EAP authentication:

Certificate issuer ............. 0. vendor
CA certificate:
Subj ect: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN-=tne
| ssuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tnme
Valid: 2007 Feb 28th, 19:35:21 GMI to 2012 Feb 28th, 19:44:44 GV
Device certificate:
Subj ect: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tne2
| ssuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tnme



Valid: 2007 Mar 28th, 23:08:39 GMI to 2009 Mar 27th, 23:08:39 GJI

M LAN ZHEEHO SZUAN CA QISA COIREL

CHS BAHE 2t 25t A,

1. BFONM A CA Q1B ME AMSIE{H CHS EHHE -2 & LICt http://<serverlpAddr>/certsrv2
O|S &fLICt.Retrieve the CA Certificate(CA 21& A HM)E HEHSI T Next(CHS)E 2 2IFLI
Ct.CA Q1B AE MEHELICHDER encoded® & 2| &fLICt.Download CA certificate(CA 21& A
CIRf2E)E Z&l5t1 213 ME rootca.cer2 MEELICH

2. 3294 CAE DER &Alol A PEM &Alo 2 B85l 11 openssl x509 -in rootca.cer -inform
DER -out rootca.pem -outform PEM B & AFSELICH £33 ot U2 PEM &4/ 9|
rootca.pemL|C},

3. 32U CAQISMLCIREE:

(Cisco Controller) >transfer download datatype eapcacert
(Cisco Controller) >transfer download filename ?

<fil ename> Enter filename up to 16 al phanuneric characters.
(Cisco Controller) >transfer download filename rootca.pem
(Cisco Controller) >transfer download start ?

(Cisco Controller) >transfer download start

MDAe. . . TFTP

Data Type. . ... Vendor CA Cert
TETP Server | P. ... 10.1.1.12
TFTP Packet Timeout................ ... 6

TETP Max Retries.......... i, 10

TETP Path. .. ... /

TETP Filename. .. ... root ca. pem

This nay take sone tine.
Are you sure you want to start? (y/N vy

TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

EAP-TLSE M85 8 M LANHEEH 74

CHE BHE 225t AIR.

GUI0i| M Security(£2.2t) > Local EAP(2Z EAP) > Profiles(Z2 I ) E MEHSt 1 T2 0l UZ MEH
|.—y |:|._ A—|X-I° 2F0|o}-L_||_—_|.

. Local Certificate Required(Z2Z Q15 M EQ A&LICE.

. Client Certificate Required(Z2 &t 22t0|HE S M)7t &8st z|o /& LICt.

- QIEM EZR7E LM LCt
A3t

- CA 2I5 Xoi| CHEr #elo] - zR&LIC



qllltlllj

CISCO

AP TLE =]

SoI0|¢HE X IS 7|& IS MR
SColo|HER £EE CAQISMCIREZE Sl Mx|
ME 7+x{etof g L|ct.22to|ed ME 7Hx{%t

Z2t0|UEE Q1B 7|2 MM FE CA RIS 1E 0I5
M Windows XP A|AE0 MX|stE Ol AHS Y =+ = B 7HX| $Ho| U&LICLFEE ABSMHE A
© 242 Windows XP ALEX}7F ALE At IDE AHEStO 4§:LO|oHo|= 5H UEYIZo| 2420 Q 010|=
gfLCt.

Windows XP 2CI0|HE S| ¢ EHEt2 X L HEX I 0o Cist M AZQA2 712 RE 25 7|2 HH
oM EEI0|VE B ME 7t 2= Ol AFS E[RI&LICH 0| HXFH= Microsoft 215 7|8 MM 2
EIO|E QIS ME 71X 2= Ol AFSE LICH

1. 2CI0|HEAM & HEIRME A3t HERXME 215 7|#t MHZ Jt2|ZLIch o|Z Al 5t
243 http:/IP-address-of-Root-CA/certsrve2 24 &FLIC}.

2. Domain_Name\user_name£ At&35t0{ EQIRFLICIXP 2EI0|UEE AISE 71212 ALE XL
O|§2 M&3stod 2 lsHof &L,

3. Welcome(A|E}) &0l M Retrieve a CA certificate(CA 215 A HM)E MEHSI T Next(CHS)E
Z2Igct

4. Base64 Encoding and Download CA certificate® M= &FLIC}.

5. Certificate Issued(Q1Z M & =) 2ol X Install this certificate(0] 21&M Hx[)E 225t
Next(Ct=)E 2 2/gfLict.

6. Automatically select the certificate store(2ISAM HE L RS MEY)E MEHFI T Next(CHS)E
Z2l5t0{ 83 QI 742 7| HAIX|IE = elgfL(ct.

7. Q1 7|0l dZA5t04 215 7| QIBME AMELICH



Welcome

You use s web site to request a cetificate for your web browser, esmail chent, or other secure program, Once you acquire a cerificate, you
wil be able 1o securely identify yoursalf 1o other people over the wab, 5ign your e-mail messages, sncrypl your a-mail messages, and more
depanding upon the tpe of Cemificate you reguest.

Select a task:
@ Remeve the CA cemificate or cemificate revocaiion ist
O Request a cemificats
O1Check on a pending cerificate

[Mecmsap Contee Sevees e tme

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA caicalion path to alow yous computer o irust certificates issued from his cenification auharity

15 not necessany to manually install the CA certification path if you reguest and install a cerbficate from ths certhcation authonty, becauss the
CA centification path vall be installed for you automab cally.

Choose file to download;
CA Cerificate: [EEETCCIl

EDER encoded or O Base 64 ancoded

Lowmiosd LA ool Cats

Dowmioad C& carfficaon path
Downioad latest cerblicats revacation hsf

8. Download CA certificate(CA /18X CI22ZE)E 2[&L|ct

Hortg

Retrieve The CA Certificate Or Certificate Revocation List

Insgall ihis C& carfificalion path to alow ywour computar ko rust cerificates isswad from s certification autharity
Filia Dwamndoad - Security Warning

It 15 not necessary to manuwally instal the CA

thig carbfication authonty, bacauss the
CA cortifcation path vall be instaliod for o

Do woma ward o opon e save thiz e ?
Choose file to download:

CA Cenificate: |EETEITEINN

EE'H Matwe  Coriidee it
Trpe: Sacunty Cortfatn, ol bnbes
Forme 1001112

[_omn J[ Sww J[ comcs |

mnumhmwrmmmmm
poteritaly g &0 il Wil B pRch, do ol
e o Iﬂﬂhﬂllﬂﬂlﬂ.mﬂm




Certificate Import Wizard

Welcome to the Certificate Import

Vfizérd

This wizard helps wou copy certificates, certificate trust
ksts, and certificate revocation kists from your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

Mext = Cancel E

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

s

wundu:ws can automatically select a certificate store, or you can specify a Ic-cat-un for

| * aAutomatically select the certificate store based on the type of certificate ‘
" Place all certificates in the following store

< Back Next > Cancel




Certificate Import Wizard Ei

5 |) The import was successful,

i

9. 1& 7| I M7t SHIEA DX|E[R=X] 2 215tE4H Internet Explorer& &1 T > 2IE
U SM> ZHE > QIS ME MEFLICH

/23 Microsoft Certificate Services - Microsoft Internet Explo

File Edit View Favorites | Tools Help

\ Mail and News v |

Back - * | X < by

G 24 d L Pop-up Elocker » [
Address |€| http:/{10.150.1,10  Manage Add-ons...

e I TR A5 B !

Windows Update E

Microsoft Cedificate S ery i E
Windows Messenger

Retrieve The CA Cer <eateMobieFavorite... )
I6M Java Console -

Install this CA certificat IRk ey




Internet Options Ed E3

Eenafall Sacuity] F'rivac{ Content I%uma:cthmc] F'm-gramt] Advaru:ad[

— Content Advisor

= Ratings help you control the Intemet content that can be

& viewed on this computer.,

| Enable... I Settings.. |

— Certificates

E Iise certificates to positively identify yourself, certification

al authorities, and publishers.
Clear S5L State Certificateg. .. I Publishers...
Yy

— Personal information

— AutoComplete stores previous entries
% and suggests matches for you. AL I

Microsoft Profile Assistant stores your My Profile... |
personal information.

0K Cancel | Appiy




Intended purpose:

'c:nl:=

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ *

Issued To

Issued By Expiratio...  Friendly Mame "
E=l Thawte Server Ca Thawte Server CA 12/31/2020  Thawte Server CA
E) Thawte Timestampi... Thawte Timestamping,.. 12/31/2020 Thawte Timesta...
Eltme tme 2/28{2012  <None>
EduTh - DATACOMP SGC UTN - DATACarp SGC 6/24/2019  UTN - DATACarp...
EuTn-USERFirst-Clie... UTN-USERFirst-Client ... 7/9/2019  UTN - USERFirst-. .,
ELITH-LISERFirsI_-Har... UTM-USERFirst-Hardw... 7/9/2019 UTH - USERFirsk-.. ,
LITH-LISERFirsl:—d"-.IEI:.., UTH-USERFirst-Metwo, .. 7092019 LUTH - USERFirsk-...
EUTN*USERFirsbﬂhj,.. UTH-USERFirst-Object 719fz019 LT = USERFirsk-.. .
@Usriﬁign Commercia... VeriSign Commercial 5... 12/31/1999 VeriSign Commer...

[ Import... ]I Export... ][ Remove Advanced...

Certificate intended purposes
<All>

(avanced...
e

Close

E2cto|HE Fx|of CHEt F2t0|HE QB M MM

20| E = WLAN EAP-TLS EcI0|¢EE 215524 WLCO| CHEt 21F 7|2 ME{ollA 215 M
S grofok ELICH Z220IUE QIS ME 7Hx2tM Windows XP A|ARI0 ARISHE Ol ALEE == Q)
= H 7R Yol UELICE R E 8 QIS ME FIS35HEd™ Windows XP AFE A= ALEXLIDE AFR
5lod 2Ql5HoF 3tH HIEQRT 4Z(R4M 91722 =& 802.1x EoHE AFE35IE WLAN @122 AFE ¢F
ghol {oqoF gLct.

Windows XP ZE2t0|2E Q| ¥ HEt2 X L HEL|Iof CiEt M dd2 el RE 2IF 7|# MH
oA 20| E QB ME 7tX 2= O AF&ELCt. 0] ERt= Microsoft 21& 7|2 Me{oll M 20|
HE QIBEME 71X & ol A8 ELCH

1. 22I0|1E0M ¥ HEIRKE AIS5l 1 HEIRKE 215 7| MHHZ 7t2I1ZLIch ol Al &
24T http://IP-address-of-Root-CA/certsrve J2{grL|C}.

2. Domain_Name\luser_name= At&35t0{ EQIEILICEXP 2EI0|HEE AE5t= 7HRIS| AFE

X} O|E & A83to 2 Ql3Hof BrLICH(AFE A} 0|§ 2 E2I0|HE 2B AMoi| =& ELICt)

CAIE oM IBAM S MEiSt Chge Z=IELICH

. Advanced request(1& Q&)E MEH5I 1 Next(CHF)E =& LICH

5. Submit a certificate request to this CA using a form(& 42 AF&38104 0| CAll 2IFEAM & A|
£)2 ME5 T Next(CHZ)E 22I8tLc.

rr

AW




6. Advanced Certificate Request(L & 25 A %) & 4l0f| M Certificate Template as User(AHE

A2 QIEM HER)E ME45 T Key Size(Z| 271)8 10242 X35t Submit(MZE)2 =
BfLicH.

7. Certificate Issued(21E A & =) 2ol M Install this certificate(0] 215 M Ax)& E=/gLICt.O

= 1d
242 Windows XP 22t0|2E 0| E20|UE QIEME d8Ho = MX|g = U&LIct
Microzoft Certfi

Welcome

You usa this wab site 10 regquast a camificata for your wab browser, a-mail chant, or other Secure program. Cnce you acguine a camhcata, you
wall e able bo securety idendify yoursell to othar people over the wab, sign your e-mail messages, encrypl your o-mail messages, and mora

depending upon the type of cemificats you request
Select a task;

O Retneve the CA carificate or carbhcate revocation list
@ Requast a cartificate

O Check on a panding certh cate

Microsoft Cerdificate Seraces

Choose Request Type

Flease select the iype of régquest you would ks to make

O User certificabe request

@ Advanced request

Microsolt Cediicale Semies - I

Advanced Cerlificate Requests

Tou C&N Meguest a carthoate o '.'CII..IFH"CF, ancthar user, or 8 compller using ané of the r{-l-;}'ii'm!} mathods Mobe that the polcy of the cartification
authorty (CA) wall determine the cerificates that you can obkain

& Submit a cartificale réquest 1o this CA using a form

& Submit 3 centificate request wsing @ basefd encoded PHCS #10 file or & renewal requaest using a baseld encoded PHICS #T file

O Redquest a certificate for 8 sman cand an behall of another wser wsing the Smart Card Enraliment Stabon
Your musl have an anroliment apen! calficale to subel & reesl for another user

TN
8. Client Authentication Certificate® MEgL|Ct



Microsoft Cerificale Semices - tme

Advanced Certificate Request

Cerificate Template;

Lsar e |

Key Optlons:

CE5P: | Microsoft Base Cryplographic Provdar vi.0 b

Key Usage: {JExchange O Signature & Bolh

I{'g'r Size (512 :;:1$ (osmman key sized: §12 10249 )

= Create new key sal
[CJ=et the container name
O Use axisting key set
L] Enable strong private key protection
Mark keys as exporiable
CIExport keys 1o file

[CJUsze local machine store
You rrest be an sdrmimslrator lo genersle
& ke in thve foc &l machine store

Additional Oplions:

Hazh Alganthrm: | SHA-1 w
Cinly waed o augn edpeesd.
L] Save request to a PKCS #10 file

Atrtribiedac:

: O|Ad| E&to|
AHE QIS M7t MM ELIC.

9. Q1B M7} Mx|Z|od U E=X| &QI524H Internet ExplorerZ O|S3t0{ £ > QIELI M > &2
X > QIZME MEIFLICHIHQ! R M Q1B ME =felshoF gLict



Certificates E]E]

Intended purpose: <Al = W

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio...  Friendly Name
E= Administrator trne 3/27/2008  <None>
Import. .. | | Export... | | Remoye Adwvanced. ..

Certificate intended purposes

Encrypting File System, Secure Emad, Client Authentication

w

2l 0|21E C|HFO|A MM Cisco Secure Services ClientE AI23
EAP-TLS

CHE EAHE 225t MAI2.

1.WLCE 7|2XMo 2 SSIDE HECEIAESIEE AZHEI SSIDO| Create Networks S 20| E
AEUCHHER S 20t S HsttiH SE(AE{ZEt0|=)0iM SSIDE Z 25t Create

F
Network(ULIE 23 M4)E Z =g 4+ UE&LICHWLAN QIZE7 HEEJHAE SSIDE H|EM
3t5tod &l B2 SSIDE =82 = FIt5Hok g LICH 0|Z 7| 52424 Access Devices(H A A
C|HtO|A) ot M Add(F7HE 225t XA Et SSID(01: Enterprise)& =822 238 L
Ct. ECto|HE et € T 2E S22 FHELICHSF, ZE0|ME T M E SSIDO| CHEH
M3 ™Mo=2 L2 HFLICHAJd Access Device( M| CIHFO|A F71) &0l A{ SSIDE /=48t

= H =
= Actively search for this access device(0| HM|A C|HIO|A R M3Mo 2 HAAME X|HF L
Ch&1: EAP Q& MH0| HX Z2 0t ol s £ EEIR| 2 F ZE MH2 AEZeto]
X BE(802.1X)E 5836HK| et&Lch

. Create Network(L|E2{3 H4)E 22509 Network Profile(H|E 23 =

LIch. 22{8d M=dBh(EE TAIE) SSIDE 15 HIFLIBD 1 BE 4 9

Lo =2 T AA

gt M o|§ 2 XIYHLICLED: 0] IF =21t ofM 042f WLAN 2ot 2% J/EE

o> Hu
El

ne

2]

mjo
>

02

g'l_-



SSIDE AZAE = J&LICt
Cisco Secure Services Client - 10| x|

Client Administration Help

Create Metworks | Manage Nebworks

Access |/ Data Secusty

il auba-ap-configinthe-clear (2 accesses dete.., “iky WEP

all b B Open

Al cox5 (2 accesses detected B Open

gl con B Open
e AT
................. iSOiasiasd Hpnsioes:. . NER
Jl guesinet [ accesses detected) B Open

0l guestnetwork B Open

1l N-Rogue "Iy WEP

| secue] [3 accesses detected) Mited

Jl tmetest (5 accesses detected) B WPA

Al tngl (2 accesses detected) iy WEP

Create Network

A

g FgELoh

. Network Configuration Summary(HIE 3 741|222 0|M 2 2F) 0| A Modify(=™)& 2 2!5104
EAP/AIA 58 H¥E T E¥LICHL

. Turn On Authentication(21& #7[) X|% 351 Protocol(Z 2 E&)0i| Al EAP-TLSE =4
Usemame(AF2 X} O|&)S IDZ MEfSHLICH

.HERZ 2B 2O X7 3HE Ar&3524H Use Single Sign-on CredentialsE X581
CHEAP-TLS OH7Hi#4= 8 M 5l24™ Configure® 2 2/&LIcH

P

o
k=l



Mebtwork Authentication...




Mebwork Profile “EJ

~— Metwork

Mame: |con-eap Metwork

¢ Avalable to all uzers [public profie)
[T Automatically establish Machine connection
I Aitomatically establish User connection
[ Before user account [suppaoits smartcard/password only)

—Metwork Configurabion 'S ummans:
Suthentication: | EAP-TLS:
Credentiali | Request when needed and remember for the session

—hccess Devices
Access /551D Mode Motes
con-eap WPAZ Enterprize
Add.. | Moty Configuration... | Remove |
Hep | ok |  cancal

7. EoF EAP-TLS Z1I|a|o|ME AF25E{H RADIUS M QIS M E & QldHoF EFL|CH o= |

5t24T Validate Server Certificate® MEHSHL|C}



Configure EAP Method...

—EAP-TLS settings: -

IF Validate Server Certificate

[v Allow Fast Session Resumption

Help ‘ 0K | Cancel

8. RADIUS MH CIBEME HAE5te{™ 2HIE 215 MBF +=2524H Cisco Secure Services
Client 42 £ XM Z3Hok &L|C} Client(@2H0|E) > Trusted Servers(2E & £ U AMH) >

Manage Current User Trusted Servers(BAH At At A& = U MH #HE|)E M=YEFLICH

T AR



Cisco Secure Services Client

=10 x|
| Chent Administration  Help ‘
Manage Adapters... |
Blmbannmale
Manage Current User Trusted Ssrvers. ..
Advanced Settings... Manage Machine | Al Lisers Trusted Servers. .. Dala Sec
| v (Epedat k Disconnected
v Turn 'WiFi Radio On
e
¥ Show Svskem Tray Canatie for wap
Close Window Configured for: wpa2
4] | 2
Details...
Conmest | Conifigue | Hemove | otafus... |
_ o
— Trusted Server Definition - Current L sers:
Rule Mame Validation Method
Add Server Rule... QJ] Remove Selected Edit Selected... |
Help | Cloze




Trusted Server x|

— Trusted Server

Rule name: [\wLC-Config
Walidation method: | Certificate ll

—Match ANY Certificate Validation Rule:
[~ Subject Altemative Name | Exactly matches j |

¥ Subject/Common Name | Exactly matches ;] |tme

Help ok | Concel

EAP-TLS Z4Z|Zei|o| M0 2tz E|& LT
10. M HERZ Z2uotoi| 2428 LICH Cisco Secure Services Client7} A A 23012 2
ot
Cisco Secure Services Client =101 x|

Chert  Administration Help

Creste Networks | Manage Networks |

Enter Your Credentials

: Flease enter yowr credentials for
o con !_,) network con-eap Network, access comreap

Username: |Administiato]

Send. |  Cancel |

il | I3

Dretails...

Connect E Configure FHemove | Status.. |

. #C
isco Secure Services Client= At 215 MHE =415t 0|8 & lFLICh7dE =it 2l

I
ol



11.

7|#ho| MXIE|o] RIF). 2 ChE AS KA AEE QUBMHE -FLICH

Z2+0|¢HE T} Q1B E|H Manage Networks(LIE 3 22]) B Q| Profile(Z 21t Q) oF2{0d| A
SSIDE ME45 T Status(&El)E 2 2/5t04 014 MEALE S F2|E Lt .Connection
Details(21Z2 MEALE) &2 ZEI0|2E ClHt0|A, 212 o Ef & &7, 21E Eol CHet HE
E NS ELICHWIFi MEAIE B2 RSSI, 802.11 &' 2! 15/ 5518 Z8H5HE 802.11 ¢
4 A Eljol CHEt MEAtE S MSELICH

Informnation... =

| Status | Secuiy

Selecled Accesy
]

17124 26 044
11:24: 281054
1124 28074
11: 24280094
11:24:28104
11: 2428194
11:24:28.295
11:24:28 505
11: 242805
112428335
11:24: 28 335
124287505
11: 2428395
11:24: 28505
11:24:28 505
17:24: 35534

correap Hetwork  Conrechon pequested [nom wuset conbasxt

Connecin suthenbeatsn shaded wing the lboged n used's credenlial

Pt shate transition ho AC_FORT_STATE_UMALUTHENTICATEDAC _FPORT_STATUS_STARTED)
Connection association stafed using enciyption modes AC_ENCR_AES AC_ASSDC_11_ 8021
Conrechon associabon suctesded

Poit shate barsbion ke AC_PORT_STATE_COMMECTINGAC_PORT_STATUS_LINE_UR)

Pout state bansition bo AC_FORT_STATE_AUTHEMTICATINGAC FORT_STATUS _BI2x ACOUIRED)
Iderdity has boern reguested nom the network

ldertity biass: besery Smrd b Hher pebwoeh.

Auithsrdicalion shamed usrg method hpe EAP-TLS, kvl 0

The sere has ieguested uing suthentststion lype: EAF-TLS

The chert has iequested using authenhcaton fppe: EAFP-TLS
Waldating the server,

Poat ghate Uansition bo AC_PORT_STATE_AUTHEMTICATEDIAC_FORT_STATUS_GROUP_KEY)

The sulbenbcshon process hat secceadad

The lcllosarg IP addkess has been asngred: 10,1080, 24




Cisco Secure Services Client

Chent  Administration  Help

[ .S

Create Networks | Manage Networks I

Metwork / Stabus Data'

L .

E}q | con Metwork Disconnected

| o Mo Adapter Available (Suspended) B

Ei— g:_\, con-eap Mebwork Connected: Authenbcated

—_—

‘| | ﬂ

Details...
Discornect | Corfigwe | Remove | Staus..




Connection Status x|

Iﬂnmtlmﬂctuisé WiFi Details I

Statusz: Cornected: Authenticated
| Duration: 00:01:19
Metwork Profile: con-&ap Network
Lizco Aronet B02.11a/b/g Wireless
. Network Adapter: Adapter [Microsoft's Packet
Scheduler]
Chent MAC Address: 00-40-96-A6-D6-FE
Access Device: COrn-eap
Access Device MAC Address: 00-19-07-35-14-4C
Tranzmitted packets: 346
FReceived packets: 3
| Speed 54.0 Mbps
| Authentication Method: EAP-TLS
Authentication Server: tme2 [trusted)
| IP Address: 10.10.80.24

Help Cloze

Clia B

Output Interpreter = TH(SSE DBt 31F)(OIM)E 54 show LS XIHELICLOITE AHS3H0d
show BE £3{0| EME FLICI

B 1: debug BB S AHE5H7| Mol C|HT BHEol| et 2 WEE HEFAUAL.

Ol2{#t debug THES WLCOHM AR 3t0f ©1F mEo| ZI% A& BLIERIE £ UALICH

. C|H1 aaa O|HIE EAI3}

. C|HH aaa detail enable

. debug dot1x O|HIE & 43}

. C|H2 dot1x AFEH &3}

. C|tH aaa local-auth eap O|HIE &3l =


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

. C|HH1 aaa all #4438}

2 HE

. Cisco Wireless LAN Controller 71I|28|0|M 7fo|E, BIE|A 4.1

. WLAN 7|& X|¥
. 7|1& X|¥ 8! XM - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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