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K7} BFR| H2dato 2 wiLcoll 2191 & 4= debug aaa events enable 91

3t 7L | 7Hs 3 O|RE ACSHIM ARl O|E D H|YHH 5 7} SHI2 M| 2MHEIQRIS ACSTE EX AR EEE 150 CHE Service
Type SEHE MESTE FTHEX| ott7| WELICH

AAA MB 0l A access-accept 7} CHA| & |2 T B debug aaa eventsenable 2| £212 AL Xlof| | E 8 E4(0d: Service-Type
E4)0| 2 LIEHLH K| f& LIt O] 0l Al debug aaa eventsenable B2 £242 0 & 2 o4& LICH

<#root>

(Cisco Controller) >

debug aaa events enabl e

Mon Aug 13 20:14:33 2011: AuthenticationRequest: Oxa449a8c

Mon Aug 13 20:14:33 2011: Callback......uiiiinii it ee e enns 0x8250c40
Mon Aug 13 20:14:33 2011: protoCoTTYPe. v vt it ennnnnnnnnannnnnnnnnnnns 0x00020001
Mon Aug 13 20:14:33 2011: proxyState........ccvviineunnnnnn 1A:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: Packet contains 5 AVPs (not shown)

Mon Aug 13 20:14:33 2011: 1a:00:00:00:00:00 Successful transmission of



Authentication Packet (id 8) to 172.16.1.1:1812, proxy state
1a:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:14:33 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20: 14: 33 2011: 1a:00: 00: 00: 00: 00 Access- Accept
received from RADI US server 172.16.1.1 for nobile 1a:00: 00:00: 00:00 receiveld = 0

Mon Aug 13 20:14:33 2011: AuthorizationResponse: 0x9802520

Mon Aug 13 20:14:33 2011: StruCtUreSizZe. ...t iinn i iinnnrennnnnens 28
Mon Aug 13 20:14:33 2011: resultCode. ... .iiiiiiiiiiin i it i ieannnennns 0
Mon Aug 13 20:14:33 2011: protocolUsed.......oiiiiiiiniiii it innnnnnnn 0x00000001
Mon Aug 13 20:14:33 2011: proxyState.........iiiiiirinnnnnn 1A:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: Packet contains O AVPs:

0| & #Hmi 0 debug aaa events enable B £240i| A= RADIUS MO M Access-AcceptE HB M2 = AIRX|2F Service- Type S

olwLCol MEEIX| k%S E &g = A&LIC ol §Y AA8A7L ACSHIM 0l HHe 2 FEE(X| oE 47| E LT

A& At Q1B % Service- Type S & EHEHSHE S Cisco Secure ACSE /351 oF BFLICH Service- Type §43 252 ALE A+ HEHo]| 2t
Administrative EE& NAS-Prompt2 A& &Hof gHL|Ct.

= B ofof M= HE debug aaa eventsenableE 22 CHA| 20{E LIt T2{Lt O|fH0= ServiceType £430| ACSOI A
Administrative2 A&EL|C}

<#root>

(Cisco Controller)>

debug aaa events enable
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Authentication Packet (id
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13 20:17:02

13 20:17:02

13 20:17:02

13 20:17:02

13 20:17:02

13 20:17:02

2011:

2011:

2011:

2011:

2011:

2011:

1d:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011:

Mon Aug 13 20:17:02 2011:

Mon Aug 13 20:17: 02 2011:
from RADI US server

Mon

Mon

Mon

Mon

Mon

Mon

Aug
Aug
Aug
Aug
Aug

Aug

Aug

13

13

13

13

13

13

13

20:

20:

20:

20:

20:

20:

20:

17:

17:

17:

17:

17:

17:

17:

02

02

02

02

02

02

02

172. 16.

2011:

2011:

2011:

2011:

2011:

2011:

2011:

AuthenticationRequest: 0xa449flc

CalTback. ..o ovi i i i it i et eeieeeas 0x8250c40
ProtoColTypPe. i ittt e e e 0x00020001
proxyState.........ciiiiiiiiainn 1D:00:00:00:00:00-00:00

Packet contains 5 AVPs (not shown)

1d:00:00:00:00:00 Successful transmission of
11) to 172.16.1.1:1812, proxy state

w*%*Enter processIncomingMessages: response code=2

#**%%Enter processRadiusResponse: response code=2

1d: 00: 00: 00: 00: 00 Access- Accept received
1.1 for mobile 1d: 00: 00: 00: 00: 00 receiveld = 0

AuthorizationResponse: 0x9802520

STruCtUreSizZe. .o i e 100
resultCode. .. .ot e 0
protocollUsed. . ......cciiiiiiiii it iiennnnn 0x00000001
proxyState......... ... 1D:00:00:00:00:00-00:00

Packet contains 2 AVPs:

AVP[ 01] Service-Type........... 0x00000006 (6) (4 bytes)

Mon Aug 13 20:17:02 2011: AVP[02] Class.........
CISCOACS:000d1b9f/ac100128/acsserver (36 bytes)
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