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- Cisco 2100 Series WLC
- Cisco 4400 Series WLC
- Cisco Wireless Services Module(WiSM)
- Cisco Catalyst 3750G Series Unified Access Switch
- Cisco WLCM(Wireless LAN Controller Module)
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. Cisco Aironet 1100 AG Series Lightweight AM|A ZOIE
. Cisco Aironet 1200 AG Series Lightweight HA|A ZQIE
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Cisco WLCE Catalyst 65002] 7|7HH|E QIE{H|O| A0 HAZEILICE 7|7HH|E QIE{H|O|A O CHEF 3
E M22 ¥t WLCO|A LAG(Link Aggregation)E & A3} & LICt.

(Cisco Controller) >show interface summary

Interface Nane Port VMan Id | P Address Type Ap Mgr
ap- manager LAG untagged 10.10.99.3 Static Yes
managenent LAG untagged 10.10.99.2 Static No
servi ce-port NA NA 192.168.1.1 Static No

vi rtual NA NA 1.1.1.1 Static No

vl an101 LAG 101 10.10.101.5 Dynamic No

ZAEE2{= Catalyst 65002| QIE{H|O|A 7|7HH|E 5/1 & 7|7HH|E 57201 242 L|CH.

cat 6506#show run interface gigabit 5/1
Bui | di ng configuration...

Current configuration :
!

183 bytes

nterface G gabitEthernet5/1

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface gigabit 5/2
Bui | di ng configuration...

Current configuration : 183 bytes



1
interface G gabitEthernet5/2

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi t chport node trunk

no i p address

channel - group 99 node on

end

cat 6506#show run interface port-channel 99
Bui | di ng configuration...

Current configuration : 153 bytes

1

interface Port-channel 99

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk native vlan 99

swi tchport node trunk

no i p address

end
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o|adA Eeizlo| Ex|EL|ct

cat 6506#show run | inc monitor
nmoni tor session 5 source interface Po99
nmoni tor session 5 destination interface G5/3

cat 6506#show monitor session 5

Session 5
Type : Local Session
Source Ports :

Bot h . Po99
Destination Ports . G5/3
cat 6506#

Cisco IDS MM T4

Cisco IDS MMl 7| An|asolME 2& ZENWM £ ZLES 7|EEE MAMof 44504 =
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I ogi n: cisco

Passwor d:

***’\D‘I’l CE***

Thi s product contains cryptographic features and is subject to

United States and |l ocal country | aws governing inmport, export,

transfer and use. Delivery of Cisco cryptographic products does

not inply third-party authority to inport, export, distribute or

use encryption. inporters, exporters, distributors and users are

responsi ble for conpliance with U.S. and |ocal country | aws.

By using this product you agree to conply with applicable | aws

and regulations. If you are unable to conply with U S. and | ocal |aws,
return this product inmediately.

w

HIE

A summary of U. S. |aws governing G sco cryptographic products nay
be found at:

http://ww. ci sco. conf wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending

emai | to export@isco.com

**%| | CENSE NOTI CE***

There is no license key installed on the system

Pl ease go to https://tools.cisco.coml SWFT/Licensing/PrivateReqgistrationServlet (reqistered
custoners only) to obtain a new license or install a license.
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sensor #configure terminal

sensor (confi g) #service host

sensor (confi g- hos) #network-settings

sensor (confi g- hos- net) #host-ip 192.168.5.2/24,192.168.5.1
sensor (confi g- hos- net) #access-1ist 10.0.0.0/8

sensor (confi g- hos- net) #access-1ist 40.0.0.0/8

sensor (confi g- hos- net) #telnet-option enabled

sensor (confi g- hos- net) #exit

sensor (confi g- hos) #exit

Apply Changes: ?[yes]: yes

sensor (confi g) #exit

sensor #

sensor#ping 192.168.5.1

PI NG 192.168.5.1 (192.168.5.1): 56 data bytes

64 bytes from 192.168.5.1: icnp_seq=0 ttl =255 tine=0.3 ns
64 bytes from 192.168.5.1: icnp_seq=1 ttl =255 tine=0.9 ns
64 bytes from 192.168.5.1: icnp_seq=2 ttl =255 tine=0.3 ns
64 bytes from 192.168.5.1: icnp_seq=3 ttl =255 tine=1.0 ns
--- 192.168.5.1 ping statistics ---

4 packets transnitted, 4 packets received, 0% packet |oss
round-trip min/avg/max = 0.3/0.6/1.0 s

sensor #
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! Version 5.0(2)

! Current configuration |last nodified Mon Apr 03 15:32: 07 2006
servi ce host

net wor k- set ti ngs

host-ip 192.168.5.2/25,192.168.5.1

host - name sensor

tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

time-zone-settings

of fset 0
standard-ti me- zone- nane UTC
exit

exit

service notification
exit

service signature-definition sig0
si gnatures 2000 O
al ert-severity high

st at us
enabl ed true
exit

exit

signatures 2001 O
al ert-severity high
st at us

enabl ed true

exit



exit

signatures 2002 0
alert-severity high
status

enabl ed true

exit

exit

signatures 2003 0O
alert-severity high
status

enabl ed true

exit

exit

signatures 2004 0
alert-severity high
engi ne atomic-ip
event - action produce-al ert|request - bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

service authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/0
exit

exit

service interface

physi cal -interfaces G gabitEthernet0/0
adm n-state enabl ed

exit

exit

service trusted-certificates

exit
sensor#
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B Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:

Step 1: Configure & service palicy.

Step 2. Configure the traffic classification criteria for the senice policy rule

Step 3. Configure actions on the traffic classified by the semvice policy rule

Create a semvice policy and apply to:

* |nterface: |in5ide - (create new service policy)

FPaolicy Mame: |inside-pn|icy

Description: |lD5-in5ide-pn|icy

" Glohal - applies to all interfaces

| Mext >

Cancel | Help |
Mo M M EcHE ZElAE FHELICLSH HIO|E RS A @l 5§ 22
AE FH5t= [o| EE[Z0|X[EH o] ool M= EEdE {8l Any TrafficO| MESEIL|CH A&
stoiH g2 S=gLIc




B Add Service Policy Rule Wizard - Traffic Classification Criteria

i+ Create a new traffic class: |in5ide-c|aas

Desctiption (optionaly: |
Traffic match criteria
[ Default Inspection Traffic
[ Source and Destination IP Address (uses ACGL)
[ Tunnel Group
[ TCP ar UDP Destination Port
[ RTF Range
[ IP DiffSery CodePoints (DSCF)
[ IP Precedence

W A c

[ftraffic does not match a existing traffic class, then it will match the class-default traffic class.
Class-default can he used in catch all situation.

™ Use class-default as the traffic class.

dEIack| ext = | Cancel| Help |

6. C}S EHHIE +85t0{E) TS AIP-SSM2 2 MY stE 5 ASAO! X|AIBILICH2IQ B XI& &

44315124 Enable IPS for this traffic flow(0| E2HZ £ &oi IPS & 4/8H& ~MefgtLICt.O0]
E| 3E2 Al235l0{ RES Q2RI 2 Hix|5t= CHAl EEfTio| 2AHE0| 0FR 2 E HHE (out-
of-band)E2 REE ME LT E ZEE T 20|AF0{A(Promiscuous)E A& EtL|C}AIP-
SSMO| AlTist= Z$ ASAT} fail-open AEHZ HEEIT S 51248 Permit trafficS 2 2/8fLICH
HE A g HostedH etE & 22IFLc



8% Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection Intrusion Prevention | Connection Settings ] @05 ]

v Enable IPS for this traffic flow

Mode

" Inline Mode

Inthis mode, a packet is directed to IPS and the packet may be dropped
as aresult of IPS aperatian.

o Promiscous Mode:

In this mode, a packet is duplicated for IPS and the original packet cannot
he dropped by IPS.

[fIPS card fails, then

o+ Perrmit traffic

" Close traffic

dElack| Finish | Cancel| Help |

7. O|M| ASA7tIPS 222 EBfEHE S-S FYEIUELICHLASAN HE A S 7|535HE
™ o 2| Aol M Save(ME)E E=2IFLCt
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IE5l04 o] Ax|ad ol SAHNA £™HE ICMP 0|2 28 MHEES 345 LICHEvents 0]
M AL 2| O|& & At 7L} Sig ID & ofHofl M MEO| Algd HE E AMErL|C}

. N
. Event Viewsr

# I Type | Sensar UTC Time | EventID I Events | Sig D Dietails. |
1 emor;emor Juity 31, 2006 25952 P L) 1145393740954040828 Unable to execute & host block [10.10.99 26] because
blocking 5 not EUI‘I‘ﬁIJl.II'Ed
2 emorwarning  [July 31, 2006 316:51 Pe L 1145393740954941 447  while sending a TLS waming alert close_notify, the
folioraring errod occurred: sockel error [3.32)
3 alertinforrnati,.. | July 31, 2006 31916 P L 1145393740054041574  ICMP Echo Request 2004
4 @morgmor Juby 31, 2006 31916 Pa L 1145303T40054041577  Unalle o execube & hosi bock [10.10.99,26] betause

blocking is not corfiguned

S alertinforrnadl, . [July 31, 2006 31948 Pu L 1145 40054941597 ICWMP Echo Requést

Refresh

Larst Updated: 7731/06 3:22.39 PM

; I Close E Help

3 MES A2 5 A2 UHH HBS T H SULICM Fols MBS E1748 ojHEof

®=. Details for 11453837409549419 597

prIdzalerc: eventIde=ll453837402549241597 wvendors=Cisco severicy=informationsal

originator:

hostId: Sensor

appName: sensoEApp

appInacanceld: 341
cime: July I, Z006 3:19:4c FM UTC offsart=0 eimeZorye=10rTC
signature: description=ICHMF Echo Reguest id=2004 wersion=351

subsigld: 0
interfaceGroug:
wlarn: O
participants:

attacker:

adde: 10.10.99.26 localitcy=0UT
CarfeT:
addr: 10.10.102.1 lacalicysOooT

sumnmary: 4 final=trus initialAlert=1145383740954541574 summaryType=Regular
alertDetails: Regular Sunmary: 4 events this interval
riaskRacingvalue: 25
interface: geld 1
provocol: icmp
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Cisco Wireless Control System Usermame: root Logoet  Refresh  Print )
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Blarms Alarens -- Select & commend -~ #
P | O Omner Tim Hessage
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Cisco ASA & #HI|adjo|M

ci scoasa#show run
Saved

ASA Version 7.1(2)
!
host nane ci scoasa
domai n- name ci sco.com
enabl e password 2KFQhbNI dI . 2KYOU encr ypt ed
nanes
!
interface Ethernet0/0
nanei f out si de
security-level 0O
i p address 10. 10.102. 2 255. 255. 255.0



nterface Ethernet0/1

nanei f inside

security-level 100

i p address 172.16.26.2 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-1Ieve

no i p address

nt erface Managenment 0/ 0
nanei f managenent
security-level 100
i p address 192.168.1.1 255.255.255.0
managenent - onl y
1
passwd 2KFhbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name ci sco. com
pager lines 24
| oggi ng asdm i nf or mat i ona
ntu inside 1500
nt u managenent 1500
ntu outside 1500
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp tineout 14400
nat - contro
gl obal (outside) 102 interface
nat (inside) 102 172.16.26.0 255.255.255.0
nat (inside) 102 0.0.0.0 0.0.0.0
route inside 0.0.0.0 0.0.0.0 172.16.26.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00
ti meout ngcp-pat 0:05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.12 255.255. 255. 255 insi de
http 0.0.0.0 0.0.0.0 inside
http 192.168. 1.0 255. 255. 255. 0 managenent
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication Iinkup Iinkdown col dstart
telnet 0.0.0.0 0.0.0.0 inside
tel net tinmeout 5
ssh timeout 5
consol e timeout O
dhcpd address 192.168.1.2-192. 168. 1. 254 managenent
dhcpd | ease 3600
dhcpd ping_tineout 50
dhcpd enabl e nanagenent
1
cl ass-map inside-cl ass
mat ch any
1
1
policy-map inside-policy
description IDS-inside-policy
cl ass inside-class
i ps prom scuous fail-open



service-policy inside-policy interface inside

Crypt ochecksum 699d110f 988e006f 6¢5¢c907473939b29
end

ci scoasa#

Cisco Intrusion Prevention System Sensor & 71I|ad|0|M

sensor #show config

I Version 5.0(2)
I Current configuration |ast nmodified Tue Jul 25 12:15:19 2006

servi ce host

net wor k- setti ngs

host-ip 172.16.26.10/24,172.16.26.1
tel net-option enabl ed

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

exit

service notification
exit

servi ce signature-definition sig0

signatures 2004 0

engi ne atomic-ip

event - acti on produce-al ert|request - bl ock- host
exit

status

enabl ed true

exit

exit

exit

service event-action-rules rul esO
exit

servi ce | ogger
exit

servi ce networ k-access
exit

servi ce authentication
exit

servi ce web-server
exit

servi ce ssh-known- hosts
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

description default virtual sensor
physi cal -interface G gabitEthernet0/1
exit

exit

service interface
exit



service trusted-certificates
exit
sensor#
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