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718 2rde s WLCE 44324 CLI(Command Line Interface)0l| A A|Z x| 8|0|A Obe
AE AP EILICH = GUIE AF85H0 WLCE TAIE &5 Q&LICH 0] 2 Mo A CLIoAM AlRt
Aol ObHAIE AFE3Etod wLce| Zim|zd|olMof| CHaH A etL|ct.

WLC7} X $%'EIE'=I AI ZAu|ago|M OrHAIR 2 & . M
00| O AFE AFRBHLICE CLI EE= GUIOIAM O AIS A3 = Ql&LCH ol &3
M A|Ef x| o|M DPH.J lo] of| 2 +0=|.=.I—Il:+.

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC-1

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): *****
Management Interface IP Address: 10.77.244.204

Management Interface Netmask: 255.255.255.224

Management Interface Default Router: 10.77.244.220
Management Interface VLAN Identifier (0 = untagged) :
Management Interface Port Num [l to 4]: 1

Management Interface DHCP Server IP Address: 10.77.244.220
AP Manager Interface IP Address: 10.77.244.205

AP-Manager is on Management subnet, using same values

AP Manager Interface DHCP Server (10.77.244.220):

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: Test

Network Name (SSID): Ciscol23

Allow Static IP Addresses [YES][nol: yes

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enable 802.11b Network [YES][no]l: yes

Enable 802.1la Network [YES][no]l: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto-RF [YES] [no]: yes

Configuration saved!
Resetting system with new configuration..

oledet D= 7| &S flsi WLCE AEELIct. o] ZAx|e oM oflof A wWLC=
10.77.244.204E 22| QIE{HO|A IP A, 10.77.244.2055 AP-Z 2|t QIE{H[O|A IP FAR AL
Lot

WLCOIM CHE 7|52 F+d5t7| ™ol 2 APE WLCO| SEatoF &LICt. o] EMoM=E BF
AP7} WLCOf S&E! 7*°E 7P‘*°*LIE+ 7='EF AP7I WLCO| SE &= Eol CHEF REMIEF L8 2
WLC(Wireless LAN Controller)0d| CHEF LAP(Lightweight AP) S &2 & X5HAA|IL.

Ct.

2|5 RADIUS MHHE &3l RADIUS 2152 gt WLC 7

MEX A4 ZHE Q¥ RADIUS M ZE MEHsiE{T WLCE 7 AISH ok E.H—IEF OHOS 2%
RADIUS M7t AL X} X124 5HE & Ql5t T FM SEl0|¢Eof st HMAE MBS EHLICH

Q|% RADIUS ME{o CHsH WLCE 7 4d5t2{H Chs HHAHE 2t 2 Lich
1. RADIUS Authentication Servers(RADIUS 21& MH) H0|X|E EAlstE{H HEE 2 GUIMM

Security(2 ) 2! RADIUS Authentication(RADIUS 21&8)2 MEHEILICH 23 CHS New(AMZ
OHE7))E 22/35t04 RADIUS MHE Ho|ghLct
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Sars Configuration Bng | Logeat Befrash

SECURITY  MAMOGEMENT  COMMOGNDS  pMELP
Secunty RADILS Authertication Servers = Edit o Bsilk apply |
v AAK Berver Index 1
» RACHUS
FPelF T e e Siriar Address 1377244 298
R
ot Bharad Sacret Format |H-:JI: -I
FTACACT 4
LOAE
Local Met Lisers Sharind Sacrat Iili

Canfirm Sharogd I""

jar Login Pokdial Smcrot
AP pel o
¥ Local EAP Ky Wrap = [Cresigred for FEFS customers and regeires s key wreg comphant RADIUS server)
]
PHory Chites Pirt M e 1813
¥ Arcess Condrel Lists
B Wireless Protection Burver Btatus |E"-ﬁbl='1 j"
Palicies
¥ Wak Aith Suppart for BFC 3576 Ifﬂlhlld -
* Advanced
Surver Tirmeoat |= pTib= itk
Natwrork Bser F Enable
Managorr et = Enahble
IFE®C I Enabde
[T none [ gy —

. RADIUS 213 At > Af H 0|X|0{ A RADIUS A Oi7HEd~E & o|gfL|ct. o|z{8t of7H 4
0= RADIUS MH IP 4, 39 &35, TE H3E U M AEf7F ZEELICH Network User
and Management([ E?{3 AFE AL & #E|) #QIEH2 RADIUS 7[8t eI5 0| wLC #E| & 4l
ET ABXIo| MBE|=X| {2 E A™ELICE 0] oo = Cisco Secure ACSE IP AT}
10.77.244.19621 RADIUS MHHZ AFSEFLICY.

. O|X| WLCOIM 2152 I3 RADIUS MHHE AI8E + Q&LICH Security(22H) >
Radius(RADIUS) > Authentication(2!&)& A1=H3t24 Radius Server(RADIUS AMH) 7} LIgdE

L|CH
Security RADIUS Authentication Servers Apply
v ARA Call Station ID Type [P Address =
S

Use AES Key Wrap [ (Designed for FIPS customers and requires a key wrap comphart RADIUS server)

By # Network Gerver
b IALALH User Management Index Server Address Port IPSec Admin Status
. ] R 1 107724419 1812 Disabled Enabled

RFC 35762 Cisco CNS CAR(Access Registrar) RADIUS AMB{0{ X x| E|X|2F Cisco Secure
ACS Server T 4.0 O|stol M= K| E|X| et &LICH2Z RADIUS MH 7|5& A& 38toq AL
8AE CI5E £ U&LICH 2Z RADIUS MEH7F HE 4.1.171.0 2= &7H T UEIRE
LIC} O|™ HTE A&St= WLCOHl= 22 radius 7|S0| Qi&LICH. 2Z EAPE AFXH 2 £
M E2E0|HET ZEHR QIEE = UL E 5t= 015 W UL|Ct BHAl= A|AEIO| ZEE|7A
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AMEste 24 AN ZIEE2{0| 2Z EAP 15 o2 B X HAAIR.

WLAN Oj7Hds 4
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1. WLANs H|0|X|E E Alsl2dH ZHEE2{2| GUIOIAM WLANSE Z2/gfLICt. o] Ho|X|ole HE
Ezof /= WLANO| LIZEL|Ct.

2. M WLANE Md35l2d™H NewE ME4EFLICEH WLANO] CHEt =210t 0|& 2! WLAN SSIDE
U235t T Apply(ME)E #E=ELICH O] o= CiscoE SSIDE ALSELICH

]

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANS > New
v WLANS Type m
’ #dvanced Profile Name |Cisco
WLAN SSID [Cisca

3. M WLANS 44435124 A WLANO| CHEF WLAN > Edit HO|X|7+ LIEFEFLICE. Of HO|X|of M=
Qlbh A, ot EM QOS A U JIEF IF DNHHAE st 0 WLANOI 33t het
&t Oi7HH~E Holg + &Lt
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WLaMs = Edit < Back |

General | Security | QoS | Advanced |

Profile Mame Cisco
Tvpe wWLAN

=510 cisco

Shatus M Enabled

Security Policies [Wrazl[Aauth{a0Z. 1%)]

(Modifications done under security tab will appear after applying the changes.)

Radia Policy f all =l
Interface [management ;‘
Broadcast 3510 I nabled

EEO2 HiwollAM MAEE QlE{mo[A & ME{ELICE CHE Di7H = WLAN HIESQIZ ol 2

T ALEol el =88 4+ A& LICHGeneral Policies(EH Z424) of 2 2] Status(AFEH) & XIE
MEHSI0f WLANS & M3t gLt

. Security(22.2t) B2 Z 25t 1 Layer 2 Security(2l|0]0{ 2 EohHE MEYBEFLICE. Layer 2 Security
EECHR HIF0lA 802.1xE MEHEILICE 802.1x OH7H B4~0i M WEP 7| 27| MEHEILICY.

O| ool M= 104H|E WEP 7|2} 24H|E £ 7|5 HIE|E {8t 128H|E WEP 7|2 At2%&L|Ct

WLANSs > Edit

| General | Security | QoS | Advanced
Layer 2 | Layer 3 i AAA Servers
Laver 2 Security I g02.1% ;I

[T MAC Filtering

802.1X Parameters

802.11 Data Encryption Type Eey Size
=  WEP | 104 bits = |

. AAA Servers(AAA AH{) B8 MEYEIL|CI Authentication Servers (RADIUS)(2/5 A{H
(RADIUS)) EECH2 7ol A 2E 8 RADIUS MEE MEABHLICH O ME{E £ Z2to|e
EE Q1535= ol AL E Ut



WLANSs > Edit
~ General | Security | QoS | Advanced

. Layer2 | Layer3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Authentication Servers Accounting Servers Server 1 | None =
IF Enabled Server 2 Hone =
Server 3 |None =
25" [1p:10.77 244 196, Port:1812 =] [None =]
EE“” | None | | none =]
Eer\'er |Hr:|ne: ;I |Hnne;|

Local EAP Authentication

Local EaP Authentication rEnabled
6. Apply(H&)E Z&lstod Zx|adiolME MEELICt

Cisco Secure ACSE 2|5 RADIUS MHHZ 745t Q1F Zcto|¢Eo CiEt AIR
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Uger Setap and Extermal User Diatabases
Fisding & Sperilic ier s the CiseoSerurs ier Daiahase

fudding a User to the CisraSecme User Database

Listing Usermamis that Fegin with o Particular Character
Listing All Usernames in the CisroSerurs Vier Database
Changing o Username in the CisroSecers User Detahase

Tlaes .ﬁr"*- erukle g yois te roslimie elvbaal uees
oformabon, add urers, and delete apers m the databace
User Setap and Exiernal User Datahases

Lin utherlic ile uierd with an

Baforn Cded Sedure ACS
externnl ety dutab e

* You matt have the database up and ninning on the
emernal server For example, f you are anng tolcen
w4 mebnn e, vour foken sereer pras be
ey wd properly configued
o Tou miet have configared the apphcabile

paramnetera in e Extersal Ty Databases sechos
MNete: Tier Setp coligurabon ovemdes Group Setug
Conliguerasan

B you rely on e Unlosown Ulrer Podicy o the Eatermal
Mrer Databarrs mecon o create orgres m the
CacoSerure wey dutsbaie fof upesy defed g s
rxierrad weer database aserrasney camnot ke locabed or
Tt byewe il e iasey huas mned cossfully authenbeated
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User Guide for Cisco Secure ACS for Windows Server 3.22| User Group Management Al
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Doletmg a Vistname
Supplementary User Infa
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Callbark
Cliowt [F Aodidre is A v wt
Advanced Semings
Netwerk Aceess Hestmictiana
Max Sessioms
Usage Chistas
Aceoumi Dhisahle
Drmernds asl able 4T3
TACACS+ Emable Concrsl
TACACS+ Emabile Password
TACACS+ Uatheund Farrsnord
TACACS+ Shall Comunand \othariistian
Command Awthormation far Nemwork Device Management
Applr wtinn:
TACACS Unknown Services
ol [__ L] ITTF m}n'\: _l'!c.l'l'“hhlrl
Fazrword o HADILY Yendor-Specific Adinbwies
I Sepatate (LHELAFNG-UHAPTAREAY)

I© Accoont Dwabled

Supplementary User Infa ¥

E.2al MHame F‘-E':

Desenpaon l-_lqmll—

User Setup ¥

Prarword Autivershe ghon

[CrcoSacws Dmtatace =]

CwtoSecure PAF (Also aied for CHAFMES

"HAFIARAF o the Separate Beld o not checked )

[........._.

@ @ B B B 83 8 & B 8 8 B B 8B 8 B B @

Fasrword

Fasrward |
Conlfm [ Arcount Dasshled Biatus
Pasreard

elecy e Accoaim Daiabled check bog 1o Aeatds thif
acoousd, clear the check box fo enable the accomt

When & tolten server i ueed for autheenhic shon,

rpplymg 4 separite CHAT patewresd for atoken

poerd uper sllows CHAF suibsertienhss Ther e

especialy usebdl when soken cackng = snabled - (Back s Tog]

| Suomt | Conce | L Dalarma o Vmomam y |
3. ZIEEHE ACS Aol A AAA 2E0|AHEZ HolFf LTt ACS GUIOIA Network

Configuration([ E 3 Z1x| 12 0|M)2 2= LICH Network Configuration(H|E {3 7|1
B|0|M) H|O|X|7} LIEFLIEH WLCS| O|&, IP 4, 37 &35 4 215 YH(RADIUS Cisco
Airespace)2 Ho|&LICt. CHE H| ACS 215 M| CHH M= MEMA ol MHEME & Zotdd
A2 BT WLC 2 ACS MEHOIM AstE B9 HIY 717 Yxlsior HLICH 27 25E of
IARRHE PEELIC




Add AAA Client

At Client Hostname |WLC 1

10.77.244.204 - |
aah Clant IP Address

Shared Secret ||:i5|:|:1

RADIUS Key Wrap

Key Encryption Key ]

Message sAuthenticator Code {

Key
Key Input Format O ASCIL @ Hexadecimal
Authenticate Using |R;’-\DIUS (Cisco Alrespace) ;!

™ Single Connect TACACS+ AaA Client (Record stop in accounting on failure)
[ Log Update/Watchdog Packets from this A&A Client

[T Log RADIUS Tunneling Packets from this A&4& Client

[T Replace RADIUS Port info with Username from this AAh Client

r Match Framed-IP-aAddress with user IP address for accounting packets from
this a4 4 Client

Submit Submit + Apply | Cancel !

4. Y5t EAP 2IE YHE ST F QS M7 FHE|0] U=X| & QlstE{™ System
Configuration and Global Authentlcatlon Setup=2 %E—'!?J LICt. EAP Z4x| 1 ei o] ™ol &
L|Ct. 2t

Mt EAP WS MEIEHLICE O oflod M= LEAP 2152 AFS & LICH 22 & Submit(X|&E
)2 2E LT
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S0l Mol EAP 82 MoHELICE ME7L Y EAP S8 2 X5l BR EAP f82 &80/8
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EAP &0 2 CIA| EAEILICH o]l Z2MAE X|HEIE EAP 80| A=

O| 0|0l M= LEAPES EAP S8 2 AL %L}

Aironet Desktop UtilityE Al&35t0o{ 2E0|UE MM LEAPE Fd5te{H OS2 EH E 2tESHAAIR

. Aironet Utility O}O|2 & 5 H 22!5t04 LICt.

. Profile Management &2 2 2!&fL|C}.

CZ2uedg 22151 Modify(+=8)E MEghLCH
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Hrofile Managemeni

Genetal | Secunily | Advenced

Profde Seltngs:
Frofls Mo | Lenoo] 23

Cherd Marre: |WIRELESS1:23
Bl atvotk, B ames
S50 |GEca
ceiD2

seipx ||

Lox_J[_ conce |
o #o.
SSIDE CHAEXIE TE6HH WLCOH TAIE SSIDSH &2H5| Ux|soF &l

5. Security(52.2t) & of2ioll A 802.1xE MEHEILICt. LEAPE EAP & & MEHSI D Configure®
=gt

Frofile Manapemeni

Germal| Secunly | Advarced

St Secunty phone

O WPAAPAZICOM WPAMWPAZACCKM EAP Type
) WPANPAL Pasiphrase e
() 802 1x [Eﬂ. 1xEAP Type | LEAP “j
) Pra-Shased Ky [Stshe WEP] i

) Mone

|  Conligue ] ‘ [ ABeowe Assoagbuon o Mooed Cedls

] Wierst Tiewep fox Firirg Do Controlier T -

Giowp Poley Delsy. 60 50 tee

(o) (Coma

6. AFE7t MEEE motct AHEAt Xt H BHEE Y=stEts HAIXRIE EAISHE Use
Temporary Username and Password& MEHEfLICtH047|0f| MBS E Ml 7tX| M & 5tLHE M
EHErLICE. O] 0dl0ll A= Automatically Prompt for Username and Password(AFH& X} O|& ! H]
9jHE XIS ZFETE)E ALSELICEH 0| B Windows AFEXF 0/ 2! H|Z/HE 2|0l LEAP



AER At ZEE LU™stof Foll 2aQlE & JU&LICHLEAP M E2[ Z EJ 2EI0|ME

=
O{EHE7t 2EYst T W ESRI 0ol ChA| 91Z24E mioiCt At SHS CHA| Q=d5tEle ZEZEE
EASHR| et &4 O™ MME CHAl AZSIE S 5t24T & T 2{of Q= Always Resume the
Secure Session IS A.;'E”%*I—IEP &1 7|EF EM0] ciEt REMIEH LI 2 Cisco Aironet
802.11a/b/g Wireless LAN Client Adapter(CB21AG 2! PI21AG) M x| &l —_r"k| M Mol 2ct
O|1E Of{RiE{ 7t MIME EZ3FHAAIL

Configure L EAP

| [+] Bz Rssure the Secuie Sassion

Uzer Hame and Password Settings
(¥} ize Temposany Lger Hame and Password

'I::I Uss Whirudonus Lses Mame srd Passwond
=) Aukomabc.ally Prompt for User Name and Passwod
) Manually Prosrgt for Uger Mame: and Passwod

) Ulpe 5 vl Ll g B s e Pt il

[+] Mo Metwenrk, Connection Urdess Uszer I3 Logged In
Suhentication Timeout Value [in seconds) |30

il o | | cewca |
7. 15 & ot2foll A ZE2|HE, Aironet & L 7|EF 802.11 SM(of: MY, Tt §)2 THE
= A& LI
8. #2lS F={¥LICt. O[X 2E0IAET FYE N7, ABstEd T A= LICH

LEAP 2152 AL85t0f 24 2210|91E 8 ZE APS} 2iZistod 24T/ olMo| o THZ A3}

M= Z2CI0|ME T2 00| LEAP Q158 Qe +HE Ho =z 71-E |,||:+_ LEAP
2.11 a/b/lg F41 22I0|ME O{RHE|E 2= Y H.;. | CHSt KFAl|EH LH 2 EAP ©
3 MEE FZStHAIR.

o "
40
ol
o
[0
o2

FM Zeto|HES| Z2uUo| M3 EH ALE XA LEAP Q15 E I8t AL Xt O|&/HIZEHE E
U{stets HAIXIZF EAIELICH o & &8 ST Z &L


//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wireless Network Password : x|
Fleaze enter your LEAF usermame and pazsword to log on to the wireless
tiebwark,
Uzer Mame : ABC
Pazsword : ]
Logon ko
Card Mame : Cizco Arronet B02.11a/b/g Wirelezs Adapter
Profile Marne EAP-Authentication
Q. I Cancel

\|

3% APt WLCE At EHE &elsty|

9SS o= 3
o5

Z
3

N

215l 2|5 RADIUS AMHE{(Cisco Secure ACS)0i| AL X} A}
B2 MEFLICH RADIUS M= Cl|O|E{E AFE X Cl|O|E{H|O| AL Hlw 5t APRXP INEE S
2 &0Ist7| {IsH Ar8 At AH2 5HO| R & & miotct £ Eeto|HE| CHEt HMAE MSE L

C}. ACS MHE{ 2| Passed Authentication E 1A= Z2I0|21E 7} RADIUS Q152 E 13 %% Ho{E
LICt. o & E™ Ct3 3t Z&LCh



-0 A BAaVI NS 5
Eiven Sentems Hﬂpﬂm and ﬁ.ﬂt”lt'f
s e

[ Eefeah W Diosndond

- # Azt ayon Auds
' | :#'“_ EFJ Uger Pacrword Changes

!:I‘M-' h}'.l".'--’:'-'b'!\':-#ruuz

tstnarmet | e

=3 Reports
Passed Authentications active.csv
TACACS+ Accoabing
Toaelod B TACACE+A
B TACACS: Adiwartratss s ; Mestag U G NAS.
g e || B ranirs Accownns Dated Time “rpe  Name Name R By addres
m -~y 041080006 150173 [Aulen OF ARC  oonlt  00-40-96- 1, 17216 1 %
L Y fasped Adentssson: Group  AC-BE-3T
S EsiedAimct D008 1500:37 Ashen OF | ABC .l-*rwl I.;II.::':.:'I-?:.' I 1721613
B Logeed-in Upers Toup -EE-
kR

? P |

RADIUS Q1501 435t F41 2EH0[AE T BFE APLE HAZELICH

LEAP Authentication Status - 2| =1O] x|

Card Name: Cisco Aironet 802.11a/b/g Wireless Adapter
Profile Mame:  EAP-Authentication

Steps Status

1. Starting LEAP Authentication Success
2 Checking Link Status Success
3. Renewing |P address Success
4 Detecting |PX Frame Type Success
5. Finding Domain Contraller Success

[T Show minimized next tme Cancel
EE B WLC GUI2| Monitor B of2Hoi| A & 21Er 4= RI&LICt. Monitor(2L|E) > Clients(E2t0|HE

G = e
g MEistT Z2to|ME S| MAC FAE EQlgfLict

~—




Save Canfigaration  #ing  Logow®  Wefresh

AT AT T DOMBAMDY  HELP
Sl Wl oW iNeils Mara b L | ' ]
T Tl sear b by MRl addeean S arr
SRabictics
T ’ Ciepmt ~AL Addr AP Namme AF AL Bdde LA Lyme  %tatus #uth Port
Wirabess :_ Bld 96 aee i 5T e Shefbedl DDl 3550 :4h-dl  Crsenl23 02118  Bsdacisted Tes 1 i able -
$ g - _ Cepal =
Chents

=X &

Au|agold EBHERT

mo
ol

H CF

njo

o CHHE 2= ELICH

1. debug Iwapp events enable ZHE AtS&3t0 AP7} WLCO| SEE|E=X| &g LCH

2. RADIUS MtH7t 4 ZEI0|AEM Q15 ¥ E s4lstn HAEst=X| F U LITH NAS-IP-
FA, o 2 AlZHS £ Q15104 WLC7F RADIUS Mol @448 4~ QIEX| & QlgtL|Ct o] =
£ +835t2{ ACS MHE{0| A Passed Authentications and Failed Attempts 2 1AM E & Q&
LIC}. o|2{8t E 1 ME ACS ME 2| Reports and ActivitiesOl A AFS & 4= Q&LICH CIS
RADIUS AH{ 150l Amlist= Z<? 2| ol LIch

R YL
Eistn Snsiims annm and .ql‘.'ti"al'iﬂ

—

O Eefresh Dvwdc i)
e Reports
| e Failed Atlempis aclive.csvy
N
5 TACATES I
- £ Hdmmustraon Pute ¥ | Time Message User- Group Caller '&:‘EI mﬁl Anther WAS- | NAS-IP
! i
1 B EATIUS Accoumng Isps Name Nams [D Cade | Cada Dets | Post | Addross
RIS | (B Vel Accosunng 00-4c
EH cwnwratm] | Fagrd Abesgts Sded i-r'- . [
ﬂl ﬂn—lbﬁu m L._':H_lf-.!.n Miegy o ¥
:_‘, Disble d b e ormnee
ACS Backp And
Eh (- | Errtore
| e @ Aderemistraton Awdi
!]l“""h .Ij'.':r'j.u-'-' o Changdui
ﬁ' ACT Serace Moo
t Figd 4g Balp I
* .

& 1: Cisco Secure ACS2| Al a2 L ClHO HEE 71X Widol cheh XEAISH LHg =2
Cisco Secure ACS for Windows2| {7 2! AAAC|HH ME 7[X{2 7|8 XA AL,


//www.cisco.com/en/US/products/sw/secursw/ps2086/products_tech_note09186a00800afec1.shtml#intro
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_tech_note09186a00800afec1.shtml#intro
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_tech_note09186a00800afec1.shtml#intro
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_tech_note09186a00800afec1.shtml#intro

3. AAA 2152 EE{E#EI5t7| ?/5H CF = debug BHE2 ALEE =X U &LICHdebug aaa all
enable - = E AAA HIA|X[Q| CIHHE T8 LICt.debug dot1x packet enable - =& dot1x IH

Zlo|CIHOE &3l efLICt OS2 debug 802.1x aaa enable B3| MZ &24Q|L|C}.
(Cisco Controller) >debug dotlx aaa enable

*Sep 23 15:15:43.792: 00:40:96:ac:dd:05 Adding AAA_ATT_USER_NAME (1) index=0

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT CALLING_STATION_ID(31)
index=1

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLED_STATION_ID(30)
index=2

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT(5) index=3

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IP ADDRESS(4) index=4

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IDENTIFIER(32)
index=5

*Sep 23 15:15:43.793: 00:40:96:ac:dd:05 Adding AAA_ATT VAP _ID(1) index=6

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_SERVICE_TYPE(6) index=7

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_FRAMED MTU(12) index=8

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_PORT_TYPE(61) index=9

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_EAP MESSAGE(79) index=10

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Adding AAA_ATT_MESS_AUTH(80) index=11

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 AAA EAP Packet created request =
0x1533a288.. !!1!!

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 Sending EAP Attribute (code=2, length=8,
id=2) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.794: 00000000: 02 02 00 08 01 41 42 43

*Sep 23 15:15:43.794: 00:40:96:ac:dd:05 [BE-reqg] Sending auth request to
'RADIUS' (proto 0x140001)

*Sep 23 15:15:43.799: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Interim
Response'

*Sep 23 15:15:43.799: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response

*Sep 23 15:15:43.799: 00:40:96:ac:dd:05 AAA Message 'Interim Response' received
for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.799: 00:40:96:ac:dd:05 Received EAP Attribute (code=1,
length=19,id=3, dotlxcb->id = 2) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.799: 00000000: 01 03 00 13 11 01 00 08 42 3a 8e dl 18 24 e8 9f
........ B:...

*Sep 23 15:15:43.799: 00000010: 41 42 43
ABC

*Sep 23 15:15:43.799: 00:40:96:ac:dd:05 Skipping AVP (0/80) for mobile
00:40:96:ac:dd: 05

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT USER_NAME(1l) index=0

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT CALLING_STATION_ID(31)
index=1

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLED_STATION_ID(30)
index=2

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_PORT(5) index=3

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_IP_ADDRESS(4) index=4

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IDENTIFIER(32)
index=5

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT VAP_ID(1l) index=6

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT SERVICE_TYPE(6) index=7

*Sep 23 15:15:43.901: 00:40:96:ac:dd:05 Adding AAA_ATT FRAMED_MTU(12) index=8

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_PORT_TYPE(61) index=9

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT EAP_MESSAGE(79) index=10

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT RAD_STATE(24) index=11

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Adding AAA_ATT MESS_AUTH(80) index=12

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 AAA EAP Packet created request =
0x1533a288.. !!1!!

*Sep 23 15:15:43.902: 00:40:96:ac:dd:05 Sending EAP Attribute (code=2,
length=35, i1d=3) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.902: 00000000: 02 03 00 23 11 01 00 18 83 f1 5b 32 cf 65 04 ed



*Sep 23 15:15:43.902: 00000010: da c8 4f 95 b4 2e 35 ac c0 6b bd fa 57 50 £3 13
.0...5..k..WP..

*Sep 23 15:15:43.904: 00000020: 41 42 43
ABC

*Sep 23 15:15:43.904: 00:40:96:ac:dd:05 [BE-req] Sending auth request to
'"RADIUS' (proto 0x140001)

*Sep 23 15:15:43.907: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Interim
Response'

*Sep 23 15:15:43.907: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response

*Sep 23 15:15:43.907: 00:40:96:ac:dd:05 AAA Message 'Interim Response' received
for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.907: 00:40:96:ac:dd:05 Received EAP Attribute (code=3,
length=4,i1d=3, dotlxcb->id = 3) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.907: 00000000: 03 03 00 04

*Sep 23 15:15:43.907: 00:40:96:ac:dd:05 Skipping AVP (0/80) for mobile
00:40:96:ac:dd:05

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT USER_NAME (1) index=0

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT CALLING_STATION_ID(31)
index=1

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_CALLED_STATION_ID(30)
index=2

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_PORT(5) index=3

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_IP_ADDRESS(4) index=4

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT_NAS_IDENTIFIER(32)
index=5

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT VAP_ID(1l) index=6

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT SERVICE_TYPE(6) index=7

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT FRAMED_MTU(12) index=8

*Sep 23 15:15:43.912: 00:40:96:ac:dd:05 Adding AAA_ATT NAS_PORT_TYPE(61) index=9

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA_ATT EAP_MESSAGE(79) index=10

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA_ATT RAD_STATE(24) index=11

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Adding AAA_ATT MESS_AUTH(80) index=12

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 AAA EAP Packet created request =
0x1533a288.. !!!!

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 Sending EAP Attribute (code=1,
length=19, id=3) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.915: 00000000: 01 03 00 13 11 01 00 08 29 23 be 84 el 6¢c d6 ae
........ YH#H. . 1.

*Sep 23 15:15:43.915: 00000010: 41 42 43
ABC

*Sep 23 15:15:43.915: 00:40:96:ac:dd:05 [BE-req] Sending auth request to
'"RADIUS' (proto 0x140001)

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 [BE-resp] AAA response 'Success'

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 [BE-resp] Returning AAA response

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 AAA Message 'Success' received for
mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[0]: attribute 8,
vendorId 0, valueLen 4

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[l]: attribute 79,
vendorId 0, valueLen 35

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 Received EAP Attribute (code=2,
length=35,1id=3) for mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.918: 00000000: 02 03 00 23 11 01 00 18 03 66 2c 6a b3 a6 c3 4c
R f,3 L

*Sep 23 15:15:43.918: 00000010: 98 ac 69 f0 1b e8 8f a2 29 eb 56 d6 92 ce 60 ab
R I ). V..

*Sep 23 15:15:43.918: 00000020: 41 42 43
ABC

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[2]: attribute 1,
vendorId 9, valueLen 16

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[3]: attribute 25,
vendorId 0, valueLen 21

*Sep 23 15:15:43.918: 00:40:96:ac:dd:05 processing avps[4]: attribute 80,



vendorId 0, valueLen 16
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