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Al lgentity Services Engine

Home » Context Visibility » Operations » Policy w Administration » Work Centers
b System  » Identity Management - Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
= Network Devices  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MD
1]
Metwork Devices List > New Network Device
Network Devices

Metwark Devices

Dafault Device

|~ Mame | WLC-C9800-CL II

Device Security Settings

Descnplion

VWLC-9800 |

[paddress  ~| *IP: [10.10.1.17 | 132 |

* Device Profile _;,';,--,; cis.;u._.

Software Version I:l

* Metwork Device Group

Location [.a.ll Lacations ) ] Set To Default
IPSEC [np O || Set To Default
Device Type [w1C & | | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDF Settings

Frotocol RADIUS
* Shared Secret

cessersq | [Show

Use Second Shared Secret [

| Show

CoAPort [ 1700 | [ set To Default
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@  Metwork Access Users List > New Network Access User
Users

v Network Access User

Latest Manual Metwork Scan Results * Name | jonathga-102

Status Enabled

Email |

¥ Passwords

Password Type: | Internal Users

Password

* Login Password

Re-Enter Password

| | Generate Password | i

Enable Fassword

| | Generate Password | i

¥ User Information

First Mame |

Last Name |

¥ Account Options

Description |

Change password on next login O

¥ Account Disable Policy

D Disable account if date exceeds

2021-05-18

(yyyy-mm-dd)
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Policy Sets  Profiing Posture  Client Provisioning

Dictionaries ¢ Conditions

Authorization Profiles = jonathga-VLAN-102
b Authenticati - -
festen Authorization Profile
*Mame | jonathga-VLAN-102 |

= Authorization

Description |Dynamic—‘.flan-.ﬂ«5ignn'ent

Access Type | AQCESS_ACCEPT - |

¥ Profiling Matwork Device Profie & Cisco | v | B

Authorization Profiles

Downloadable ACLs

¥ Posture Senvice Template [

¥ Client Provisioning Track Movement 7] 3

Passive |dentity Tracking 7] ;

* Common Tasks

O DaCL Mame

O ACL (Filter-ID)

Security Group

[ EditTag | IDiName (104 |

= Advanced Attributes Settings

Selact an item |

= Attributes Details

Arcess Type = ACCESS,_ACCERT
Tunnel-Private-Group-ID = 1:102
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6
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+ Operations = Policy

+ Status  Pualicy Set Name Description Conditians Allowed Protocols / Server Sequence Hits Actions  View
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1. ZAE E 21 GUIO|M configuration > Security > AAA > Servers / Groups > RADIUS > Servers > + Add O|O|X|0f|
I AlE CHE RADIUS M HEE =4t}

Authentication Authonzation and Accounting

=3 Dashboard

Monitoring

., Configuration

1 Administration ; RADILS

%' Troubleshooting TAGACS.

—— Ham < Address

Create AAA Radius Server x
Mame* Cisco=1SE Suppor for CoA ENABLED . G:I

Server Address® 10.10.1.24 CoA Server Key Typa Chear Text -
PAC Key D CoA Sarver Key @

Key Type Clear Text L Confirm CoA Server Key

eyt @ | e Automate Tester O

Confrm Key* | s {

Auth Por 1812

Acct Por 1813

Server Timeout (seconds)

Retry Count
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2. RADIUS MHE RADIUS 1 &0 F7}5+24T configuration > Security > AAA > Servers / Groups >
RADIUS > Server Groups > + Add 0| EI|X|O-I| .EME._I EHE
Create AAA Radius Server Group

MNarme™® ‘ ISE-SERVER ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v
Dead-Time (mins) ‘ 5 ‘
Load Balance [. DISABLED ]

Source Interface VLAN ID | none ¥ |

Available Servers Assigned Servers

sernver-201%9 -

Cisco-15E N

AEEE
NEEE

'O Cance =] Apply to Device

’g'g'ﬂﬂ#.:'j Configuration > Security > AAA > AAA Method List > Authentication >+ Add

Authentication Authorization and Accounting

i Dashboard

At Method List Servers [ Groups

<) Monitoring

°\, Configuration
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Quick Setup: AAA Authentication

Group Type group . @

Fallback to loca D
Available Server Groups Assigned Server Groups
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1. CI2 2 2 0|3 configuration > Layer2 > VLAN > VLAN > + Add O|O|X|0f] EA|El CHE

Q, Search Menu ltems VLAN
. sl VLAN VLAN Group
= Dashboard
© Monitoring | + Add ‘
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n, e, ; 1 defal
. Administration
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& Create & single VLAN

| ACTIVATED

ARP Broadca . DISABLEL
Port Membears Q. Search
Available (2) Associated (0)
] + =
Gi2 >

Croate a range of VLANS

VLAN Range®

A 1: 0|22 X|XSHK| k2B VLANO| VLANXXXXEHE O|E0| At5 22 &EHE|L|CH 0{7|AM
XXXXE VLAN IDQIL|CH,

ZRet ZE VLANOI CHaH 1EHA[Qf 2EAHIE EHSEILICH BHHE 22 6H 3EH R TI™—dE = /UE
L|C}.
3. O|O|E{ RIE{H|O|A0|A VLANO| HEE|=X| & lELCt ZE AHO| AHE T2l 32 OIS ¢
7_(|§ O|%§' |-—| |:|'. Configuration > Interface > Logical > PortChannel name > General. -_r"gin_l 7/Z|—§ .-I.'I:.M
TlE B2 allowed vian = all TS 2FZ & LICH Ciscol allowed VLAN = vLANs IDsE 225t

2|
SQ ZE if'do| gis 89

ZIQF VLANE F7I6I10 11 & update & Apply to Device. AR S Q!
Configuration > Interface > Ethernet > Interface Name > General. THE Ho 2 EAE|lE B2 Allowed
VLAN = All T+ 82 22 MELICE Ciscol| Allowed VLAN = VLANs IDsE 225t EH R 8t VLANS

—

ZF7+5t1 11 & update & Apply to Device.
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General Advanced

Interface GigabitEthernet3

Description ‘ (1-200 Characters)
Admin Status up n]

Part Fast dizable v |

Enable Layer 3 Address . DISABLED ]

Switchport Mode | trunk i |

Allowed Vlan o Al ) Vian IDs

Mative Vlan | v |




General Advanced

Interface GigabitEthernet

Description (1-200 Characters)
Speed 1000 v

Admin Status | up ‘

Enable Layer 3 Address |. DISABLED |

switchport Mode trunk -

Allowed Vlan O A @ VianIDs

Mative Vian 551 i

3E7|. WLAN(SSID) T4
O] ARtoA= WLCOIAM WLANE T dst= &0l Cialf A ErLict
ChS EAHE 226t MA2.

1. WLANS MA35t2{ CHS 2 2 0|S configuration > Wireless > WLANs > + Add O|O|X|0d]| EA|El CHE
Leo et HESIZE F-ELct

Q Search Menu ltems WlRE LE SS NEWGRKS

+ Add

Dashboard

2 : MName W
Monitoring

TN N T U

2. 0|O|X|of EAIE CHE WLAN HEE QladstL|C}.



Add WLAN x

General Security Advanced
Profile Name™ | Dinamyc-VLAN Radio Palicy | All v |
ESID* | Dinamyc-VLAN Broadcast SSID
LAN ID* | 6
Btatus

El Apply to Device

3.C}2 22 0O|S security R F Hob &g MEHRFLICH O] Z< o|O|X|ofl EAIE CHE WPA2
+802.1xE ME4EILICE

Ak WLAN

Lmsasr 2 Smpgrriy Wiods ViPA = WEAT 5 S Fr—— .
Ri= L] " s I -
Pragactod Marsgeren Frars Rspgmociton Timeoyt 0
BLAF Dl iadiad -
WIPA Parameters
el Dmdir "

) Cance = Save & Apphy io Deeos




Add WLAN x

PMF Disabled v

WPA Parameters

WPA Policy
WPAZ Policy v
WPA2 Encryption AES(CCMP128) ./
CCMP256
GCMP128
GCMP256 '
Auth Key Mgmt £802.1x =

O Cancel | Save & Apply to Device

gt Msecurity > Aaa B0 A 3EF7| 0| A 24 4
of the Authentication Server O|EI|X|O-I| EM |_| oo ALY

Add WLAN x

L

Bt OIE gitHE MEHSEL|CE, configure the WLC with the Details

General Security Advanced

Layer2 Layer3 | AAA
Authentication List | ISE-SERVER| v |I®
Local EAP Authentication D

ATAH. M 2ol 2
Ol HAto M= WLCHIM B =2 EHE F/dsts 4ol cof dHEELICH
CHS BAHE 225t MAI.

1. CHZ 22 0|& configuration > Tags & Profiles > Policy Profile 12|11 default-policy-profile O|O|X|01] FE A



<) Monitoring

£ CHE M 0|0|X|E BHSLICH
Falicy Profile

d Dashboard \

Policy Profile Mame ~  [escription

.....

-, Gonfiguration ] cetaun-poscy-geonie | detaun policy profie

Administration

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

& Configuring in enabled state will result in loss of connectivity for clients associated with this profile,

MName* default-policy-profile WLAN Switching Policy

Description default policy profile Cenitral Switching v

Status | Central Authentication v

Passive Client B osesen Central DHCP i

Encrypted Traffic Analytics Bisas l Central Association Enable v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

. 0‘||A‘| Access Policies ﬂ% ‘?‘Ad %E|'O||°_'IE7|' O| WLANO‘" 9_475:'%5" [[H 7|§7<_-|I2§ 3EI' oI'E|E
VLANZ o|O|X|of| EA|E CHE & &fLCt.



Edit Policy Profile
General | Access Policies | Q0S5 and AVC Mobility Advanced

WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL v
RADIUS Profiling IPvE ACL ¥
DHCP TLV Caching

URL Filters
Local Subscriber Policy Name v

Pre Auth -
VLAN

Past Auth v
VLAN/MNVLAN Group VLAMNZEDZ ¥

Multicast VLAN

1 MSE doME 215 3 Al F4M 2EI0|HMEE 5 VLANO| & 5= RADIUS AH
O ahAlLct. 2t B =2 utlol| 729 E VLANO| E31E VLANY = /2, RADIUS

ME{E= 0| DHZ'S xHA& |5t RADIUS A—IH—IOI AFE X} Tunnel-Group-Private-ID Z = o} 2Hof|

x| E VLANOI SHZ WLANS S8 S0iQ= AL X+E sreberiict

3. 0| A Advance B10{| A Allow AAA Override RADIUS AMHE{7} O|0O|X|0d| EA|El CHE =& T VLANO]|
B2H0IME§ WHXISHE Ol HRE SIS WEE O WLC |7 A(0/A1S KIRolsteiRd 2ol
g2 MEHSHL|CE.

= L-"1-d



Edit Policy Profile b

General Access Policies Q0S5 and AVC Mobility Advanced .

WLAN Timeout Fabric Profile v

Session Timeaout (sec) 1800 Umbredla Mot Configured v
Parameter Map

ldle Timeout (sac) 300 mMDMS Service detfault-mdns-senici »
Policy

Idle Threshald (bytes) W]
WLAN Flex Policy

Client Exclusion Timeout (sec) | &0
V0LAN Central Switching

DHCP
Split MAC ACL ¥

[Pvd DHCP Required o
Air Time Faimess Policies
DHCP Server IP Addross

2.4 GHz Policy v

5 GHz Policy v

AAA Policy

Allow AdA Override v

MAC State

Policy Mame defaislt-aaa-poEcy x! »

i

| o Ccancel | &5 Update & Apply to Device

5. M efa 74

O] ARtoM= WLCOIM EX eiT & FdstE Yol Ciall AP erLict.
CHE EAHE 225t MAI2.

1. CFH= 2 2 0|S configuration > Tags & Profiles > Tags > Policy O|O|X[0]] ZA|IEI CHE M| & =& FI7I&
L|C}.

Manage Tags

shboard

) Monitoring

-l Configuration

Descniption

1 Administration
detiuit-polcy-tag default polcy-tag

' Troubleshooting 1 [ -



2. Policy Tag0ll O|& & F7I5t 10 +add, O|0O|X|0]| EA|EI CHE
Add Policy Tag %

Name* Dynamic-VLAN ‘

Description Enter Description ‘

Vv  WLAN-POLICY Maps: 0

Y Policy Profile Y

3. O|O|X|o EAIE CHE WLAN Z 20U S Pet= M2 T 2 Eof 44 LICt
Add Policy Tag x
Name™ Dynamic-VLAN
Description Enter Description
Vv WLAN-POLICY Maps: 0
WLAN Profile Y Policy Profile T

0 10 «

Map WLAN and Policy

Policy Profile* default-policy-profil |

WLAN Profile* | Dinamyc-VLAN v



Add Policy Tag x

Name* Dynamic-VLAN

Description Enter Description

Vv WLAN-POLICY Maps: 1

+ Add

WLAN Profile ~ Policy Profile

O Dinamyc-VLAN default-policy-profile

1 10 «

RLAN-POLICY Maps: 0

[ ) Cancel | = Apply to Device |

6EAHl. APol| 2 Ef &'

O MAto| M= WLCOHIAM M2 EfOE Fd5t= Yol CHsH ABELICE.
CHS EAHIE 225 MA2.
1. f%QE 0| Configuration > Wireless > Access Points > AP Name > General Tags ghed ch"i" EHj-% gEI-

= §F CFHS update & Apply to Device O|0|X|0f] EA|E CHE



Edit AP »

-

General Interfaces High Availability Inventory ICap Advanced
——
General Version
AP Name* AP2802I-B-K9 Primary Software Version 16.12.4.31
Location™ default location Predownloaded Status MIA
) Predownloaded Version NfA
Base Radio MAC 1003.d677.a8c0
Mext Retry Time MIA
Ethernet MAC 084f.a%a2 Bed4d :
. Boot Version 1.1.2.4
Admin Status
105 Version 16.12.4.31
AP Mode Local v
Mini 105 Version 0.0.0.0
QOperation Status Registered
. : IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness 8 v DHCP IPv4 Address 10.10.102.101
Level
Static IP (IPv4/IPvE) O

CleanAir NSI Key

Time Statistics

Tags

, Up Time OdaysOhrs 4
Palicy Dynamic-VLAN \ mins 52 secs
Site default-site-tag v Controller Association Latency 1 min 36 secs

-

D Cance

| pdate & Apply to Device

FO|: APo| MM Ef 17t AL WLCRHS| 20| &# 7|1 CHA| ZRIELIC
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Windows 10 X L|OIE|E M EE| 4 EE A HAE SLICHL AISXH 0§ X &%
ISES| VLANOI| ofE &l AtSXte| HE & 2= gLt

0|7 oflof A RADIUS MEHoll X[ E CHZ jonathga-1027F VLAN10201| & & E|0q Q& LICt CHS of
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1. ZAE E 21 GUIN| M Monitoring > Wireless > Clients > Select the client MAC address > General > Security



information O|0|X|0d| EA|El CHE VLAN EEE 3t&LICH

Monitoring ™ > Wireless~ > Clients Client
360 View QOS Statistics ATF Statistics

Clients Sleeping Clients Excluded Clients
Client Properties AP Pro es I Security Information
IIF 1D 0x30000008
Authorized TRUE
Total Client(s) in the Network: 1 Common Session ID 33020A0A0000003
Number of Client(s) selected: 0 Acct Se n 1D 0x00000000

Auth Method Status List
O  Client MAC Address -~ IPvd Address ~  IPv6 Address

| Method Dotlx
D b88a.6010.3c60 o 1020702327 fe&O:!dSaZ:chi}!Q?SB!L/\_ SM State AUTHENTICATED
1 10 w SM Bend State DLE
Protocol Map 0x 000001 (OUI)

Local Policies

Service Template wilan_svec_default-f

Absolute Timer 1800

Server Policies

VLAM 102
Resultant Policies

VLAN MName VLANO102
VLAN 102

0| #0ollM RADIUS AH{ol| T 4El RADIUS §dof| [t2t o] E2t0|2E 7| VLAN1020] & F &
UAEX| 2OlE 4= QU&LICEHCLIOIM show wireless client summary detail O|O|X[0f] EA|E A0t S

2. O|(7}) Radioactive traces RADIUS £ WLCE G433 Mo 2 MES & & LCt o|Z A 5t
CIS BHAIE ™S A2, ZHEEP] GUIM|M Troubleshooting > Radioactive Trace > +Add. 41 Z 2}
O|21E S| Mac FAE YUTLICHMEH start. Z2H0|AEE WLANO| IZELICHOHE S E O]
=1 Stop > Generate > Choose 10 minutes > Apply to Device > Select the trace file to download the log.

%% £20| 0| £E2 RADIUS S49| 8BXQI Ms S EEELIC

2021/03/21 22:22:45.236 {wncd_x_RO0-0}{1}: [radius] [25253]: (info): RADIUS: Received from id
1812/60 10.10.1.24:0, Access-Accept, len 352

2021/03/21 22:22:45.236 {wncd_x_R0-0}{1}: [radius] [25253]: (info): RADIUS: authenticator e5 5e
58 fa da Oa c¢7 55 - 53 55 7d 43 97 5a 8b 17

2021/03/21 22:22:45.236 {wncd_x_R0-0}{1}: [radius] [25253]: (info): RADIUS: User-Name

[1] 13 "jonathga-102"



2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:

[24] 40

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:

[25] 54

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:
2021/03/21 22:22:45.236 {wncd_x RO0-0}{1}:

[64] 6 VLAN

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:
2021/03/21 22:22:45.236 {wncd_x RO0-0}{1}:

[65] 6 ALL 802 [6]

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:

[79] 6

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:

Authenticator[80] 18

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:
2021/03/21 22:22:45.236 {wncd_x RO0-0}{1}:

Group-Id[81] 6 "1i02"

2021/03/21 22:22:45.236 {wncd_x RO-0}{1}:

[102] 67 *

2021/03/21 22:22:45.237 {wncd_x RO-0}{1}:

[16] 52 %

2021/03/21 22:22:45.237 {wncd_x RO-0}{1}:

[17] 52 %

2021/03/21 22:22:45.238 {wncd_x RO-0}{1}:

name: PEAP on handle 0x0C000008

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

: username 0 "jonathga-102"
2021/03/21 22:22:46.700 {wncd_x_R0O-0}{1}:

[radius] [25253]: (info): RADIUS: State

[radius] [25253]: (info): RADIUS: Class

[radius] [25253]: (info): 01:

[radius] [25253]: (info): RADIUS: Tunnel-Type

[13]

[radius] [25253]: (info): 01:

[radius] [25253]: (info): RADIUS: Tunnel-Medium-Type
[radius] [25253]: (info): RADIUS: EAP-Message

[radius] [25253]: (info): RADIUS: Message-

[radius] [25253]: (info): 01:
[radius] [25253]: (info): RADIUS: Tunnel-Private-

[radius] [25253]: (info): RADIUS: EAP-Key-Name

[radius] [25253]: (info): RADIUS: MS-MPPE-Send-Key

[radius] [25253]: (info): RADIUS: MS-MPPE-Recv-Key

[eap-auth] [25253]: (info): SUCCESS for EAP method

[aaa-attr-inf] [25253]: (info): [ Applied attribute

1
[aaa-attr-inf] [25253]: (info): [ Applied attribute

class 0 43 41 43 53 3a 33 33 30 32 30 41 30 41 30 30 30 30 30 30 33 35 35 36
45 32 32 31 36 42 3a 49 53 45 2d 32 2f 33 39 33 33 36 36 38 37 32 2f 31 31 32 36 34 30 1

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

: tunnel-type 1 13 [vlan] ]

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

tunnel-medium-type 1 6 [ALL_802] ]

2021/03/21 22:22:46.700 {wncd_x RO-0}{1}:

:tunnel-private-group-id 1 102" ]

2021/03/21 22:22:46.700 {wncd_x_R0-0}{1}:

timeout 0 1800 (0x708) 1]

2021/03/21 22:22:46.700 {wncd_x_R0-0}{1}:

[0000.0000.0000:unknown] AAA override is
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[aaa-attr-inf] [25253]: (info): [ Applied attribute

[aaa-attr-inf] [25253]: (info): [ Applied attribute :

[aaa-attr-inf] [25253]: (info): [ Applied attribute

[aaa-attr-inf] [25253]: (info): [ Applied attribute

[auth-mgr-feat_wireless] [25253]: (info):
enabled under policy profile
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