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Cisco 10S SoftwareE A& 5= Catalyst 22| X|

w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6(config)#interface gigabitethernet 8/25
w-backbone-6(config-if)#switchport

w-backbone-6(config-if)#switchport trunk encapsulation dotlq
w-backbone-6(config-if)#switchport trunk native vlan 999
w-backbone-6(config-if)#switchport trunk allowed vlan 1,81,82,171,999
w-backbone-6(config-if)#switchport mode trunk
w-backbone-6(config-if)#end

w-backbone-6#

~ At 7: 047|ME VLAN B35 9997} 7|2 VLANS 2 AFEELICH &, WLC ZEof| =26t Ef
JE|X| 252 EBHE2 vian 9990 A SL|C}. O] EAM0A= WLCO{| VLAN 10| Ef27t X|HEl
el ZEJ U&LICH &, WLC &E| QIEH 0|AZ ELIEE EBIE0| VLAN 10 Q2
VLAN 999 WLCO|M AFS E|X| OF&LICH,

GUIS| WLAN ZHEE 2 VLAN ZAI|28o|M
WLAN ZHEE{0|M CIE Bt H E 2tZ &L|Ct.

1. WLC GUIO| M The controller > Interfaces. page lists all interfacesthat | nterfaces s configured on the WLCE 0|5 &fL|c}.

M &% QlE{m|o[AE M d35tt{ P New.


https://tools.cisco.com/Support/CLILookup/cltSearchAction.do

Saye Configuration

Ping Logout Refresh

# Home

MONITOR CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Controller Interfaces
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management
Inventory
171 171 152.168.171.30 Dymamic Dusabled
Interfaces management 1 10.48.35.46 Static Enabled
Interface Growps ancy- 1 10.48.39.52 static Mot Supported
Multicast redundan o untagged 172.16.39.52 Static Not Supported
b Network Routes Sryice-por MA 0.0.0.0 DHCP Disabled
¥ Redundancy wirtual MN/A 10.2.3.4 Static Not Supported
F Mobility Management .
Ports
k NTP
» COP
F PMIPvG
b Tunneling
F IPvG
F mDNS
L]

£ /245t 1 Interface Name & VLAN Identifier, 2 2/ LICtApply.

NTROLLER ~ WIRELESS URITY  MANAGEMENT MANDS  HELP

Controller Interfaces > New
serseral Interface Name hJLAN 81
Icons

WLAN Td 81
Inventory

Interfaces
Interface Groups

Multicast

Network Routes

-

Redundancy

-

Mobility Management
Ports

NTP

cop

PMIPVG

v v v

Tunneling

-

IPvE

-

mDNS

O| VLANO sl st= Oi7HH=E
FA7F ZEE|H Apply.

Entries 1 - 6 of 6

IPve Address

2001:1::46/64

1/128

Saye Configuration

Ping  Logout Refresh

FEEDBACK A Home

UAgrict. Y2 oi7id4=0l= IP Address, Netmask, Gateway % Primary DHCP Server IP




Save Configuration  Ping  Logout Refresh

alva]e

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controller Interfaces > Edit <Back | Apply |
General
tans General Information
Inventory
Infechires Interface Name vlan 81
Interface Groups MAC Address 74:80:2f:2a:75:7e

Multicast " "
Configuration

-

Network Routes

} Redundancy Guest.Lan
» Mobility Management Quaranting
Ports Quarantine Vian Id 0
b NTP MNAS-ID none
b COP Physical Information
¢ PMIPvG
Port Number 1
} Tunneling
Backup Port 0
b IPVG
Active Port 1
P mDNS
5 4 Enable Dynamic AP Management
b Advance

Interface Address

VLAN Identifier 81

IP Address 192.168.81.46
Netmask 255.255.255.0
Gateway 192.168.81.1

DHCP Information

Primary DHCP Server 10.48.39.5
Secondary DHCP Server
DHCP Proxy Mode Global

Enable DHCP Option 82

Access Control List

ACL Name none ¥
mDNS
mDNS Profile nong v

External Module

3G VLAN

Note: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for =

1. o] QlE{Ho|A0) EEE IPFAE EC0IMETF DHCP MEHOIM IPFAE 7| 9|8 DHCP 280] &2 &
LICt o & S04, 2ct0o|HET} 0] X QUE{m| 0] A0 DHEE WLAN/SSID(O] ZdT|18o|Mo| 5EHA|) ol 4@ stein
5t DHCP MHHE AlH357| I 22 MERA EHREINAEE S-FLICH HEED = 0] ClE{Ho|A0 2 HE
DHCP Aol CiEt 220l IP2AM 0] S QIE{m|0|A 2| IP FAE AHE 3104 DHCP MH(EE MHE S| DHCP A
2l g xpelofH) ol EE E-LICH DHCP MEHE F&E DHCP 2ol A 2to[HE IPFAE I LICH

4, BT 712Nl o192 ol K& P
(WLAN T4 otzH)& & 4ststx| ete

Bt A| 225 X|2H DHCP ZE A| EE= RADIUS QIE{H|0|A EHo{Ar 7|
[IPFA7F ASEIR| et&LICEH
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QIE{H|0]& Zm|TEo|ME =elgfLCt

MMANDS

Z Controller #CHo| HIFoM RIS 2

HELP

&1 QIE{H|0|A O|& E= VLAN O|& 2 radius § M(airespace-interface-name) 2 2 AF8 E|0{ BH1E CHAI VLAN O|B 2
H

2l5t 1 212 M|FrInterfacesoll A MEHEHL|CH

Saye Configuration

Ping Logout Refresh

f Ho

Controller Interfaces
General
Icons VLAN
Interface Name Identifier 1P Address
Inventory
i71 171 192.168.171.30
Interfaces 1 10.48.39.46
Interface Groups nent 1 10.48.39.52
Multicast untagged 172.16.39.52
¥ Network Routes NA 0.0.0.0
b Redundancy virtual A 10.2.3.4
» Mobility Management  xangl 8 192.168.81.46
Poris yian 62 82 192.168.82.46
* NTP
» CDP
F PMIPvG

Interface
Type
Dynamic
Static
Static
Static
DHCP
Static

Dynamic

FWLANsS| T 2{of = HIFolAM B2 E 2|5t 1 Create New.

MANAGEMENT

COMMANDS

Dynamic AP

Entries 1 -8 of 8 New...

IPvt Addre:

Disabled
Enabled
Mot Supported
Not Supported
Disabled
Mot Supported
Disabied
Disabled

HELP

2001:1::46/64

11128

Save Configuration  Ping

Logout  Refresh

FEEDBACK A Home

MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs WLANs

* WLANs Current Filter: Nene [Change Filter] [Clear Fiter]

WLANS
b Advanced
| WLAN ID Type Profile HMame
1 WLAN self-anchor
.

WLAN 551D

self-anchor

Entries 1- 1 of 1

==

Admin Status Security Policies
Disabled None [ -]

SSID(Service set identifier)& 2 Sl1 Profile NameS Apply. 22/ &fLIC. 0] ool ME VLAN 812 AF835Hod A olsHE L

=




Save Configuration  Ping  Logout  Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

WLANs WLANs > New
] \:I;:gss Type WLAN v
b Adanced Profile Name Students
551D Students
o] 2 v
L]
& 8EhO| Interface NameE S CHR2 HF0lM VLAN 812 M

35
O|& VLAN 810f 4Z=EL|ct.

M Home

< Back Apply I

EHS D Apply. 22IELICH O] B SSID Students7h IE{HH 0| A

Save Configuration  Ping  Logout Refresh

CIsSCo MONITOR  WILANs CONTROLLER WJIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs > Edit 'Students’
i v:,'[ﬁ:f General | Security | QoS [ Policy-Mapping | Advanced ]
b Advanced
Profile Name Students
Type WLAN
SSID Students
Status ¥ Enabled
Security Policies [WPAZ][Auth(802.1X)]

{Modifications done under security tab will appear after applying the changes.)

Radio Policy
Interface/Interface Group(G)

Multicast Vian Feature
Broadcast SSID
NAS-ID

CLIS| WLAN ZAEE&| VLAN x|z o|M

CLI(Command Line Interface) & S35 VLANS F435t2404 o] MMHS AFSErLICt

A Home

o QIEEOo|A U HAAE VLAN EH2E MM F LI o] BE 2 configinterface createinterface_namevian id2JL|Ct.

(W8540-1) >config interface create "VLAN 81" 81

% Ha: ol oflofl M2t Z 0] VLAN/WLAN O|F0i 30| U= F2 o|F0| HZEE Foq Qoo FLict.

2.IPF A 9 7|2 Ho|EQI0IE HolgrLICt o] W& configinterface interface_namel P_addressnetmaskgateway & LIC}.




(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0 192.168.81.1

+  DHCP AMH{E ™o|grLICt. config interface dhcp dynamic-interface O] W22 <interface-name>primary<primary-
server>[secondar y] <secondary-server>2L|C}.

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5

+ CQIEHO|AE SEIM ZE0f| DHE 2™ Clx BHES M-ELICEH operator_config interface port defined_interface_name
physical_ds_port_number.

(W-8540-1) >config interface port "VLAN 81" 1

+  QIE{HO|A HI|a B 0|ME B QIELICH O] HHEE show interface summary.

<#root>

(W-8540-1) >show interface summary

Number of Interfaces...........ccccerveneee. 8
Interface Name Port Vlanld IP Address Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic ~ No No

management 1 1 10.48.39.46 Static Yes No



redundancy-management 1 1 10.48.39.52 Static No No

redundancy-port - untagged  172.16.39.52 Static No No

service-port N/A  N/A 0.0.0.0 DHCP No No

virtua N/A  N/A 10.2.34 Static No No

vl an 81 1 81 192. 168. 81. 46 Dynani c

vl an 82 1 82 192. 168. 82. 46 Dynani c

«  WLANZ ™olgfL|ct. o] -2 config wlan create wlan_idname®]L|Ct.

(W-8540-1) >config wlan create 2 Students Students

(W-8540-1) >config wlan interface 2 "vlan 81"

«  WLAN

WLANO]| Ci#t QIE{m 0| AE Ho|grL|Ct. o W2 config wlan interface wlan_idinterface name®!L|Ct.



LU A E QIE{H O|AE =QIFLICt O] BE 2 show wlan summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS.......ccooeverirrereeene 2
WLAN ID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 Students / Students Enabl ed vlan 81 none

(W-8540-1) >

MB0| gut2 A SHSoHEX| HOlstHH o] M4 BRI,

Catalyst 22| %| &2l

Cisco 10S SoftwareE A& 5= Catalyst 22| XI: show running-config interface interface_type interface_number.

<#root>

w-backbone-6k#

show runni ng-config interface gigabitethernet 2/1



Building configuration...

Current configuration : 190 bytes
1
interface GigabitEthernet2/1
no ip address
switchport
switchport trunk encapsulation dotlq
switchport trunk native vlan 999
switchport trunk allowed vlan 1,81,82,171,999
switchport mode trunk
end

WLAN ZAEE7{ VLAN &2l

o QIEE oA Hm|TBolMS =l LICt o] B-E2 show interface summary.

<#froot>

(W-8540-1) >show interface summary

Number of Interfaces.........cccocvvveeenene. 8

Interface Name Port Vlanld IPAddress Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged  172.16.39.52 Static No No
service-port N/A  N/A 0.0.0.0 DHCP No No

virtual N/A  N/A 10.2.34 Static No No

vl an 81 1 81 192. 168. 81. 46 Dynanic



vl an 82 1 82 192. 168. 82. 46 Dynanic

+  WLAN 2 A E QIE{H O|AE = QIFLICE O] E-2 show wlan summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS.......ccoocevrirereene 2
WLAN ID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 St udents / Students Enabl ed vl an 81

(W-8540-1) >

t

2

HO
Pl
[ol]]
[l
>

Zu|agolM EME siZdst2d™ ChE XI®E 2tz ELICH

none

WLAN ZHEE2{0{ M VLAN 2} & QIE{m|o|A0 MHE 7|2 HOIERIOIZ ping8t CtS BHCH &

O 2 ping&LIC.



WLAN ZHEE&:

(W-8540-1) >ping 192.168.81.1
Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >

VLAN 2t & CIE{H 0| A:

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

Pingo| Aujgh B AX|0IM ! HA/ALIHE FHsHT X HE VLAN EfZE Felsty| @Ia =l ghL(ct.

S

Xt

[=}
S QB 0|A0M ping2 AlZHstE ZAAH ELIcH

1n: HEER oM S QE{Ho|Ae SUE HEO| = Bilo[o 3 HIO|EOIZ pingS AlE M HEEE{7}
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