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£ 1: LAN-to-LAN E2[&o] HA| HEXZ £FH2 A2 E = RAPE Cisco WLCO| & 44
5t X| OFAA|2.Cisco WLCE LWAPP x| ZEOM 2= o|HY ERfTle ®MEstX| too g2
Cisco WLC2t RAP 7to| AQ|X| EE= BFRE{7I 2R ELICHRAPE Bi0]0{ 2 EE= 2{|0]0{ 3 LWAPP
2o BSE 5 A&LICH

PAP(Pole-top Access Point)

PAPE Cisco WLCO| §M 24Z20| Q1&
= 2C0|HEE X|JSHHLE T8 & X

Ct. ™5 £40| 7S5t CHE PAP EE= RAP2 S 415}
Yl T E= HOHAO| 0|RE 7IEXMo f

L
= M UERI HAE5t= Ol ArEE = UELICHO
2 HIZE M3z x|t PAPO| CHEH & Adst3H ok g Lict.

& 1: Cisco Aironet 1030 Remote Edge LAP= H &9o| #5& X|#st= BHH Cisco Aironet
1500 Series Lightweight 22| AP= H &1t CtE &2 +52 ZF XIHELICHm2tM Cisco

Aironet 1500 Series Lightweight 22|33 AP Cisco WLCOA 5tLt O]&Fo| Eofl CHEH S & APZ,
PAPE AIEE == QJ&LICH
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- RAP7} LIEHLH PAP7L RAtS2 2 AZE LI

. AE I E 37 Y E AM835tod @30 CiEt AES(Advanced Encryption Standard)& M3
st= Ol A8 ElE 7|8 ddgLct

. ¥ PAP7} RAPO| ©4Z2%|™H HIA| AP7t CIO|E| ECfEE MEE & U&Lct

- AF&Xt= Cisco CLI(Command Line Interface), ZAE E212| Cisco & AFE AL QIE{H|O|A EE=
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= A&ELCH SR SEE =Y NS HEELICH

Cisco 4400 Saries WLC Layer 2 Switch Root-top AP Pole-top AP

000000 _ Wircless Backhaul QOGS0



=
3. APO] CHEF E2|& o7& A5
4. Au|ago|Mde &olghL|Ct.

M2 E{x| HuagolM MEZIEHSZ AE)

GUI Zz|agio|H

Enable Zero Touch Configuration(M 2 E{x| Zdx|22{|0|M & &35h 2 ALE5tH AP7F WLCO| S5
g ZHEEHOIM 37 HIE 7|8 7tX2 = AU&LICHO| =QIEt S MENSX| pfoH HEER =
37 HIE 7|E M35t o APz 2ot Silof 7|12 M SR 718 ASFEUCH7I2a2
enabled(&‘g3}) EE= checked(MEH)ILICEH WLC GUIOIM CH& BHAE =28 LCH

23 WLC H{%1 4.1 0|4 0| A= Zero-Touch Z1I|12)|o|Mof CHel =2 H|X{E 0| gi& LICt.

1. Wireless(54) > Bridging(E.2|&)2 &35} 1 Enable Zero Touch Configuration(X|2 E{ x| 74
u|ago|M g4shE =gt

2. 7| FAlg MEigLct

CHE[E 3R H|E 7|18 =g ot

4. Confirm Shared Secret Key(3% HIZ! 7| = 21)0il Bridging Shared Secret Key(E 2|2 &% H]
U 7|)& ChA| Y=23gFLct

w

Wireless Bridging

Access Points
All aps . :
4 Tero Touch Configuration

BOZ,11a Radios

g02,11b/g Radios X .
! = =
hird Party APs Enable Zero Touch Configuration =
Bridging Key Format |.|1‘3CII 'I
Rogues Bridging Shared Secret Key -
Rogus APs
oS ‘, o Confirm Shared Secret Key [-u
FNowWRn '\.L'=|_L' = ]
Rogue Chents
Adhoc R quES
Clients
Global RF
B0Z . 11a MNatwark
B02,11b/g Metwork
ROZ 111
Country
Timers

CLI Zz|adlolM

CLIOM Ct& EHAHE 22 LICEH

mot

1. M2 E{x| Zdx|z2z|o|MHE &d3}5l24™ config network zero-config enable B2 AISHEHL|
Ct.

(Cisco Controller) >config network zero-config enable



2. HE|d 3% dl
gLt
(Cisco Controller)

AP H#t oj ==

7|8 Z7}35t24™ config network bridging-shared-secret <string> Z& & Al

>config network bridging-shared-secret Cisco

of MIC FE7}

CIS BAHE wLce| Het 2o S50 APE
Policies(AP H&)E Ei5t 1 Add AP to Authorization List(74 8t

=7l 7,;'.°=I|_Il:} O|=H| 3t24™ Security(22t) > AP
Ho{ 220 AP F7}) of2Hofl AP

MAC FAE 2245l 1 Add(F7HE 2|8t

Security

LA
Geners|
RADIUS auEhentication
RADIUS Sccountng
II"."l !".il': II"1'|"'
MAC Filtering
Cisabled Chemnts
User Login Policies
&F Policies

Recess Control Lists

IPSec Certificates
CA Certificate
1D Carthcabe

Weh Auth Certificate

Wireless Protection

Policies
Trustad &F Policies
Rogue Policies
Standard S q 1atilres
Custom Signatures
Client Exclusion Policies
A&F authentication

AP Policies

Paolicy Configuration
futhiomze APs against A4A " Enabled

™ Enabled

Apply |

fccapt Salf Signed Certificate

Add AP to Autheorization List

M&C Address [00:0b:85:5¢:54:680

|I"11C 'I

Add

Certificate Type

Tterns O to 20 of 0

AP Authernzation List

Certiticate

MAC Address
TYpe

SHAL Key Hash



Security AP Paolicies

ARA g
iy Policy Configuration
RADIUE Authanbication . ;
RADILUE Aocourting Aithorize APs against ABA I~ Enabled
Local Mat Users accept Self Sigred Certificate I Enabled
MAC Filtering
Dizabled Cliemnts
Lger Login Polices
AP Policies &dd AP to Authorization List

Access Control Lists MAC Address |

IPSec Certificates
Ch Certificate
1D Certrhcate
Weh futh Certificate o . -1 to 2
AP Autherization List

Certficate Typa MIC =

Wireless Protection

Paolicies
Trusted AP Policies Certificate
Rogue Folicies MALC Address Type SHAL Key Hash
SHANCET S0RINE 00:0b:85:52:40:00 MIC

Custom Signatures
Chant Exclusion Palices D0:0b:385:5e:55:30 MIC

AF Suthentication
O| ool M= & AP(RAP X! PAP)7t 25 ZHE EB{o| AP TEt o S50 FI7HELICL.
CLI Zxm|[azlolM

MICE Het 20 SE0of £7135t24H config auth-list add mic <AP mac> H& & A&istL|ct

(Cisco Controller) >config auth-list add mic 00:0b:85:5e:40:00
(Cisco Controller) >config auth-list add mic 00:0b:85:5e:5a:80

T4

ol EMoM= Chg 7EE AHSELICH

Cisco WLC 4402

(Cisco Controller) >show run-config

Press Enter to continue...

System Inventory

Switch Description. .. ...ttt Cisco
Controller

Machine Model. ... ...ttt it et eiaee
WLC4402-12

Serial Number. ....... ...ttt
FLS0943H005

Burned-in MAC AddresSS. ...ttt tmtnneennaennns
00:0B:85:40:CF:A0

Crypto Accelerator 1. ... ...ttt Absent
Crypto Accelerator 2. ... ittt ettt i Absent
Power SUPPLY L.ttt e e e e e e e e e e e e Absent

POWEY SUPP LY 2t ittt ittt et e e et e et e e e e e e e
Present, OK

of 2



Press Enter to continue Or <Ctl Z> to abort

System Information

Manufacturer's Name. ..... ...ttt Cisco
Systems, Inc

Product Name. . . ...ttt ittt ettt ettt e e Cisco
Controller

Product Versiom. ...... ..t iiiiiiitnienneennnnn.
3.2.150.6

RTOS VEIrSion. . oot i ittt ittt et et e et e e
3.2.150.6

Bootloader VersSion. ... ...ttt nneennnennns
3.2.150.6

BUL LA Ty i it ettt et e e e e e e e e e e e e e e DATA +
WPS

System Name. . .o i ittt i et et et ettt et et
1lab120wlc4402ipl100

System Location. ......uu ittt ittt

System Contact. ... ...ttt ettt ettt et

System ObJeChID. & v vttt ittt e e e e e e e
1.3.6.1.4.1.14179.1.1.4.3

N L =T
192.168.120.100

System Up Taime. . v vttt ittt e e e e e ettt et e e e eeenn 0 days
1 hrs 4 mins 6 secs

Configured COUNLEY . . ittt ittt et et e e et e eeeee e United
States

Operating Environment. ........c.uouee et nnnnneenn
Commercial (0 to 40 C)

Internal Temp Alarm LimitS.......oiiiieeennn. 0 to
65 C

Internal TemperatuUre. ... ...ttt teeeeneneenns +42 C
State of 802.11b Network......... .o
Disabled

State of 802.1la Network......... .o
Disabled

Number Of WLANS. ..ttt ittt ittt ettt ieieeeee e 1

3rd Party Access Point Support.............o.o.....
Disabled

Number of Active Clients............... ... 0

Press Enter to continue Or <Ctl Z> to abort

Switch Configuration

802.3x Flow Control Mode. ......ouiiiiiueeeennsn
Disable

Current LWAPP Transport Mode...........cuueinneenn Layer
3

LWAPP Transport Mode after next switch reboot.... Layer
3

FIPS prerequisite features............cciiiiio..
Disabled

Press Enter to continue Or <Ctl Z> to abort

Network Information

RF-Network Name. .. ...ttt neenennnns airespacerf
Web Mode. . ..ot et e et e e e e e e e Enable
Secure Web Mode. . ...ttt ittt ittt tieee Enable

Secure Shell (ssh)........ ... Enable




Telnet. .t e e e e e e e e e e e e e Enable

Ethernet Multicast Mode..................... Disable
Mode: Ucast

User Idle TimeoUt.......iiiiiiiiennnnnn. 300 seconds
ARP Idle Timeout........oiiiiiiminnennnnn. 300 seconds
ARP Unicast Mode. ..... ..o iiiiiiinnennnnn. Disabled
Cisco AP Default Master..................... Disable
Mgmt Via Wireless Interface................. Enable
Bridge AP Zero Config........uuiiiiiieeon. Enable
Bridge Shared Secret.........uuiiiiiieeennn
youshouldsetme

Allow 0Old Bridging Aps To Authenticate...... Disable
Over The Air Provisioning of AP's........... Disable
Mobile Peer to Peer Blocking................ Disable
Apple Talk ...ttt e e e e e e e Disable

AP Fallback ......i ittt ittt Enable

Web Auth Redirect Ports .................... 80

Fast SSID Change .......uuiieteutnennnennn. Disabled

Press Enter to continue Or <Ctl Z> to abort

Port Summary

STP Admin Physical Physical Link
Link Mcast
Pr Type Stat Mode Mode Status Status
Trap Appliance POE

1 Normal Forw Enable Auto 1000 Full Up
Enable Enable N/A
2 Normal Forw Enable Auto 1000 Full Up
Enable Enable N/A

Mobility Configuration

Mobility ProtoCOl POrt......oiiiiiiieeeeennnnnn 16666
Mobility Security Mode. .. ... ..ot iimeneennnnnn
Disabled

Default Mobility DOMAiNn...... ..t nennennn
airespacerf

Mobility Group members configured................ 3

Switches configured in the Mobility Group

MAC Address IP Address Group Name
00:0b:85:33:a28:40 192.168.5.70 <local>
00:0b:85:40:cf:a0 192.168.120.100 <local>
00:0b:85:43:8c:80 192.168.5.40 airespacerf

Interface Configuration

Interface Name. ... ...ttt ittt ittt et ap-
manager

N L =T
192.168.120.101

IP NetmasK. . oo vttt ittt e i et e e
255.255.255.0

TP GalaWaY v v v ittt et e et e e et e e e e e e e e e
192.168.120.1

Y2
untagged

Active Physical PoOrt.......iiii it ieeennnnn 1
Primary Physical Port.........c.iiiiiiimieeeennns 1

Backup Physical POrt.......iuiiiiinteennnennn
Unconfigured
Primary DHCP Ser Ve . i vttt ittt e et ettt eeeeeeeeennn
192.168.1.20




Secondary DHCP ServVeTr . .o v it tneeeetneeeeeeneenns
Unconfigured

Unconfigured
AP MaNagEE ¢ o v it ittt et et ettt e e

Interface Name. .. ...ttt ittt ittt
management

MAC AQQr eSS . it ittt ittt ettt ettt ettt e e
00:0b:85:40:cf:al

N L =T
192.168.120.100

IP Netmask. . oo vttt ittt et e et e e
255.255.255.0

TP GalaWaY v v v ittt et et e e et et et e e e e e e
192.168.120.1

untagged

Active Physical POrt.......iiiii it
Primary Physical Port........iuiiiiimmeeenennnnn
Backup Physical POrt........uiiiiieeiiennnnnnn
Unconfigured

Primary DHCP SerVeT . i v vt ittt et ettt te et eeeeannn
192.168.1.20

Secondary DHCP SerVeTr . . u vttt tneene e eeeeeneenns
Unconfigured

Unconfigured
AP MaBNAGEE ¢ i v it ittt et ettt et e e

Interface Name. .. ...ttt ittt
service-port

MAC AQQr eSS . v it ittt ittt ettt et ettt e e
00:0b:85:40:cf:al

N L =T
192.168.250.100

IP Netmask. . oo vttt ittt e e i et e e
255.255.255.0

DHCP ProtoCol. ..ttt it ittt et iiinnn
Disabled

AP MaANaAG e t v v v e v et e et e ettt et e

Interface Name. .. ...ttt ittt
virtual

N L =T N
1.1.1.1

Virtual DNS Host Name. . ..... .ttt nnnennnnnn
Disabled

AP MaANaAg e t v v v e v et e et e et e et e

WLAN Configuration

WLAN TIdentifier. ... ..ttt
Network Name (SSID) . v v vttt ii it ettt teeeeeeeeennnn
1labl20wlc4402ipl100

Enabled
MAC Filtering. ... e ittt ettt eee e e eeennn
Enabled
Broadcast SSID. ...ttt ittt ittt e
Enabled
AAA Policy OVerride. . ...ttt ettt eeee e e eeeenn
Disabled
Number of Active Clients............ ...,




Exclusionlist Timeout........... ... ... 60
seconds

Session Timeout. .. ... ...ttt 1800
seconds

Interface. ...t e
management

L 2N 2
unconfigured

DHCP SOV . i it ittt ittt et ettt ittt ettt eeen
Default

Quality of Service....... . e e Silver
(best effort)

Disabled
Dotll-Phone Mode (7920) ..... i iiiiiiiiinnnnn.
Disabled
Wired Protocol. ... ...ttt it e None
LI VA ST S U o) o Yo sl
Disabled
F Yo e e N =0 N 1 All
Radius Servers

Authentication......... ...,
192.168.1.20 1812
Security

System
SLAtiC WEP KeY St i ittt ittt ettt ettt e ee e eeenn
Enabled

Disabled

Wi-Fi Protected Access (WPALl).................
Disabled

Wi-Fi Protected Access v2 (WPA2)..............
Disabled

TP SECUTIEY ittt ittt e e e e e et e e e e e e e e
Disabled

IP Security Passthru.............. ...,
Disabled

Disabled

Web Based Authentication......................
Disabled

Web-Passthrough. .. ... ... ...
Disabled

AUuto ANChOr. . ... it i i i e
Disabled

Cranite Passthru.......... ... .. ... . ..
Disabled

Fortress Passthru........... .. i
Disabled

RADIUS Configuration

Vendor Id Backward Compatibility.................
Disabled

Credentials Caching. ... ....u it iiennnnnnn
Disabled

Call Station Id TYP .« v v v it ittt et e ettt eeee e IP




Address

Administrative Authentication via RADIUS.........
Enabled

377 27> © 1Y
Disabled

Load Balancing Info

Aggressive Load BalanCing.........eeeioeeeeennn
Enabled

Aggressive Load Balancing Window................. 0
clients

Signature Policy
Signature ProCesSSIing. .. .. vie et ttteeeeeennnnn
Enabled

Spanning Tree Switch Configuration
STP Specification...........ooiuiiuunn.. IEEE 802.1D

STP Base MAC AddressS. ... ..uoveeeeeeennnn
00:0B:85:40:CF:A0

Spanning Tree Algorithm................ Disable
STP Bridge Priority.........ououeeeeeenn. 32768
STP Bridge Max. Age (seconds).......... 20

STP Bridge Hello Time (seconds)........ 2

STP Bridge Forward Delay (seconds)..... 15

Spanning Tree Port Configuration

STP POTL ID. . it ittt ittt ettt ettt e 8001

STP Port State. ... ..uii ittt ieeeen Forwarding
STP Port Administrative Mode................ 802.1D

STP POrt Priority......iiiiie ettt 128

STP Port Path Cost....... ... .. 4

STP Port Path Cost Mode........... ... Auto

STP POTL ID. . it ittt ittt ettt ettt e 8002

STP Port State. ... ..ottt it ieeeen Forwarding
STP Port Administrative Mode................ 802.1D

STP POrt Priority......uuiiiie it 128

STP Port Path Cost....... ... ... 4

STP Port Path Cost Mode........... ... Auto

AP CHet H2| & oj7i#H=s 74

T
M
Pal

|:1
=

ot

O Mo ME HA LIESZ0IM APL| dg g FYste L & 23 228 ofoiHs
LICH.GUI EE= CLIE AF&38toq o|2{F oi7iH+~E g2

1. Wireless(FM)E& 2 28t C}Z Access Points(HA|A Z2IE) of2f2| All APs(ZE AP)E 22!
gfLIChAIl APs H[O|X| 74 LEEHE LTt
2. All APs(Z E AP) > Details(MI S AF&l) H 0| x|ofl HA|A5HEAH AP151001 CHEH Detail(MIS AFE
) @3 E =g
O| H|O|X|o| A L ofzHo| AP 2EE= AP15101 Z2 EE[X| 7|50| = AP CHSH E2|X|2 Xt
&S MEELC o] Ho[x|ol= EEIE HE otelel ol HEE EAIELICEHA| HER{Z0iA O
APQ| 248t X|%&t2d™ Bridging Information(E 2| & ME)0|AM LIS M F §ILIE MEdEFL|CEH

. MeshAP - AP15100{| M ZHE E2{0| CHEt F44 @44 0| A
. ROOtAP - AP15100| ZAEEH0]| M ¢dZ40| U AR 0| M



Bridging Information

AP Role MeshAP W
Bridge Type Cutdoor
Bridge Sroup Mame

Ethernet Bridging []
Backhaul Interface g0z2.11a

Bridge Data Rate (Mbps) |18 W

CtSS & QIRIL|C

At&stod Hm|aefo|Mo| M= 2 Sst=X] #HlgL|ct

o| Al

|

g
mjo

AP7t WLCH| SE XM WLCL| GUI & EFS| Wireless(FM) B{olM 2 = JU&LICH

MOMITOR Wulahls CONTROLLER  WIRELESS

Al APs

Search by Ethernet MALC Search I

. . Operational .

AP Hame AP 1D Ethernet MALC Admin Status Status Part
Cretal

lablz0bri510iplss B o0:0b:ES:5e 5a:80 Enable REG 1 Bridging
Irtormsbon
Cretan

lab1Zz0briS10ipi 50 io D0:0b:55: Se:a0:00 Enable REG i Bwridging

Informnaton

CLIM| A show ap summary BEE AtE3t0{ WLCO|| SEE APE 2 QIE £

(Cisco Controller) >show ap summary

AP Name Slots AP Model Ethernet MAC Location Port
1abl20brl1510ipl52 2 OAP1500 00:0b:85:5e:5a:80 default_location 1
1ab120br1510ip150 2 OAP1500 00:0b:85:5e:40:00 default_location 1

(Cisco Controller) >

AP2| o&t 2 £ 015}24T GUIOI A Bridging DetailsE 2 2!8fL|C}.



Al APs > labl20brl 510152 > Bridging Details

Bridging Details Bridging Links
&P Rals A P ar el
Bridge Group Mame hilld lab1lzobris10iplS0
Back gyl [Akartacs 802 11s

Swrhch Physical Port

Routeng State Mairlenanoe
Mlalformned Meighbor Packers 1

Paor Hawghlbee SNR reporbng il
Blacklisted Packers 1
Inguffeciert Mamory regortng 0

A3 Neighbor Bequests

Aa Neighbor Responses a

Tz Hesghbior B eguests 1

Tx Hasghbar Redpondes ar
Pareni Changes count |
Meighbor Timaouts count 1]
MNode Hops ]

CLI0{ M show mesh path <Cisco AP> 2! show mesh neigh <Cisco AP> B2 A&

SEE APE =HOlIE 4 gLt

AAEH

(Cisco Controller) >show mesh path 1labl20brl1510ipl52
00:0B:85:5E:5A:80 is RAP

(Cisco Controller) >show mesh neigh labl20br1510ipl52
AP MAC : 00:0B:85:5E:40:00

FLAGS : 160 CHILD

worstDv 255, Ant 0, channel 0, biters 0, ppiters 10
Numroutes 0, snr 0, snrUp 0, snrDown 26, linkSnr 0
adjustedEase 0, unadjustedEase 0

txParent 0, rxParent 0

poorSnr O

lastUpdate 1150103792 (Mon Jun 12 09:16:32 2006)
parentChange 0

Per antenna smoothed snr values: 0 0 0 0O

Vector through 00:0B:85:5E:40:00
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2. RAPQI MAP Zto| 28 &5 E &QIgtLICEWLCHIM Z|7F LxI5HX| otE AL ol HIAIXKIE &

AN .
4= Q& LICH " LwaPP Join-Request AUTH STRING PAYLOAD, BRIDGE AP 00:0b:85:68:c1:d0" Bfdl

: 0| A8 7HS 8 B &4 Enable Zero Touch Configuration M2 A& A A|L.01F
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3. RAPE EIC|2 QE{HO|ANM HEZEIHAE HAIXK|IE HE K| & LICH A MAPO A
RAPE MEE IP FAE VM2 = UEE FLIFHAEE Sl IP FLE TS S-S DHCP
MHE FHELICLIEX]| 2to™ MAPO| 17 IPE AFSELICH
4. Bridge Group Name(E 2|X| 2 & 0I§)2 7|24 22 | X|5t7{L}, Bridge Group Names(E 2]
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Troubleshoot a Lightweight Access Point Not Join a Wireless LAN ControllerE & X35t AAIL.

25 a4 EH

11 debug BHBE Ar85t7| 2ol ClH BEHol| Ciet 2 HEE HESHAAR.

CtS debug BHE ALE5tod WLC S| EXIE SHEE &= JU&LICH

. debug pem state enable - HA|A A 22X} ClHO SMHE F 45t Ol AFSELIC
. debug pem events enable - HM[A A 2 2|x} ClHO SME F45H= Ol AFSELICH
- debug dhcp message enable—DHCP A2t F 11 8= DHCP HA|X|2| C|HOE E AlEfLICE.
. debug dhcp packet enable—DHCP AB{O{A £ L1 2= DHCP I{Z! AT HE S| CIHOE
E AL
EHEREN AISE = U= E 7IX| F7t debug BHE2 CtF1t Z&LCt

. debug Iwapp errors enable - LWAPP @ FO| C|HHO & EAIRLICE
- debug pm pki enable - AP2t WLC 7ol ME E|l= 215 M HIAIX|e| CIHOE E AR LICH
O| C|HH1 Iwapp O|HIEE= WLC BE £33 &/3l5t01 LAP7I WLCOH| SEEIURSE E0iELICH.

(Cisco Controller) >debug lwapp events enable

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 Received LWAPP JOIN REQUEST
from AP 00:0b:85:5e€:40:00 to 06:0a:10:10:00:00 on port '1'

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 AP 1abl20brl1510ipl50: txNonce
00:0B:85:40:CF:A0 rxNonce 00:0B:85:5E:40:00

Mon Jun 12 09:04:57 2006: 00:0b:85:5e:40:00 LWAPP Join-Request MTU path from
AP 00:0b:85:5e:40:00 is 1500, remote debug mode is 0

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Successfully added NPU Entry for
AP 00:0b:85:5€:40:00 (index 1) Switch IP: 192.168.120.101, Switch Port: 12223,
intIfNum 1, vlanId 0 AP IP: 192.168.120.150, AP Port: 58368, next hop

MAC: 00:0b:85:5e:40:00

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Successfully transmission of
LWAPP Join-Reply to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Register LWAPP event for AP
00:0b:85:5e:40:00 slot 0

Mon Jun 12 09:04:58 2006: 00:0b:85:5e:40:00 Register LWAPP event for AP
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00:0b:85:5e:40:00 slot 1

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE REQUEST
from AP 00:0b:85:5e:40:00 to 00:0b:85:40:cf:a3

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Updating IP info for AP 00:0b:85:5e:40:00
-- static 1, 192.168.120.150/255.255.255.0, gtw 192.168.120.1

Mon Jun 12 09:04:59 2006: spamVerifyRegDomain RegDomain set for slot 0 code 0 regstring
-A regDfromCb -A

Mon Jun 12 09:04:59 2006: spamVerifyRegDomain RegDomain set for slot 1 code 0 regstring
-A regDfromCb -A

Mon Jun 12 09:04:59 2006: spamEncodeDomainSecretPayload:Send domain secret
airespacerf<65,4d,c3,6£,88,35,cd, 4d,3b,2b,bd, 95,5b,42,6d,ac,b6,ab,£7,3d> to
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: Running spamEncodeCreateVapPayload for SSID
'labl20wlc4402ipl00"

Mon Jun 12 09:04:59 2006: Running spamEncodeCreateVapPayload for SSID
'labl20wlc4402ipl00"

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 AP 00:0b:85:5e:40:00 associated.
Last AP failure was due to Link Failure, reason: STATISTICS_INFO_RES

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CHANGE_STATE_EVENT from
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Change-State-Event Response to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 apfSpamProcessStateChangeInSpamContext:
Down LWAPP event for AP 00:0b:85:5e:40:00 slot 0

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP Down event for
AP 00:0b:85:5e:40:00 slot 0!

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CHANGE_STATE_EVENT from
AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Successfully transmission of LWAPP
Change-State-Event Response to AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 apfSpamProcessStateChangeInSpamContext:
Down LWAPP event for AP 00:0b:85:5e:40:00 slot 1

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP Down event for AP
00:0b:85:5€:40:00 slot 1!

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00

Mon Jun 12 09:04:59 2006: 00:0b:85:5e:40:00 Received LWAPP CONFIGURE COMMAND
RES from AP 00:0b:85:5e:40:00

#ed HE
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