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& LWAPP-Traffic Study
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AP sends a "Discovery Reguest” frame to the WLC
WLC sands a "Discovery Response” frame

AP sends a “Join Request” frama

WLC sends the “Join Response” frame

WLC and AP exchange configuration parameters”
AP is enabled for operation

Catalyst 3750 - LWAPP Contrel Channsd
F . . - LWAPP Encapsulaied Data

Light-Weight AP

Wireless LAN Coniroller

*Configuration Paramaters include checking for
firmware version (and updating it, if necessary)
and AP provisioning (802.11 parameters)
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‘. Sniffer Laplop (monitor session)

E 1:LWAPP E2HT] ZA #E FXIQ| FEIP FL

CIE{H|o|A/C|HIO|A IP =4

WLC - Zt2| 2lE{H|o|A 192.168.10.102
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Tirme 192.168.10.22 192,168.10.102  285.255.255.285  192.168.10.103 Comment

100.090 mei LVWAPP "E{lmn E CNTL DISCOVERY REQUEST
100.09 | aaiey LWAPP -2 CNTL DISCOVERY_REQUEST
100.090 | jrugig e SPNE S : CNTL DISCOVERY_REPLY
100.090 | prasjgyee—IAPE — E CNTL DISCOVERY_REPLY
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Tirne 192.168.10.22 192.168.10.102  255.255.255.255  192.168.10.103 Comment

112274 | e L LWAPP - S0 CNTLJOIN REQUEST
: LwAPP i

112,371 (541 il ey CNTL JOIN_REPLY
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Time 192.168.10.22  192.168.10.102 255.255.255.255  192.166.10.103 Comment

113,762 CHTL CONFIGURE_REQUEST
113.812 CHTL CONFIGURE_RESPONSE
113.814 CNTL CHANGE_STATE_EVENT
113.814 CNTL CONFIGURE_COMMAND
113,819 CNTL CHANGE_STATE_EVENT_RES
113.891 CHTL CONFIGURE_COMMAND_RES
113,851 CHTL CHANGE_STATE_EWVENT
113,852 CNTL CONFIGURE_COMMAND
113.893 CHTL CHANGE_STATE_EWVENT_RES
113,894 CNTL CONFIGURE_COMWAND_RES
113,654 CNTL CHANGE_$TATE_EVENT
113.895 CHTL CONFIGURE_COMWAND
113,89 CNTL CHANGE_STATE_EVENT_RES
113,856 CHTL CONFIGURE_COMUMSND_RES
113.857 CHTL CHANGE_STATE_EVENT
113.899 CHTL CONFIGURE_COMWSND
113,899 CNTL CHANGE_STATE_EVENT_RES
113,901 CNTL CONFIGURE_COMMAND_RES
113,901 CNTL CONFIGURE_COMMAND
113,902 CNTL CONFIGURE_COMMAND_RES
113,902 CHTL CONFIGURE_COMWAND
113,903 CHTL CONFIGURE_COMMWAND_RES
132,024 CHTL CHANGE_STATE_BEWENT
132,085 CHTL CHANGE_STATE_EVENT_RES
132,026 CNTL CHANGE_$TATE_EVENT
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RRM(Radio Resource Management)
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Tirree: 192.168.10.22 192.168.10.102  255.255.255.255  192.168.10.103 Comment

132,028 CNTL RRM_CONTROL_REQ
132,028 CNTL RRM_CONTROL_RES
132,029 CNTL RRM_CONTROL_REQ
132,029 CNTL RRM_CONTROL_RES
132.029 CHTL RRM_CONTROL_REQ
132,030 CNTL RRM_CONTROL_RES
132,030 CNTL RRM_CONTROL_REQ
132,031 CNTL RRM_CONTROL_RES
132.031 CNTL RRM_CONTROL_REQ
132.052 CHTL RRM_CONTROL_RES
132,032 CNTL RRM_CONTROL_REQ
132,033 CNTL RRM_CONTROL_RES
132,033 CNTL RRM_CONTROL_REQ
132,033 CNTL RRM_CONTROL_RES
132.034 CHTL RRM_CONTROL_REQ
132.034 CHTL RRM_CONTROL_RES
132,035 CNTL RRM_CONTROL_REQ
132,035 CNTL RRM_CONTROL_RES
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Protocol Percentage Bytes Packets

= Ethernst Iypea 2 0. 000% F 0

= IF 0. 000% 0
= U2 . 00

= LWAPF 0. 000% 0 1

LUAPF Control JAE CL L S 10,057 52

DHCP [T 14. 470 1,936 4

IF Fragment = Ja I0F 146

= AEP 0. 000% |

Response u LD 320

Requesat i 1.913% 256 |

Logpback 0.478% hd 1
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LWAPP ECHO REQUEST from AP (78 bytes)

LWAPP Echo- Response to AP (64 bytes)

LWAPP PRI MARY_DI SCOVERY_REQ from AP (93 byt es)
LWAPP Primary Di scovery-Response to AP (97 bytes)
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LWAPP RRM DATA REQ from AP (107 byt es)
LWAPP Airewave-Director-Data Response to AP (64 bytes)
LWAPP RRM DATA REQ from AP (161 byt es)
LV\APP Ai rewave-Director-Data Response to AP (64 bytes)
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LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP



LWAPP STATI STI CS_I NFO from AP
LWAPP Statistics-Info Response to AP

LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP 00: 14: 1b: 59: 41: 80
LWAPP Ai rewave-Director-Data Response to AP
LWAPP RRM DATA REQ from AP
LWAPP Ai rewave-Director-Data Response to AP

LWAPP STATI STI CS_I NFO from AP
LWAPP Statistics-Info Response to AP
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LWAPP - Control vs. Data (Bytes)
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LWAPP - Control vs. Data (Packets)
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Light Weight Access Point Protocol [0-40]
Fl ags: 990000000 [42-48]
00.. .... Version: 0
..00 0... Radio ID: O
.0.. CBit - Data nessage [0-29]
. ..0. FBit - Fragnmented packet [0-34]
....... 0O L Bit - Last fragnent [0-30]

Fragment |D: 0x00 [43-55]
Lengt h: 74 [44-52]

Rec Sig Strngth Indic:183 dBm [46-77]
Signal to Noise Ratio:25 dB [47-76]
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