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. show tacacs summary - TACACS+ AMH|A & &7H|o| 2oF2 FE AIELICEH

(Cisco Controller) >show tacacs summary

Ofm

Authentication Servers

Idx Server Address Port State Tout
1 10.1.1.12 49 Enabled 2
Authorization Servers

Idx Server Address Port State Tout
L 10112 49 Enablea 2
Accounting Servers

Idx Server Address Port State Tout

1 10.1.1.12 49 Enabled 2
. show tacacs auth stats—TACACS+ 215 M EHE EA|EL|Ct.

(Cisco Controller) >show tacacs auth statistics
Authentication Servers:

SEYVEY TNAEX . o v vt ittt et e e e e e et ettt e 1

Server AdAreSS....ccceeeeeccccccccscccssscccccccns 10.1.1.12
Msg Round Trip Time. .. ... i ittt ittt e eeeennn 0 (1/100 second)
Flrst ReQUESES . i ittt it e et e e e et e e e e e e e et 7

Retry ReQUESES. ..ttt ittt et e e e e e e e e e i 3

ACCEPL RESPONS S . v v ittt e ettt et e et e et e et e 3

REeJEChE RESPONSES .. & ittt ettt ettt et e ettt e eeeee e 0

BYrOr RESPONS S . i i it e it ettt ettt ettt et e et eeen 0

Restart RESPONSES . vt ittt it ittt e et e e ettt e e 0

FOLlOW RESPONSE S . i ittt ettt ettt et ettt ettt et e eeen 0

GetData RESPONSES . v v i it ittt ittt ettt e ettt e e 0

Encrypt no secret RespoOnsesS. .......oiiiiteneennnnn. 0
Challenge REeSPONSES . vt ittt ittt ettt ettt e 0
Malformed MSOS . v vttt ittt et et e et e et ettt 0

Bad Authenticator MSOS. ... ittt ittt it eeeeee e 0

TimeoUt REQUESES . . it ittt ittt e et et et et e eeeeeeenn 12
UnKNoOWNEYPE MSOS . v v i ittt ettt et e et e ettt et e e e 0
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- show tacacs athr stats—TACACS+ T8 204 M SHE E AL}
(Cisco Controller) >show tacacs athr statistics
Authorization Servers:

SEYVEY INAEX. s vt ittt ettt ettt ettt 1

Server AdAreSS....c.cceceeeeecccccccccccccocnccccces 10.1.1.12

Msg RoUNd Trip TamMe. . v v v vt i it ettt ettt eeeennnnn 0 (1/100 second)
First ReQUESES . i i ittt ittt ittt e ettt et et eeeeen 3

Retry ReQUESES. . i ittt ittt e e e e e et et e 3

Received REeSPONSES . v v ittt it ettt ettt et e eeeeennn 3



Authorization SUCCESS. ...t ittt ittt it e 3

Authorization Failure......... ..., 0
Challenge ReESPONSES . v v vt v ittt ettt et ettt 0
Malformed MSgS . v v v i ettt ittt e e e et et e e 0
Bad Athrenticator MSgS . .. v vttt et eneeeeeeenennn 0
TimeOoUL REQUESES .« v ittt ittt et ettt ettt e e eeeeennn 0
UnKNOWNEYPE MSOS .t t v v v v et ettt e ettt eee e e eeeenn 0
(@ ] ol ol ') 1= 0
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(Cisco Controller) >show tacacs acct statistics
Accounting Servers:

SETVEY TNAEX . o vttt ittt e e e e e e et e e et e e 1

Server AdAreSS....ccceeeeecccccccccscsssscccccccsns 10.1.1.12
Msg Round Trip TimMe. . v v v i i ittt et ettt e eeeeeeenn 0 (1/100 second)
First ReQUESES. i i ittt ittt ittt et e e et eeieaea 133

Retry Requests. ...ttt ittt et et et e e e eeeeenn 0
Accounting ReSpPONSe. .. .o it ittt ittt it e 0
Accounting Request SUCCESS. ... ..ttt 0
Accounting Request Failure............oiuiuueennn. 0
Malformed MSgS . v v ittt ittt e et et ettt e e e e 0

Bad Authenticator MSgS. ... v it tiim it eennnnnn 0

TimeoUut ReQUESES . . i i ittt ittt ettt et et eeeeenn 399
UnKNoOWNEYPE MSOS . v v v vttt ettt et ettt tee et e e 0
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(Cisco Controller) >debug aaa tacacs enable

(Cisco Controller) >Wed Feb 28 17:36:37 2007: Forwarding request to 10.1.1.12 port=49
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length=16 encrypted=0

Wed Feb 28
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length=6 encrypted=0
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2007:
2007:
2007:

2007:
2007:
2007:
2007:
2007:

tplus response: type=1 seqg no=2 session_id=5eaa857e

TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1l seq no=4 session_id=5eaa857e

tplus_make_author_request () from tplus_authen_passed returns rc=0
Forwarding request to 10.1.1.12 port=49

author response body: status=1 arg_cnt=1 msg_len=0 data_len=0
arg[0] = [9][rolel=ALL]

User has the following mgmtRole fffffff8
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Wed Feb 28 17:59:34
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>debug aaa tacacs enable

Forwarding request to 10.1.1.12 port=49
tplus response: type=1 seq no=2
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TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1 seq no=4 session_id=b561ad88

tplus_make_author_request () from tplus_authen_passed

Forwarding request to 10.1.1.12 port=49
author response body: status=1 arg_cnt=4 msg_len=0 data_len=0

arg[0] = [11l] [rolel=WLAN]
arg[l] = [16] [role2=CONTROLLER]
arg[2] = [14] [role3=SECURITY]
arg[3] = [14] [role4=COMMANDS]
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>debug
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aaa tacacs enable

Forwarding request to 10.1.1.12 port=49
tplus response: type=1l seqg no=2 session_id=89c553al

TPLUS_AUTHEN_STATUS_GETPASS

auth_cont get_pass reply: pkt_length=22
processTplusAuthResponse: Continue auth transaction
tplus response: type=1l seqg no=4 session_id=89c553al

tplus_make_author_request () from tplus_authen_passed

Forwarding request to 10.1.1.12 port=49
author response body: status=16 arg_cnt=0 msg_len=0 data_len=0

17:53:04 2007:User has the following mgmtRole 0
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