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1. APs send and receive Neighbor Messages

2. Controllers elect a leader to analyze RF measurement
variables and make optimal channel and power decisions
for the whole system.
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ot &LICtInvoke Channel Update Now HHE 2 22/5tH g1 2|E2 522 EE|HE = ¢
&LICt.#1: On Demand& &%t Ct= Invoke Power Update NowE 2 2!5t0 T 844 0|
Zosictn 7hHs6tH TPC LI 2|&0| A™ME|T CHS 600X ZHEZ Af My MAo| M E
L|Ct Fixed(1 &) - O| M2 2E TPC 7|52 H|ggststH HE E|X| ef&LICt ol et
O =& MO|E ZAME £&35I1 O|F0] Z AP M MYS /EHMo =R 788 m H|E st
ElL|CH 20| giX|EH, DCA €T E|1&E 2 HIgdstste [t &7 o] 2ol =™dE[= BRIt
Bf&LCh

- Power Threshold(Z2{ &{A|gt) - Ol Zf(dBm)2 TPC 1 Z|&O0| 3
Qxm A% HLICE mEkM o] 2t2 APL| Al i 7Ha Z2d8t I ClHHO|A T =AlEl= &
T ILICHRF 30| LT "gstctD 2t 5l E2 F2X(EH 7tsd DUE AlLtZ|R9]
AP7} Hote JELCH 22 ©E ™R Bl M&EE[1 JUCt= ol M config advanced
802.11b tx-power-control-thresh & E AlE5t01 ot & T2 ZHE 518 = U&LICEOIE
S8l AP= O =2 RF 22|12 M #Hm I C|HO|A S| AEIE E2 + U2, 0|2 25 eI
AP7 H 2 T3 B HEE &= JU&LICHO| H7fHe= AT EQ|o] RIE|A 327K =
ME £ gie oi7iEsALICH ME22 7 7HsEt 2ol He?l= -50dBm~-80dBmO|H ZHE &2
S| CLIIMEF 43 5= &Lt

- Power Neighbor Count(T1# 1% C|HFO|A ) - TPC €1 2|E S A™stE{™ AP} 74&{of 5t
= %4 QI ClHO|A sILICHEA| ME TLEO|2E =HE = gisLict

- 13 Jd|0|E 7|0{=—0| E=E= =M A S0| of L ct.

- Power Assignment Leader(712] &3 2|) - O] E=o0i= 3A RF 2 & 2[H2l WLCS| MAC
ZAJF EAELICHRF 225H= AP, BICIQE 3 E|D 2 802.11a L 802.11b/g HIES 2
ofl CHal of 2fol CtE == AUA&LICH.

- Last Power Level Assignment(0tX[2f T2 2"l &< - TPC ¢ 1 2[&0| 600 (10&)0rCH A
HELICE ol EE= g1E[E0| OtX|H4 o2 MM E O|F 9| AlZh(Z)Eh LIEFLHOY M 73 &
Ol OtX|H o2 =™-E AlZH2 ot =& &Lt

st

(=]
=org X
AN

ol
-

et A

M4

>.

a8 12:0& M3 Mo gn2l& Hulag ol



Tx Power Level Assignmeant Algorithm

Power Lavel Assignment e

Mathod ¢ Automatic Ewery 600 secs
" G Demand Invoke Power Update now
{™ Fixed (1 =

Power Threshold =70 dBm

Power Meighbor Count 3

Power Update Contribution  SKI.

Power Assignment Leader 00:16:46:4b:33:40

Last Power Level

Assgnment 33 secs ago

2l A ZI:WLC GUI

WCS(Wireless Control System)2| RRM /7|2t 0[2t1 st= Z2 0 YA 72 T2 10| AAHEE
LICt.olg{8t Zf2 =0t5tH U EQRT 2XE &A TS5 fIsH EZ 0] WCS('IL 7|E} SNMP 7|
o 22| A|IAENE MESELICEHO|EE 22 RSS20 ASEHRRM € 12[&2| 7S 5
0| gi&Lct,

O3 13:.7|8 ZE Z 20l 2AH|ZL.
Profile Threshold For Traps

Interference (0 to 1009%) 10

Clients (1 to 75) 12
Moise (-127 to 0 dBm) =70
Utilization (0 to 100%) 80

Coverage Exceplion Level >
{0 to 100 %)

7Hd(0~100%) - 227t EBI7HEI7| Toi 802.11 M E & Walfstod MRst= F4 OIC(ool &Y
22 LCt.

. Clients (1~75)(@ 2t OIHE(1~75) - HE E2{7 SNMP ER2 A5t CHIT AP S2H0|¢

. N0|se( 127~0 dBm) - £ O|X 50| MHE £=ZF 0|4 2= SE}2 [ SNMP ERE Md5t= O
ArZELct,

. 7{HE|X|(3~50dB) - Z2I0|AHES Z|CH 518 7tSF SNR B IL|Ct. 0| Zf2 Coverage
Exception Level(ZAEHHZ|X| 02| &) & Client Minimum Exception Level(22I0|HE %|A of
Q| Blt) At 5ol Cist E&Y Mo AF&ELICH.(4.1.185.0 O| &0 M HHEIX| & g
& of ? Mol U

- Utilization(A+-&&)(0~100%) - AP EtC|27} &4l =4l B0 AH[sHE Alzhe| Z|CH 245}
= HIZ2 LIELe & g LICHol= Alzte] Zoto ([HE U ESRIT AIEES FHsledl &
EOI 2 &+ U&Lch

. Coverage Exception Level (0~100%)—AP £ 41 & x|0{ A #45t= Z|CH 2CI0|HE HEEZ A,
Hote= HHEIX| KA 2L ot 2 ZHS ({0l A JH9-| =).

. Client Min Exception Level(Z2}0|HE Z|4 of Q] Bi[H) - SNRO| HHEZ|X| KA IZLH (I Q|
EECt 22 APY F{E &= 2|4 §Ets 2EH0IHE £(4.1.185.0 O|& 2| HHE|X| & L E
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119£
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A/ZHY/HIRI7H B LIEIZ A

Cisco AP= 220/ E O|0|E MH|AE M35t RRM(Z IDS/IPS) 7|62 F7|1Mo 2 AZHEL
CHAPOIM AZHE = U= MI2 T HE = USLICH

M |S5ASKE APTL FUIHez ZLIEHEE M He

XEE = A&LIh

- All Channels(Z2 & #'&) - 0| 82 AP7I A71d F7(|o| 2E AMES &St F X|AIRLICH
.0|= #Z IDS/IPS 7|o(0| EMol He| 2ol 20| =l 27 A 4
A0 &7t 7tXIE M3 5HR| et &LICE.

. Country Channels(:‘ﬂ M) - AP= ZwLee| 7 =l I T oMM BAHSE X
SUE|= AR AMELICHE, APE HYIMo2 22 74 7IZolM 5183t 2 g W B E
LS 441 Ch7IsHe Ol AT AHIBLICHE S Mde 28 YUBtsoR AZEIR| ofs &g
£ ZEE + US). 01200/ 7|2 ATl AULICY,

- DCA Channels(DCA #{'d) - DCA ¥ n2|&2 7|82 AP} #E El= DBt AP ZHALE A|Et
stUIch, 0|0l 802.11b/g $A4 7IEA22 A 1,6 2 1101ABF LI Ol &
o] MEIAT}F HIBES MDoIBr RBEIT HIOI7} APS BR3HK| 2ITHs Q1A Higto=
gLICH&D: DCA €1 E|&E0M AFE St AE SE (AL ZLEHZ 2 & °“:*9 E—r): WLC =
S 8T 4.0 0|40l A #1748 4 U&LICHOIE S0 OJZ0IAM DCA FTEIEL 72X o=
11blg FE(1, 6, 11)BF ALRELICH Hid 4% 88 %7}5hT Ol DCA ZH0lM A 68 A3z
(0l Hu|aglolde o #olH HFEIX| 2F) HES2 CLIOI CHe WS Lok 2L
C
((ti.SCO Controller) >config advanced 802.11b channel add 4

(Cisco Controller) >config advanced 802.11b channel add 8
(Cisco Controller) >config advanced 802.11b channel delete 6

All Channels(Z2 & #'d) ME{n ZHo|  BI 2 A'd2 HALSHH HIO|H E'*EFOIO EE MHlast= O
QE|= & Alzto] ofzt in%LIEP(EAP ZEAMA Z&E ML 7 H M2 Fd<et Hlw). 38
Lt B2 XH'—"OH CHEt HEE b2 =9 AL—IIZHDCA Mg AT H|). IDS/IPSA All
Channels(Z & #M'd)E ME4SHOF 5ti= A< 7t OtL|™ Country Channels(Z 7t R{E)2| 7|2 ™S
AtE3HoF BLIct 2 K| etom dH|gL EE“' o2l U RRM 2 E|E EHXA L I™HE QSiC
Mol CHSr REMISH HE 7 2o 3HK| ot &Lt 0| He < DCA #'go| "—*.E*E*L—IEL

32| 14:"Country Channe|s(=7+ M)k 7182 ME{o|x[2F RRM ZLIEI™ ALES "Al(RF)" £
"DCA" M'd=E A = U&LICL
Noise/Interference /Rogue Monitoring Channels
Channel List | Country Channels | ¥
All Channels

= Country Channels

Monitor Intervals (60 to 3 oCA Channels

2 LIH 7+2(60~3600%)

T E Cisco LWAPP 7|dF AP= RRM 582 22 IDS/IPS & Qx| &ednt Z e o2 7|52 485
7| 9l B Mo 2 MES HoiLte= & APQXPOHHI HIOIEia M3t olg8t 2 ==
AE AERHO|A 285 EHEH, HM5S 1.5%7HK| MEHetH, 84 ci7|Poll Ecf=lo| U= CHS
ZHADVR| AR 7(|o=|A|7|: OIED|IMA LR 7|52 ZtET glng Ch. EE8F X[ 100mse| B

x4
o

b1
—



ol Z+432 A& R XIELICH

DLE Z+HE 2EstH AP RRM £ BT & HEY & U&ELICLRF 18 @42 Mo{sts 7t

P

=
2 ZQFElOIHE Slgnal Measurement(&! ) E=(4.1.185.0 0|4 2| Neighbor Packet
Frequency(o._".;.* mZ! Fab)ekn gLk XIHE 22 EUE AMelstD Q1 ClHbolA HIAIX|7F
M Els Hlzo} o 802.11h SHISIS MOlsn wolx &7 71T nalEls vz el A p
o| &Lct.

T8 M 4Eeio] MA| ATHE ZEMAE 2F 50ms(BEILY, AHET) 7 AL EIH 7| 7+
2l 180 of A .=!L—| Ct.0| Z+42 Coverage Measurement(ChanneI Scan Duration in 4.1.185.0 O]

&) a2 HE5t0d HEE = UsLIchZ MM =4lste O A= Alzt2 7+ E7tsE
50ms AZH AlZHA'E &t 7"E|" 10ms) ! A9H°* A =9 %.*#%.'LIELO#I% £04, O|=0iM
Zc0|MEo| CIo|EE ™Yt stLtel MEdS E&st= 11712/ 802.11b/g AE 25 180% 7+

o2 77t 5oms é?_|'|5,=,|I,|E|-__,, o|=2oi M 802.11b/gE 1620t AZHElE 2 Mo M 50msE
H3[stE ol AR EILICH180/11 = ~16).

2| 15:RRM ZLIE{R 7+ 8! 7|83
Monitor Intervals (60 to 3600 secs)

Moise Measurement 180

Load Measurement &0

Neighbor Packet Frequency |60

Channel Scan Duration 180

o=

A
_I_Als

c, A3 g

: 3 HHEIX| Y ¢t 84S TH0{ RRM ¢ I E|&E0| ECt MESE HEE X3
LICk.Ol2{8F 7|22t 2 Cisco TACOHIM & 2| X|AISHX| b= & R (s oF &LICH.

mek H-
11|> HH

&3 ol3{st 270 2t S 5tLE7FRRM € 12|F 0| ASE|= 7H24(DCA & TPC°| 4
Helxl & =Xl 2 D80l He 180%)2 ZTS Ut E HEEH RRM d1EIE2 AS

"QEfE" HEIF e + U&LICH

L 600, 74
M¥e|x|at

#11: LAG(Link Aggregation)E AF& 3104 042{ 7|7HH|E o] QIE{H|0|A % 485l 2 WLCE
T A2 AHHEIX| Y 2+ 42 A& 5toq APEXP K7 Azt MEt 7152 EEIHARLICHI 2
LAG7} 2“‘"2P5| A2 User Idle Timeout(AFEXF R & AlZH MghH Coverage Measure(ZHH 2| X|
E74) ¢tAof Tt R S HELICE PN 4.100ME R5 AlZt RIE H217F T B 2ol AN A
ZQIEEZ O|SE|7| MZ0i 4.1 0| HHo HTE A=~ st= wLCo|Bt M ELICtH

23 7|18
RRM Z{2 CtA| 7|2 d™¥o 2 MM st24™ m 0| X| 5tEHo| A Set to Factory Default(3 & 7|22t
OS2 M) HES ZEFUCt

FH 24 #HEEXN #HE

ZF SNMP ERZ2 4355101 RRMOIM #1858 L8 2 €A 2LIEHEE = U&LICt. ol A
M2 WLC GUIL| Management(Z2]) —> SNMP —> Trap Controls(E&] X|04) &2 0i| A HM[AE
= l&Lct. ol MMo| XMﬂﬁl MHEE|{ UE 7IEF ZE #21 SNMP EF M2 el | E- 417

ZEE U 20| CfEt YAE &2 4 A SNMP A



O% 16:X18 RF Af'd 3 ™ Cl|o|E ER2 J|EMo 2 &#48tEo] /&Lt

afiar]es
CISCO

Management

Summary

- SHMP
Lol Pl
CNMP VI Users
Commumnities
Trap Receivers
Trap Controls
Trap Logs

HTTP
Telnet-55H
Serial Port

Local Management
Users

User Sessions

¢ Logs

MONITOR ~ WLANS

SNMP Trap Controls

Miscellanéous Traps

' SNMP Authentication
r Link {port) Up/Down
b Multiple Users
F Spanning Tree
M Rogue AP

M Cenfig Save

Cliant Related Traps

f B02.11 Association

 802.11 Disassociation

f B02.11 Deauthentication

CONTROLLER W]IRELESS SECURITY MANAGEMENT CDMMANDS  HELP

Auto RF Profile Traps IP Security Traps
' Load Profile
[ Moise Profile

[ Imterference Brofile

[ ESP Authentication Failure
[+ ESP Replay Failure
[ Imwald SPI
' Ceverage Profile = IKE Megotiation Failure
[ IKE Suite Failure
Auto RF Update Traps
[+ Inwalid Cookie
f Channel Update
' Tw Power Update B802.11 Security Traps

[+ WEP Decrypt Error
AAA Traps

' User Authentication
* RADIUS Servers Mot Responding

) " B02.11 Failed Authentication
Mgmt Via Wireless

[ B02.11 Failed Association
¢ Tech Support

k' Farlisminn

S A g ol

RF Group Leader(2 DCA €1 2[&)7t A'E A7|0tE H|¢F, HE L %[Z45 8t = 0ll= Trap Logs(E
HED) S HFE S 8 A2 &H ZELEHZEE = UA&LICHOlE{3t ERYol o= Ctgnt &

&LCh.

O 17 HAE 20 2L glc|22| MAC A% Al & A = &retLc).
;";E Wl ehannel changed for Base Radio MAC: 00:19:07:06:5d:40 on 802.11b/g radio. Old Channel: 11.
22-54:06 New Channel: 1. Why: Interference. Energy before/after change: -60/-80. Noise before/ after
2007 change: -82/-82. Interference before/after change: -60/-85.

132

AP7} DCA 3 At Ztoll Md dEE RXIstE 7IZhE MG HYstE SHE Eed® ol cLl ™
8 BY2 UEECT M 7Kl Alztel 2|4, B2 & 2|0) 2k2 MS gL

b

(Cisco Controller) >show advanced 802.11b channel

Aut omati ¢ Channel Assignnent

Channel Assignment Mode........................ AUTO

Channel Update Interval........................ 600 seconds

Anchor tine (Hour of the day).................. 0

Channel Update Contribution.................... SNI .

Channel Assignnent Leader...................... 00: 16: 46: 4b: 33: 40

Last Run. .. ... ... ... 114 seconds ago

DCA Senstivity Level: ....... ... ............ MEDI UM (15 dB)

Channel Energy Levels
Mnimum. ... ... unknown
Average. .. ... unknown
MEXT TUM .o unknown

Channel Dwel | Tines
Mnimum . ... 0 days, 09 h 25 m19 s
Average. .. ... 0 days, 10 h 51 m58 s
MBXI UM .. 0 days, 12 h 18 m37 s

Auto-RF Al lowed Channel List................... 1,6, 11



Aut o- RF Unused Channel List.................... 2,3,4,5,7,8,9, 10
& My xo{ HAE H Ol

o A H Bt tx-power-control-thresh& Z & 5t= TR TPC Z 1 E2|E HH2 ZHEE 2] CLIOIA
O| BHS At835to] =Rl £ U&LICHO| ool M= 802.11b7F EAIF).

(Cisco Controller) >show advanced 802.11b txpower

Automatic Transmit Power Assignment

Transmt Power Assignment Modde................. AUTO

Transmit Power Update Interval................. 600 seconds
Transmit Power Threshold....................... -70 dBm

Transmit Power Neighbor Count.................. 3 APs

Transmt Power Update Contribution............. SNI .

Transmt Power Assignment Leader............... 00: 16: 46: 4b: 33: 40
Last RUN. .. ... 494 seconds ago

ol 2Mo| R HBF ZWAH, ULt £2 75 Yoz M M 52 5718 of7|stm, &2
2E Mg 7oz ol B8 L T RIAIE £5 7} B7tsto 22l0lMiE Xl +ES 21

Mo 2 £0|H MZE T 2El tx-power-control-thresh HHEE AL e = U&LICHO[E{E HIH &2l
= HEEHE! ALE[20]A APE 2EI0|UETL = 4lst= AT} H|msto{(dlE ©ot §40] Y

Yottt 7Hd) M2 o & E4&LCH

FHHEIX| FH9E FA6t01 S5 M P A 0|2 E22RE £0|H 22H0|MUE &#FE 1Mo
ZINME = U&LICEOEL Ol BE2 ChSn 242 4ol cHer MSeF 2441 374 Mook &

MotMo 2 B8 & 70| BIHE&LICHHIRQI7F APE DCAMIA 1E4E). LHR HAEWME E
HE A B0 M Al il Lok e| QIAIEI RSSIE -70dBme 2 £X5t= Zd0| 22X sHES Alzte £
U MH™ Zfolgte g EoiELch

Mg HEo| e M dYEl= ERYD ORRI7HK|Z TPC #HE8 AIZ T ERE HHESIH, ol MZ
2 HE At e 2 E e HEE TEot A LIEFHLICH ME ERJ0] 07[0f EA|ELICE.

a8 18:Tx M ER 2= XIYE 2iC|2o| M M3 =& 5 S LIEHHLICH

I 2.5 RF Manageéer updated TxPower for Base Radio MAC: 00:15:c7:a8:21:70 and slotNo: 0. New Tx
138 07:03:24 Powar is: 3
2007

& M Mo dT2|F I == of

TPC L1 2|&0| Hel& 3EtA/z=zdoil et o] MMl oofM= APL| M& T={E HZBsH ok st=X]
O1F & AYst7| flall Aol +xlE WHe dBELICE ol diXol|ME CtE 2t 7HEELICH

- Tx_Max= 20L|Ch.
- HAH S M2 20dBm L Lt
. +HE TPC YA ZL2 -65dBmILIC}.
- Ml i @174 C|HFO|A 2] RSSIE= -55dBm & L|Ct.
TPC ¢12[&2| 3CtAH| 0|8 HAZstH CtSut 22 2 E U2 &= U&LIch

21 M EHm Q1™ ClHbo|ATE T ME MR Mo AIZEE ZetT| HEA BB EIRE
L|Ct.

. 74 2:20 + (-65 - (-55)) = 10

- 2 3AEAH HME E040F 5tH =74 20 M 102] Z£0| TPC hysteresis& SF5H2 2 Tx T2

M



0| 3dBE ZAdt0d MZR Tx M#E 17dBm2 2 EILICE,

- TPC ¢ 2|1F0| CH2 B0 A AP Tx Z1240] 14dBme 2 Of WolHLIChole CHE RE =
70| SUstH R XIEICkD 7P g LIC 32{L 14dBm2] 0{840] 6dB 0|40 ofL|7| IHEoi| Tx
S 11dBm2E O 0|4 HFX| f&LICHEE Rg dHaA FXI).

HHEIX| & X[ +H I E& I=E o

EMLE HTsH7| @

x =
73 TR 0fR ot §2

Coverage Hole Detection and Correction € 1 2|&0 AL El= QA 2™
= o

X
of of2fe| o= HX EFY ZEt0o|HES| 2 +~4I SNR Bl & A|lARI0|
BAEE EYsts YHE 2oiFLICH
FHHE|X| & SNR AH|ZE BHAE 7|t A Al2.

Z2I0|HE SNR L2 X Z(|dB|) = [AP T1& T12(dBm) - & =(17dBm) - HHE(|X| Z 2 L(dB)]

Dol HEE o MH[ATH FFEF FHoM AE EXM7 LU = U= &S Iedst
AlLIE|0iME CFE AP o] M8 E =+ AU&LICH

>
>
to
=)
¥l
ok

. 220|¢1E 2| SNR2 13dBYIL|C}.

. HAAEAPE 1M1dBm(TH Bl 4)0lM S E FHELICH

. i APS| WLCHl= AHHE|X| =2t 2AH[ZEo| 7|24 2! 12dBE M E|o] /& LCt.
Z2t0|ES| APO| MM E 7{of st=X| & QI5t7| ?I5H 0248t HE 7t HHEIX| & UAHZL LA
of 1A= 2 CtSut 22 Zntut e Mgt

. 22t0|21E SNR UL E = 11dBm(AP & T™H) - 17dBm(& = 2t) - 12dB(FAHEIX| &IAIZL) =
|-18dB|.
. 22l0|M1E 2| SNR 13dB7} 34A 18dB2| SNR L2 = HR|E Q522 HH{2|X| & & x| &
FE dTE|E2 APL| ME TMAE 17dBm2E S7HAIZLICEH
. Coverage Hole SNR Threshold Equation2 At&35tH™ 17dBm2| Mf T& F240( 12dB2| E2+0|
HE SNR UL X 7} 2 ddstH, Ol= 2ct0|HE SNR 2 13dBm= SF AlZLICEH
. Ct22 O|™ EhAlof CHEt AlML|CEH Z2H0|21E SNR UL Z = 17dBm(AP & T H) -
17dBm(& = 2}) - 12dB(FHHHEIX| [7AIZ)) = |-12dB.
802.11b/g HHEOIM X|HElE T £ B2 E 40 L9t U&LICH 802.11a2] T Bl &=
20l5te{™ CFS CLI B™E S A™E & QlaLch

show ap config 802.1l1la

I 4:1000 Al2|= AP= Z|CH 5742 H3 Y& X[¢5t= BHH 1100 & 1200 Al2|= APE
802.11b/g T4 CH oA =|CH 87H2] = Yid S x| ErLICt.

;IEHE B3 ¢ izi(dBm) Tx H(mW)
1 20 100

2 17 50

3 14 25

2 11 125

5 8 6.5

6 5 3.2




ClH S FA| BHHE

airewave-director debug BHE AtE5t01 RRM S&E &
.debug airewave-director @23 0| %[ A 2|

(Cisco Controller) >debug airewave-director ?

al | Configures debug of all Airewave Director |ogs

channel Confi gures debug of Airewave Director channel assignment protocol
error Configures debug of Airewave Director error |ogs

det ai | Configures debug of Airewave Director detail |ogs

group Configures debug of Airewave Director grouping protocol

manager Configures debug of Airewave Director nanager
nessage Confi gures debug of Airewave Director nessages

packet Configures debug of Airewave Director packets
power Configures debug of Airewave Director power assignment protocol
radar Configures debug of Airewave Director radar detection/avoi dance protocol

rf-change Configures |ogging of Airewave Director rf changes
profile Configures |ogging of Airewave Director profile events

CHS ot el MMol= & 7tX| S8 BF0o| BB E|o{ U&LICH

debug airewave director all

debug airewave-director all BHE 2 AL 5tH RRM L1 2[&9| A& Al7], Ar& St HIO|E, ¥4
L& (UeE 42)2 Al™ste ol E80| &l 25 RRM C|H 7t & ELCH.

Ol ool A (debug airewave-director all E&E 2| £232 Dynamic Channel Assignment ProcessEt
At S ER[YEIRELICH) RF O& 2ol BEO|
ofeh = Ao CHE 4EHH R LIE &= JU&LCh

1. dnelE2 Sall AddE | SHE =&stn 7IFELch
Airewave Director: Checking quality of current assignment for 802.1lla
Airewave Director: 802.11a AP 00: 15: C7: A9: 3D: FO(1) ch 161 (before -86.91,
after -128.00)
Airewave Director: 00:15:C7: A9: 3D: FO(1)( 36, -76.00)( 40, -81.75)( 44, -81.87)
( 48, -81.87)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1) ( 52, -81.87)( 56, -81.85)( 60, -79.90)
( 64, -81.69)
Airewave Director: 00:15:C7: A9: 3D: FO( 1) (149, -81.91)(153, -81.87)(157, -81.87)
(161, -86.91)

2. M #d A7|0HE Riotstn M 2t ME gL
Airewave Director: Searching for better assignnent for 802.11la
Ai rewave Director: 802.11a AP 00: 15: C7: A9: 3D: FO(1) ch 161 (before -86.91,
after -128.00)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1)( 36, -76.00)( 40, -81.75)( 44, -81.87)
( 48, -81.87)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1)( 52, -81.87)( 56, -81.85)( 60, -79.90)
( 64, -81.69)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1) (149, -81.91) (153, -81.87)(157, -81.87)
(161, -86.91)

3. #xY a2 MotE Ztm wimELct
Airewave Director: Conparing old and new assignment for 802.11la
Airewave Director: 802.11a AP 00: 15: C7: A9: 3D: FO(1) ch 161 (before -86.91,

n
AE|o{ DCA g n2|&Eo| L& &g ut

ir
ar



after -86.91)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1)( 36, -76.00)( 40, -81.75)( 44, -81.87)
( 48, -81.87)
Ai rewave Director: 00:15:C7: A9: 3D: FO(1)( 52, -81.87)( 56, -81.85)( 60, -79.90)
( 64, -81.69)
Ai rewave Director: 00:15:C7: A9: 3D: FO( 1) (149, -81.91)(153, -81.87)(157, -81.87)
(161, -86.91)

4. TR B2 M A A7l0tol B AR S XS

Airewave Director: Before -- 802.11la energy worst -86.91, average -86.91,
best -86.91
Airewave Director: After -- 802.1la energy worst -86.91, average -86.91,
best -86.91

debug airewave-director detail - 4%

ABE|= S B0l SS 3t RRMO| CHE KNS AAIZ 2718
AlX st C}.

Mz
OEI
]IO
1

-

- OE AS FXE fXI5H7| /s 28 7oA Keep-alive HIAIXIE ELHE SLICTH
Ai rewave Director: Sending keep alive packet to 802.11a group nenbers
Tl QI C|Htol|Aof CHaEl A4tk SHE 2EEFLICH
A| rewave Director: Processing Load data on 802.11bg AP 00: 13: 5F: FA: 2E: 00( 0)
Airewave Director: Processing Load data on 802.11bg AP 00: 0B: 85: 54: D8: 10( 1)
Airewave Director: Processing Load data on 802.11bg AP 00: 0B: 85: 23: 7C: 30( 1)
. Lo HIAIX|o| Z =2t =4l APE EA[EfLICH
Ai rewave Director: Nei ghbor packet from 00: 0B: 85: 54: D8: 10( 1)
recei ved by 00:13:5F: FA: 2E: 00(0)rssi -36
Ai rewave Director: Nei ghbor packet from 00: 0B: 85:23: 7C:. 30( 1)
recei ved by 00:13:5F: FA: 2E: 00(0)rssi -43
nE EtC| 0 M AHAHE L o|= & 7HT SAHILICE.
Ai rewave Director: Sending keep alive packet to
802. 11bg group nenbers
Airewave Director: Processing Interference data on
802. 11bg AP 00: 0B: 85: 54: D8: 10( 1)
Ai rewave Director: Processing noise data on
802. 11bg AP 00: 0B: 85: 54: D8: 10( 1)
Airewave Director: Processing Interference data on
802. 11bg AP 00: 0B: 85: 54: D8: 10( 1)
Airewave Director: Processing Interference data on
802. 11bg AP 00: 0B: 85: 23: 7C: 30( 1)
Ai rewave Director: Processing noise data on
802. 11bg AP 00: 0B: 85: 23: 7C: 30( 1)
Airewave Director: Processing Interference data on
802. 11bg AP 00: 0B: 85: 23: 7C: 30( 1)

debug airewave director power

debug airewave-director power &2 FHHEIX| & +HE 2l5H ZLIE{RIE|= APS| 2Z WLCO|
M Al&soF gfLICHO| o FME Hao| Sad0| B&SLICE

802.11a0]| ClisH A¥El= HHEIX| & gnEl& 27|

Ai rewave Director: Coverage Hol e Check on
802. 11a AP 00: 0B: 85: 54: D8: 10( 0)
Airewave Director: Found O failed clients on
802. 11a AP 00: 0B: 85: 54: D8: 10( 0)
Airewave Director: Found O clients close to coverage edge on



802. 11a AP 00: 0B: 85: 54: D8: 10( 0)

Airewave Director: Last power increase 549 seconds ago on
802. 11a AP 00: 0B: 85: 54: D8: 10( 0)

Airewave Director: Set raw transnmit power on

802. 11a AP 00: 0B: 85: 54: D8: 10( 0)

to ( 20 dBm level 1)

802.11b/gol| Ci5lf Al El= HHEIX| & 20 E|F £

Ai rewave Director: Coverage Hol e Check on 802.11bg AP 00: 13: 5F: FA: 2E: 00( 0)
Airewave Director: Found O failed clients on 802.11bg AP 00: 13: 5F: FA: 2E: 00( 0)
Airewave Director: Found O clients close to coverage edge on 802. 11bg

AP 00: 13: 5F: FA: 2E: 00( 0)

Airewave Director: Last power increase 183 seconds ago on 802.11bg

AP 00: 13: 5F: FA: 2E: 00( 0)

Airewave Director: Set raw transmt power on 802.11bg AP 00: 13: 5F: FA: 2E: 00( 0)
to ( 20 dBm level 1)

Airewave Director: Set adjusted transmt power on

802. 11bg AP 00: 13: 5F: FA: 2E: 00(0) to ( 20 dBm Ilevel 1)

show ap auto rf

O{H AP7} CHE APLt I St=X| 2ot e{H ZHEE2 CLIOIA show ap auto-If BEE ALS &L
Ct.0| B | £230i= Nearby RADsct= EHET} U&LICEH Ol E=E= dBm2| AP 7+ 2% AP MAC
FA 2 AMS ZE (RSSO CHEE MEE MEBEct

T =< -

for 10

ct

mlo
rlo

Hao| FRLIC

show ap auto-rf {802.1l1la | 802.11b} Cisco_ AP

(IR

> show ap auto-rf 802.1la AP1

Nunmber OF Slots........ ... . . . i, 2
Rad Name. .. ...... ... e APO3
MAC Addr €SS, . . ot e e 00: Ob: 85: 01: 18: b7
Radi 0 Type. ..ot RADI O TYPE 80211a
Noi se I nformation
Noise Profile......... .. .. .. ... . . . . ... PASSED
Channel 36.......... .. . . . . . . -88 dBm
Channel 40......... .. . . . . . . . -86 dBm
Channel 44. ... ... . . . . . . . e -87 dBm
Channel 48........ . . . . . . . . . -85 dBm
Channel 52........ . . . . . . . . e -84 dBm
Channel 56.......... .. . . . . . . -83 dBm
Channel 60............ . . .. . . i -84 dBm
Channel 64........ . . . . . . . . . e -85 dBm
Interference Information
Interference Profile......................... PASSED
Channel 36........ . . . . . .. -66 dBm @ 1% busy
Channel 40. ... ... . . . . . . . e -128 dBm @ 0% busy
Channel 44. .. ... . . . . . . . . . e -128 dBm @ 0% busy
Channel 48. ... ... . . . . . . .. e -128 dBm @ 0% busy
Channel 52. ... ... . . . . . . e -128 dBm @ 0% busy
Channel 56. ... ... . . . . . . .. -73 dBm @ 1% busy

Channel 60........ ... . . . .. -55 dBm @ 1% busy



Channel 64. ... ... . . . . . . ... e -69 dBm @ 1% busy
Load I nformation

Load Profile........ .. .. . . . . . . i PASSED
Receive Utilization.......................... 0%
Transmit Uilization......................... 0%
Channel Utilization.......................... 1%
Attached Cients.......... ... ... .. ... .. ...... 1 clients
Coverage | nformation
Coverage Profile. ... ... ... ... . .. . ... . ... ... .. PASSED
Failed Cients......... ... . ... O clients
Client Signal Strengths
RSSI -100 dBm ........ ... ... . . O clients
RSSI -92 dBm........ ... ... ... . .. O clients
RSSI -84 dBm......... ... ... ... . . . .. O clients
RSSI -76 dBm ......... ... ... ... . .. .. O clients
RSSI -68 dBm......... ... ... ... . . ... .. O clients
RSSI -60 dBm......... ... . ... . .. .. O clients
RSSI -52 dBm......... ... ... ... . .. O clients
Client Signal To Noi se Ratios
SNR O dBm ... .. . O clients
SNR 5dBm ... .. O clients
SNR 10 dBm .. ..o O clients
SNR 15 dBm ... ... O clients
SNR 20 dBm ....... .. .. e O clients
SNR 25 dBm....... ... ... . O clients
SNR 30 dBm......... .. ... O clients
SNR 35 dBm......... ... . . e O clients
SNR 40 dBm ......... .. e O clients
SNR 45 dBm ....... .. ... . e O clients
Nearby RADs
RAD 00:0b:85:01:05:08 slot 0...ccccececccccoss -46 dBm on 10.1.30.170
RAD 00:0b:85:01:12:65 slot 0...cccceecccccnss -24 dBm on 10.1.30.170
Channel Assignment | nformation
Current Channel Average Energy............... -86 dBm
Previ ous Channel Average Energy.............. -75 dBm
Channel Change Count......................... 109
Last Channel Change Time..................... Wed Sep 29 12:53e: 34 2004
Recomended Best Channel ..................... 44
RF Par anet er Recommendat i ons
Power Level....... ... ... . . . . . . . 1
RTS/ CTS Threshold............................ 2347
Fragmentation Threshold...................... 2346
Antenna Pattern............. ... ... ... .. ... ... 0

EE AWLC B2|A 4.1.185.0 - RRM 7HM Atg

RF &3} g 2|&

Li|loltH =& "d2| Eto|o"

o
L

kg

WLC A X E 9|0 4 10| & W R X| 24 Z2|A O|™olE APYI CHE APE OIX|ZHoZ E
FH =0 208 S 21 S50 E'.*".;*Z.:.L—lq RF 2t B0l LA|XQl HF0| & lE 52
21 E|HP0|é7P XIEE APS| 217 C|HIO|A SHIM AXERIZ 7H5E0] JU&LICHRF
Ol2{8r UAIMRI HZE AL E MSet7| flst APL| H|o|e S =(0HX|2F |0l MIAIX|ZF =4
= Alzhol chet He| Bt I60E2Z BI7IR&LICH

~ o rlo
Fol >

7

AL

0

—

st
|_
Al

rﬂo
o

S AL S dNEE




Ad ge 2y

XS 2 =0{A 4.1.185.0 0| Q| DCAL| 7|2 BX=2

R)st= WOoIRELICHEE S B EME & Sot ES X
DCAS| gl of CHEt &, MIYEH Aofe| Mol ?
2ok M2SHA MoistedsE Ar8 Xt O 852 +48 = J&Lch

- Anchor Time(¥7{ AlZh - 1082 7|22t HEsteis A8XAte I8 BIC7t A& ZEo|M =
set W7 AlZtS MEHS 4= QIALICH AR ZEE DCAZF XS 103|2] BH=(1002)01 1020}
C} 2S5t DCA RIZHE = 5dBQILICH 0|= Z2|A 4.10 M RRM EFO|HE F7}5t7| Fo| M
A0l atE ZELct et HERZ T 7|0 A&5HA otEsHE & USLICHAR 2=
7t LM DCAZL AR Hol 7t o 2 A-™MEILICH AR 2 E 2242 show advanced
802.11[alb] HHES S5 WLC CLIMIM BESHAH FEAIELICE

(Cisco Controller) >show advanced 802.1la channel

=
[

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval..........c.ccceeccecccnn 600 seconds [startupl]
Anchor time (Hour of the day).................. 0
Channel Update Contribution.................... SNI .
Channel Assignment Leader...................... 00: 16: 46: 4b: 33: 40
Last RUN. ... . . 203 seconds ago
DCA Senstivity Level: ....... ... ... ... ....... VEDI UM (5 dB)
Channel Energy Levels
MnNimum . ... ... unknown
AVEr Age. . . unknown
MEXT ITUM .o unknown
Channel Dwell Timnes
MnNimum . ... ... unknown
AVEr Age. . . unknown
MEXT ITUM .o unknown
Aut o- RF Al l owed Channel List................... 36, 40, 44, 48, 52, 56, 60, 64, 100

............................................. 104, 108, 112, 116, 132, 136, 140,
............................................. 149, 153, 157, 161
Aut o- RF Unused Channel List.................... 165, 20, 26

- Interval(Zt2) - Az SHRI2 HOo|El 7t 22 ALE5tod AL8 AT o & 7hs 8 LEXIE 7HE
T Ao M HE Bile FHE ¢t H2 28 AlAHELICHAEE S0 FEE 2F20] 3A|ZHO|
T DCA= 3A[ZtOrC A R A& E AHldtst o HWIoHELIcH

- RIZrE - DCA Algorithm AAof| MEE CHE ST 2ES A& stod &' A= O| IHMER=X]
OiF & TWItst7| s dnElIEM H 4 El 5dB 5t0|E2|E7 O|M AHERH 27 JHsELICH
51&El= AL 0|2 Low, Medium EE = High Sensitivity( & )0/ ¢ T 2[&0| Of<
FHZsICHE A LIEHLHT High(£&) dd&2 du2l&o| ofe e S LietL|ct 72 2l
AT pEle 5 e 25Fof cHsf 28 ILICH802.11a8] B TIZ T 2 ch21 24Ut
S(350B), £7(20dB) & £2(5dB).802.11b/g2| Z2 LT 2t CHS Tt ZALICLE S
(30dB), E7H(15dB) U =2(5dB)

Tx &= Mo A E|&F

718 ®& ™= HMo{ dHA|gk

ME T2 Ko YAHZ2 o APTL QI ClHFO|AE 4lst= WHof CHE RS X2 E, Feds]
S 242 M5l Ol AR ELICLWLC AZEQ|0{2] 4.1 &K &E| 2 2|A0MH RRM &

T 2|F0| Mutxo=z JfMElo] 7|27t2) -65dBmE CHA| B4R & LICHIIEIA CHE 2o =0

MUF EHYRE 7|2410] -70dBm 2 ZEE[I&LICHOIE A st iR 2ol HLHE TF0lM o



L2 M s2o| et ae{Lt o] 7|22t ZHEEP{71 4.1.171.0 EE= O|™ {0 A 428 0]
CE A2 o|™of # 48t gt X H2lstezE M Axjofgh dge O|FL|Ct.

2|4 Soto|E

4.1.185.07}X|, 7AHEIX| £0| BR[| R HFHLIEO| B Sdte{H ZH(FAHE ZHECH o L
SNR &AHIZf === 802.11a2] 22 16dB, 802.11b/gl| B2 12dB)E &SF&H0 |= r Z2to|HE T}
stLEQ3 & LICH.Client Minimum Exceptlon Level(22t0 |9_'|E 2|4 of| Q| Bild) ZE = O|X| CHAO X
M HAZE|Ha 2T CHASl ME HME 512 Mol 2 stH x| H), +HE HIOI HHEIX] &
2t3t HIZHLIE ol CHEt SNR &IAIZLE SF3loF st= ECI0|E —f—(AP ME o™ §7+)E HMolgrL
CL.OREo| 252 7|22 AlZHE[o{of & L|CH802.11b/g2| B 12dB, 802.11a2| B 16dB,
Z2I0|ME %A ofl Q| B2 3). 2Rt BBt =& |ofoF & L|CH

O 19:HHEIX] H LD ElF 5h¢] MM - 22 el A LA EEl=iH cHEE ol AxIoA &
Ho| Fn & MIste 7|Igdd

Coverage Hole Algorithm

Coverage (3 to 50 dB) 16
Client Min Exception Level 3
(1to 75)

Tx-Power-Up ZHEE

FHHE|X| & 23S 2la Ietstor st 2EI0IE +8 5188 #0t otLIzt AP & M 5718
AsMoR2 Tt | dNEEE FYEIUSLICLHE MRS 2|0 o2 sil= ol S=&
o5l 2 =g 2re| st OHEiEt MEQ 4 olx|BH 28 PEHO| YR B2HOIMET} Ut B
¢ F8Mel G¥ S 0jEuich detMoR 71g YEt 415 8 MSst= CHE APR AAS #3835

= O, 22I0|UEE O H RO 2 0|SE S 0T APO|| A% AZFELICHIELM Of 20|
E= 0|8 ADAPZRE| £2 ¢I5 S 45t X| St&LICH ED' =FO=Z Qs Auidt Z2to|A
e o8 HMaIR| & AlLi2io0 ofelLich 28 ERol2 HE AUZIX Z0| EXE S LEHLIE
Zof ot ch.otEn 22 B2 BAMH HHE|X| £0 ’“*°'LIEL

. CHa He| LHof| U2
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% 20: 4 E DCA ER2 A'd HE AR E EAIRLICH

Tue Jul

a1 | Channel changed for Base Radio MAC: 00:19:07:06:5d:40 on 802.11b/g radio. Old Channel: 11.
132 New Channel: 1. Why: Interference. Energy before/ after change: -60/-B0. Noise before/ after

22:54:06 ,

2007 change: -B2/-B2. Interference before/ after change: -60/ -85

IAAHE/Z[EF 7H ALE

- TS ZHASIS D A Ho|ME THMET| e Yo 2 CHAO| CHEF M2 oF¢ M40] A4
HE|o{ SNMP E3 MM E2|7{E = XM 0{3t= Profile Thresholds 3+l Al4dat 2 2[EL|Ct

- Monitor Intervals(Z LIE{& 7t23) 612 A9 Signal(41Z) X Coverage(FHHEIX]) FEE X

st o|0|& EBt¥5H04 =™ EIR¥ & LICHNeighbor Packet Frequency 2! Channel Scan Duration

AN
N

2C B A HZ ALE
4.1.185.0 O|A 0| 5t E4tof CHEt 7|2 M2 OFFQLICH 0| SME &M35l6tH 2= diH Al 5

Ol ZIBH2o 2 57lof E2t0|HEZ HEELICH

(Cisco Controller) >show load-balancing

Aggressive Load Balancing........................ Di sabl ed
Aggressive Load Balancing Wndow. . ............... 5 clients

2 £ B:WLC EZ|A 6.0.188.0 - RRM 7HM Atg

o|= FH[ol CHEt RRM =

7t UE FHEUME AH ZEE M
oF Zol 2&0| F2 Zcto|UEA
X|edslof ot= FL 7t U&LICH
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220|HE S| WMM UP O E AI23510{ M A ZRIETJFUPE EAIE g =4IE A 4
Jhsst 712t S 2= R HAALE HT|SHEE & 4+ USLICHEX WLANO| CHEH o] 7IsE #+4
stg4 ol ZHEZE2{ CLI HYEE AF2EhLCt.

config W an channel -scan defer-priority priority [enable | disable] WANid
037|M priority= ALE R @M= 2fofl CHel 0~7IL|Ct 0] Zt2 Z2t0|AE L WLANOM 622 MH
SHOF &fL|Ct.

ol UP TZ! o= HAJH X[El= AlzhE T+ dsted™ o] BEE AFSEfLICH

config wl an channel -scan defer-tinme nsec W.AN-i d
Algh 2tg HE|Z(ms)E2 LT LICH RE' Hel= 100(7|22L) 0l M 6000(60% )7 K| ILICEH O] A
H2 FM LANS| FH| 7 Argat L x|sfj ok g LICt.

ZHEEZ{ GUIIM 0] 7|5 F+HE =& UELICEWLANSE MEHSIT 7|&E WLANS =85t HLt
M WLANZ BHS L|CHWLANS(WLANS) > Edit(EZl) H 0| X|0il A Advanced(TL2) B2 223
.Off Channel Scanning Defer(M'd ZAAl X|2d 17|)0|M A 71 X|od M= E MEHSI D X[2d AlZh
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