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AccessPoi nt <confi g>#interface fastethernet 0.2

AccessPoi nt <confi g- subi f >#encapsulation dotlqg 2 native

! -—-- Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the Fast
Ethernet interface. AccessPoi nt <confi g- subi f >#exit

AccessPoi nt <confi g>#interface dotllradio 0.2

AccessPoi nt <confi g- subi f >#encapsulation dotlqg 2 native

! -—- Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the radio
interface. AccessPoi nt <confi g- subi f >#end
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AccessPoi nt #configure terminal
!--- Enter global configuration mode. AccessPoi nt (confi g)#interface dotllradio 0
!--- Enter radio interface configuration mode. AccessPoint(config-if)#ssid Admin
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!--- Configure the SSID "Admin". AccessPoint(config-if-ssid)#vlan 20
!--- Assign VLAN 20 to the SSID. AccessPoint (config-if-ssid)#authentication open
!--- Configure open authentication for the SSID. AccessPoint(config-if-ssid)#end

AccessPoi nt (config) interface fastethernet 0.20

!--- Enter subinterface mode on the Fast Ethernet interface. AccessPoi nt (config-subif)
encapsulation dotlQ 20

!--- Set the encapsulation as dotlg for VLAN 20. AccessPoi nt (config-subif) bridge-group 20
!--- Assign the subinterface to bridge group 20. AccessPoint(config-subif) exit

AccessPoi nt (config) interface dotllradio 0.20

!--- Enter subinterface mode on the radio interface. AccessPoi nt (config-subif) encapsulation
dotlQ 20

!--- Set the encapsulation as dotlg for VLAN 20. AccessPoi nt (config-subif) bridge-group 20
!--- Assign the subinterface to bridge group 20. AccessPoint(config-subif) exit

ZrE|XH AbE Rtoi| CHaH VLAN 302 TdstedH St HAtE BrsgfLch

AccessPoi nt #configure terminal
AccessPoi nt (confi g) #interface dotllradio 0
AccessPoi nt (config-if)#ssid Guest
AccessPoi nt (config-if-ssid)#vlan 30

AccessPoi nt (config-if-ssid)#authentication open
AccessPoi nt (config-if-ssid)#end

AccessPoi nt (config) interface fastethernet 0.30
AccessPoi nt (confi g-subi f) encapsulation dotlQ 30
AccessPoi nt (confi g-subif) bridge-group 30
AccessPoi nt (config-subif) exit

AccessPoi nt (config) interface dotllradio 0.30
AccessPoi nt (confi g-subi f) encapsulation dotlQ 30
AccessPoi nt (confi g-subif) bridge-group 30
AccessPoi nt (config-subif) exit
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Swi t ch#configure terminal

Swi t ch<confi g>#interface fastethernet 0/5

!--- Enter the interface mode for Fast Ethernet 0/5. Sw tch<confi g-if>#switchport mode trunk
!--- Configure the switch port mode to trunk mode. Switch<config-if>#switchport trunk
encapsulation dotlgq

!--- Configure the encapsulation on the switch port to dotlg. Switch<config-if>#switchport trunk
native vlan 2

!--- Configure the native VLAN as VLAN 2. Sw tch<confi g-if>#switchport trunk allowed vlan add
2,20,30

!--- Configure the list of VLANs that are allowed on the trunk port. Switch<confi g-

i f >#switchport nonegotiate

Swi t ch#configure terminal

Swi t ch<confi g>#interface fastethernet 0/10

!--- Enter the interface mode for Fast Ethernet 0/10 Sw tch<confi g-if>#switchport mode trunk
!--- Configure the switch port mode to trunk mode. Switch<config-if>#switchport trunk
encapsulation dotlq

!--- Configure the encapsulation on the switch port to dotlg. Switch<config-if>#switchport trunk
native vlan 2

!--- Configure the native VLAN as VLAN 2. Sw tch<confi g-if>#switchport trunk allowed vlan add
2,20,30

!--- Configure the list of VLANs that are allowed on the trunk port. Switch<confi g-

i f >#switchport nonegotiate
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Rout er #configure terminal

Rout er <confi g>#interface fastethernet 0/0.2

!--- Configures a Sub-interface .2 on fastethernet 0/0 Router<confi g-subif>#encapsulation dotlqg
2 native

!--- configures the encapsulation as dotlqg and assigns VLAN 2 to the sub-interface This command
also makes VLAN 2 as the Native VLAN. Here number 2 i S the VLAN-id.

Rout er <confi g- subi f >#ip address 172.16.1.1 255.255.255.0

!--- Assign ip address from Native VLAN 2 subnet - 172.16.1.0 /24 to the sub-interface

Rout er <conf i g- subi f >#exit

Rout er <confi g>#interface fastethernet 0/0.20

!--- Configures a Sub-interface .20 on fastethernet 0/0 Router<confi g-subif>#encapsulation dotlq
20

!--- configures the encapsulation as dotlqg and assigns VLAN 20 to the sub-interface Here number
20 is the VLAN-id.

Rout er <confi g- subi f >#ip address 172.16.2.1 255.255.255.0

!--- Assign ip address from VLAN 20 subnet - 172.16.2.0 /24 to the sub-interface Router<config-
subi f >#exit

Rout er <confi g>#interface fastethernet 0/0.30

!--- Configures a Sub-interface .30 on fastethernet 0/0 Router<confi g-subif>#encapsulation dotlq
30

!--- configures the encapsulation as dotlqg and assigns VLAN 30 to the sub-interface Here number
30 is the VLAN-id.

Rout er <confi g- subi f >#ip address 172.16.3.1 255.255.255.0



!--- Assign ip address from VLAN 30 subnet - 172.16.3.0 /24 Router<config-subif>#exit
DHCP Configuration starts here

Rout er <confi g>#ip dhcp excluded-address 172.16.2.1

Rout er <confi g>#ip dhcp excluded-address 172.16.3.1

!l --- excluded-address command is used to exclude the specified ip addresses from the DHCP pool.
In this case router's sub-interface addresses are excluded. Router<confi g>#ip dhcp pool pooll
!--- Creates a DHCP pool with a name pooll and enters the DHCP config mode router<dhcp-

confi g>#network 172.16.2.0 /24

!-—- From this pool Clients are assigned ip addresses from 172.16.2.0 /24 Subnet i.e. from
172.16.2.2 - 172.16.2.254 rout er<dhcp-confi g>#default-router 172.16.2.1

!-—-- Default-gateway assigned to the client from this pool is 172.16.2.1 . Default-router 1is
nothing but default-gateway Router<confi g>#ip dhcp pool pool2

!--- Creates a DHCP pool with a name pool2 and enters the DHCP config mode router<dhcp-

confi g>#network 172.16.3.0 /24

!-—-- From this pool Clients are assigned ip addresses from 172.16.3.0 /24 Subnet i.e. from
172.16.3.2 - 172.16.3.254 rout er<dhcp-confi g>#default-router 172.16.3.1

! --- Default-gateway assigned to the client from this pool is 172.16.3.1
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Frafile Mame: &dmin

Link Status: &szociated

Wirelezz Mode: 2.4 GHz 11 Mbpz IP &ddress: 172.16.2.50
Metwark. Type: |nfrastiucture Currerit Channel: 3
Server Bazed Authentication: Mone Drata Encryption: Mone
Signal Strength: | Exzellent
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AP2| show dot11 associations @& T Z2I0|2E 7} VLAN 1001 12 EI}=X| = QIgFLICt.

% 1: Output Interpreter Tool(% El D40 SHE)(OIT)2 & show B X|MELICIOITE Al
25104 show T &210| EMg =LIC}

AccessPoi nt #show dotll associations

802.11 dient Stations on Dot 11Radi 00:

SSI D [ Admi n]
MAC Address | P addr ess Devi ce Nane Par ent State
0040. 96ac. e657 172.16.2.50 CB21AG Pl 21AG Admin User sel f Assoc

APO{| 2 HE VLANE E A|5I2424 APO{| M show vian S Alde £~ QI&LICH0E EH St
Z&Lch

AccessPoi nt #show vlans
Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: Dotl11Radi 00.2
Fast Et her net 0. 2

This is configured as native Vlan for the follow ng interface(s)
Dot 11Radi 00
Fast Et her net O

Protocol s Confi gured: Addr ess: Recei ved: Transm tted:
Bri dgi ng Bridge Goup 1 1380 712
O her 0 63
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0 packets, 0 bytes input

733 packets, 50641 bytes output
Bri dgi ng Bridge Goup 1 1380 712
Q her 0 63

1381 packets, 98016 bytes input
42 packets, 12517 bytes out put

Virtual LAN ID: 20 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: Dot11Radi 00.20
Fast Et her net 0. 20

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:
Bri dgi ng Bri dge Group 20 798 622
Q her 0 19

247 packets, 25608 bytes input

495 packets, 43585 bytes output
Bri dgi ng Bri dge Group 20 798 622
Q her 0 19

552 packets, 37536 bytes input
148 packets, 21660 bytes out put

Virtual LAN ID: 30 (IEEE 802.1Q Encapsulation)

VLAN Trunk Interfaces: Dot 11Radi 00.30
Fast Et her net 0. 30

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:
Bri dgi ng Bri dge Group 30 693 609
Q her 0 19

106 packets, 13373 bytes input

517 packets, 48029 bytes output
Bri dgi ng Bri dge Group 30 693 609
Q her 0 19

605 packets, 47531 bytes input
112 packets, 15749 bytes out put

O|M| M ghE|RF AHEXI7H S Y8t VLANOI CHall T EE 7 FHollM ZElRH ALK A AZGE =
UEX| & = A&LICHF M 2Et0|ME|M ping BEES AT LICHHE EH OIS Z &L
Ct.

D:\ >ping 172.16.2.60
Pinging 172.16.2.60 with 32 bytes of data:

Reply from 172. 16. 2. 60: bytes=32 ti me<10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti me<10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti me<10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti me<10nms TTL=255

Ping statistics for 172.16. 2. 60:
Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),

Approximate round trip times in mlli-seconds:

M ni mum = Ons, Maxi mum = Ons, Average = Ons
OFEE7ERIZ2 AAE AFERETEVLAN 300 AEEREXR] &g = U&LICH 49| 2 Mol CHEt
HAE HAESY| {lo HAE T4 ZEH0|AE0| A ping BHES MAE = UELICLHE S Ct

St Z&Lch



D:\>ping 172.16.3.60
Pinging 172.16.3.60 with 32 bytes of data:

Reply from 172.16. 3. 60: bytes=32 tine<l10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 tine<l10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 tine<l10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 tine<l0nms TTL=255

Ping statistics for 172.16. 3. 60:
Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),

Approximate round trip tines in mlli-seconds:
M ni mum = Ons, Maxi mum = Ons, Average = Ons
= -
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bridge-group 10 subscriber-loop-control
bridge-group 10 block-unknown-source
no bridge-group 10 source-learning

no bridge-group 10 unicast-flooding
bridge-group 10 spanning-disabled
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- VLAN EA|
- show interface fastethernet x/x switchport
- show interface fastethernet x/x trunk
EtREOM ZHu[agolMg ER{E#Est{H O BYES A~ LIc

. C|tH ip dhep ME THZ!
- show ip interface brief
c2 2 ssID #ElRolAM B2tolEo| Bz IP F4 Y + 88 AL

Rout er #debug ip dhcp server packet

*Nov 23 18:02: 06.637: DHCPD. DHCPREQUEST received fromclient 0040. 96ac. e657.

!-—- Router receives the DHCP Request from the client *Nov 23 18:02:06.637: DHCPD. No defaul t
domain to append - abort update *Nov 23 18:02:06.637: DHCPD: Sendi ng DHCPACK to client

0040. 96ac. e657 (172.16.2.50).

!--- Router acknowledges the client's reguest *Nov 23 18:02: 06.637: DHCPD: creating ARP entry
(172.16. 2.2, 0040.96ac.e657). *Nov 23 18:02: 06. 637: DHCPD: uni casti ng BOOTREPLY to client
0040. 96ac. e657 (172.16.2.50).

|-——- Router assigns ip address to the client from the VLAN 10 subnet

gl me

. Cisco Aironet Wireless Equipmentt|A] VLAN ALS
. RADIUS MHHE A28t EAP 915
. 7|18 X|¥ 8! XM - Cisco Systems
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