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Aironet 1000 AP} Z 0] LWAPP(Lightweight Access Point Protocol)& A& 3= Cisco Aironet
MIC APE *2|st 20l et EXE siZdsok ErLICH S, IP S &olst T LWAPP AE] AlA
=2 C|HZ 8 CHS cryptoE = QIELICH.

AHad0|E EF 2= AP7 MIC APQIX| SSC APQIX| Eo4EFLICtCl22 YaBo|E E2| KA
8t 2 ofLCt.

2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/08/21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.

60 Term Length confi gured.

60 Upgrade Tool supported AP

60 AP has two radios

60 AP has Supported Radio

60 AP has 12.3(7)JA Image or greater

60 Station role is Root AP

.60 MIC is already configured in the AP

60 Har dwar e i s Power PC405GP Et her net,
address is 0015.63e5.0c7e (bia 0015.63e5. 0c7e)

60 Inside Shutdown function

60 Shutdown the Dot 11Radi ol

60 Shutdown the Dot 11Radi 00

60 Updating the AP with Current System Tine

60 Saving the configuration into nenory

60 GCetting AP Nane

60 Successfully Loaded the LWAPP Recovery
Image on to the AP

60 Executing Wite Erase Conmmand

60 Flash contents are | ogged

PRrPEPPPEPRPRE

2006/ 08/ 21 16:59:08 INFO 172.16.
2006/ 08/ 21 16:59:10 INFO 172.16.
2006/ 08/ 21 16:59:11 INFO 172.16.
2006/ 08/ 21 16:59:12 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:58 INFO 172.16.

PPErPRPPRPPRE

2006/ 08/ 21 16:59:58 INFO 172.16.
2006/ 08/ 21 17:00:04 INFO 172.16.
2006/ 08/ 21 17:00:06 INFO 172.16.1.60 Environnental Variables are |ogged

2006/ 08/ 21 17:00:06 INFO 172.16.1.60 Reloading the AP

2006/ 08/ 21 17:00: 08 I NFO 172. 16.1.60 Successfully executed the Rel oad command
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Gl AF& E|= Rivest, Shamir & Adelman(RSA) 7| 42 MMeLct oz
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20| HEED | FIIEX| e A =
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MODE HHE = CLI OF7I0|E CIREE HHE A5
U&LICLAP 22 T2 ot O|§ 22 BFE A& 10
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AP7} LWAPP ZMZ Saf IEEDE ¥ 2 & /L AP HEE R 0| AZE =+ gi&Uh
E8 siE
CHE EHIE 2 RHMAIL.

1. ZAEE 21 CLIOIA debug Iwapp events enable &2 AT LICILWAPP M > HAAM SEF >
Q2% > Xl S ABAE BALICHLWAPP A 20| EAIZ|X| to™ APOIM HE

X
e .
EHE 2 = HU FE £ 182 2|0l LICHCHE 2 WLC(Wireless LAN Controller)0i| A
W2t El LAP(Lightweight AP)2 2| 43 %21 JOIN REPLY 2| of IL|C. L5 -2 debug Iwapp
events enable ZHO| £24|L|C}.
Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP
00: 15: 63: e5: 0c: 7e to 00: Ob: 85:33:84: a0 on port '1'
Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP

00: 15: 63: e5:0c:7e on Port 1
Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP 00:15:63:e5:0c:7e



to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15:63: e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DI SCOVERY REQUEST from AP 00: 15: 63: e5: Oc: 7e
to ff:ff:ff:ff:ff:ff on port '1'

Thu May 25 06:53:54 2006: Successful transm ssion of LWAPP Di scovery-Response to
AP 00: 15:63:e5:0c: 7e on Port 1

Thu May 25 06:54: 05 2006: Received LWAPP JOIN REQUEST from AP 00:15:63:e5:0c:7e
to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:54:05 2006: LWAPP Joi n- Request MIU path from AP 00: 15: 63: e5: Oc: 7e
is 1500, renote debug node is O

Thu May 25 06:54:05 2006: Successfully added NPU Entry for AP 00: 15: 63: e5: 0c: 7e
(index 51)Switch IP: 172.16.1.11, Switch Port: 12223
intIfNum1, vlianld OAP IP: 172.16.1.60, AP Port: 20679,
next hop MAC:. 00:15: 63:e5:0c: 7e

Thu May 25 06:54:05 2006: Successfully transmission of LWAPP Join-Reply to AP
00: 15: 63: e5: 0c: 7e

full registration process.

AP HERIF e HEED 7to| IP HAZE S =QIFLICLHAEERQ AP/ ST MEUlo| U&=
A2 SHIEH 45 HAL|o] J=X]| &eleLICh ME CHE MEYo| s 82 et*E7I F
MeEU Zto] AF8E|1 & MEY Zhol 2t B0l MCHE &3t k|0 /=X & elgh|ct.

. @M HIFLIEO| SHIEH FEEIR}=X| & g LICHDNS(Domain Name System) &M Al
8350 WLCE HMst= Z< DNS M7 WLC IP 4.2t CISCO-LWAPP-
CONTROLLER.local-domaing i &5t =5 SHE2H FEE[UR=X| = QIELICHIFEFAM APO
MO|ES EHQIE £+ Ues B &EQE IP A0 LWAPP 7t HIAIX|E graighL|ct M
432 AM SMHO 2 A8 5t B DHCP MM MCHE L EER =X EQILICtAM =2
MA & A|ZAO CHSE REM|EH LI 2 WLCO| LAP S8 2 X 5HAAI2.DHCP M 432 &
M3lE gedod cHEt XEAIEH L& 2 DHCP OPTION 43 for Lightweight Cisco Aironet Access
Points Configuration Example2 & X5t MA|Q & T: I1XMo 2 FA7| X|HE APE wdEHs )
18 A7 MadolE 3o RX|EEE & Sots S8 til0]o] 3 AM HZ{LIE2 DNS!
LICLAPO|AM Het et e dlig =015t 7| /I8t S28 HEE 4157 I8l debug Iwapp client
events B 2 debug ip udp B2 A E = A&LICHOHZ T 22 UDP(User Datagram
Protocol) T{Z! A[ZATF EA|T[o{0F & LICHHAEER 22| QIE{H O|A IPE AFE 504 AP
IPOIM MBZHEE] AP X IPOIAM AP IPE2 AAAP IPOIA AP EE|XHIPE AMEE &
ol HZIUL|CH BT A0 M2t odg] HEE 7 US = U2 H AP7F LWAPP A &FEY
AMaglalatnp|[EE 7|dto 2 O 8 ZHEEBo ZQlste{ A= e =& J&LICt ol &2
HEEHII s8st= 7|12 SHM AP ZE HHA [ Fof g = J&LICHo| &8 2 HE
7bx|7F QCH & D CHE 2 debug ip udp B 9| oA &24]L|Ct.

Dec 16 00:32:08.228: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12222),

me

| engt h=78

*Dec 16 00:32:08.777. UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=60

*Dec 16 00:32:08.777. UDP: sent src=172.16.1.60(20679), dst=172.16.1.10(12223),
| engt h=75

*Dec 16 00:32:08.778. UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:08.779. UDP: rcvd src=172.16.1.10(12223), dst=172.16.1.60(20679),
| engt h=59

*Dec 16 00: 32: 09.057: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=180

*Dec 16 00: 32:09.059: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.075: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89
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*Dec 16 00:32:09.077: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),

| engt h=22

*Dec 16 00: 32: 09.298: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00: 32: 09.300: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00: 32: 09.300: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=164

*Dec 16 00: 32:09.301: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00: 32: 09.302: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00: 32:09.303: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00: 32: 09.303: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=287

*Dec 16 00: 32: 09.306: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00: 32: 09. 306: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89

*Dec 16 00: 32: 09.308: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00: 32: 09.308: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=222

CHS BAHE 225t AL,

AMEEME AEFLICH

.LWAPP ZAMZ SHIE2H XM F QLEtE - AAIL.

CAPE Z 21| plo|M5t7| Sl HEZE 9 EUSH MELISZ 0|SELCH

. EHRE AR APCLIVM HEEH IPE =822 M52 Iwapp ap controller ip address
A.B.C.D BHES MELICt.0| BHEO AB.C.DEES WLCS| #E| QIE{HO|A IP FAIL
CH&3: ol CLI BE2 ZHEE 2ol SE5HX| &t2 APLL O|™ ZHEEBHof ZQIE S¢t 7|2
enable H|ZHE 7t HEE APOHIM AEE = JU&SLICLAIAME LIE2 B AP(LAP)OA
LWAPP ZAx| 20| M RHME M E R ZSHAAIR.

A WODN -

[0

el2

ZHEED] AMZto| 215 M R & 7(|2hE ot &Lict
24 Z
CHE EAHIE 225t MA2.

1. debug Iwapp 25 enable 2! debug pm pki enable W& A&ErL|C} 0|28t debug B2
AP2t WLC Ztol| M El= 1B M HIAIXIS| CIHIE EAIELICH Ol BHE2 ABEM7I RE 7|
H2 Sloft Ho 2 HEEICHE HAIX|IE 25| E0o4&L|CH & 1: UTC(Coordinated
Universal Time) 2 ZAlE 1e{s{of & L|CH ZAE E212| debug pm pki enable B2 9| &£24
Ct.

Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: | ocking ca cert table
Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: calling x509 alloc() for user cert

Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: calling x509_decode()
Thu May 25 07:25:00 2006: sshpnCet|ssuerHandl es: <subject> C=US, ST=California,

(e}

L

I
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L=San Jose, O=Ci sco Systens, CN=Cl1200-001563e50c7e,
MAI LTO=support @i sco. com
Thu May 25 07:25:00 2006: sshpnCet|ssuerHandl es: <issuer> O=Ci sco Systens,
CN=Ci sco Manufacturing CA
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: Mac Address in subject is
00: 15: 63: e5: 0c: 7e
Thu May 25 07:25:00 2006: sshpntetl|ssuerHandles: Cert is issued by C sco Systens.

Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: calling x509_decode()
Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: user cert verfied using
>cscoDef aul t M gCaCert <
Fri Apr 15 07:55:03 2005: sshpnCet|ssuerHandl es: ValidityString (current):
2005/ 04/ 15/ 07: 55: 03
Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: Current time outside AP cert
validity interval: make sure the controller time is set.
Fri Apr 15 07:55: 03 2005: sshpnfFreePublicKeyHandl e: called with (nil)

Ol Eoi M Zx ZAE HEE &IELICo| HE= HEEH AMZIO| APS RIEM f5 7|
7t Ho{d S8 25| Eo{FLICLIEIM APE ZHEER M SSE & & LICHAPO| AR
E CIEMoll= AP HolEl & 72tH0| UELICLHAEEH A[ZH2 AP ISM & 744
LHofl Q= Ao 2 MASHofF &LiCt

2. AP MHYEI IS M REHM 7+ S & Ql5t7| 28l AP CLIOIA show crypto ca certificates
BPS A=-AELICHA:
AP0015. 63e5. Oc7e#show crypto ca certificates

Certificate
Status: Avail able
Certificate Serial Nunber: 4BC6DAB80000000517AF
Certificate Usage: Ceneral Purpose
I ssuer:
cn=Ci sco Manufacturing CA
0=Ci sco Systens
Subj ect :
Name: C1200-001563e50c7e
ea=support @i sco. com
cn=C1200- 001563e50c7e
0=Ci sco Systens

| =San Jose
st=California
c=US

CRL Distribution Point:

http://ww. ci sco. com security/pki/crl/cnta.crl
Validity Date:

start date: 17:22:04 UTC Nov 30 2005

end date: 17:32:04 UTC Nov 30 2015

renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco_IOS_MIC_cert

O| HHo| £ ot E 042 REM 7tH0| U2 = U2 E MA| £20| LIFE|X| t&L
ChodZEl AZ| X|&o M XX st &4 7Hz40F {5l of gfL|CH. 0| Zl=of &7 AP O|E0|
)= Cisco_lOS_MIC_cert(047|, O|&:C1200-001563e50c7e)= O] Z2i o0f A Z = EA|E]
o U&LICt g alX| IS & 7t iUt

3. ZAEE ] CLIOI M show time BE2 A& 5t0 ZHEE2H{0|AM ™ E et AlZto| ol RE 7S

0 kob
|



7t Lol A=X| = IE LI HE
E7{ AlZHS 0| Z+Zd o|LHZ ¥ @ stLch.

O| EFAE 2t= 7 LICH

ZAEE2{ GUI 2E0| A Commands > Set Time2 ME5t LI ZAEE 2] CLIOM|AM config time &&H

S Alsstod AES 2 Alghe ARELICH

e
e

el
SSC AP0 M= SSC AP Halig AFEE 4= QiaLCh
=X sid

ol2{3t B2 HEE M OIS 2F HIAIX|7} EAIELIC

Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 1553: spanProcessJoi nRequest
: spanDecodeJoi nReq fail ed

Wed Aug 9 17:20:21 2006 [ERROR] spamcrypto.c 1509: Unable to free public key for
AP 00: 12: 44: B3: E5: 60

Wed Aug 9 17:20:21 2006 [ERROR] spamlrad.c 4880: LWAPP Joi n- Request does not include
valid certificate in CERTIFI CATE_PAYLQAD from
AP 00: 12: 44: b3: e5: 60.

Wed Aug 9 17:20:21 2006 [CRITICAL] sshpmPkiApi.c 1493: Not configured to accept
Self-signed AP cert

. ZAEE B4 CLI0 A show auth- Iist HHE M™Astod ZAEED|7I SSCI} U= APE SHESIESH
FHE|RE=X| ERlEL|CHCHS 2 show auth-list HZ 0| MZ E29Q]L|C}.
#show auth-list
Aut horize APs against AAA ...... ... . ... .. ... .. di sabl ed
Allow APs with Self-signed Certificate (SSC) .... enabled
Mac Addr Cert Type Key Hash
00: 09: 12: 2a: 2h: 2c SSC 1234567890123456789012345678901234567890

. GUIOM Security(®2.2t) > AP Policies(AP H&)& MEigL|Ct

1. Accept Self Signed Certificate 2 21Et0| & &=t IR =X| HUF LICLOZX| oo™ 43

LICt.
2.SSCE 2I5M Rz ME{ELICH



3. MAC &4 2! 7| SHA|E A
pki enable BE 2| £ M 7t + U &LICt key-hash 7

ZHAAL.

ol 4

83t01 Mgt 2o

SSC S7H 7| s Al7F R EIRHLE gi& LIt

Ct

o

[==]

24 slilE

CHHE 225t AAIR.

AlErLICH,

. debug pm pki enable

M7 Ale HEE

EX|7F 2 dgfLICh ol ClHI HAIX|e| M

(Cisco Controller) > debug pm pki enable

Mon May 22 06:34:10
Mon May 22 06:34:10
Mon May 22 06:34:10
>bsnd dDef aul t CaCert
Mon May 22 06:34:10
>bsnDef aul t Root CaCer
Mon May 22 06:34:10
>bsnDef aul t CaCert <

Mon May 22 06:34:10
>bsnDef aul t Bui | dCert
Mon May 22 06:34:10

Mon May 22 06:34:10
>cscoDef aul t M gCaCer
Mon May 22 06:34:10
>bsnd dDef aul t | dCert
Mon May 22 06:34:10
Dat a

Mon May 22 06:34:10
2a864886 f70d0101
Mon May 22 06:34:10
3082010a 02820101
Mon May 22 06:34:10
cad8df 69 b366f d4c
Mon May 22 06:34:10
ad425f a7 face8f 15
Mon May 22 06:34:10
43b95a34 49292e11
Mon May 22 06:34:10
56f 0ad91 2d61a389
Mon May 22 06:34:10
b5cf 7cef 06ba4375
Mon May 22 06:34:10
774ce74e 9e2fdel9
Mon May 22 06:34:10
65d8639b d63aale3
Mon May 22 06:34:10
9c¢d31041 b0734a55

2006:
2006:
2006:

<

2006:

t<

2006:

2006:

<

2006:
>cscobDef aul t NewRoot CaCert <
2006:

t<

2006:

<

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

2006:

sshpnGet | ssuer Handl es:
sshpnGetCID: called to
sshpnGet Cl D. conpari ng
sshpnGet Cl D: conpari ng
sshpnGet Cl D: conpari ng
sshpnGet Cl D: conpari ng
sshpnGet Cl D. conpari ng
sshpnGet Cl D. conpari ng
sshpnGet Cl D. conpari ng
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:
sshpnGet | ssuer Handl es:

sshpnGet | ssuer Handl es:

sshpnGet | ssuer Handl es:

o S0 APE

. debug Iwapp events enable HZ& ASisLICI AP} & 7IE
. show auth-list HE& A LICH 0| BHE2 HE

WG NHELICLO| HHS MK I
20l M AEE|X|0f 2= 7K 7| SHAISH 2
EECIi=y

=74 7|

ZF7tetLict.ol 7| sHAlE
F

f2 7t E

[
oL HFE&I%

AESH=R]
EpoMH AEE|X|O] ©

SHA|E

FEAELICHAN S

=i do)
_||_
=0
Al O

o
i

2 X| 5l O °*L—IEF YR

debug pm
|4E xl-

SEL|C}.
HZ| SHAIE &

ol O

|2 QI3

getting (old) aes ID cert handle...
eval uate <bsnd dDef aul t1dCert >

to

to

to

to

to

to

to

Cal cul ate

Key

Key

Key

Key

Key

Key

Key

Key

Key

Key

row 0O,

row 1,

row 2,

row 3,

row 4,

row 5,

row O,

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

Dat a

CA cert

cert

cert

cert

cert

g 2 2 8 @8

cert

I D cert

SHA1 hash on Public Key

30820122

01050003

00c805cd

82f c0df 0

f 356a6b3

038181eb

f 81f a6ce

dde0648e

0f 463f 9e

7dd485db

300d0609

82010f 00

7d406ea0

39f 2bf f 7

9b876251

058c782e

cdlf 400b

c4d63259

c77b79ea

251e2e07



Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 463fbacc 1a61502d
c54e75f 2 6d28f c6b

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 82315490 881le3e3l
02d37140 7c9c865a

Mon May 22 06: 34: 14 2006: sshpmCet | ssuerHandl es: Key Data 9ef3311b d514795f
7a9bac00 d13ff 85f

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 97ela693 f9f 6¢c5cb
88053e8b 7f ae6d67

Mon May 22 06: 34: 14 2006: sshpnCet|ssuerHandl es: Key Data ca364f6f 76cf78bc
bclaccl3 0d334aab

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data 031fb2a3 b5e572df
2c83le7e f765b7e5

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data fe64641f de2a6fe3
23311756 8302b8h8

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 1bfaela8 eb076940
280cbedl 49b2d50f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data f 7020301 0001
Mon May 22 06:34:14 2006: sshpmGetIssuerHandles: SSC Key Hash is
9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9

!--- This is the actual SSC key-hash value. Mon May 22 06:34:14 2006: LWAPP Joi n- Request
MIU path from AP 00: Oe: 84:32: 04:f0 is 1500, renote debug npbde is 0 Mon May 22 06: 34: 14
2006: spamRadiusProcessResponse: AP Authorization failure for
00:0e:84:32:04:£f0

5l &
CHS EHHE 225 A2,
1. debug pm pki enable @2 £240{| M public key-hashE SA}stIL 0|2 AL235t0{ Q1T S =0

M public key-hash& CHA{|EfL|C}.

2. AP MAC 4 L 7| SHA|E & 204 S F0f F715t24H™ config auth-list add ssc AP_MAC
AP_key BEE A-ELICLCHE2 o] BHEo| of Lt
(Cisco Controll er)>config auth-list add ssc 00:0e:84:32:04:f0

9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9
!--- This command should be on one line.

#ols

APO{| QIS M EE= B7H 7| &4 0] U&LICH.
=X 3 Z

O| BtHE &= gFLct.

debug Iwapp 25 enable %! debug pm pki enable B&& ASFLICH

s

& ABM EE 7IE LB E HAIX|7F 2 AIELICH

o
|Ih]

o
0jo

F &M & StLHE A8 5tod EXME HZE LI

- MIC AP - RMA(Return Materials Authorization)& 2 & gtL|C}.



. SSC AP - Cisco 10S Software
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O| 2LF/It EAIE|HC}2 CHAE
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N
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E
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the LWAPP Recovery Inmage on to the AP

g

X| &QlgtL|Ct. Upgrade Tool LHE TFTP ME{E AFE35HE

JHR! Bt A EQfo{]LCt.

QIR LICA™E REE Yadol=
of&LCt.

Ls H

e
ol

I'o OI'—T'— AAl_Xl 3|.E;|Il:l_=|

FEAIELICH

% WAPP- 5- CHANGED: LWAPP changed state to DI SCOVERY



* Mar
* Mar
* Mar
* Mar

* Mar

30

Ha

o| E

1 00: 00: 23.550: LWAPP_CLI ENT_ERROR_DEBUG. | wapp_crypto_init_ssc_keys_and_
certs no certs in the SSC Private File

1 00:00: 23. 550: LWAPP_CLI ENT_ERROR DEBUG

1 00:00:23.551: lwapp_crypto_init: PKI_StartSession failed

1 00:00: 23.720: %SYS-5- RELOAD: Rel oad requested by LWAPP CLI ENT.
Rel oad Reason: FAILED CRYPTO INIT.

1 00:00:23.721: % WAPP- 5- CHANGED: LWAPP changed state to DOMN

Z0| AP7} CIA| EEE|T T2 MA T} CFA| A|ZHE]L|C}.

FAIE 2t=ELc

SSC AP7} JU&LICHLWAPP APE BH2tet & ZAE E2{2| AP Authentication(AP 215) =5 ofzHof|
SSC & MAC FAE F It

£2A sti= El

El2 X8 ZEO|M LWAPP 2EZ U8 0|E8 I} AFRE £ & LCH

BB S HEEP{0|M M7 ZHE2 A|ZE [ NVRAMO| X|X|X| o EX|7t erMshL|Ct

APE LWAPPZ #&35l7| Mol An|agolME X|?= XWo| E&LICHAL| IR 0lME K|
T410S GUIO A System Software( A AR A X Eo]) > System Configuration(AIAE 24|21
2l0|4d) > Reset to Defaults(7 |22t 22 R 4d™) £ = Reset to Defaults Except IP(IP& A|2| 8t
718U 2 RAMH™)E OIS ELICHCLIOIA - CLIOIA write erase %! reload B S ASSIH =
BEILEJ EAL|H AL|TB o2 MEE £ eiaLIcholEH 6t APS| BIAE melol ¢
tlo|= E0fAM #HEHE|0] 50| <ip address>,Cisco,Cisco,Cisco7t Z|HA ZHeHEHA| BHE £ Q
&L|Ct.

- LOB0olE Z2MHA Bof Wt = HAMA KMo SE0| EMstE F? Yool g2 &
(o]

d HeT TEE IS I AEO|MUMH APE SAE = gl&gLCh.
S 50| SA &2 RIEHSE D Use Upgrade Tool TFTP Server M
B 8 UO0|EE £ i APOI| O|0|X| YZE7} M= 2

&LCh

- daslol=sted= olO|X|E CHA| & QIet & AI2.10S0{ A LWAPP O|0|X|2 ¥d1do|=st= &

2 Yt 10s olO|x|et CHELICEHLH 2 M/ AFE— 71— EC S0 el ol
SAof CHall mted &Y H F7(7| &elete| MEg FAstoF &Lt

- Y A8 7tsE M Yasole =7 & ¥adol= 57 O|0|X|E ArSsHor B LICE E|4 H

e Fd LZEQ o] MEoM ALSE & AU&LICH

- APE .tar O|0|X| U2 FE e = gl&LICtzip Tt Ut RALEH ot7t0|E kU {L|Ctarchive

download EHE 2 AF2 509 .tar I LS AP ZCHAIZR HERSIX| L 7L} tar UMM B E 7t
st O|OIXIE 7IM2 S £ E 7158 o|0|X|E AP Z2iAlof go{of &fLCt.

#Ed e

XIS Cisco Aironet HAH|A ZQIEE ZaF o 2 ad0|=

. gk AP(LAP)M|A LWAPP x| g|o]4d RAH

DHCP OPTION 43 for Lightweight Cisco Aironet Access Points 11|22 0] of



http://tftpd32.jounin.net/
//www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00808714fe.shtml?referring_site=bodynav

- AMA ZPIEO| A 7|8 FF 510 ZHERHE 7IXE WY

. CLIE A83104 Cisco Aironet AHS A& ZCIEF L WAPP(Lightweight Access Point
Protocol) 2 HHEHE 5= JU&L7}?

. 71& x| X £ XM - Cisco Systems
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