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WirelessRouter<config>#bridge irb
!--- Enables IRB. WirelessRouter<config>#bridge 1 protocol ieee !--- Defines the type of
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Spanning Tree Protocol as ieee. WirelessRouter<config>#bridge 1 route ip
!--- Enables the routing of the specified protocol in a bridge group.

. BVI(bridged virtual interface)& T+ &= LICL.BVIO| IP FAE &g L|CEH M 74|22 o|M
2 E0iA o] BHES ZgfLich
WirelessRouter<config>#interface bvil

!-—— Enter interface configuration mode for the BVI. WirelessRouter<config-if>#ip address
172.16.1.100 255.255.0.0
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WirelessRouter<config>#ip dhcp excluded-address 172.16.1.100 172.16.1.100

!-—-- Excludes IP addresses from the DHCP pool. !--- This address is used on the BVI

interface, so it is excluded. WirelessRouter<config>#ip dhcp pool 870-ISR
WirelessRouter<dhcp-config>#network 172.16.1.0 255.255.0.0
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WirelessRouter<config>#aaa new-model
! -—— Enable the authentication, authorization, and accounting !--- (AAA) access control
model. WirelessRouter<config>#radius-server local

!-——- Enables the 871 wireless-aware router as a local !--- authentication server and enters
into configuration !--- mode for the authenticator. WirelessRouter<config-radsrv) #nas
172.16.1.100 key Cisco

!-—- Adds the 871 router to the list of devices that use !--- the local authentication

server. WirelessRouter<config-radsrv>#user ABCD password ABCD
WirelessRouter<config-radsrv) #user XYZ password XYZ

!--- Configure two users ABCD and XYZ on the local RADIUS server. WirelessRouter<config-
radsrv) #exit

WirelessRouter<config>#radius-server host 172.16.1.100 auth-port 1812 acct-port 1813 key
Cisco

! -—— Specifies the RADIUS server host.

#1: 2Z RADIUS AMHH2| 215 & HH #EIE e ZE 1812 & 18132 AFSELICH.
WirelessRouter<config>#aaa group server radius rad eap
! --- Maps the RADIUS server to the group rad_eap

WirelessRouter<config-sg-radius>#server 172.16.1.100 auth-port 1812 acct-port 1813
!--- Define the server that falls in the group rad_eap. WirelessRouter<config>#aaa
authentication login eap methods group rad_eap

!-—- Enable AAA login authentication.

.2iC| QIEHO|AE FHFLICHFM ClEmo|A S| ZAx[Tdi0o|Mof|= SSID, &8 2,
OIF 9%, 45 U M 2t 2E0| AB S HIEE BHE(Q| ChYE R Di7HH4 L2 o
Mol = FE'I—lliP O] ool = TestEt= SSIDE AFEEFLICH ] Z4x|Taio|M R E0i|A 2iC
R CIE{H|O|AE F4dstEiH Ot HHES LU=FLICEH
erelessRouter<config>#interface dotllradioO0
!--- Enter radio interface configuration mode. WirelessRouter<config-if>#ssid Test

! --- Configure an SSID test. irelessRouter<config-ssid>#authentication open eap eap_methods
WirelessRouter<config-ssid>#authentication network-eap eap methods

! --- Expect that users who attach to SSID 'Test' !--- are requesting authentication with
the type 128 !--- Network Extensible Authentication Protocol (EAP) !--- authentication bit
set in the headers of those requests. !--- Group these users into a group called

'eap_methods'. WirelessRouter<config-ssid>#exit
!--- Exit interface configuration mode. WirelessRouter<config-if>#encryption mode wep
mandatory
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!--- Enable WEP encryption. WirelessRouter<config-if>#encryption key 1 size 128
1234567890ABCDEF1234567890

!-—- Define the 128-bit WEP encryption key. WirelessRouter<config-if>#bridge-group I
WirelessRouter<config-if>#no shut

!--- Enables the radio interface.
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WirelessRouter<config-ssid>#authentication network-eap eap methods

WirelessRouter<config-ssid>#authentication open eap eap methods
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Output Interpreter _L-TL(%EE.J T Z4aE SHEHOIT)E
show BH £39o| 2AMZ FL|C}H.

. show dot11 association - 870 2} E{2| Z4I|1gi0|ME & QlEL|Ct.

WirelessRouter#show dotll association

802.11 Client Stations on DotllRadioO:

SSID [Test]:

MAC Address IP Address Device Name Parent State
0040.96ac.dd0o5 172.16.1.99 CB21AG/PI21AG LAPTOP-1 self EAP-Associated
Others: (not related to any ssid)

- show ip dhcp binding - 22+0|21E 7} DHCP AMHHE S35l IP A E 7tX|1 QUe=XK| &elgrLct.
WirelessRouter#show ip dhcp binding
Bindings from all pools not associated with VRF:
IP address Client-ID/ Lease expiration Type
Hardware address/
User name
172.16.1.99 0040.96ac.ddos Feb 6 2006 10:11 PM Automatic
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