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5. Commands(@3&) > Download File(It & Ct2 2 E)E 41E45t04 Download File to Controller(Z4
EEXHZ 0 CtREE) HO|XIE dLiCt

6. File Type ESCt2 S5 0|M CodeE MEHFILIC.

7. Transfer Mode EELCH2 SE0{|AM TFTP, FTP, SFTP E& HTTPE MEIELICI HTTPE &
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CIsSCOo MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
—

Download file to Controller __ Clear | _pownload |
Download File
Upload File -y Code v
HTTP ¥

il

Commands

Reboot Transfer Mode
Config Boot File Name [ choose Fie | no file chosen

¥ Scheduled Reboot

Reset to Factory
Default

HEEZo| Y ot 2
8. TFTP, FTP =& SFTP AHHE MEHSE B2 TFTP, FTP &= SFTP M| IP F4E /3
guict
9. TFTP MHHE A8 5HE 7 Maximum Retries(Z|CH ZHA| T & 4=) ZEof CHst 71234 103,
Timeout(AlZt MEH Z=oi CHEF 7|22t 627t 27 Q0| SHtEA & SFLICH a2t 2eFt
B 0| g2 HBE £ U&LICt ¥4 524 Maximum Retries(2|CH A= H~) EEo]
TFTP MHOM AL EQ|o| CIRECE AT E £ e 2|0 48 221511 Timeout(AlZt
Z1h HEo|E TFTP MHo|M AZEQo{ CIREEE ATE = JE Algh(=)E =
Ct.
10. File Path(I} Y Z2) Zeol AZEQo{o| CIHMER A2 E =dgtLct
11. File Name(It @ O|&) Z=of AZ EQ|of It Y <filename.aes>2| O|§ S =g LICt
12. FTP MHE M 83t= B2 CtE HAHE =3 LICt Server Login Username(AHH 2121 At
8%t O|F) EEO FTP Mol 228 A8 X} O|§2 =& LICtServer Login
Password(MH 2391 H|ZH3) Lol FTP Mol 2a26t= o AFSE H|UHES E ¢
248l L|CkServer Port number(MH ZE #H3%) ZEof CIRZ =7} W ME FTP MO ZE
H3s & ELICH 7282 21 ]LICH

Save Configuration  Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Commands x
Download file to Controller |__clear | | Download |

Download File

Upload File File Type [ Code -

Reboot Transfer Mode [Fre_~]

Cantin Boct Server Details
b Scheduled Reboot

1P Address(Ipva/Ipve) [192.168.1.2

Reset to Factory

Default File Path | rshared/images/zs04/ |

Set Time File Name |a1R-CT3504-K5-8-10-171-0.aes |

Login Banner Server Login Username |§dm=n

Server Login Password [oeee '|

Server Port Number | 21 |

13. Download(CHREE)E 22510 ZHES | AT EQ0{S CIRECFLICH CIR2EE MEHE
LIEFLHE HIAIR|7} EAIELICH

14. CIREC7t 22 5| AHEEELICH

15. 173 AbE 2 X{Zsl2he HIAIR|IZF LFEFLFRE K3 A R R E

16. OK(& QS Z2istod HEED RIFEE A™E &olgtch

17.802.11 W EQIE HIE M358t B CHA| 2/-dSHELICtH

18. (MEH A& HEER AT EQo{7t HAEE ol Mx|Z|o] QEX| ZQlstEdH ZHEE 2 GUIO]
M Monitor(2LE{)E £ 2|3}t 1 Controller Summary(ZHEEt4 2 2F)0{| A Software Version(AZE
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2& TEES S 0l YAHE 2B3HE 0| 7HE XIS WLC B2 IP 40 T3t SSH =
L (4 A8 22 Y $F U&LICH SSH = WUS AR 5HH Ol
O

= o o

2 H3tEl BR)2 At8otod Rt E

OX|IC22E = MEE ZEML0MH HEEE{2C| ¢dZ0| Zo{ELICH [MEtA ¥asol=
IH g e MESHH s=Ast7| s 2& HMAE AHE
2 > ZEQo{E &lsteiH HEED o 2a¢lst

1 show sysinfo @& A&ELICtCIS2 ZHEE2{71 8.5.182.02 AAE S E0{F = show

sysinfo B o| HE E=2IL|C}.

(c3504-01) >show sysinfo

Manufacturer's Name........... .. ... ... ... ....... Cisco Systens Inc.
Product Name........... ... . i, Cisco Controller
Product Version........... ... . .. .. 8.5.182.0

RTOS Version. . ... e e e 8.5.182.0

Bootl oader Version.............. .. ... 8.5.103.0
Emergency Image Version............ ... ... ....... 8.5.103.0

. CHS ErAlof e 2 2= of7] 48 Holst A ot ME RER Holst7| </st
A

—
=2

transfer download mode ftp W& S AT LICIFTP Mol AMASET| 25t AHE XL O|F &
H|2HS £ & o|524™ transfer download username/password 22 AlgH gL |CHransfer
download serverip FTP_server_IP_address W& & A&504 FTP M IP A& HolgfLCt
ZHEED{ 0S 2ZESo{7 /= FTP 7|2 CIHEE|o| A2 E H2|52{HM transfer download
path 'FTP_server_path' &2 A= EtL|CtO|0[X|2| O|&E K| 5tE2{™ transfer download
filename BYEE M™AELICIHE ET CIS3t Z&LCtH

(c3504-01) >transfer downl oad dat atype code

(c3504-01) >transfer downl oad node ftp

(c3504-01) >transfer downl oad usernane adm n

(c3504-01) >transfer downl oad password **x****x*

(c3504-01) >transfer downl oad serverip 192.168.1.2

(c3504-01) >transfer downl oad path /Shared/ Al R- CT3504/
(c3504-01) >transfer downl oad fil enane Al R-CT3504- K9-8-10-171-0. aes

. transfer download start & & Al&stod &jado|=E Z2EMHAE AlEEILICL.YadolE =2

MAe| o= ChEot Z&LCh

(c3504-01) >show boot

Primary Boot Image........ ... ... ... ... 8.5.182.0 (default) (active)
Backup Boot lmage......... ... . ... 8.10.162.0

(¢c3504-01) >transfer downl oad start

MOde. . . e FTP

Data Type. . ... Code

FTP Server I P. ... . . . e 192.168.1.2

FTP Server Port........ ... . . . . . ... 21

FTP Path. ... / Shar ed/ | mages/ 3504/

FTP Filename. . ... e Al R- CT3504- K9- 8-10-171- 0. aes
FTP Username. .. ...t it adm n

FTP Password. . ........ .. *A KKKk KKk

This nay take sone tine.
Are you sure you want to start? (y/N vy



FTP Code transfer starting.

FTP receive conplete... extracting components.
Checki ng Version Built.

I mge version check passed.

Executing Product Check TLV.

Executing init script.

Executi ng backup script.

Witing new RTCS to flash disk.

Executing install _rtos script.

Witing new Kernel-args to flash disk.
Witing new FP to flash disk.

Witing new AP I mage Bundle to flash disk.
Witing AVC Files to flash disk.

Executing fini script.

Readi ng AP | MAGE version info.

File transfer is successful.

Reboot the controller for update to conpl ete.
Optionally, pre-download the imge to APs before rebooting to reduce network downti ne.

(c3504-01) >show boot

Primary Boot Image........ ... ... .. ... 8.10.171.0 (default)
Backup Boot lmage...... ... ... . .. 8.5.182.0 (active)
MIETHMEETE YadolE ZZMAY RAZRE F HEEHE MEEE |_||:+

=
. reset system B2 A5t T 'X[Z X'IQOMI%ﬂQL—IUF’?' t=
24zt
(Cisco Controller) >reset system

The system has unsaved changes.
Wuld you like to save them now? (y/N) y

Read from Flash Conpleted ...

Updating HBL license statistics file
Done.

Configuration Saved!
Systemwi || now restart!
Updating |icense storage ... Done.

Exiting SL process !
There was change in the boot inage, Systemw |l go for a reboot
Cannot Cancel the WDT. Not petting the WDT.



Coll ect the core using oct utility
Rebooting the system.
[ 74411. 034881] reboot: Restarting system

Ci sco boot| oader
Ci sco BootLoader Version : 8.5.103.0 (G sco build) (Build tine: Jul 25 2017 - 07:47:10)

Cct eon uni que |1 D: 03c000610221f 31e0057

OCTEON CN7240- AAP pass 1.3, Core clock: 1500 MHz, 10O clock: 800 MHz, DDR clock: 1067 Mz
(2134 Whz DDR)

DRAM 8 G B

Clearing DRAM . .. .. done

CPLD Revision : ab

Reset Reason : Soft reset due to RST_SOFT_RST wite

SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

MMC: Ccteon MMC/ SDO: O (Type: MMC, Version: MMC v5.1, Manufacturer ID: 0x15, Vendor: Man
150100 Snr 0707a546, Product: BJINB4R, Revision: 0.7)

Net: octnmgntO, octngm 1, octethO, octethl, octeth2, octeth3, octeth4, octeth5, octeth6
SF: Detected S25FLO64A with page size 256 Bytes, erase size 64 KiB, total 8 MB

Press <ESC> now to access the Boot Menu...

Loadi ng backup i mage (8.8.111.0)

94767283 bytes read in 2229 ms (40.5 M B/s)
Launchi ng. . .

Verifying i mages... K

Launchi ng i mages. ..

[...]

XM. config sel ected

Val i dating XM confi guration

octeon_device_init: found 1 DPs

Cisco is a trademark of Cisco Systens, Inc.

Sof tware Copyright Ci sco Systems, Inc. Al rights reserved.

Cisco AireCS Version 8.8.111.0
Initializing OS Services: ok
Initializing Serial Services: ok
Initializing Network Services: ok

[...]
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Prime Infrastructure= HIE X3 2| C|HO|AO| CHEF 2 E AZEQ|0o4 O|0|X|E AHEELIC} o|O|X|
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REAMIEH A E Qb X|EI2 Cisco Pl AF2 Mol x| AZEQ|o] 0|0O|X| 2| &S &XSIAMAIR.
HA AP-SSO #Z0ilA WLC &adiol=
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. HE|E HAEEHO| CHEt AZEQ0] FOB|0|EE s™5IH SA|ICH7| AEED S| ¢asol=
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- MHIA L 4azolEE K|EIX
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cAZEQo| YadolE T EY HEEHE MREYESIH 7| S HEEHE AMERE LI

. config boot backup B2 A&5t7| Tof HE[E HEE 2|t AEHHIO| 3 ZHEED ZF Y
of SLEt £ ZESo] O|OIX|E MBSt WO| E&LICH HE|E HEE Dot AHHI0| & HE
Eo| ZF Mol Ot E AZ EQ|of O|0[X|7t U= B2, 22| HE|E HEEZH{0IM config
boot backup H&E =2 AdstMH F 7HEER 25 Y Y O|0|X |2 MEREIH LAZER0{ &
Ux|Z 2I3H HA 40| SEHEILICE

- LY HEE2 HA Bt 8o &+ ZHEEE 0| 25 MEFELUICH M HEEH M oL E AlZt0|
R E|7| 12 ™oi Zjo HAEER{7t RIS ELICH

- | El RAZ 0| A& Z|X| f2 R reset peer-system HHE AL&35l04 &4 HEEZ{0IM
St AEHHLO 5"|EEE-|E MEEE = A&LICH ol BHEE AHE5t0 4 CH7| 3 HAEE 2T RHMH
SHHECH7| & HEED S| MEEIX| f2 2 E Au|ago|Mo| &AELICH et SA| ci7| A
EEHE MHY5HY| Mol HE|E HEEZ{0o] ZHI|ado|MS 1% afiof gfLct,

. O|0|X| & Al SSO7t EE|HEIH AFM O|0|X| CHREE7F CHA| A[ZHE LT
. Standby-hot Z1E £2{0{| M= debugdshowcommands 2t A& = Q& L|CH

HA AP-SSO AZ&0i M WLCE anio|=Est= AFMIEH X|E2 17244(SS0) 5 710|= £ 9]

EAHE +sttlAlL.

| o2 HA Bt 30 ZHEEHE ¥Yadlo|=35t7| ™o 4|

0II|-

& 0 » fn

M LAN HEB2{0lM 712 F& 2 o|0|x| M

WLCOIAME 72522 £ He| o|0|x|, 5 7|12 o|n|x|et e o|0|x|& SA[ELIC. 7| olo|x|
£ #od oln|x|7} #4 olDIX|o] Czt o = ALBElE S 0F WLCOIM A 3HE 24 oln|X|QlL]
.

M O|D0|X|E AtE3dto{ WLCE Y1di0|=6tH WLCE RIS2 2 M O|0|X|E ] o|O|X| floi &
g

HAEER7} s A& 52 g4 o|0|x|(Z[& o|0|X|)E & elste{™ WLC GUI0| A Monitor(=Z L|E]

2)& #2511 WLC GUI<Q| Controller Summary(ZAEEH 2 2F)M| A Software Version(4: 2 E 04
EH7%) AE = i*aoH;lAIg. CLI0| A show boot BHEE A& 3504 7|2 O|0|X|E 21 WLCH /U=

O|0|X|E AT &= UA&LICE | & ETW CSO &L Ch

(c3504-01) >show boot

Primary Boot Image........ ... ... ... ... 8.5.182.0 (default) (active)

Backup Boot lmage......... ... ... 8.10.162.0

WLCO|AM o|O|X[E M73t7{LI EHo{Are{m FX|5l2d= O|O0|X|E ALE35I0{ WLCE B85t ¢
dlO|=E& & ELict olzfet WAlo2 M o|0|X|= W o|0|x|& CHAIELICt
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config boot <primary/backup> WHEE ALS
ol&L|Ct.

AA EH

(Cisco Controller) >config boot ?

Sets the primary i mage as active.
Sets the backup i mage as active.

primary
backup

config boot O|0|X|= WLC GUIE

stod WLCe| &AM HE o|0|X |8 &858

AL835t0 T EH

M

s

T U&Lict REMIEH MRH= WLC(Wireless

LAN Controller)0i|A #4121 O|0|X|E AIR 5= WS R ESIAAIL.
23 WLCOIM A & o|0|XIE AF =S WLC AI|adfo|ME K& ST CHA| 2EIGHok
grLict.
O O
CtS2 &olghLlct.
MXIE WLC AZEQ0{o] HHE EQlStedH A|AE MER & AEE o 2alFfL|Ct

GUIOIM Ch2 3t Z 0| & A|x=|o{oF BfLICH.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Monitor Summary

Summary 10 Aceass Points Supparted
Access Points

Cisco Cleaniir

COMMANDS  HELP

Saye Configuration  Bing  Logout Refresh

Userzadmin{Readwrite) M Home

3
»

b Statistics
» CDP

b

Rogues

Clients

Sleeping Clients Controller Summary

Rogue Summary

Hultllcas-l'. II?:; f:;;“‘ 162.168.1.14 , 2:/128 Actrve Rogue AP L] Deta:
b Applications e POt 0:0.0.0, 13128 Active Rague Clients q Datai
b Lync Software g oo Adhes Rogues 2 e
Local Profiling ;:nrzlf;‘:r.c‘, Wired Metwork 0
Image 8,5.103.0

¥ Cloud Services

WLC {7 2f 2l

Mersmian

¥aefol= = CLIMM CtS3t &

(¢c3504-01) >show sysinfo

Manufacturer's Name. . ......... .. ...
Product Name. .......... ...

I S R

Fo| & A|x=|o{of &FL|ct.

Ci sco Systens Inc.
Cisco Controller

Product Version......... ... ... 8.10.171.0

RTOS Version. .. ... e 8.10.171.0

Bootl oader Version.............c. .. 8.5.103.0

Enmergency Image Version............... ... ....... 8.5.103.0

ClH S

HEEH AZEQ0f YOB0|=E Z2MAN M Ed5tE O|HEE 224 debug transfer all
enable BHEE A8 = UELICH CIE2 H3Xel AT EQo{ Y2l|o|=0i AHE El= debug B

B EHE EoiF = of &Lch

(Cisco Controller) >debug transfer all enable
(Cisco Controller) >transfer downl oad start


http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809bcf7e.shtml
http://www.cisco.com/en/US/products/ps6366/products_tech_note09186a00809bcf7e.shtml

Mode. . . e FTP

Data Type. . ..o Code

FTP Server I P. ... . . . . . i 192.168.1.2

FTP Server Port........ ... . . . . . .. 21

FTP Path. .. ... ... . e / Shar ed/ Al R- CT3504/

FTP Filenanme. . ... ... ...
FTP Usernanme. ... ..... ... i i
FTP Password. .. .... ... ... i

Al R- CT3504- K9- 8-8-111-0. aes
adm n
*kkkkkkkk

This may take sone tine.

Are you sure you want to start? (y/N vy

*TransferTask: Mar 06 14:56:49.928: Menory overcommit policy changed fromO to 1
*TransferTask: Mar 06 14:56:49.928: Del ete randi sk for ap bundl e

*TransferTask: Mar 06 14:56:49.939: RESULT_STRING FTP Code transfer starting.
*Transfer Task: Mar 06 14:56:49.939: RESULT_CODE: 1

FTP Code transfer starting.

*TransferTask: Mar 06 14:58:52.024: ftp operation returns error code: 0 error: Transfer Successful

*TransferTask: Mar 06 14:58:52.034: tftp = 6, file_name=/Shared/ Al R-CT3504/ Al R- CT3504- K9- 8- 8-

111-0. aes, ip_address=192.168.1.2, nsg=Transfer Successful

*TransferTask: Mar 06 14:58:52.034: upd_get_code = 6 (target=268435457 nsg=Transfer Successful)
*TransferTask: Mar 06 14:58:52.034: RESULT_STRING FTP receive conplete... extracting

conponent s.

*TransferTask: Mar 06 14:58:52.034: RESULT_CODE: 6

FTP receive conplete... extracting
*Transfer Task: Mar 06 14:59:07. 442:

conponents.

RESULT_STRI NG Checking Version Built.

Checki ng Version Built.

*Transfer Task: Mar 06 14:59: 09. 442:

I mage version check passed.

*Transfer Task: Mar 06 14:59:12. 443:
*Transfer Task: Mar 06 14:59:12. 444:
*Transfer Task: Mar 06 14:59:12. 444:
*Transfer Task: Mar 06 14:59:12. 457:
*Transfer Task: Mar 06 14:59:13.508:

Witing new RTCS to flash disk.

*Transfer Task: Mar 06 14:59: 20. 810:

Executing install _rtos script.

*Transfer Task: Mar 06 14:59: 24. 878:

*Transfer Task: Mar 06 14:59: 24. 892:

RESULT_STRI NG

RESULT_STRI NG
RESULT_STRI NG
RESULT_STRI NG
RESULT_STRI NG

RESULT_STRI NG

RESULT_STRI NG

RESULT_STRI NG

RESULT_STRI NG

I mge version check passed.

Executing Product Check TLV.
Executing Version Built TLV.
Executing init script.
Executing backup script.

Witing new RTOCS to flash disk.

Executing install_rtos script.

Witing new Kernel-args to flash disk.

Witing new FP to flash disk.



*TransferTask: Mar 06 14:59:25.451: RESULT_STRING Witing new AP I mage Bundle to flash disk.

Witing new AP I mage Bundle to flash disk.
*TransferTask: Mar 06 14:59:44.044: RESULT_STRING Witing AVC Files to flash disk.

Witing AVC Files to flash disk.
*TransferTask: Mar 06 14:59:44.703: RESULT_STRING Executing fini script.

Executing fini script.
*TransferTask: Mar 06 14:59:52.860: RESULT_STRI NG Readi ng AP | MAGE version info.

*TransferTask: Mar 06 14:59:52.865: RESULT_CODE: 11

*TransferTask: Mar 06 14:59:52.865: RESULT _STRING File transfer is successful.
Reboot the controller for update to conpl ete.
Optionally, pre-download the imge to APs before rebooting to reduce network downti ne.

File transfer is successful.

Reboot the controller for update to conpl ete.

Optionally, pre-download the imge to APs before rebooting to reduce network downti ne.
*TransferTask: Mar 06 14:59:58.871: Create randi sk for ap bundle

*TransferTask: Mar 06 14:59:58.884: Menory overcommit policy restored from1l to O

(Cisco Controller) >
28 E

AZEY 0] YIB0|= SHE HHSHHH 0] M2 B,

HqagolE Z2MAMM 2F 7 =
WLC AZE?R|o{ ¥a0|EE =57
QFE MHELICH

. "% Error: Code file transfer failed - Couldn't connect to the server"(% 27F: T & I} M& A
I - MO AZLE == iT) - HHO| ALY == = B2 0l 27 HAIX|7H ZAIELICH
WLCOHIM Mt IP22| 44 g 2 Ql5t 1 TFTP/FTP/SCP EEHE 0| W E I3 o ¥atHo] ofsH
RHEHE|R| EQHEK| EQIBHLICH 3 MEHOIM TFTPIFTP/SCP MHEIA7H AHS/AEI=X| &
QIBfLICt ZRol Mhet M S8 T2IAUS AMsts HFE{OIM Yateig Z 4 2laLic
O|Zdol WLC ¥azlol=7} |2 - E[X| &f= O|R & stLtY = U&LICH

- "% Error: Code file transfer failed - Failure with receiving network data"(Z & I} T
HEST ololE] 41 Alm) - T2 &4 £ HRE £M9 22 T ME 2RI SMst 3
< ol 277t 4 UELIC HESXZ F2& et i X EXE alidstod miZlo| £ Az

M7t HRE &S ¥ 4 YBLch

O
>
=

- "% Error: Code file transfer failed - Server returns login failure"(ZE Tt & Al{ - AHH{0{| A
E2Q1 Mul gkt - ftp/scp ALE Rt O|&/RE 7 M| AR Rt ZEW UX|GHK| et B2
O| LR 7} drgLICt AFE XL Ol 2 HIZEHZ 7 M Foi & [t Lx|st=X| &ele
= A&LLCH.

- "% Error: Code file transfer failed - The URL does not exist, wrong path or filename"(% 2/
Fc ot ME A - URLO| gL B2 E= ot 0|§ 0| 2 E) - M| 7|2 CIREEZ[o
AZEQ|o{ Yasol= ool gL, ZHEEE] (180l = | o|X|2| 'File Name(Zt Y O|F)'
Zeof #2E ot o|§ 2 2=st 42 o] 27 HIAIXIZE EAIELULICH ol 2R E A 7H5te{H
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X| Controller Upgrade(ZAE E2{ 4180|=) HO|X[2] 'File Name(It Y O|F) HE0|AM & ISt
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