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- show lisp instance-id <L2 ap instance id> ethernet server MAC to Endpoint Identification (EID) Mapping
- show lisp instance-id <L3 ap instance id> ipv4 |P EID
- show lisp instance-id 8188 ethernet server address-resolution MAC to IP Mapping for a specific instance ID
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- show lisp instance-id <L2 ap instance id> ethernet database wic

- show lisp instance-id <L2 client instance id> ethernet database wic
- show access-tunnel summary
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_ap

- show fabric map-server summary

- show ip tunnel fabric
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(sdawlc3504) >show radius summary

Vendor Id Backward Compatibility................. Disabled
Call Station Id CaSe. ..ttt ittt eieeenn lower
Accounting Call Station Id Type€....euieieneenn. Mac Address
Auth Call Station Id TYDPE. .« ittt ittt eeeeeeenn AP's Radio MAC Address:SSID
Extended Source Ports SUpport............c.o.ooio... Enabled
Aggressive Fallover . ...ttt t ittt e eeeean Disabled
B2 o= 1« Disabled
Fallback Test:
Test Mode. o ot vttt e e e e e e e e e Passive
Probe UsSer NamMe. . o v v v ittt it ettt tteeeeeeennn cisco-probe
Interval (in secondsS) ... ittt i 300
MAC Delimiter for Authentication MessagesS........ hyphen
MAC Delimiter for Accounting MessageS............ hyphen
RADIUS Authentication Framed-MTU................. 1300 Bytes

Authentication Servers

Idx Type Server Address Port State Tout MgmtTout RFC3576 IPSec - state/Profile

Name/RadiusRegionString

1 * NM 192.168.2.193 1812 Enabled
2 M 172.27.121.193 1812 Enabled

NN

5 Enabled Disabled - /none
5 Enabled Disabled - /none

WLAN Config Push from(WLAN Z1I|12{| 0|44 ¥ Al)= "show wlan summary(WLAN 2f EA|
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(sdawlc3504) >show wlan summary
NUmMber Of WLANS . & vttt et et e ettt ettt e e e e eeeeeeeenn 7

WLAN ID WLAN Profile Name / SSID

Interface Name PMIPv6 Mobility

1 Test / Test

management none

17 dnac_guest_F_global_5dfbd_17 / dnac_guest_206
management none

18 dnac_psk_2_F_global_5dfbd_18 / dnac_psk_206

management none

Status

Enabled

Disabled

Disabled



19 dnac_wpa2__ F_global_5dfbd_19 / dnac_wpa2_206 Enabled

management none

20 dnac_open__F_global_5dfbd 20 / dnac_open_206 Enabled
management none

21 Test!23_F_global_b5dfbd_21 / Test!23 Disabled
management none
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(sdawlc3504) >show fabric map-server summary
MS-IP Connection status
192.168.4.45 UP

192.168.4.66 UP
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debug fabric lisp map-server tcp enable
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(sdawlc3504) >show fabric summary
Fabric SUPDROTE . ittt ittt e e e e e e et e e e e e e enabled

Enterprise Control Plane MS config

Primary Active MAP Server
IP AdArESS . ittt ittt et e e e e e e e e e e 192.168.4.45



Secondary Active MAP Server

B Ve e ol Y 192.168.
Guest Control Plane MS config

Fabric TCP keep alive config

Fabric MS TCP retry count configured ............ 3
Fabric MS TCP timeout configured ................ 10
Fabric MS TCP keep alive interval configured 10
Fabric Interface name configured .............. management
Fabric Clients registered ............c.cuuuno... 0

Fabric wlans enabled ............c.couiiiiienn... 3

Fabric APs total Registration sent ............ 30
Fabric APs total DeRegistration sent .......... 9

Fabric AP RLOC reguested .........uiuuueeeenenen.. 15
Fabric AP RLOC response received .............. 30
Fabric AP RLOC send to standby ................ 0

Fabric APs registered by WLC ........uvieennn... 6
VNID Mappings configured: 4
Name L2-Vnid L3-Vnid
182_10_50_0-INFRA_VN 8188 4097
10_10_10_0-Guest_Area 8190 0
182_10_100_0-DEFAULT_VN 8191 0
182_11_0_0-DEFAULT_VN 8189 0
Fabric Flex-Acl-tables Status
DNAC_FABRIC_FLEX_ACL_TEMPLATE Applied
Fabric Enabled Wlan summary
WLAN ID SSID Type L2 Vnid
VNID Name

19 dnac_wpa2_206 WLAN 8189
182_11_0_0-DEFAULT_VN

20 dnac_open_206 WLAN 8189

182_11_0_O-DEFAULT_VN

4.66

IP Address/Subnet

182.10.50.0 / 255.255.255.128
0.0.0.0 7/ 0.0.0.0
0.0.0.0 7/ 0.0.0.0
0.0.0.0 7/ 0.0.0.0
SGT RLOC IP Clients
0 0.0.0.0 0
0 0.0.0.0 0
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(sdawlc3504) >show fabric wlan summary

WLAN ID SSID Type L2 Vnid SGT RLOC IP Clients
VNID Name

19 dnac_wpa2_206 WLAN 8189 0 0.0.0.0 0
182_11_0_0-DEFAULT_VN

20 dnac_open_206 WLAN 8189 0 0.0.0.0 0

182_11_0_O-DEFAULT_VN
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Floor_Edge-6#sh ip dhcp snooping Hf 215/
MacAddress IpAddress Lease(sec) Type VLAN Interface

0C:75:BD:0D:46:60 182.10.50.7 670544 dhcp-snooping 1021 Z|7}HIE O] 1/0/7 AP 21
E{m|ojA 0l IP7} 2!o{oF EfL|CY.
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128 7Y 17:42:01.655:LISP-0:MS Site EID IID 8188 prefix any-mac

SVC_VLAN_IAF_MAC site_uci, Registration &1l, I 7|22l 2c0b.e9c6.ec80/48 &
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a) show access-tunnel summary

Floor_Edge-6#sh access-tunnel summary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels = 5

Name SrcIP SrcPort DestIP DstPort VrfId
Ac4 192.168.4.68 N/A 182.10.50.6 4789 0
Ac24 192.168.4.68 N/A 182.10.50.5 4789 0
Acl9 192.168.4.68 N/A 182.10.50.8 4789 0
Acl5 192.168.4.68 N/A 182.10.50.7 4789 0
Acl4 192.168.4.68 N/A 182.10.50.2 4789 0

Name IfId Uptime

Ac4 0x00000037 2 days, 20:35:29
Ac24 0x0000004C 1 days, 21:23:16
Acl9 0x00000047 1 days, 21:20:08
Acl5 0x00000043 1 days, 21:09:53
Acl4d 0x00000042 1 days, 21:03:20

b) show platform software fed switch active ifm interfaces access tunnel

Floor_Edge-6#show platform software fed switch active ifm interfaces access-tunnel
Interface IF_ID State
Ac4 0x00000037 READY
Acl4 0x00000042 READY
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Acl5b 0x00000043 READY
Acl?9 0x00000047 READY
Ac24 0x0000004c READY

Floor_Edge-6#
b W ofHo| HMA Ef'H0| a)2Ct =™ EX|7t ELICH0{7|M Fed YIEE|= Fabric
Edgedl M SHI2H X|XIX| tte 22 |0Soi| HIEH Fedol 042 AM|A E{d AIEE|7}
gLClc BES Ae & 4 IP bW, o{] HMA E{Ho| SUE Ti& IPE SRSt 4
ZZ2 20 EXNTF grdgholct
c) show platform software fed switch active ifm if-id <2 AP IF-ID> [&f 1:0| &&3of| M Zt
IF-IDE 7tXME = A&LICH]

Floor_Edge-6#show platform software fed switch active ifm if-id 0x00000037

Interface IF_ID : 0x0000000000000037
Interface Name : Acd
Interface Block Pointer : 0Oxffc0b04c58
Interface State : READY
Interface Status : ADD
Interface Ref-Cnt 2
Interface Type : ACCESS_TUNNEL
Tunnel Type : L2Lisp
Encap Type : VxLan
IF_ID : 0x37

Port Information

Handle ............ [0x2e000094]
TYDPE vt ittt [Access-tunnel]
Identifier ........ [0x37]
Unit ........0..... [55]
Access tunnel Port Logical Subblock
Access Tunnel id : 0x37
Switch Num : 1
Asic Num : 0
PORT LE handle : Oxffc0b03c58
L3IF LE handle : Oxffc0e24608
DI handle : Oxffc02cdf4s8
RCP service id : 0x0
HTM handle decap : 0xffc0e26428
RI handle decap : OxffcOafblf8
SI handle decap : OxffcOe26aal8
RCP opg info : Ox1
L2 Brdcast RI handle : 0xffc0e26808
GPN : 3201
Encap type : VXLAN
L3 protocol : 17
Src IP : 192.168.4.68
Dest IP : 182.10.50.6
Dest Port : 4789
Underlay VRF : 0
XID cpp handle : 0xffc03038£f8
Port L2 Subblock
Enabled ............. [No]
Allow dotlg ......... [No]
Allow native ........ [No]
Default VLAN ........ [0]
Allow priority tag ... [No]
Allow unknown unicast [No]
Allow unknown multicast[No]
Allow unknown broadcast[No]
[

Allow unknown multicast[Enabled]



Allow unknown unicast [Enabled]

IPv4d ARP SNoOp ....... [No]

IPv6 ARP SNnoop ....... [No]

Jumbo MTU ............ [0]

Learning Mode ........ [0]

Port QoS Subblock

Trust TyPE .ottt [0x7]
Default Value ................. [0]
Ingress Table Map ............. [0x0]
Egress Table Map .......coeuu... [0x0]
QUEUE MapD « v vttt e [0x0]

Port Netflow Subblock
Port CTS Subblock

Disable SGACL ...t iitnnienennnn. [0x0]

1 [0x0]

Propagate ........ ... [0x1]
BPOrt SGT .t ittt it it e [-180754391]

Ref Count : 2 (feature Ref Counts + 1)
IFM Feature Ref Counts

FID : 91, Ref Count : 1
No Sub Blocks Present

d) show platform software access-tunnel switch active RO

Floor_Edge-6#show platform software access-tunnel switch active RO

Name SrclIp DstIp DstPort vVrfId Iif_id
4 6 0x12b5 0x0000 0x000037
4 2 0x12b5 0x0000 0x000042

Acl5 192.168.4.68 182.10.50.7 0x12b5 0x0000 0x000043
4 8 0x12b5 0x0000 0x000047
4 5 0x12b5 0x0000 0x00004c

show platform software access-tunnel switch active RO statistics

Floor_Edge-6#show platform software access-tunnel switch active RO statistics

Access Tunnel Counters (Success/Failure)
Create 6/0
Create Obj Download 6/0
Delete 3/0
Delete Obj Download 3/0
NACK 0/0

e) show platform software access-tunnel switch active FO

Floor_Edge-6#show platform software access-tunnel switch active FO

Name Srclp DstIp DstPort VrfId Iif_id Obj_id Status
Acd 192.168.4.68 182.10.50.6 0x12b5 0x000 0x000037 0x004270 Done
Acld 192.168.4.68 182.10.50.2 0x12b5 0x000 0x000042 0x03cbca Done
Aclb 192.168.4.68 182.10.50.7 0x12b5 0x000 0x000043 0x03cb9b Done
Acl9 192.168.4.68 182.10.50.8 0x12b5 0x000 0x000047 0x03cb6b Done

Ac24 192.168.4.68 182.10.50.5 0x12b5 0x000 0x00004c 0x03caf4 Done
show platform software access-tunnel switch active FO statistics

Floor_Edge-6#show platform software access-tunnel switch active FO statistics



Access Tunnel Counters (Success/Failure)

Create 0/0
Delete 3/0
HW Create 6/0
HW Delete 3/0
Create Ack 6/0
Delete Ack 3/0
NACK Notify 0/0

f) show platform software object-manager switch active fO statistics

Floor_Edge-6#show platform software object-manager switch active f0 statistics
Forwarding Manager Asynchronous Object Manager Statistics

Object update: Pending-issue: 0, Pending-acknowledgement: 0

Batch begin: Pending-issue: 0, Pending-acknowledgement: 0
Batch end: Pending-issue: 0, Pending-acknowledgement: 0
Command : Pending-acknowledgement: 0

Total-objects: 987
Stale-objects: 0
Resolve-objects: 3
Error-objects: 1
Paused-types: 0

g) show platform software object-manager switch active fO pending-issue-update
show platform software object-manager switch active fO pending-ack-update

show platform software object-manager switch active fO error object

Floor_Edge-6#request platform software trace archive target flash:Floor_Edge-6_12_14_18
Waiting for trace files to get rotated.

Creating archive file [flash:Floor_Edge-6_12_14_18.tar.gz]

Done with creation of the archive file: [flash:Floor_Edge-6_12_14_ 18.tar.gz]

b) 2Z HIH 571 & 2& HIF s

Floor_Edge-6 (config)#logging buffered 214748364
Floor_Edge-6 (config) #no logging console

o) £H M

set platform software trace forwarding switch active RO access-tunnel verbose
set platform software trace forwarding switch active FO access-tunnel verbose
E3E AT EQ|0] FH fed A Q|%x| & ifm_main C|H

set platform software trace fed switch active access_tunnel verbose

set platform software trace forwarding-manager switch active FO aom verbose
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Floor_Edge-6#2Z EA| | EZcHA| 2|C[AM:<It O|&

Floor_Edge-6#show logging | redirect flash:console_logs_Floor_Edge-6_12_14_18
ECI0|HE CIHZ
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ZEI0|HE A ZX|2| B show B & CIHI7F 2 FE WLCO| CHE HEE +=Estod CIHZ S AIESHMAI2.
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AireOS WLC show EH
show run-config
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wlan 22F T A|

show wian <id> —> 2E SSIDO/ T3 0] §242 +HEHLICHE Y 5 L HINS Al 514 1))
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fabric map-server 2 2F E Al

Z2t0[AUE 29

FHl

Al

show client detail <mac_id>

AireOS WLC C|[HH1 B

C|H2 22t0|ME <mact1> —> ZEt0|E 14, 2, C|HZ

debug fabric client detail enable —> O|E | 5t HE WE2] S5 HAIX|7F ZAIELICH



=2 of x| ClHZ

WLCOIM |t = 22l0|UE0]| CHEt HEE & g
BiZ & AAA IEtOIE2 A3 YEfZ 0|S5tn o| A2

2 EelF& LI 22H0|2AE Tt Assoc, Authentication(215)0ll A SHFE SGT
2 AP CIHZ MMol| MHE CHZ HMA Efd =2 a2fYo| Hersicte Wz &Qlsof ghuch.
EQIE HH E A
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show lisp instance-id <L2_LISP> ethernet database wic —> £% L2 lisp QIAEIA DO CHEH 2 & WLC 8281 Z2I0IIEI} LIGEILICEAA £ HE
Qg 0] HEE Za)9] == +9f X[l oF gfL|CH.

show lisp instance-id <L2_LISP> ethernet database wic <client mac in h.h.h>—> §% Z2f0|HEof CHEH ME HE I} FAIELICH

& x| £ Clo/E{Ho|& EA||ivi—> ZEI0IET} 91ZEo] 211 2lofok st = §& SVIE #&LC).
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& x| =& CIO|E{H|0|£ F Al | i <mac>—> BEIO|YE &5 F&LIC SHHE VLAN, QIE(E 0|4, Ef & 7|78 ZIF2 2 BfLict.

show mac address-table dynamic vian <VLAN-ID> —> mac0{l CH&t &= 0] C|HFO|A =& G| OJE{H|0]| A8t LR[S oF BfLICt. Yx/6t= TR FEDOIA

mac F£ 822 0I5l HAI2.

show ip dhcp snooping binding vlan <vlan_where_client_is_connected>
show ip arp vrf <VN>
show mac address-table vian <vlan_where_client_is_connected>

show platform software fed switch active matm macTable vian <vlan_where_client_is_connected> —> 2HIE 72 2Z AQ|x[ollM £M 2eto[HE|
chet =2 aejYo| SHtE2H +=&ELict

show platform software matm switch active FO mac <mac_id>
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set platform software trace fed switch active all modules emergency
ZBHE L ZE Qo] FX] fed £R%| &4 I2_fib_entry verbose &%
ZSHE £ ZEQ o] FX fed APIX| 4 I2_fib_adj verbose &%
E2E L ZE Qo] FX] fed ARZ| active inject verbose

set platform software trace fed switch active matbose
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show client access-lists pre-auth all <client mac>
show client access-lists post-auth all <client mac>
show ip access lists(IP AL F 5 ZEA)
show controller d [0/1] 22}0/1E

show capwap cli detailcb
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debug dot11 client datapath eapol addr <mac>
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debug dot11 client datapath dhcp addr <mac>
debug dot11 client datapath arp addr <mac>
22o[¢E AP FX:

config ap client-trace address add <mac>
config ap client-trace £&] 2£ 27 &3

config ap client-trace filter all enable
config ap client-trace filter probe disable
config ap client-trace start
ZIzt
exec-timeout 0 0
CWA EA:
debug capwap client avc all
C/H{Z2 capwap E2}0/91E acl
C/H{z2 Z2}0/21E <client mac>
debug dot11 client level info address <mac>
debug dot11 Z2I0/HE & O[HE T4 <mac>
C/B{2 flexconnect pmk
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