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X% RADIUS
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ﬁ : 0| M= PEAP-MS-CHAPV2 Q152 2|3l freeRADIUS ME{0l 28 FMof CHEt of

SR A MBS 357 @I JAL|C ol 2 Mol M A|E! freeRADIUS MEH{ ZAI|12{[0|M2
LaboilA—I EHIAEL|ICOH M2 2 S5le Ao 2 §+°|5|<ug L|C}.Cisco TAC(Technical
Assistance Center)E freeRADIUS M |80l E K| &&HK| St& LIt

ABElE 7E 24

O| EMo| MEE=CIE AZEQ 0] 2l st=90{ HHXE 7|Hto 2 &L},

[0

. CentOS7 &= Red Hat Enterprise Linux 7(RHEL7)(T4% 1GB RAM Z! 20GB HDD)
- WLC 5508 v8.3

- MariaDB(MySQL)

.- X}* RADIUS

- PHP 7
Ol EMe| HEE &Y & 32| Cluto|aE ECHE A EEIR&LICE Ol Mo ALSE E% Clut
OlaE =7|3tEl(7]2) Zu|ado|Me 2 AFE|RELICHLEEA HEX AT} 58 S 82, 2

BFoo| HAHXQ F&FE O|2| SKIstAlZ7| HHEFLICH

7

HE<|3 Ctolo{1®Y

freeRADIUS WLC v8.3

=
:Client

httpd A %! MariaDB A %]

1EtA. o|{et BH S A-5t0q httpd ME{ & MariaDBE A X|&fLICt.

[root @ac-nxwirel ess ~]# yum -y update



[root @ac-nxwirel ess ~]# yum -y groupinstall "Devel opnent Tool s"
[root@ac-nxwirel ess ~]# yum -y install httpd httpd-devel mariadb-server mariadb

2EHA|. httpd(Apache) & MariaDB AMEHE A|Zt&t 0 & A8t 8hL|Ct.

[root @ac-nxwi rel ess ~]# systentt!| enable httpd
[root @ac-nxwirel ess ~]# systentt|l start httpd
[root @ac-nxwirel ess ~]# systentt| start mariadb
[root @ac-nxwirel ess ~]# systentt| enable mariadb

3EA. =7| MariaDB ‘¥ & F/dsto{ ESgfLICH.

[root @ac-nxwi rel ess ~] #mysql_secure_installation

0| AFJRIES RE RES MM LICH Z2EHM BF0o|A 2 E MariaDB AE{0f| ALE 8t
£ W0l E&UCLZY BAHE Fo| ZA e dAl2.

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be bl ank,

so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, mnoving on...

Setting the root password ensures that nobody can |log into the MariaDB
root user wi thout the proper authorisation.

Set root password? [Y/n] Y New password: Re-enter new password: Password updated successfully!
Rel oading privilege tables.. ... Success! By default, a MariaDB installation has an anonynous
user, allowi ng anyone to |log into MariaDB without having to have a user account created for
them This is intended only for testing, and to nake the installation go a bit snoother. You
shoul d renove them before noving into a production environnent. Renbve anonynous users? [Y/n] y
Success! Normally, root should only be allowed to connect from'local host'. This ensures
t hat someone cannot guess at the root password fromthe network. Disallow root login renotely?
[Y/n] y ... Success! By default, MariaDB cones with a database nanmed 'test' that anyone can
access. This is also intended only for testing, and should be removed before noving into a
production environment. Renove test database and access to it? [Y/n] y - Dropping test

dat abase... ... Success! - Renoving privileges on test database... ... Success! Rel oading the
privilege tables will ensure that all changes made so far will take effect imedi ately. Rel oad
privilege tables now? [Y/n] y ... Success! Ceaning up... Al done! If you' ve conpleted all of

t he above steps, your MariaDB installation should now be secure. Thanks for using MariaDB!
4T H|. freeRADIUSE <loll CIlO|E{H|O| A& T LICHIE A T8 [t S YU HIZHE
ALE).

[root @ac-nxwirel ess ~]# nysql -u root -p -e "CREATE DATABASE radi us"

[root @ac-nxwirel ess ~]# nysql -u root -p -e "show dat abases”

[root @ac-nxwirel ess ~]# nysql -u root -p

Mari aDB [ (none)] > GRANT ALL ON radius.* TO radi us@ocal host | DENTI FI ED BY "radi uspassword";
Mari aDB [ (none)]> FLUSH PRI VI LEGES; MariaDB [(none)]> \q

Bye

CentOS 701 PHP 7 M|

1EH7A|. ole{8t B S A=~ st0o4 CentOS70 PHP 72 M X|ELICt

[root @ac-mwirel ess ~]# cd ~



[root@ac-nxwirel ess ~]# curl 'https://setup.ius.io/' -0 setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo bash setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo yum renove php-cli nod_php php-comon

[root @ac-nxwirel ess ~]# sudo yum -y install mod_php70u php70u-cli php70u-nysql nd php70u- devel
php70u- gd php70u-ncrypt php70u- nbstring php70u-xm php70u- pear

[root @ac-nxwi rel ess ~]# sudo apachect| restart

FreeRADIUS M x|

1CHA|. 0] 22 AISH510d FreeRADIUSE A %|gfLC}.

[root@ac-nxwireless ~]# yum -y install freeradius freeradius-utils freeradius-mnmysql freeradius-
sqlite

2CHA|. radius.service® mariadb.service 0|5 A|&HgFL|C}.

[root@ac-nxwirel ess ~]# vim/etc/systend/ systenm multi-user.target.wants/radi usd. service

tUnit] Ao 2+Ql F 7}

After=mari adb. service
[Unit] M2t Zhofofk gLt

[Unit] Description=FreeRADI US hi gh performance RADI US server. After=syslog.target network.target
After=mari adb. service

3CHA|. B &l A| freeradiusE AR L #4358 Ct

[root @ac-nxwi rel ess ~]# systenctt!| start radiusd. service
[root @ac-nxwi rel ess ~] # systentt!l enabl e radiusd. service

4EHA|. 2ot 2lol atHE g dstELict

[root @ac-nxwirel ess ~]# systenct| enable firewalld
[root @ac-nxwirel ess ~]# systenctt!l start firewalld
[root @ac-nxwirel ess ~]# systenctl status firewalld

5. http, https & radius AMHIAE 5{&317| |l 7|2 GHof| S+ #3E F7tELch

[root@ac-mkwirel ess ~]# firewall-cnd --get-services | egrep 'http|https|radius'
[root@ac-mkwirel ess ~]# firewal | -cnd --add-service={http, https, radi us} --permanent success

6EF7l HE ALY S M stedH We S ChA| =8 LT

[root@ac-nxwirel ess ~]# firewal |l -cnd --rel oad
A% RADIUS
MariaDBE A8 3t TS FreeRADIUSE F#45t2iH Ct= HAHE =& & Lct.

1EH74|. RADIUS Cl|O|E{HIO|A R~ HEE 71X{2} RADIUS H|O|E{H[O|AE RS LIC}.


https://setup.ius.io/

[root @ac-nxwirel ess ~]# nysql -u root -p radius < /etc/raddb/ nods-
config/sql/ main/nysql/schema. sql

2EHA. Jetc/radb/mods 7t & A48 El SQL(Structured Query Language)ofl CHet AT E 2l B MM8t
LICt.

[root@ac-nxwireless ~]# In -s /etc/raddb/ nods-avai |l abl e/ sql /etc/raddb/ nods- enabl ed/
3t SQL 2 = /radb/mods-available/sqlE 435t CIO|E{H|O|A 42 OH7H ¢+ ALS XL &3
off A #HZEELICH

[root @ac-nxwi rel ess ~]# vim/etc/raddb/ nods-avail abl e/ sqgl

SQL M2 0|9t FAtsHok ErL|Ct,

sql {

driver = "rlmsql _nmysql"
di al ect = "nmysqgl"

# Connection info:

server = "local host"

port = 3306

login = "radius"

password = "radpass" # Database table configuration for everything except Oracle radius_db =

"radius" } # Set to ‘yes’ to read radius clients fromthe database (‘nas’ table) # Cients wll
ONLY be read on server startup. read_clients = yes # Table to keep radius client info
client_table = “nas”

4Et7|. 2 & T™EHo| Jetc/radb/mods-enabled/sql2 radiusd£ #4Z& & LIC}.

[root @ac-nxwirel ess ~]# chgrp -h radi usd /etc/raddb/ nods-enabl ed/ sql

FreeRADIUSOI A AAA(Authentication, Authorization, and Accounting) @2}0|HEZ
WLC

1EHAH|. WLCS| 2% 7|18 MX5l24T Jetc/raddb/clients.confS T &I EFL|C}.

[root@ac-nxwirel ess ~]# vim/etc/raddb/clients. conf
2CHAH StEUM HEER IP T4 SR 7|1E FIHELICL

client{ secret = shortnane =}

WLCZ| RADIUS AHZ FreeRADIUS

GUI:

1EHAl. wLC2| GUIE €T o|O|X|of| EA|El CHE SECURITY > RADIUS > Authentication > New=
O|S & LIcH



onfiguration  Ping  Logout
vl gurstion | Ring  Leg

cisco HTROLLER W] " MANAGEMEN § HELP FEEDB

Security RADIUS Authentication Servers Apply
| G Auth Called Station ID Type  [AP MAC Address:SSID ~]
General

IR Use AES Key Wra

Y e U [Designed for FIPS customers and requires a key wrap compliant RADIUS server)
RECOLTINNY MAC Delimiter [Hyphen ]
Fallback
DNS Frarned MTU 1300

2CHA|. o|O|X|of EA|El CHE RADIUS M MEE a3 LIC}.

RADIUS Authentication Servers > New

Shared Secret Format

Shared Secrat IXTITTITIT) |

Confirrn Shared Secret |unun |

ey Wrap

[ [Deszigned for FIPS custormners and requires a key wrap compliant RADIUS servar)

Port Murber 1812

Server Status |Ena|:||ed Vl
Suppott for oA Cisabled
Server Timeout seconds
Metwork Uszer Enable
Managerment Enable
Managerment Fetransmit
Timeout seconds
IPSac |:| Enable
CLI:

config radius auth add <i ndex> <radi us-ip-address> 1812 ascii <shared-key>
config radius auth disable <index>

config radius auth retransmt-tineout <index> <tineout-seconds>

config radius auth enabl e <index>

WLAN

>
>
>
>

GUI:

1B, WLC 2| GUIE ¥ 1 o|0|X|ofl & A|El WLANSs > Create New > GoasZ O|S &fL|Cl.

MOMITOR  WlLANs  COMNTROLLER WIRELESS  SECURITY  MAMAGEMENT COMMAMNDS HELP FEEDBACK

WLANs WLANS

Current Filter: Mone [Change Filter] [Clear Filter] Creste New P

b Advanced

2EH7A|. SSID(Service Set Identifier) & T 21} 0| 0]
Applyas& £ 2/gFL|Ct.

il

£ MEE ChE ol0lx|o ZAIE CHz



WLANS > New coaa |
Tupe W LA - |

Profile Mame i |

551D |

CLI:
> config W an create <id> <profil e-nanme> <ssi d- nane>
3CHA|. WLANO RADIUS AMHHE & &Lt

CLI:

> config w an radius_server auth add <wl an-i d> <radi us-i ndex>

GUI:

Security(:2.2t) > AAA Servers(AAA AHH)E 0|S 5t #ét= RADIUS AME{E E4EF CHZ O[D|X|
ol ZAIE CHE Apply(M )& E=&Lct

WLANSs > Edit ‘ise-prof' < Back | i Apply
—
General | QoS | Policy-Mapping | Advanced |
Layer 2 I Layver 3 | ARDL Servers
"
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Owerwrite interface DEnabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable [ ]
Serverl (IP:1172.16.15.8, Porti1812 -~ fHone |
Server 2 | Mone Hone -’|
Server 3 | Mone - None -'|
Server 4 | Mane -'lenne |
Servar 5 _Nc\ne -':lNDne |
Server & | Mone -':|Nnne |
RADIUS Server Accounting
Interirn Update Interirn Interval |0 Seconds W
£ >

ATHA|. MEfX o 2 MM AlZhg sEILICH

CLI:



> config wW an session-tineout <wl an-i d> <session-ti meout-seconds>

GUI:

Advanced(1l&) > Enable Session Timeout(Al4d Alzt X8t & 3hH o 2 O|S 35t o|0|X[ofl EAIE
CHE Apply(H&)E Z=IFLct.

WLANS > Edit 'ise-prof’ < Back
| General | Security | Qo5 | Policy-Mapping Advanced
My
Allow Aat Sverride Enabled DHCP
Coverage Hole > bled DHCP Server [ cveride
Cretection =~ Enable
Enable Session [z2200 | DHCP Addr
; " ' i
I JTirnsout % Seccinn Ticneoy N (secs) Assignment [ Required
Airanet IE “Enablad OEADP
Diagnostic Channel — -
ig —Enabled Split Tunnel __ Enabled
Ouerride Interface 1 IPue
IPvd |Mone - TP :
ACL Mone - | Management Frame Protection (MFP)
Layerz Acl Mone -
URL ACL Mone MFP Cliert Protection 4 | Optional -
P2P Blocking Action | Disabled | DTIM Period (in beacon intervals)
Client Exclusion e £
nable ' -
Timeout Yalue (secs) 802.11afn (1 - 255) 1
Maxirmurn Allowed a e g (. © #eh) |2
Clients 8 E— NALC
Static IP Tunneling ' MaC State [ Mane > ¥
< »

5CEHA| WLANS & M3} 8HLct.

CLI:

> config W an enabl e <w an-id>

GUI:

o|O|x|oll EA|El CHE General(Bl) > Status(2 Ell) > Tick Enabled(E! &433}) > Apply(H&)E 2
2IgfLct.

WLANS > Edit “ssid-name’ = Back | I Apply I
Security QoS Paolicy-Mapping Advanced

Profile Name SRR T

Typa WILAN

S51D SER - rRBITHE

sous

freeRADIUS Cl|O|E{H[O| &0 AL X} &7}

7|2Mo 2 2EI0|MEE= PEAP Z2EZ 2 AFE3HX|T freeRadius= CHE W2 X[ LICHO|
MHEM|M CHRX| 8F ).



15tA|. T} Jetc/radb/usersB T EIgHLICE.

[root @ac-nxwi rel ess ~]# nano /etc/raddb/users
2EtA|. ot StEHOIAM AR HEE FTHENLICH O] oflofl M user12 ALE XL O|F 0|1 Cisco1232
HIYEd S @it

userl Cl eartext-Password : = <C sco0l23>

3EH7A|. FreeRadiusE CHA| A|EFEFL|CEH

[root @ac-nxwirel ess ~]# systenct| restart radiusd.service

freeRADIUS 2| QI& A

FreeRADIUSOE 7|& CA(Certification Authority) /5 M 2! /etc/radb/certs ZZ0{| MZE E|&= ClH}
OlA QB M7t &7 MSELICH ol2{8 21E M2l O|& 2 ca.pem ! server.pem&L|C}
server.pem ZE}0|IET} Q1B T2 MAE TI™AstE S +4I5t= QB MULICHLEAP Q1B S
?l5ll CHE QIBAME S alof 5t 42, Q1B ME AAMstn SUSH OIF 22 SYUE F20f A 2
SME MEE = st

%|& CldtolA Hu|ag ol

802.1x 215 & PEAP/MS-CHAP(Challenge-Handshake Authentication Protocol 2| Microsoft E{ %)
HZ 28§ Ar&35t04 SSIDOY| 2SI =& B E Windows A|AEIE 7 ELICEH

Windows A|ARIOAM WLAN Z 20t g Md5t2{™ CHS 5 7HX| M 0| &Lt

1. 2152 2t235t7| 2I5H freeRADIUS AMEHE HB 5t MESHZ T AlARof RHxl| MY S M
£ GX[ELICH

2. RADIUS AMH{o| & %% ALE D Q15 S £35He o L8 Ll ZE RADIUS MHE AZF
Lich(Eet BX7t & 4 o2 2 MY x| ofF). o248t S0l ChEt Zmazolde =
C|HtO|A ZAT| T2 2[0]4d - WLAN Z 21t oM AdHEL|C

FreeRADIUS QIS M 71x{27|

freeRADIUSOI| A X|El 7|2 QIS ME A& 3l= B freeRADIUS AMEHOIM %5 C|HIO|A R EAP
QIZME JHQ M Che IS S3ELICH

1EHA|. FreeRadiuso M @185 HE 7HA{SLIC}.

[root @ac-nxwi rel ess ~]# cat /etc/raddb/certs/ca. pem

----- BEG N CERTI FI CATE- - - - -
M | EATCCASNgAW BAgl JAKLHn4eZLj BMAOGCS|GS! b3DQEBBQUAM GTMBWOQYD
VQQGEWJI GUj EPMAOGAL UECBMGUNFK aXVz MRl WEAYDVQQHEW Th21| d2hl cmUx FTAT
BgNVBAO TDEVAYWLwb GUg SVBj Lj EgVBAGCSqGS| b3DQEJARYRYVRt aWsAZXhhbXBs



ZS5j b20xJj AkBgNVBAMIHUVA YWLwb GUg Q2VydGE maViNhd GUg QXV0a &y aXR5MB4 X
DTE3MDMz MTEXMT1 X NI o XDTE3MDUz MDEXMTT XNl owgZIMk Cz AJ BgNVBAYTAK ZSMBwW
DQYDVQQ EWZSYWRpd XK Ej AQBgNVBAC TCVNv bW/3aGVy ZTEVVBMGALUEChMVRXhh
bXBsZSBJbnmVuMSAWHg YJKoZI hvcNAQkBFhFhZGLpbkBl eGFt ¢ Gxl LniNvb TENMMCQG
ALUEAX MIRXhhbXBs ZSBDZXJ0aWZpY2F0ZSBBd XRob3JpdHkwggEi MAOGCSqGSI b3
DQEBAQUAA4| BDWAWggEKA0I BAQCOVJI53NN7J9vhpKhc B3BOOXLpe QFW qol QOBIF
/ 8Lh2Hax2r zb9wx O 1 MOy XR+k N22H7 RNWUHET8Vdy GUs AACdZWiy z I 8sKi 5HA2CU
Eu6GDWLYJvhHn4r VC360OZU/ Nbaxj 0eR8ZQA0JGse4f t QKLf ckkvCOS5QGn4X1lel RS
oFe27HRF+pTDHd+nzbaDvhYW Foe6i A270d7AY/ sDuo/ ti | IWadnBocPz3+01 i FC
ay6dt Gb5YQOHx KaswH7/ HIkLs KWhS4YnXLgJ XCeeJqooqr +TEwy CDEaFai X835Jp
gWNNZ7X5USOFcj uuCQ pJJ3hf @BK6uXj EWPCk DEODANngp4/ n9AgMBAAG ggEOM | B
MDAd BgNVHQ4 EFgQUY s FNRZKpAl ¢ FCEgwd OPVGVOwaL EwgcgGAL1Ud| wSBwDCBv YAU
ysFNRZKpAl ¢ FCEgwd OPVGVOwaL GhgZnkgZYwgZMk Cz AJ BgNVBAYTAK ZSMBWDQYD
VQQ EWZSYWRpd XMk Ej AQBgNVBAC TCVNvbW/3aGvy ZTEVVBMGALUEChMVRXhhbXBs
ZSBJIbmVuMsAWHG YIKoZI hvec NAQkBFhFhZGlpbkBl eGFt ¢ Gxl Limi\v b TEMMCQGALUE
AxMIRXhhbXBs ZSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHMCCQCH 5h5+HmS4wWTAMBgNV
HRVEBTADAQH MDYGAL Ud HWQv MCOWKBE Apo Ce GIWhOdHABLY93d3cuZXhhbXBs ZS5j

b20vZXhhbXBsZV9j YS5j cmmwDQYJKoZl hvc NAQEFBQADggEBACs PR2j i OFXnTsK4
lwnrr Myl ZZb12gDugK+zKELox 2zl DMVK83t BsL8yj kv70KezZn821I zf Tr Tf vhzV
nj X6HgaW YyM YYYSw i Eu2JsAt dpvC3di 10nGWPH zbozPdov8cZt Ch21ynfY
Z6¢cN x8+aYQ csRI ygAll XMOBWM X0141TOnoODdgf X951 poLwgkt RLkvI 7Y7owsz
ChYDO++H71 ewsxx5pQF mb6dA2cNr | TWw My Vi Ky X7d pwl bBOxgkLi FI5+GFbf Lh
a0HBHZWATKVT f br 62nkbf j CUf JUAT3xgY9z Fwi wT+Bet CIgAGy8CT/ qrmO+NJERO
RUvDhf E=

----- END CERTI FI CATE- - - - -

2EHA|. o|™ BHA|e| 7 3
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Geners Detals | Cerpficason Pash

AR Certfscate Informabon

This CA Reold certilcale is ol Lrusted. To enable trasl,
install this certificate in the Trusted Root Certifacation
Agthontes siore.

Isswmed lor  Evamgle Certificate huhority

Isswed by: Example Certificale Auarity

Vald from 3/ 31/ 2007 bo 5 3 247
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LEam g Shoul e B g beg




4EHA|. o|dIX|ofl EAIE CHE AMZE + /U= RE & 7| MEF L0 ABME HRIFfLICH

)

Certificate Import Wizard

Cerlificate Slare
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

i Automatically select the certificate store based on the type of certificate
i@ Plage all certficates n the follovwing store
Certificabe stone:

Select Certificate Store @"

Select the certificate store you want to use,

Int:ﬂr-:ﬁut: Certification Authorities

| Trusted Publshers
JT L inrneshed Carbifieabes
] m | »

|| Shew physical stores

Lo | [ cocel |

WLAN L2 1}l M

1Et7H|. A|ZH Ol 0|28 0} RA RLEZ HECE 22|
Ct.

[e][]

t12 olOjx|of EAIE CHZ AMo{thg M=



Programs. and Features
iability Cenber

Power Oplions

Everd Virwer

System

D Manager
metwork Connectsons

Disk Manapement

Compauter hManadgpement

Command Promgt

Command Proamgd (Acmin)

Task Manager
Conbrod Panel
File Expriorir
Search

R

Skt doam or sign out

F LT . il = T L5

2&H Al Network and Internet(IE9|3 & 2IE{4) > Network and Sharing Center(LUIEL|3 & &
HIE])> o|O|X|ofl ZA|El CHZ Set up a new connection or network(Ml ¢4 £ HERZ HH)E
== ErLct

& Metwork and Sharing Center

A v ”T‘I-"J-“ * Control Panel * Metwork and Internet * MNetwork and Sharing {enterl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: « Ethernet

Tatal

5. Set up a new connection or netwark

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

- Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

3EA. RM UHERIM =522 AAS MEYst T o|0|X|of EAIE CHS
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[T
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L
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'5* S0t Uip a Connction or Metwork

Choose a connection option

Q Connect to the Intemet

;.Sctuparmmi

& Connest to a workplace

Hext

Cancel

ATEHA|. SSID & 2ot 3% WPA2-Enterprise| O|E2 2
Z2Igct

28 93

to o|O|X|ol EAIE CIEE

—_ =
d= e biaraally Connel 10 & wereheid Stk

enter information for the wirdhess nebwork you want 1o ada
etk rame SSID-name
Sty pe WAL Enserpenis
Ercryption G AES
Sty Ly

| Traim e comrep R ulara ey

[ ] Cormect ever i the networs s not brosdeastng

Warmeng 1 you telect Thit oplion, your domputer prmscy msght be 8% risk
Maewt Cangal

5Et7|. o|O|X|ofl EAIE CHE WLAN Z 21t o| Au|ad|o|MES AFSAF X|&5tc{0d 48 AN H

ZS =gt



!-" Manually conrect Bo a winshess network

Successfully added ise-ssid

=+ Change connection settings
Open the connection properties 5o that | can change the settings

6EtH. Hot o 2 0|35t o|O|x|ol EAIE CHE A¥e Z=/gLict



Ise-ssid Wireless Metwork Properties

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) h

[-~| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel

77| RADIUS MHH7t R & 8HK| o & MEHEFL|CE,

0
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=§é>§+§n_ll:+ list = freeRADIUS S| A&l ME QIS MHE MEAFILICE.

1% CFZ Configure and disable Automatically use my Windows logon name and password...&
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Protected EAP Properties X

When connecting:
|| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;. *\ srvd).com):

Trusted Root Certification Authorities:

|:|[ e Bo T L L s
|:||_._, i [T ET N T =

[ i ;

L L= -
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| QR SR R - (T T Tang 4 o

Q[‘ Tk e ey 4 -
L 4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ’
[] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

EAP PMSCHAPWZ Properties >

When connecting:

Automatically use my Windows logon name and
L]
password (and domain if any).
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Security(:29) o Z CHA| S0} 2t A Advanced(L2) MHS MEst D 915 2= E User
authentication(At& &} 21&)2 2 x| 5t o|O|X|ofl EAIE CHE ALEAHE 1B 7| <I5H
freeRADIUSO]| T+ 4= XtZ3 ZHS K& &LC.

Ir

ise-ssid Wireless Mebtwork Properties 4

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Chiodse a network authentication method:

Microsolt: Protected EAP (PEAP) - Settings
[+] Remember my credentials for this connection each
tiene I'm logged on




Advanced setlings

B02.1x settings 502,11 settings

[+] Specify authentication mode:

User authenthcation

Dedete crasdentials lor all users

[ ] Enable single sign on for this netwaork
Perform iImmediately before user logan

Peronm immadiately atter wser Kdgon

SA Tl

Al wser suthentication

Miany add@icnal dialegs (o

10 E

b displayed during singhe

Thies network uses separale virlwal LANS for maching

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user
ll-l-l.ll-l;
OK Cancel
(=X~
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EH ALExtol CHet 215 Z2MAE ZLE{ZotedH O B>E S A et

> debug client <mac-add-client>
> debug dot 1x event enabl e
> debug dot 1x aaa enabl e
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https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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