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RouterA#show running-config
Building configuration...

Current configuration : 1258 bytes
!
version 12.1
no service single-slot-reload-enable
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1
hostname RouterA
!
logging rate-limit console 10 except errors
!
ip subnet-zero
no ip finger
ip dhcp excluded-address 10.1.1.20
ip dhcp excluded-address 10.1.1.30
1
ip dhcp pool wireless
network 10.1.1.0 255.255.255.0
!
ip audit notify log
ip audit po max-events 100
call rsvp-sync
1
crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key cisco address 10.1.1.30
1
!
crypto ipsec transform-set set esp-3des esp-md5-hmac
1
crypto map vpn 10 ipsec-isakmp
set peer 10.1.1.30
set transform-set set
match address 120
!
interface Loopback0
ip address 20.1.1.1 255.255.255.0
!
interface Ethernet0
ip address 10.1.1.20 255.255.255.0
crypto map vpn
1
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.1.1.30
no ip http server
no ip http cable-monitor
1
access-list 120 permit ip 20.1.1.0 0.0.0.255 30.1.1.0
0.0.0.255
!
!
line con 0
transport input none
line vty 0 4




end

RouterB(Cisco 2600 2+ E{)

RouterB#show running-config
Building configuration...

Current configuration : 1177 bytes
!

version 12.1

no service single-slot-reload-enable
no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterB

!

logging rate-limit console 10 except errors
!

ip subnet-zero

no ip finger

!

ip audit notify log

ip audit po max-events 100

call rsvp-sync

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 10.1.1.20
1

!

crypto ipsec transform-set set esp-3des esp-md5-hmac
!

crypto map vpn 10 ipsec-isakmp

set peer 10.1.1.20

set transform-set set

match address 120

interface Loopback0

ip address 30.1.1.1 255.255.255.0
!

interface Ethernet0

ip address 10.1.1.30 255.255.255.0
no ip mroute-cache

crypto map vpn

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.20
no ip http server

no ip http cable-monitor

!

access-list 120 permit ip 30.1.1.0 0.0.0.255 20.1.1.0
0.0.0.255

1

1

line con 0

transport input none

line vty 0 4

login

1

end
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BR350-400b56 Root Radio Data Encryption (1800 SYSTEMS
Cisco 350 Series Bridge 11.08T
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Map Hel Uphirme: 01:18:38

Use of Data Encryption by Stations ig; | Pl Beryetin |

Open Shared NetworlcEAP
Accept Authenti cation Type: 1
Require EAP:
T ransmit
With Key i
WEP Kev 1: " | [EnterWEP key here] | e |
WEP Key 2: - | | rer=st ]
WEP Key 3: - | | rotset =]
WEPKey4: - | | roreet 2l

Enter 40-bit WEP kevws as 10 hexadecimal digits (0-%, a-f or 4-F).
Enter 128hit WEP keys as 26 hexadecimal digits (0-9, a-f, or 4-F).
This radio supports Encryphion for all Drata Fates.

Apply  OK | E:n-:ell Reztore Defaults

Map][Login] Help]
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- show crypto engine connections active - O| WH2 34X &M 2535t AMH A
Eluct
RouterA#show crypto engine connection active
ID Interface IP-Address State Algorithm Encrypt Decrypt
1 Ethernet0 10.1.1.20 set HMAC_MD5+DES_56_CB 0 0
2002 EthernetO 10.1.1.20 set HMAC_MD5+3DES_56_C 0 3
2003 Ethernet0 10.1.1.20 set HMAC_MD5+3DES_56_C 3 0
RouterB#show crypto engine connection active
ID Interface IP-Address State Algorithm Encrypt Decrypt
1 <none> <none> set HMAC_MDS5+DES_56_CB 0 0
2000 EthernetO 10.1.1.30 set HMAC_MD5+3DES_56_C 0 3
2001 EthernetO 10.1.1.30 set HMAC_MD5+3DES_56_C 3 0
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