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1. SSID(Service Set Identifier)0l CHaH & 2|l VLANO| CH3H & 235t 2HE|RHE AEE L
Security(29h) > Encryption Manager(& 2.3} #2|XHZ 0|5 3t0q Cipher(¥ =
EX| &Ql8t LIS AES CCMP + TKIPE 5 SSIDO| 25 AI& of 3 2 MEighL|Ct.

- S
e
0r 11
E
i
20

T

2. 1AM HolE &35 i7iHs-E ALE501 2HHE VLANS E &3 &L|Ct. Security(2 o)
> SSID Manager(SSID #2IXH)Z 0|53t 1 Current SSID List($4A SSID = 5)0i A SSIDE
MEREFLICH O] B AlE WPA X WPA2 ZAL|a8|o|Mof 38X =2 MEFLICH

3. SSID H|O|X|0{l A Key Management(Z| £ 2/)& Mandatory(BE<)2 435t Enable
WPA(WPA & 48) EQIEte MEHSILICH WPAR E435t5iedH EELI2 S50l WPAS
MEHSHLICH WPA AHH S5 7|1& =g Lt
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4. WPA2E E A5l 5l{M CECHe S20f M WPA2S MEiEhLIC}

AR e b Bey Je— - | #a AR

CLIE AISE 7

o

O| MlMoj| AFREl Hof CHst XEM|EH LIS 2248 Command Lookup Tool(SEEl 240t
)2 AFSRELICH
Output Interpreter = (S S E T40t i) = S show BHE X|HELICH show BHE &
2o| EAME Eo{H [E™ QIHZZ|H =7 ArE LI

Oli= CLI LHOIIA 85| 740t St 74T/ olMelLict,

sh run

Bui | di ng configuration...Current configuration : 5284 bytes
!

! Last configuration change at 04:40:45 UTC Thu Mar 11 1993
version 15.2

no service pad

service tinmestanps debug datetinme nsec

service tinmestanps | og datetine nmsec

servi ce password-encryption

!

host nane ish_1262_1 st

!

!

logging rate-limt console 9

enabl e secret 5 $1$I ykv$it UkNYeB6onkK41S18l ThQL
!

no aaa new node

ip cef

i p domai n nane ci sco.com

!

!

!

dot 11 sysl og

!

dot 11 ssid wpa

vlan 6

aut henti cati on open

aut henti cati on key-managenent wpa

nbssi d guest - nbde

wpa- psk ascii 7 060506324F41584B56
!



//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

dot 11 ssid wpa2

vlian 7

aut henti cati on open

aut henti cati on key-managenment wpa version 2
wpa- psk ascii 7 110A1016141D5A5E57

|

bridge irb

!

!

!

i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
|

encryption vlan 7 node ciphers aes-ccmtkip
!

ssid wpa

|

ssid wpa2

!

antenna gain O

nbssi d

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

!

i nterface Dot 11Radi 00. 6

encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed

bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning

no bridge-group 6 unicast-flooding

!

i nterface Dot 11Radi 00.7

encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed

bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning

no bridge-group 7 unicast-flooding

!

interface Dot 11Radi ol

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
|

encryption vlan 7 node ciphers aes-ccmtkip
!

ssid wpa

!

ssid wpa2

!



antenna gain O

no dfs band bl ock

nbssi d

channel dfs

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
1

interface Dot 11Radi 0l.6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed
bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning
no bridge-group 6 unicast-flooding
1

interface Dot 11Radi 0l.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed
bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning
no bridge-group 7 unicast-flooding
1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

no keepalive

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

no bridge-group 1 source-Iearning

1

interface G gabitEthernet0.6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 spanni ng-di sabl ed

no bridge-group 6 source-Iearning

1

interface G gabitEthernet0.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 spanni ng-di sabl ed

no bridge-group 7 source-I|earning

1

interface BVI1

i p address 10.105.132.172 255. 255. 255. 128
no i p route-cache

1

ip forward-protocol nd

ip http server

ip http secure-server
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ZE|RA=X| FlELct.

gt Cofiguames B wagie  Eetaid
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e (# Dt [ ietmeuctoon dbeet apoh

CLIO| A CtZ syslog HIA|X|2F 220|E GBS

ok

oI = A&LICH

*Mar 11 05:39:11.962: %O0T11-6- ASSCC. Interface Dot 11Radi 00, Station
ish_1262_1 st 2477.0334.0c40 Associ ated KEY_MGMIT WPAv2 PSK]

= e e

&1 debug BHEE ALE 57| ol [T B0l CiEt S HEES HESAAL.

A4 EME sHZstcd™ CHS debug BWHE ALSELICH

HO
jn
(o][]

- debug dot11 aaa manager keys - O| C|H{1= AP 2EL0|1E AtO[of| PTK(pairwise
transient key) & GTK(group transient key) && & & dlst= SHEMO|ZE EAIFLICH

- debug dot11 aaa authenticator state-machine - O| C|H{1= 220 E 7} 445t 1 Q& 5tH
M Sitste ool Chdst 4ENE EAIELICH & Ef O|F2 Ol2{3t AEfE LIEFHLICE

- debug dot11 aaa authenticator process - O| C|HI= & E &4 2xE TIEst= ol =80|
Lo M2 HE = "ol Z &R Ells W82 EAlStD CHE HIIRIe| 8HE EAE
LICt. O] |2 E debug radius authentication B} &7 AIS & £ U&LICH.

- debug dot11 station connection failure - O| C|H{1= Z2}0|1E 7} @420 Alulfst=X| & l5t
T Ao el &elst= ol =&0| FLuCh.


/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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