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CheFst R39| Cisco ISRO| Q/2M 15 UL oto| 2H2E{E 2|3 Cisco I0S®™ SeHELICoE &
o4, BI7{Al 851W, 857W, 871W L 877W ISRS| Z& SSH(TeInet/Secure Shel) 2 S3H 2t E{ol
H M| A 5l 7{LE SDM(Security Device Manager)2 AF&35t04 £41 Z41| 28| O| Mo HM|ASHoF &L
C}.0|9t 22| 861W, 881W, 891W, 1941W, 819WSt ZHS U RFAICH ISR 0|0| E&HEI 2 Al
A ZOIEAP)Q 7 M2 E|H GUI == EY/SSHE S35l AP BVI(Bridge Virtual Interface) 21E4
I O|AQ} HE 2 HA|AET £ Ql&LICEH

B|7HAl & REAICH ISR 4|5

ISRE AlEd5t24{ 2 E{0l show ip interface brief H& 2 I23&rLICt.

CIE{H|O|A WLAN-AP 0 & @IE{H| 0] A WLAN Gig 00| RQIE{H|0|A S 50f Q= B 0l RAICH
CLI

o
2t RE{O|0 2t E LHof|l S& FM AP7L USE 2l0lgfLICHES/SSHE ALE5tE
Sofl AMAE = A&LICH

h ip int br
IFP-iddr OKE? Method Status Prot

FastEthernet( unassigned TES unset 1D up

FastEthernetcl unassigned TES unset douwn down

FastEthernetd unassigned TES un=e cdown cdonrn

FastEtchernen Uns==1cned TES 1] o clonrr
unassigned TES NVEAM administratively down down
10.106.71.18 YES DHCP up up

Wlan-GigabitEcthernet ned TES unset up up

wlan-apl TES NWVEAM up up

2F1:861W, 881W, 891W EE&= 1941WL]| CIE{H|0|A S5 0i QIE{H 0|A WLAN-AP 00| EA|
C|X| gto™ BIRE{7} M K[HEHX| &t S o|0|gLct.
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20 Zro| 27 A| 2R E|2| B 10SHA el QIE{H|o|ARH X = 4= U&LICH

7

ISRE FM57| 23l AHEElE W2 CHELICHEFRE 10S7F R4S X5t dl7AA EHREHE
Tgdsted™ ZF VLANOI CHSH BVI QIE{H|O|AE Sall 2t EE F4daHok g LICHES BVIE Sdll 7
M QlE{m| oA 2! VLAN QE{H0|A HE|X|Z EcH=lE Z2|X|6Hok & L|CH 042{ SSID(Service Set
Identifier) & AF&35t= A< ZF SSIDE ZF VLANO| OHE E|0{0F 3tH ZF VLAN2 H T o| BVI QIE{H|
O|AE &3l 1] 8 BG(Bridge Group)o OH&E Z|o{oF &FL|C}.

HFEH, Next Generation ISRE T3t F+0| & SESHELICHEIRE{QL AP Zhoi| @12 E st
T CHE SEE APL OFRHIER|2 APE F/d5Hok & L|Ct.o42q 7Hel 5H¢f @IEm|o|A 7t = B
BVI RIE{H O|A T} /=, Ol= 0424 SSID2} VLAN 7to| 4l X|FLICt

REMICH ISR Cisco CUWM(Unified Wireless Manager) OF 7[RI QI = S7|3tE = QU&LICHEIR
E LHe| AP 2 =2 WLC(Wireless LAN Controller)0i| S5 & LWAPP(Light Weight Access Point

Protocol)/CAPWAP(Control and Provisioning of Wireless Access Points) ZE 2 B8t8h 4= Q&L
Ct. o]l MMolHE AP ZEE RS L LWAPPO|AM Ei8H5HE Wedof CHal| A>EEL|ct.

2t 1:861W= LWAPP REE X|5HK| et&LCt.

Bll7{Al ISR 2|2 2j[o]M o

Wireless LAN Client

Wireless connectivity

Wired
connectivity

Wireless router

o ZAz|agjlo|M ool ME ZHZ WIFI-Protected Access - WPA-PSK(Pre Shared Key) £ 20| Q=
MZ C}E ssIDof| OHEEl & 7HS] VLAN(VLAN 1 2! VLAN 2)2 At ELCH



en
conf t

vlan 2 mapped to GUESTRITS SSID..Use the vlan

as per the network configuration

dotll ssid GUESTRITS

vlan 2

mbssid

authentication open
authentication key-management wpa
wpa-psk ascii 0 ciscol23

dotll ssid INTERNAL

vlan 1

authentication open

mbssid

authentication key-management wpa

wpa-psk ascii 0 ciscol23
1

bridge irb

interface DotllRadioO

no ip address

mbssid

!

encryption vlan 1 mode ciphers tkip
1

encryption vlan 2 mode ciphers tkip
!

ssid GUESTRITS

1

ssid INTERNAL
!

>> vlan 1 mapped to INTERNAL SSID

<<< Enables IRB. Allows bridging of

traffic

<< Encryption

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0
basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0

station-role root

!

interface DotllRadio0.1
encapsulation dotlQ 1 native
bridge-group 1

bridge-group 1 subscriber-loop-control

bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
1

interface DotllRadio0.2
encapsulation dotlQ 2
bridge-group 2

bridge-group 2 subscriber-loop-control

bridge-group 2 spanning-disabled
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

<<<

<<<

Corresponding Sub Interface
configuration for Radio
Bridging between VLAN 1 and
Dotl1ll 0.1

<<< Corresponding Sub Interface
configuration for Radio

<<< Bridging between VLAN 2 and
Dotl1ll 0/2



no bridge-group 2 unicast-flooding
1

interface Vlanl

no ip address

bridge-group 1 <<< Bridging between VLAN 1 and
Dotl1ll 0/1

interface Vlan2
no ip address

bridge-group 2 <<< Bridging between VLAN 2 and
1 Dotl1ll 0.2
interface BVI1 << BVI 1 for VLAN 1

ip address 10.0.0.2 255.255.255.0
1
interface BVI2 << BVI 2 for VLAN 2

ip address 192.168.1.1 255.255.255.0
!

bridge 1 protocol ieee <<< Mandatory Bridging commands
bridge 1 route ip

bridge 2 protocol ieee

bridge 2 route ip

AHAICH ISR Z4I| 28y 0]M o
Next Generation Routerg 7435t2{M CI2 BHHE 2254 AIL.
1. BFREUM AR E £ e BIHA £ 2IE{H 0|A(RIE{HI0]A WLAN-AP 0)2 A& 3504 2t
SEQF AP Ztol A4 2 MHELICH IPE T 5t2dH O] QIE{HO|AL] IP FA(P FAE Y
=%

StLE, IP HE7F XIHEIX| &2 VLAN X BHEE A2 £ QIS)E AFEELICH

ChE2 HE7F XIEEX| £ 2 IPVLAN BEE At&st= of &iLct

conf t

int wlan-ap 0

ip unnumbered vlan 1
no shut

O|= show ip int br B& S =& i LIEFEfLICEH



5L, T. 19-800-1%
GL.T. 19-B00-1#=2h ip int br
F IP-Lddress JEK? Hethod Ztatus Protocal

una=sigrned ¥ unser Ly p

down

down
1 clown
I'|]'
I1]'
I'|]'

O|FH st AP 2EO| 2318 & &L

2. APO| 21015124 MH|A 2 & WLAN-ap 0 session B S 248tL|C}.

EGL.T.19
EGL.T. 1'—'—-_-_||_|—lﬂE'EI_"-"i:E—InI:II:iHl!-' wlan—ap

Trying 10.106,.71.182, 2002 ... Open
Connecting to AP console, enter Ctrl-* followed by X,
then "disconnect™ to return router prompt

= '|.1"-.f
apH
:ap;':,t'l

SZ2E APE TA5lEdH SUst T2 MAE WELICHFVL Hm|asolM ofls HmlaaolM
0i 2! TechNotes 2IHIA HO|X|E FHZFHAAIL.

—%0]| 0421 VLAN EE£= SSIDE 74 E 32 WLAN-GIG 0 Q/E{H|0|AE EBIRE{0|M E 28t
VLANS {25t EEI T EZ M%&Hof &hL|ct.

BGL.T.19-8300-1#sh run int wlan—-gigabitEthernet 0
Building configuration...

Current configuration : 14e bytes
|

interface Wlan-GigabhitEthernetO

ription Internal switch inter connecting to the ewhedded AF
Titchport mode trunk
no ip address
end

ISR APE AF M X222 o=

£ 3t AP7I AP801-RCVKOWS-M, AP801-RCVK9 "W8" -M(LWAPP E A|) EE= W7 (Xt O|0|X|E
EA)# 22 LWAPP OI0IXIE &8st 2 Configt BHO| &St x| SHELICHES Alste
™ APOI| M 7q‘E o|0|X|E AF235HoF &HL|C}. ol 2X|E siZA5tE{H ISR APE Z2F APOM XIS
APZ dapio|=3of gHL|Ct.
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Router>en
Routert#config t
Router (config t)#service-module wlan-ap0 bootimage autonomous

O|2{8t WS AIS35tod AP ZEE HAY £ YA LICHAPOIAM A€ O|0IX|E 2E5t 1 Asted
o 0| H|M RIS S AF2ELICHAPE EE 51 LWAPP O|0|X| 2 2 &l5t24H UnifiedS /24
5t ChE HYE At85to] APE CHA| E= 3L

Router (config t)#service-module wlan-ap 0 reload
O|Z A st AP7I AtE2E d™ELICED IE2 R Ee| Ao MEFEICL DL EX7F YAE

2 45 Z2NAE ASE £ ULt

1. TFTPd32E€ - ES AFHO| CIRE=5t1 MX|ELICHAP801 Series& %|41 10S O|0|X|E
Cle2=8huct,

Cisco.com2 2 O|S&rL|Ct. 8t H AEt %o K| &4 218FL|C}.Download SoftwareE &
2lgfLCt £ ME MEISH OIS A& EELCIR —|—|01|H %.:l' BIRE W AQXIE MEHELICH

BHRE DS MEYBtL|Ch X3 10S O|0|XIS ME{EFLICH12.4(21a)JY(EE ZRo mah
2. 2tREM AP 2ZE0| 23015t CFS BHES =Lt

0

AP>enAP#debug capwap console cli =& debug Iwapp & cliAP#config t(O| 71| 12{|0|M
H230| O|A| &S & LICHAP(config-t)#int GIG 0 EE£ int FA 0AP(config - int)#ip address
<address > <mask> (A& IP &40 HZEK|0{ 1 = Cf SYEF MEHIo| J=X| =l
)AP(config - int)#& 2 E|X| 8§ &AP(config - int)#end

3. APE A2 2 ¢8| 0|=3524™ archive download BHE l24&FL|C}.

AP#archive download-sw /force-reload /overwrite tftp://<TFTP ip address (R& IP)>/<AlS O|
0| X].tar>AP#archive download-sw /overwrite /force-reload tftp://10.0.0.4/ap801-kOw7-
tar.124-21a.JY .tar

Ol otH =8 7 Z2MATJ 22 ELICH

At1:AP7} AFS 2EO0|T LWAPPE HEt5t2{E 222 archive downloads - S AIE35t1
1EH St

S-Cisco AlOS(Internetwork Operating System) O|0|X| CH&! LWAPP St O|0|X|E A=Y
Ct.

Cte& &lRLic

24&l o] 5ol CHall ALE 7hsEh &l MAt7t ei&LIch

Xt
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