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*apf MsConnTask_0: Jun 21 18:55:14.221: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: dO
!--- This is the Association Request from the wireless client
to the selected AP.

*apf MsConnTask_0: Jun 21 18:55:14.222: 00: 40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d0
(status 0) ApvVapld 1 Slot O

!--- This is the Association Response from the AP to the client
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*apf MsConnTask_2: Jun 21 19:02:19.709: 00:40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSID 84: 78: ac: f 0: 2a: 90
!--- This is the Reassociation Request from the wireless client
to the selected AP.
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Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 90
(status 0) ApvVapld 1 Slot O

!--- This is the Reassociation Response from the AP to the client
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*apf MsConnTask_0: Jun 21 19:30:05.172: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84:78: ac: f0: 68: dl1
*apf MsConnTask_0: Jun 21 19:30:05.173: 00:40: 96: b7: ab: 5c
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d1



(status 0) ApVapld 2 Slot O
!--- The Association handshake is finished.

*dot 1xMsgTask: Jun 21 19:30:05.178: 00: 40: 96: b7: ab: 5c
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

!1--- Message-1 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 19: 30: 05. 289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 19: 30: 05. 289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-2 of the WPA/WPA2 4-Way handshake is successfully
received from the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 19: 30: 05. 290: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

!1--- Message-3 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 19: 30: 05. 309: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 19: 30: 05. 310: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms
the installation of the derived keys. They can now be used in
order to encrypt data frames with current AP.
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27 0.321376 Cisco_fo:68:d8 aironet_b7iab:5c B4:782ac:fO:68:d4E Eap 2462 Request, Protected EaP [EAF-PEAR]
29 Q. 32&?55 1:151::._1“0 ﬁa dS alronet_b7:ab:5c Bd:7Exac:f0:68: dB: EaP 2452 S-I.IECES
3 1 cd8 Aironet_hy:abh:5%c B 2 = : BE '

E: Fiab:5 r;--:frlﬁﬁlﬂ . ' I
34 1. ?ﬁﬂEI:IE {'l |.|:|_r'.’!l ﬁH |1S Alromet_b7 rab:5c  B4:T7E:zac 1& BE:«GE  EOZ.11 2462 Q05 Data, SH=42E, FH=0, Flage=.p..
35 1.383200 Alronet iab:ic CisCo TO:EE:d8 B4 7BiaciTO:I63ICE BOZ.11 2462 005 Data, SN=2482, FN=0, Flags=.p.

m

5
=0)
0k
mjo
Al

[[H[[HE O| m&2 EAP & BX|Z QI8 TS, 2elo|HE %&*(oﬂ- AP7} &1 i

&3t £ Z210|21E 7L EAPOL STARTE ELH7| [ME0] o] odlofMH & 7IX| ID &) EEE %EFOIOJ
E7t A-ItHszr CIEME o|O| LeEtet B2 S 0421 200 et CtA B2 2|2 E AR LICH
SSID7} 802.1X/EAP ¥{o 2 4 E miotct (2152 {IsH) O B2 Z o] Y22 EEI0|ME
7} Clo|E] =S ELH7| XMof f Bt2 A|Zto]| = sthL|C}

Ct2e ClHa HAIX|e] 2FlL|Ct.

rlo

*apf MsConnTask_0: Jun 21 23:41:19.092: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84: 78: ac: f 0: 68: d8

*apf MsConnTask_0: Jun 21 23:41:19.094: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84: 78: ac: f0: 68: d8
(status 0) ApVapld 9 Slot O

!--- The Association handshake is finished.

*dot 1xMsgTask: Jun 21 23:41:19.098: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

1--- The EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.226: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCOL START from nobile 00: 40: 96: b7: ab: 5¢
1--- The wireless client decides to start the EAP authentication
process, and informs the AP with an EAPOL START data frame.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.227: 00:40:96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 2)



!--- WLC/AP sends another EAP Identity Request to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40: 96: b7: ab: 5¢
!--- The client responds with an EAP Identity Response on an EAPOL
frame.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP Id 3)

!--- Once the WLC/AP sends the client response to the Authentication
Server on a RADIUS Access-Request packet, the server responds
with a RADIUS Access-Challenge in order to officially start the
EAP negotiation, handshake, and authentication with the client
(sometimes with mutual authentication, dependent upon the EAP

method). This response received by the WLC/AP is sent to the client.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP Id 3, EAP Type 25)
!--- The client responds with an EAP Response on an EAPOL frame, which
is sent to the Authentication Server on a RADIUS Access-Request
packet. The server responds with another RADIUS Access-Challenge.

This process continues, dependent upon the EAP method (the exchange
of certificates when used, the building of TLS tunnels, validation

of client credentials, client validation of server identity when

applicable). Hence, the next few messages are basically the same on

the WLC/AP side, as this acts as a "proxy" between the client and
the Authentication Server exchanges.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for npbile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 4)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.375: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 375: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 5)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 5, EAP Type 25)



*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 404: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 404: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 6)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 6, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 8)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 8, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 9)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 9, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.442: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.442: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 10)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢



Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 10, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 11)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 11, EAP Type 25)

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 13)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 13, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.472: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

!--- The authentication finishes and is successful for this client,
so the RADIUS Server sends a RADIUS Access-Accept to the WLC/AP.
This RADIUS Access-Accept comes with the special attributes
that are assigned to this client (if any are configured on the
Authentication Server for this client). This Access-Accept also
comes with the MSK derived with the client in the EAP
authentication process, so the WLC/AP installs it in order to
initiate the WPA/WPA2 4-Way handshake with the wireless client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The accept/pass of the authentication is sent to the client as
an EAP-Success message.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00
!1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobil e 00: 40: 96: b7: ab: 5¢

!1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully



received from the client.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.487: 00:40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.487: 00:40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms the
installation of the derived keys. They can now be used in

order to encrypt data frames with the current AP.
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*apf MsConnTask_2: Jun 21 23:47:54.872: 00:40: 96: b7: ab: 5c
Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 98

*apf MsConnTask_2: Jun 21 23:47:54.874: 00:40:96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 98
(status 0) ApVapld 9 Slot O

*dot IxMsgTask: Jun 21 23:47:54.879: 00: 40: 96: b7: ab: 5¢



Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.895: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00: 40: 96: b7: ab: 5¢
dot 1x - novi ng nobil e 00:40: 96: b7: ab: 5¢c i nt o Connecting st ate

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.895: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.922: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.922: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 4)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.954: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.954: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.956: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.957: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.976: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.976: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.978: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢



*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.978: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.978: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢c
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.995: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.995: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.995: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_4: Jun 21 23:47:55.005: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:55.005: 00: 40: 96: b7: ab: 5¢

Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)

from nobi |l e 00: 40: 96: b7: ab: 5¢
O|= 802.1X/EAP & WPA/WPA2 £ ot | U3 7} 2S5t LAIILICH MY|AHeI 2 o[HE
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Mo, Time SOlrce [hesrination ES5 el Protocel  Channel frequency  Info
14 b: a: -1

40 airomet_b7 :ab: 78 ac:fh:68:d BOZ. A2 association Rosponse, SN

50 Alromnet_b7 84 ZAEE RequestT, IJentity

& O.032754 Airnnm:j? ah 5c cisco fO:68 |:|3 a4 EAPOL 2462 sTart

0042974 adronet_bYcabiSc Cisco_fO:448:d3 84 EAP 2462 Response, Identity

B 0.046B655 aironet_b7rab:5c cisca_fo:68:d3 a84: 3 AP 2462 pesponse, ldentity

G 0.054287 Cinco_Ffl:68:d3 airomet_b7:ab:z5c B4:7R:ac:Fd:68: Fap 2462 H.-u-qu-s: Protected EAP (EAFR-PEAR)
|0 O, 09026 gnet_b7¥:al : C15cC ] B B A3 T: 6323 1 | [ = E
11 0107247 cisco_fo:6E:d3 afromer_b7iab:5¢c B4:78:ac:fo:68:d3 Eap 24&2 nequest Protected EAR [(EAF-PEAF)
12 0. 124080 aironet_b?:ab;5c Cisco_fl:68:d3 B4:78 ac:fo:68:d3 EaP 2462 Response, Protected EAP (EAP-PEAP)
13 0.140385 Cisco_fo:66:d3 airomet_b7:ab:5c B4:78:ac:f0:68:d3 Ear 2462 pequest, Protected BAR [EAR-PEAF)
14 0.154005 aironel_h7:ab:5 cCisco f0:68:d3 B4:-7FH:ac-T0:68:d3 EAP A2 Responsie, Protected EAF (EAR-PEAF)
15 ©.158391 Cisco f0i6E:d3  Airomet_b7iab:sc B4:78iac:foieg:d3 EaP 262 Request, Protected EAP [EAP-PEAR)
17 0.186458 Cisco_fi:68:d3 airomet_b7:ab:Sc S4:78:ac:fl:68:d43 Eap F462 Request, Protected FAF [(EAR-PEAF)
16 0.195391 Adronet_h7:ab:5c Cisco fo:68:d3 B4:78:ac:fo:65:d3 EaP 2462 pesponse, Protected EAP [EAP-PEAR]

18 0. 201648 cisco_fo:6E:-d3 afromer_bT:ab:5¢ B4:78:ac:f0:68:d3 EapP 2462 Request, Protected EAF (EAR-PEAF)
0. 298800 et_I/ v al K 1 t 4 ac T GE a3 | rlr : pplication Cat:

27 0.315574 Cisco_f0:6R:d?  Aironet_h7:ab:5c 84:78:ac:f0:6E:dT CAP 7463 Request, Protocted CAF [CAF-PEAR]

24 . 324580 ::'Iscl:rﬁs da T?: ab:sc :?:c:f:EE:; F' . 2462 ues. Freed E EAI’F'E:I
25 0, 332059 Cisco Fi 6B d3 Atronet_b7ab:5c B4:78:ac:fO: 6843 EAP 2462 Request, Protected EAR [EAP-PEAR)

25 0. 339778 ¢lsco f0:66:43 afronet_b7iab:5c B4:73:ac:fo:63:d43  Eap ZAEE SUCCess

ey [Message :

Key [HMessage I
2462 Key [Message

CHS 2 CIHI HAIXIe] 2 lLIChERE £0(7] flai UF EAP W EHo| X|74E)).

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84: 78: ac: f 0: 68: d3
1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
CCKM Mbdbile is using CCKM
!--- The WLC/AP finds an Information Element that claims CCKM
support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8
!--- This is the key cache index for this client, which is set temporally.

*apf MsConnTask_0: Jun 25 15:41:41.508: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac:f0: 68:d3
(status 0) ApVapld 4 Slot O

1--- The Association Response is sent to the client.

*dot IxMsgTask: Jun 25 15:41:41.513: 00:40: 96: b7: ab: 5c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

1--- An EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.



Further EAP messages are not described, as they are basically
the same as the ones previously-explained.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response packet with mismatching id
(currentid=2, eapid=1) from nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.555: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 555: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 840: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKID Cache entry for station 00:40: 96: b7: ab: 5¢
(RSN 0) <br/ >

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢

Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
CCKM Create a global PMK cache entry
l--- WLC creates a global PMK cache entry for this client,
which is for CCKM in this case.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The client is informed of the successful EAP authentication.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK( message 1), replay counter 00.00.00.00.00. 00. 00. 00
!1--- Message-1 of the initial 4-Way handshake is sent from the
WLC/AP to the client.



*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢
!1--- Message-2 of the initial 4-Way handshake is received
successfully from the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
CCKM Sendi ng cache add

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_1) information to nobility group

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_2) information to nobility group

!--- The CCKM PMK cache entry for this client is shared with

the WLCs on the mobility group.

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 866: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.866: 00: 40: 96: b7: ab: 5¢ Recei ved
EAPQOL- key in PTKI NI TNEGOTI ATI NG state (nessage 4) from nobile
00: 40: 96: b7: ab: 5c
!1--- Message-4 (final message) of this initial 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.
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*apf MsConnTask_2: Jun 25 15:43:33.749: 00: 40: 96: b7: ab: 5¢
CCKM Recei ved REASSOCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.749: 00:40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSI D



84:78: ac: f0:2a: 93
*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5¢
*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Mbbile is using CCKM
!--- The Reassociation Request is received from the client,
which provides the CCKM information needed in order to
derive the new keys with a fast-secure roam.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Processi ng REASSOC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
!--- WLC computes the MIC used for this CCKM fast-roaming
exchange.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Received a valid REASSCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM Initializing P cache entry with a new PTK
!--- The new PTK is derived.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Creating a PKC PWKI D Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 0) on BSSI D 84: 78: ac: f 0: 2a: 93
!--- The new PMKID cache entry is created for this new
AP-to-client association.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
I ncl udi ng CCKM Response | E (length 62) in Assoc Resp to nobile
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 93
(status 0) ApVapld 4 Slot O
!--- The Reassociation Response is sent from the WLC/AP to
the client, which includes the CCKM information required
in order to confirm the new fast-roam and key derivation.

*dot 1xMsgTask: Jun 25 15:43:33.757: 00:40: 96: b7: ab: 5c
Ski ppi ng EAP- Success to nobil e 00: 40: 96: b7: ab: 5¢
!--- EAP is skipped due to the fast roaming, and CCKM does not
require further key handshakes. The client is now ready to
pass encrypted data frames on the new AP.
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Destiration

2 Authentication, SH=2, FHN=0, Flags=
Authentication, SN=d4033, FH=0

5 0.011957 Cisco_Ffo:-68-d¥ Apple_15:39:32 8478 ac:FO:68:d2 EaAP 2462 Request, Identity
6 0.022896 2pple_13:39:3} Cisco_f0:68:d2 84:78:ac:Fd:68:d2 Ear 2462 Re=ponze, Identity
70044470 Cinco_FfO-G6E-d2 Apple_15:39:32 84 :78:ac:FO:68:d2 EAP 2462 Request, Protected EAR (EAP-FEAF]

G 0.093349 Cisco_fO:-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF]
10 0.093916 Apple_13:39:3F Cizco_f0:68:d2 84:78:ac:Fd:68:d2 EaAP 2482 Rezponze, Protected EAP [(EAP-PEAP)
11 0.112358 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF]
12 0.116114 Apple_15:39:32 Cizco_fO:68:d2 84:78:ac:f0:68:d2 EAP 2482 Rezponze, Protected EAP [EAP-PEAP)
13 0.1202F] Cisco_fO:-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF)

15 0.139136 Cisco_fO-68:d2 Apple_15:39:32
148 0.162262 Apple_15:39:32 Cizco_fO:68:d2
17 0.1664539 Cisco_fO-6E-d2 Apple_15:39:32

2462 Request, Protected EAR [(EAP-FEAF]
2482 Rezponze, Protected EAP [EAP-PEAP)
2462 Request, Protected EAR (EAP-FEAFR]

EEE
EE
55

=i
REE
228
ERE
:

19 0.173710 Cisco_fO-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)

21 0. 182858 Cisco_fO-6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)

23 0.192835% Cisco_fO0:6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)
25 0, 202860 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaPF 2462 Request, Protected EAP (EAP-FEAPR)

L210762 Cisco_fO:68:d2 Apple_15:39:32 84 :78:ac:Td:68:d2 EaF 2462 Success
tBE-d2 pple_15:39:32 84 :78:ac:FO:68:d2 EAFDL 2462 Key [

_15:-20: H 1 7 0:68: [ F 4]
L224339 Apple_13:-39:32 Cimco_F5:4a:-40 8478 :ac:TO:08:d2 BOZ.11 2462 Qo5 Data, SHel, FH=l, Flags=.p..... TC
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*apf MsConnTask_0: Jun 22 00:23:15.097: ec: 85: 2f: 15:39: 32
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: d2
1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32
Processing RSN | E type 48, length 20 for nobile ec:85: 2f:15:39: 32
!--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32
Received RSN E with O PWIDs from nobil e ec: 85: 2f: 15: 39: 32
!--- Since this is an initial association, the Association
Request comes without any PMKID.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32
Setting active key cache index 8 ---> 8

*apf MsConnTask_0: Jun 22 00:23:15.099: ec: 85: 2f: 15:39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d2
(status 0) ApVapld 3 Slot O

!1--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 22 00: 23:15. 103: ec: 85: 2f: 15: 39: 32



Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32

(EAP 1d 1)

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.118: ec: 85: 2f

1 15: 39: 32

Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.118: ec: 85: 2f

1 15: 39: 32

Recei ved ldentity Response (count=1) from nobil e ec: 85: 2f

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.126: ec: 85: 2f

Processi ng Access-Chal |l enge for nobile ec: 85: 2f:

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.126: ec: 85: 2f

Sendi ng EAP Request from AAA to nobile ec: 85: 2f:

(EAP 1d 2)

*Dot 1x_NW MsgTask_2:

Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f

*Dot 1x_NW MsgTask_2:

Recei ved EAP Response from nobil e ec: 85: 2f

Jun 22 00:23:15.146: ec: 85: 2f

Jun 22 00:23:15.146: ec: 85: 2f

(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.274: ec: 85: 2f

Processi ng Access-Accept for nobile ec:85:2f: 15:

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.274: ec: 85: 2f

1 15: 39: 32
15: 39: 32

1 15: 39: 32
15: 39: 32

1 15: 39: 32

1 15: 39: 32

1 15: 39: 32

1 15: 39: 32

1 15: 39: 32
39: 32

1 15: 39: 32

:15:39: 32

Creating a PKC PMKID Cache entry for station ec:85:2f: 15: 39: 32

(RSN 2)
*Dot 1x_NW MsgTask_2:
Setting active key
*Dot 1x_NW MsgTask_2:
Setting active key
*Dot 1x_NW MsgTask_2:
Addi ng BSSI D 84: 78:

Jun 22 00: 23:15. 274: ec: 85: 2f
cache index 8 ---> 8
Jun 22 00: 23:15. 274: ec: 85: 2f
cache index 8 ---> 0
Jun 22 00: 23:15. 274: ec: 85: 2f
ac:f0:68:d2 to PWKID cache at

for station ec:85:2f:15:39:32

*Dot 1x_NW MsgTask_2:
New PMWKI D: (16)
*Dot 1x_NW MsgTask_2:

Jun 22 00: 23:15. 274:

Jun 22 00: 23:15. 274:

1 15: 39: 32

1 15: 39: 32

1 15: 39: 32
index O

[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5
!--- WLC creates a PMK cache entry for this client, which is

used for SKC in

the AP MAC address (BSSID 84:78:ac:£f0:68:d2).

*Dot 1x_NW MsgTask_2:

this case, so the PMKID is computed with

Jun 22 00:23:15.274: ec: 85: 2f

Sendi ng EAP- Success to nmobil e ec: 85: 2f: 15: 39: 32

(EAP 1d 12)

*Dot 1x_NW MsgTask_2:
Including PMKID in

Jun 22 00: 23:15. 275
ML (16)

1 15: 39: 32

!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_2:

Jun 22 00: 23:15. 275

[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5
!--- This is the hashed PMKID.

*Dot 1x_NW MsgTask_2:

Jun 22 00:23:15.275: ec: 85: 2f

1 15: 39: 32

Sendi ng EAPOL- Key Message to mobil e ec: 85: 2f: 15:39: 32
state I NITPMK (nessage 1), replay counter

00. 00. 00. 00. 00. 00. 00. 00
!--- Message-1 of the WPA/WPA2 4-Way handshake is sent from
the WLC/AP to the client.



*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPCL-key in PTK_START state (nmessage 2) from nobile
ec: 85: 2f:15:39: 32
1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 285: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobil e ec: 85:2f: 15:39: 32
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15:39: 32
Recei ved EAPCL-key in PTKI Nl TNEGOTI ATI NG state (nmessage 4)
from nmobi |l e ec: 85: 2f: 15: 39: 32
!--- Message-4 (final message) of this initial WPA/WPA2 4-Way
handshake is successfully received from the client, which
confirms the installation of the derived keys. They can

now be used in order to encrypt data frames with the current AP.
Ol g ArEstH AP X! F41 ZEt0|AFET} o|0] - E 2ot 40| PMKE ZHAIRLICEH [hEkAM
FM 2Clo|MET HEEX| §I2 M APE 2YstE < ZEt0[UEE ChE T Zo| A
EAP Q152 CtA| =&sliok ELICt 0{7|M Z2t0|MEE= M APE ZgfLCH

B S s App 4 ] ] 2
5 0.0135189 apple 1 B4:7Erac:fo 92 EaP 2437 pequest, rdentity

6 0.043063 Cisco f0:2a:92  apple 15:39:32 B4:7E:ac:T0:2a:92 EAP 2437 RequesL, Frotected EAF (EAF-PEAP)

- Bd:7B:ac: i /
i T T A 3 8 ) 5 i 2437 005 ODaba, SH=G,

JodLt F4 2eto|ET) o ed/e15 0| e Mst APE CHA| 2EUstH Z210|UE = 042
PMKIDE Lt5t= Reassociation Request(A1Z 2F) =gl MEFLICH O™ Zeto|HE
7} o]0l Q1B E 2 E AP FHAIE PMKE APO|| 2 ZILICE 2t E2+0|21E T} o] EEI0|YE
of CHaH FHAIE PMKZE Qe APZ CHA| ZYUE|2 2 M PMKE THA35H7| I5 22t0|HETF EAPE
S5l CHA| 2158 E 7t i&LIct EC0|HE = WPA2 4-Way SHEMO|ZE Sall M Al 253}
7|8 Tt AIZL(CE.
Mo, Time Source Destirabon 855 1d Protoco!  Chanrel frequen Infa

0, 00330 cisco roi6a:d2 2 15:39: “H H :: :, &02.11

lation &
atinn Res|




#1: 0| o|O|X|= Eeto|HE S| X E#imY 80
ok, ol Z@llo] HA Westn 2t
ol oflo] S =M “HI?:!% ALIESH7| ¢
010l A o|O| Y E|x| ef X2, mEXQl S5
LICt. OTA(over-the-air) THZ! O|0|X|E =&
oM Y8 TS =& = UXIC AXMZE ZEH0|HES AP ZtHof
Ol oflof M= 20| AlZFE|X| b &LICH.

CHE22 ol & Eof 2 Yol Cig wWLC ClH o 2 oFelL|Ct.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Reassoci ation received from nobil e on BSSI D
84:78:ac: f0:68:d2

1--- This is the Reassociation Request from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32
!--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Received RSN IE with 1 PWKIDs from nobil e
ec: 85: 2f: 15: 39: 32
1--- The Reassociation Request from the client comes with
one PMKID.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787:

Received PMWKID:  (16)
*apf MsConnTask_0: Jun 22 00: 26: 40. 788:

[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5
!--- This is the PMKID that is received.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Searching for PMKID in MSCB PWKI D cache for nobile
ec: 85: 2f: 15: 39: 32

1--- WLC searches for a matching PMKID on the database.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f:15:39:32

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Found a valid PMKID in the MSCB PWKI D cache for nobile
ec: 85: 2f: 15: 39: 32

1--- The WLC validates the PMKID provided by the client,

and confirms that it has a valid PMK cache for this
client-and-AP pair.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Setting active key cache index 1 --->0

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac: f0: 68: d2(status 0) ApVapld 3 Slot O

1--- The Reassociation Response is sent to the client, which
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validates the fast-roam with SKC.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Initiating RSN with existing PMK to nobile
ec: 85: 2f: 15: 39: 32
!--- WLC initiates a Robust Secure Network association with
this client-and-AP pair based on the cached PMK found.
Hence, EAP is avoided as per the next message.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f:15:39:32

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: Including PMKID in ML(16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795:
[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far
that are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 811: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobil e ec: 85: 2f: 15: 39: 32
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1 0,000000 Avronet_hsrabk:t = 'r.| T H:E B Authentication, SH=2471, FH=0, Flags=...
7 0.0 69 Cisco_fi:BR:d? E 2462 Authentication, SH=i1300, Fh=0, Flags=...

5 0.107300 Ciscn_fO:EE:d? Adronet_bi:ab:%c B4:FEiac:fD:BE:d? EAP S4B Request, Tdentity
6 0.1X17%% Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:dr Eap 2462 Request, Protected FAP (FAP-FEAR)
I L 2 B g T e T G e L e B e T T e | R
8 0.1F87M0) Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:d? Eap 2462 Request, Protected CAP (FAP-RFEAR)
g 0.1920%9 Aironet_b?:ab:5c Cisco_fi:66:d2 Bd:FEac:FfO:6E:d? EaAP 2462 Response, Protected FAP (CAP-PEAR)
10 0. 207860 Cisco fFO:6E:d?  Adronet_b?:ab:5c Ed:FE:ac:fO:6E:d? Eap 2462 Request, Protected CAP (CAP-RFEAR)
11 0. 277 Adronet_b?:ab:5c Cisco_fO:66:d2 Bd:-FE:ac:FfO:6E:d? ECAP 2462 Response, Protected CAFP ([CAF-PEAR)
12 0.231517 Cisco fO:6E:d?  Adronet_b?:ab:5c Ed:FE:ac:fO:6E:d? Ea&P 2462 Request, Protected EAP (EAP-FEAR)
|13 0.242080 Adronet_b7:ab:Se Cisco FO:EB:d)  84:78rac:fD:EE:d2 TLEWL 2482 Certificate, Client Key Exchange, Change
14 0. 25185% Cisco FO:BE:d2  Adronet_b?:ab:3c Ed:7E:ac:fO:6E:d? EAP 24E2 Request, Protected EAP [EAP-FEAR)
15 0. ¥54304 Adronet_b?:ab:S%c Cisco_fO:68:d2 Bd:FE:ac:FO:EE:d? EAF 2462 Response, Protected EAFP (EAF-PEAR)
16 0. 238722 Cisco FO:BE:d2  Adronet_b7:ab:5c Ed4:7E:ac:FO:6E:d2 EAP 24E2 Reguest, Protected EAP [EAP-FPEAR)

18 0. 269769 Cisco FO:BE:d2 Afronet_bfrab:Sc E4:7E:ac:FO:BE:d2 EaAP 2482 Requesl, Protecled EAP [EAP-PEAR)

20 0, 276927 Cisco FO:BE:d2 Afronet_bfrab:Sc S4:78:ac:lD:BE:d2 EaP 2482 Requesl, Prolzcled EAP [EAP-FPEAR)
| I 0.2B0525 adronet_b7:iabiSc Cisco fO:5E:d2  84:7E:ac:fD:EE:d2 TSl 2462 applicalion Dala, spplication pata |
22 0.287232 Cisco_f0:6B:d2  Afronel_b7:ab:3c S4:7E:ac:f0:6E:d2 EAP 24E2 Requesl, Prulacled EAP (EAP-PEAF)
|23 0.2090451 aironet_b7:iabiSc Cisco fO:5E:d2  84:FE:accfD:EE:d2 TSl ME2 applicalion Dala, spplication pata |
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*apf MsConnTask_0: Jun 21 21:46: 06.515: 00: 40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID
84:78: ac: f0:68:d2

1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 20 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds an Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Received RSN E with O PWIDs from nobile
00: 40: 96: b7: ab: 5¢
l--- Since this is an initial association, the Association
Request comes without any PMKID.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:68:d2 (status 0) ApVapld 3 Slot

1--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 21 21:46:06.522: 00: 40: 96: b7: ab: 5
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 614: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCOL START from nobile 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 614: 00: 40: 96: b7: ab: 5¢



Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 843: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21: 46: 06. 844: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKI D Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 21: 46: 06. 844: 00: 40: 96: b7: ab: 5¢

Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 21 21: 46: 06. 844: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_4: Jun 21 21: 46: 06. 844: 00: 40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0O
for station 00:40:96: b7:ab:5

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 844: New PMKID: (16)

*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:

[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- WLC creates a PMK cache entry for this client, which is
used for OKRC in this case, so the PMKID is computed
with the AP MAC address (BSSID 84:78:ac:£0:68:d2).

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
PMK sent to mobility group
!--- The PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40:96: b7: ab: 5¢c (EAP Id 13)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PWID
cache at index O of station 00:40:96:b7:ab:5

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 844: |ncluding PMKID
in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- This is the hashed PMKID. The next messages are the same



WPA/WPA2 4-Way handshake messages described thus far that
are used in order to finish the encryption keys
generation/installation.

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 889: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 890: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢
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Frame 3: 200 bytes on wire {16808 bits), 201 bytes captured (1608 bits)
RadicrLap Header w0, Lenglh 1E
Iek: 802,11 =measzociarion mesuest, FIAGS! ........C
Type,Subtype: Eeassociation Baquest (0x0Z)
@ Frame Contral Ficld: OxXO00D
000 0001 2041 1010 = puration: 314 microseconds
peceiver asdress: Clsco FO0023:92 (B4:78rac:foizaaz)
Destination address; Cisco fO:Fa:9? (B4:78:ac:f0:7a:592)
Transmitter address: Aironct_b/zab:bhc (00:3d:dh:bsrak: 4]
source address: Airomel_b7iak:S5c (00:40:96:L67 :ab-3C)
pes 1d: oisco TOr2aidz (E4:7Hiac:t0r2aidz)
Fragment mumbear: 0
Coquence number: Bk
@ Frame check sequence: Oxd705d086 [correcl]
= DEEs 802,11 wireless Lan management frame
o Fiwed paramerers {10 hytes)
@ Tagged parameters {1445 bytes)
Fl Tag: SSID paraneter =el: WPAZ-Caching
Fl Taq: supported Raves 1, 2, 5.3, 6, 9, 11, 12, 18, |Whit/sec)
= Taq: exvended sepported rates 24, 36, 48, 54, [Mbit/sec]
= Tag: RSN Tnfarmation
Tag Mumber: REN InTormation (48)
Tag length: 1E
Kol version: 1
& Group Cipher Swite: oR-Of-ac (TeeeB0X1% AFS (O0M)
Pairwise Cipher Swite Count: 1
# Pairwise Cipher suite List 00-0f-ac (IeeeBQ2Ll) aAcs (CCM)
auth wey Management [aekd suite count: 1
® auth ey Management (akk} List Od-0F-ac (TeeafED?1) wWPa
[ RSN Capabilities: Ox0D28
PMEID Caunt: 1
£ PMELD L1ST
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*apf MsConnTask_2: Jun 21 21:48:50.562: 00:40: 96: b7: ab: 5¢
Reassoci ation received fromnobile on BSSI D
84:78: ac: f0: 2a: 92

I1-—-- This is the Reassociation Request from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 38 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds and Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Received RSN E with 1 PWKIDs from nobile
00: 40: 96: b7: ab: 5¢
1-—-- The Reassociation Request from the client comes with
one PMKID.

*apf MsConnTask_2: Jun 21 21:48:50.563:
Received PWID:  (16)

*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9



*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Searching for PMKID in MSCB PWKI D cache for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
No valid PMKID found in the MSCB PMKI D cache for nobile
00: 40: 96: b7: ab: 5
!--- As the client has never authenticated with this new AP,
the WLC cannot find a valid PMKID to match the one provided
by the client. However, since the client performs OKC
and not SKC (as per the following messages), the WLC computes
a new PMKID based on the information gathered (the cached PMK,
the client MAC address, and the new AP MAC address).

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Trying to conpute a PMKID from MSCB PMK cache for nobile
00: 40: 96: b7: ab: 5¢

*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: BSSID = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0O 2a 90
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: real AA = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: PMKID = (16)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM AA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM SPA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac: f0:2a:92 to PMKID cache at
index O for station 00:40:96: b7: ab: 5¢
*apf MsConnTask_2: Jun 21 21:48:50.563:
New PMWKI D: (16)
*apf MsConnTask_2: Jun 21 21:48:50.563:

[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Conputed a valid PWKID from MSCB PMK cache for nobile

00: 40: 96: b7: ab: 5¢
!--- The new PMKID is computed and validated to match the
one provided by the client, which is also computed with
the same information. Hence, the fast-secure roam is
possible.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 0

*apf MsConnTask_2: Jun 21 21:48:50.564: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 92
(status 0) Apvapld 3 Slot
!--- The Reassociation response is sent to the client, which
validates the fast-roam with OKC.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Initiating RSN with existing PMK to nobile



00: 40: 96: b7: ab: 5c
!--- WLC initiates a Robust Secure Network association with
this client-and AP pair with the cached PMK found.
Hence, EAP is avoided, as per the the next message.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Ski ppi ng EAP- Success to nobil e 00: 40: 96: b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in
PMKI D cache at index O of station 00:40:96:b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570:
Including PWKID in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 21 21:48:50.570:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far,
which are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_4: Jun 21 21:48:50.589: 00:40:96: b7:ab:5
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.590: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢
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F Tagyed paramelers (232 byles)
Tag: SSID paramcter set: Notmrixed
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=) Tag: Power Constrainr: 2
=1 Tagq: HT capaifities (802.11n pd, 100
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raq lengrh: M
Ry version: 1
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Pairwise Cipher Suite Count: 1
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| Tag: Wendor Specific: Aironet: airanct Unknown {113} {11}
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Mo, Time Source I:lstirul:inn [B55 Id Fratocol Chennel freguency  Info
1 0. QoD0gg FACITO BEQh Z-IHEA.I.It entication, SN=37, FHN=0,

B HEE apple 15. ‘7B-ac:T0:6E: 5 3
3 0. 003228 Apple_'ls 39:32 Cisco fo: B4 :-‘B ac:foi68:d6 BOZ2.11 2452 Ass0Ciation Requeﬂ EN—:H] FH=0, |

50, 011783 Cisco O 68 db Apple 1%:39:32 B4 Bsac:TO: 6800 EAP 2462 Request, Identity
6 0.040934 apple_15:33:32 cisco_fO:6E:dé6 B4:T7E:ac:fO:68:d6 Eap 2462 Response, Idencity
0, e Cisco_fO:68;db Apple 1%:39:32 BdifBrac:TO: 6840 EAP 2462 Request, Protected EAP (EAP-PEAP)

90,1320 Cisco_fO:68;db Apple_15%:39:32 B ?B ac: fﬂ GE:db  EAP 2462 Request, Protected EAP [EAP-PEAR)
10 0.136062 apple_15:38:32 cisco_fO:6E:d6 Bd 7 E EAP 2462 Response, Protected EaF [EAFP-FPEAFP)
11 0,151652 Cisco_fO:68.d6 Apple_1%:38:32 B4 ?B ac: fﬂ GE:¢6  EAP 2462 Requast, Protected EAP (EAP-PEAF)
12 0.154937 apple_15:39:32 cisco_fo:E6E:déE Bd:7T EAP 2452 pesponse, Frotected ear [EAF-PEAF)
847 EAP

13 0,159064 Cisco_fO:68.:d6 Apple_15%:39:32 B ac: fﬂ G8:d6 2462 Request, Protected EAP [EAP-PEAR)

1% 0, 180451 Cisco_fO:68:d6 Apple_15:36:32 B4 7Rzac:FO: 6846 EAP 2462 Requast, Protected EAP (EAP-PEAR)
16 %, 90B749 Apple_15:39:32 cisco_fo:6E:d6 Bd:7Brac:fO:68:d6 Eap 2462 pesponse, Protected ear [EAP-PEAP)
17 %, 916050 Cisco_fO:68:d6 Apple_15:39:32 B4 7Bzac:fO:68:d6 EAP 2462 Requast, Protected EAP [EAP-PEAR)

20 3.958529 Cisco_fo:e8:ds  apple_15:39:32 Bd:7Brac:TO:68:d6 EaP 2462 Request, ProTected EaP [EaF-PEAF)

22 3.966771 Cisco_f0:68:d6 Apple_15:39:32 Bd:7B:ac:f0:68:d6 EAP 2462 pequest, Protected EAP [EARP-PEAR)

24 3,978519 {isco_fo:68:d6  apple 15:39:32 Bdi7Bsac:TO:65:d6 Eap 2462 Request, Protected EAP (EAP-PEAR)

9B799E Cisco_fO:68:do Apple_15:39: 32 Bd:7B:ac:fo:68:d6 EAP 2462 SUCCess
LO80754 Cinco_l0:68:06  Apple_13:39:3 B4:7Ezac:10:6E:d6 EAPOL 2462 Koy (Message 1 ol £)
A Cisco T0:EE:dE 0 !

" C15Cco_T0:G6E: 06 3 s i b
.I:I‘.I.:I":hi-1 Ap[..ll:_,_S 29:312 IPvEMCAST_O0:00:0( 84 :TE-ac:TO:68: LE EOZ.11 2462 Qo5 Data, SN=1Z, Fu=0, Flags=.p...

5 Tag: ®sN Imtormation
Tag Humber: RS Tnformation (48]
rag length: 20
ESH Version; 1
+ Group cipher suite: 00-0F-ac {LeeeB021l) ass (CoM)
Fairwise Cipher Swuite Count; 1
+ palrwise Clpher sulte List 00-0f-ac (leseB0ZL) aAes (LK)
Auth KEey Management (AKM) Suite Count: 1
O AUTH K&y Management (AWM} L15T 00-0T-ac (leseB02ZL1) FI ower LEEE S02.1X
T RSN Capabilitdes: OxO00c
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0 ELIct.

£ 5 Mobility Domain Information Element(FT2| LE)T EA|E|0] Q&LICH 047|A FT
Capability and Policy(FT 7|5 % &3) Z= = & 22 Al Fast BSS TransitionO| Over-the-
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*apf MsConnTask_0: Jun 27 19: 25: 23. 426: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSID
84:78: ac: f0: 68:d6

1--- This is the Association request from the client.

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Marking this nobile as TG capabl e.
1--- WLC recognizes that the client is 802.l1llr-capable.

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f: 15:39: 32

!--- The WLC/AP finds an Information Element that claims FT

support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 27 19: 25: 23. 427:
Sendi ng assoc-resp station: ec: 85: 2f: 15: 39: 32
AP: 84: 78: ac: f0: 68: d0- 00 t hread: 144be808
*apf MsConnTask_0: Jun 27 19: 25: 23. 427:
Adding MDIE, IDis:0Oxaaf0
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to nobile
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Sendi ng ROKH 1D as:-84.30.6.-3
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Sendi ng R1IKH 1 D as 3c:ce: 73:d8: 02: 00
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Including FT IE (length 98) in Initial Assoc Resp to nobile
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15:39: 32
Sendi ng Assoc Response to station on BSSID 84:78:ac: f0: 68: d6
(status 0) ApVapld 7 Slot 0O
1--- The Association Response is sent to the client once the
FT information is computed (as per the previous messages),
so this is included in the response.

*dot IxMsgTask: Jun 27 19:25:23.432: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32
(EAP Id 1)
1--- EAP begins, and follows the same exchange explained so far.

*apf MsConnTask_0: Jun 27 19: 25: 23. 436: ec: 85: 2f: 15: 39: 32
CGot action franme fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 449: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f:15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 449: ec: 85: 2f: 15:39: 32
Recei ved ldentity Response (count=1) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 456: ec: 85: 2f: 15:39: 32
Processi ng Access-Chal |l enge for nobile ec: 85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 456: ec: 85: 2f: 15: 39: 32
Sendi ng EAP Request from AAA to nobil e ec: 85:2f: 15:39: 32
(EAP 1d 2)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85:2f:15:39: 32

t= 71 e 7l
L|CF.



Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85: 2f: 15: 39: 32
Recei ved EAP Response from nobil e ec: 85: 2f: 15: 39: 32
(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Processi ng Access-Accept for nobile ec:85:2f:15:39: 32
!--- The client is validated/authenticated by the RADIUS Server.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32

Setting active key cache index 8 ---> 8
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d6 to PMKID cache at index O
for station ec:85:2f:15:39:32
*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.628: New PMKID: (16)
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 628:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 629: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM 802. 1x ec: 85: 2f: 15: 39: 32
!--- WLC creates a PMK cache entry for this client, which is
used for FT with 802.1X in this case, so the PMKID is
computed with the AP MAC address (BSSID 84:78:ac:£0:68:d6).

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 629:
ec: 85: 2f: 15: 39: 32 ROKH- I D: 172. 30. 6. 253
R1KH- | D: 3c: ce: 73: d8: 02: 00 MSK Len: 48 pnkVal i dTi ne: 1807
!--- The ROKH-ID and R1KH-ID are defined, as well as the PMK
cache validity period.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
PMK sent to mobility group
!--- The FT PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Success to nobile ec:85:2f:15:39:32 (EAP Id 12)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PWKID
cache at index O of station ec:85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.630: Including PMKID in
ML (16)
!--- The hashed PMKID is included on the Message-1 of the
initial FT 4-Way handshake.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 630:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.0
!1--- Message-1 of the FT 4-Way handshake is sent from the
WLC/AP to the client.



*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32
!1--- Message-2 of the FT 4-Way handshake is received
successfully from the client.

*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane
!--- The PMKROName is calculated.

*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
DOT11R: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.639: Addi ng M E,

IDis:Oxaaf0
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1807
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 640: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!--- After the MDIE, TIE for reassociation deadtime, and TIE
for ROKey-Data valid time are calculated, the Message-3
of this FT 4-Way handshake is sent from the WLC/AP to the
client with this information.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nmobi |l e ec: 85: 2f: 15: 39: 32
!1--- Message-4 (final message) of this initial FT 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.

23 ol HIMEE C|HZAStT o770l EAIE F=7F 802.11r/FT &30l =& SH7| QI8 {2 ft
O|HE Y} € M3tk|= ClHa Scto|HES &4 F7I CIH 7L &-d3tE LUt

CHHS 2 WPA2-PSKE ALE5t0{ FTE £ & [MH(802.1X/EAP 4! CH &) WLANO]| CHEH 7| 49
o|0|X| & C|HZLICt. 0{7|A{= Fast BSS Transition Information Element(Z X EANE E A5
7] 2l APl 472 SE ZB|o| MEHEIL|CE FT 4-Way HEMO|2E +-5tE O 22 7t
X+ HET FAIELLC



Me.  Time Source Diestination BSS[-:I Protocol Charnel frequency  Info
HilH 2462 Authentication, SH-Z, FuW-0, Flags=...

2462 AUTREenTication, SN-268, FH-0, Flags-.

4 0. 00050 Cisco_FO-68:dd apple_15:3%: Ed:7R:ac:FO:68:dd 802.11 MG Ansociation Response, She}69, Fiel, F
3 0,038 1 i B4 5 4

6 0,024019 A B ;7

lE ] Ba: )

g 0. 035810 A = B4z 2 Koy (Message £ of 4)

90, 047700 AppTe_15:39;32 TPvhmcast_FF:15%:30Ba 78 ac;FH:68:dd  B(2.11 MG? QoS Data, SH=2, FH=(, Flags=.p.....TC

El I

H Frame 4: 249 bytes on wire (1992 bits), 249 bytes captured {1992 hits)
+ Radiotap weader w0, Length L8
@ IEEE E02.11 associarion Resporse, Flags: __......C
= TEEE BD2.11 wireless LAN management frame

= Fized parameters (6§ bytes)

+ capabilities rnformacion: 0x043L
Sratus code: successful (Ox0000)
Lo0n 0000 G000 ] = Asmociation To: Oe0003
= Tagged parameters (147 bytas)
+ Tag: sSupported rRates L{B}, 2{B), 5. 5{(8), LL{8), &, 9, 12, 13, [Mbit sec]

Tag: Extended supported rates 24, 36, 48, 54, [Mbit/sec)
Tayg: HT capabilities (802.11n pl. 103
Tag: HT Irformation (802, 11n 0L, 103
Tag: wvendor Specific: Microsof: wd WME:D Parameter Element
Tag: Mobility pomalin

Tag Numier: Mability Domain (34}

Tag lemgth: 3

Hobility Domain Identifier: Dxfoaa

ET Lapahﬂity amd Poldcy: 000
Fast BSS Tramsition ower DS: O0x00
Resource Request Protocol Capabd Tity: Ol
> Transition
I FAsT Bh5 Iramsition
-]
MIC Cormbrol: 0000
DO00 GO veen = Element {ourt: 0
MIC: mnnnuumnnnuumuuuuumu
anonce: D000000302000000000000000322000000023200000032000, . .
SHonce @ 00000033300 0000020000000330 0000003200 0000033000. . .
Subalement Th: PRE-RO kay holder ddentifier (ROKH-TD) (3]
Length: 4
FaK-RO key holder fdentifier (ROER-LD): “254%036%0064373
subelement ID: FEE-RL key holder fdentitier {(RlkH-ID) (1)
Length: &
FrE-RL key holder ddentifier (RLIER-ID): 3cces3d802o0

[ el bl

*apf MsConnTask_0: Jun 27 19:29:09. 136: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSI D
84:78:ac:f0:68:d4

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f:15:39: 32

*apf MsConnTask_0: Jun 27 19:29:09. 137: Sendi hg assoc-resp
station: ec:85:2f:15:39:32 AP: 84: 78: ac: f0: 68: d0- 00
t hread: 144be808

*apf MsConnTask_0: Jun 27 19:29:09. 137: Addi ng M E,
I D is:Oxaaf0

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in Initial

assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Sendi ng ROKH- I D as:-84.30.6.-3

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Sendi ng R1KH I D as 3c: ce: 73:d8: 02: 00

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32



Including FT IE (length 98) in Initial Assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 138: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d4
(status 0) ApVapld 5 Slot O

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac: f0:68:d4 to PMKID cache at
index O for station ec:85:2f:15:39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: New PWID: (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Creating global PW cache for this TG client

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM PSK
ec: 85: 2f: 15: 39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
ROKH- 1 D: 172. 30. 6. 253 R1KH- | D: 3c: ce: 73: d8: 02: 00
MBK Len: 48 prkVal i dTi ne: 1813

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Initiating RSN PSK to nobil e ec: 85: 2f: 15: 39: 32

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d4 in
PMKI D cache at index O of station ec:85:2f:15:39:32

*dot IxMsgTask: Jun 27 19:29:09. 142: Incl udi ng PWKI D
in M (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot 1xMsgTask: Jun 27 19:29:09. 143: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobil e ec: 85: 2f: 15:39: 32
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

*apf MsConnTask_0: Jun 27 19:29:09. 144: ec: 85: 2f: 15: 39: 32
Got action frame fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 152: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32



*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: Addi ng Ml E,
IDis:Oxaaf0

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1813

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 154: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobil e ec: 85: 2f: 15: 39: 32

802.11r0{| M= CHE & HoF 2ol gfent ol &7 X2 WLANO CHEF =7 448 7|8t E 0] 7|

=0 AA8El= 7[2 7|18 THEAIZLICH 2 RIO[H2 Zto|UET ELUS AZHE mf Y AFhL[CH
.FT= O|E AL & [l 802.1X/EAPE I|E ““”* ofLlct, ANZE 2 2MQ 24 YHE =& stod
Z7| 802. 11 Open System Authentication 2! Reassociation ZH| (AP 7t 2 L& [ &4 A L1
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Mo, Time Spurce Destination B35 Id Frotowol Channel Frequency  [nfo
10, l'.'IGICII:II:II:I Apple_13:39: 32 |:|'.r.|:|_rl'.'|- 2.1 a6 Bd4:78:ac-fO:2a:968 ED2.11 .E-Hr Aul.herl.r.lf..ilmrl. SN=1058, Fu=0, F'I..J.g

Bd:7E! i-.TI:I!...'-‘i.:EE EQZ2.11
0008478 ac:-T0:2a:86 802,11

L m

# Frame 1: 138 bytes om wire {1584 bits), 198 bytes captured (1584 bits)
@ Radiotap Header w0, Length 18
& IEEE BDZ,11 sethentication, F1ags: ....-a..L
= IEEE BDZ.11 wireless Lad management frame
= Fixed parameters (& bytaes)
suthentication algorithm: Fast BESS Transition (2}
suthentication SEQ: DxO00]
status code:r successTul (QmDDOO0d
= Tagged parameters (146 byTes)
= Tag: RSM Informalion
Taq Mumber: RSN Tnformation (487
Tag lengrh: 38
REH wversion: 1
® Group Cipher swite: 00-07-ac (TeesBEOZ1) AES ([CCM)
Pairwise Cipher Swite Cownt: 1
k Pairwise Cipher Swite List 00-0f-ac (IeeeB0ZL1) AES (COM)
auth ey Mmanagement [aks) suite count: 1
F aulh Eey Management [AKM) List 00-00-ac (IeeeS021) FT ower IEEE 802.1x
E RSN CapabiTities: Dx0(dc
PMEIC CovnT: 1
F FMELD LisT
PMEID: 35339<828T032580cbat 08 280554647
Tag: Mobility Romain
Tag Humber: Mobility Domain [543
raq length: 3
mobi ity Domain Identifier: Oxfoaa
FT Capability and Policy: Oxid
sean weeD = Fast BSS Transition over 05) Ox0O
cavn oD = REsOUrce rReguest Protocol capabildTy: O=00
= Tag: Fast BSS Transition
Tag Mumber: Fast BSS Transition {55%)

Tag length: &4
MIL Control: 0xoD00
OO0 Q000 ... .... = Element counc: 0

MTC: ﬂ&ﬁﬂnﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁnﬂﬂﬂﬂﬂﬂﬂﬁﬂnﬂ

ANonCe ) DODOC DO OO DD O OO D0 TR0 D00, . .
SHonce: EFLETOCOBG0LE013fecddd30E66f 5907 9FBECICIecheZtldZ, ..
subelement Ipd =ME-r0 key holder fdentifier (RORM-1D) (33
Length: 2

FMK-R( key holder ddentifier (ROMH-TDI: 2545036000375

Cl2 2 802.1X/EAPZ O| FT 22! o|HIE 7} gtAE i wLCce| C|t{1 24},

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng preauth for this client over the Ar
1--- WLC begins FT fast-secure roaming over-the-Air with
this client and performs a type of preauthentication,
because the client asks for this with FT on the Authentication
frame that is sent to the new AP over-the-Air
(before the Reassociation Request).

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address
84:78: ac: f0: 2a: 96

1--- WLC performs the local roaming event with the new AP to

which the client roams.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Got 1 AKMs in RSN E
*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
RSNl E AKM mat ches wi th PMK cache entry :0x3
l--- WLC receives one PMK from this client (known as AKM here),
which matches the PMK cache entry hold for this client.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a: 96
*apf MsConnTask_2: Jun 27 19:25:48.751: Addi ng M E,
IDis:0Oxaaf0
I--- WLC creates a new preauth entry for this AP-and-Client pair,



and adds the MDIE information.

*apf MsConnTask_2: Jun 27 19: 25:48.763: Processi ng assoc-req
station: ec: 85:2f: 15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hread: 144bef 38
*apf MsConnTask_2: Jun 27 19: 25:48.763: ec:85: 2f: 15: 39: 32
Reassoci ation received from nobile on BSSID
84:78: ac: f0: 2a: 96
!--- Once the client receives the Authentication frame reply from the
WLC/AP, the Reassociation request is sent, which is received at
the new AP to which the client roams.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19: 25:48. 765: ec: 85: 2f: 15: 39: 32
Roam ng succeed for this client.
!--- WLC confirms that the FT fast-secure roaming is successful
for this client.

*apf MsConnTask_2: Jun 27 19: 25:48. 765: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84:78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19: 25:48. 766: Addi ng MDI E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Including FT Mbility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 96
(status 0) ApVapld 7 Slot O

!--- The Reassociation response is sent to the client, which

includes the FT Mobility Domain IE.

*dot IxMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32
Fi ni shing FT roaning for nobile ec:85:2f:15: 39: 32
!--- FT roaming finishes and EAP is skipped (as well as any
other key management handshake), so the client is ready
to pass encrypted data frames with the current AP.

*dot 1xMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32

Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32
CH2 2 WPA2-PSK E2t1t 87/ Fast BSS Transition Over-the-AirE 204 &&= 0|0|X|LIC}. 017
Mz O FT mghof| CHEr RtM[EF LIS E0od 7| 2IsH APOIA 2LI0|MEZ | 2T AHAE SH
Zofejo| ME{EL|CH



Mo.  Time Source Destination B35 Id Protocol Channel frequency  Info
Cisco_f0:2a:94

Cisco_r0:2a:94 T0:2a: 5
apple_15:39:32 . 2437 Reass(

'] m

= IEEE 802.11 wireless LAN manaéement frame
® Fixed parameters (6 bytes)
= Tagged parameters (274 bytes)
Tag: Supported Rates 1(8), 2(B), 5.5(B), 11(B), &, 9, 12, 18, [Mbit/sec]
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: HT capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: vendor Specific: microsof: wMM/WME: Parameter Element
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
# Group Cipher suite: 00-0f-ac (IeeeB021) AES (CCM)
Pairwise Cipher Suite Count: 1
@ Pairwise Cipher Suite List 00-0f-ac (IeeeB021) AES (CCM)
auth Key Management (AKM) Suite Count: 1
# auth Key Management (AKM) List 00-0f-ac (Ieee8021) FT using PSK
@ RSN Capabilities: Ox0028
PMKID Count: 1
= PMKID List
PMKID: 7e370d965e054df50819b135Febc3424
= Tag: mMobility Domain
Tag Number: Mobility pomain (54)
Tag length: 3
Mobility Domain Identifier: Oxfoaa
FT Capability and Policy: 0x00
...0 = Fast BSS Transition over DS: 0x00
«... ..0. = Resource Request Protocol Capability: 0x00
E Tag: Fast BSS Transition
Tag Number: Fast B55 Transition (55)
Tag length: 133
MIC Control: Ox0300
o000 0011 .... .... = Element Count: 3
MIC: ldebabd4b84d8283e16950Tea00bl1256b
ANonce: b6eddf22092867178d96aeeEfadbey3f21bc2258e5c95Fd7r. ..
SNonce: 776c4c9a365e%al65e940b5fb5Feadl7017a0bd342cbd343. ..
subelement ID: PME-RL key holder identifier (RikH-ID) (1)
Length: &
PMK-R1 key holder identifier (RLKH-ID): 3ccer3ds0z200
subelement ID: PMK-RO key holder [ddentifier (ROKH-ID) (32)
Length: 4
PMK-RO key holder didentifier (ROKH-ID): %254%036%006%375
subelement ID: GTK subelement (2)
Length: 35
Key Info: 0x0002
vass sess sass 2210 = Key ID: 2
Key Length: 0x10
RSC: 0000000000000000
GTK: 64B7bB55Fc7dcl6749e3b73c487cbl130d0fcif234albessl

DEEE®BEH

=2
=

CHS 2 PSKOIlAM O| FT 2 O|HIET} gt mjo| Ol E3LIC} Ol= 802.1X/EAP7 AHEE
ol &340t FAHELICH

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doing preauth for this client over the Air

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address



84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Got 1 AKMs in RSNIE

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
RSNI E AKM mat ches with PMK cache entry :0x4

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a:94

*apf MsConnTask_2: Jun 27 19:29:29.854: Addi ng MDIE,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.867: Processing assoc-req
station: ec: 85:2f:15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.867: ec:85: 2f: 15:39: 32
Reassoci ation received from nobile on BSSID
84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Roam ng succeed for this client.

*apf MsConnTask_2: Jun 27 19:29:29.869: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84: 78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.869: Addi ng Ml E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19:29:29.870: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:2a:94 (status 0) ApVapld 5 Slot O

*dot 1xMsgTask: Jun 27 19:29:29.874: ec:85: 2f: 15: 39: 32
Fi ni shing FT roaning for nobile ec:85:2f: 15: 39: 32

o|O|X|ofl EA|E! ZdAH, WLANO] CHEF 7| @172 A| Fast BSS TransitionO| & £|M, {22
PTK(SLUIFHAE 23535} 7|) L GTK(HEIFHAE/ERZEINAE 453l 7|)E ST 57| Qs 2o
MNSE|DT HeFt 4710 Z|(ZEI0IHENM 2LE AAH CIF, APOIM 2E A|AH] 2IF, RHRd
A2 A A SEHO| 7|EXMoZ FT4¢E e Mo|3 2 AFSELCH

Ol= Yt o =2 o8t =2f|o| netEl F ehlist= 4 HEM| 0|2 E CHAISHH, 802.1X/EAP
IE= PSKE HOot o 2 ALSSHE Of2{8t Zal|ol| CHEHFT LIS 2 7| 40| 7[2Me 2 §Y
BLICH T2 EZ0| AKM ZEE =9 xI0|MoZ M 22+0|21E 7 PSKLF 802.1XE FTE &

St=K| &QIstCt. [2tA O] 470 Z B0l YUMo 2 7| HA S I8t 0|48 8o Eot H
7} Qix|8H 802.11r0| F+3d£|o{ 22}0|HEQ} WLAN QIZ 2} ZHofl 7| 94 Al HAlste B 2
CHO|IE FT7I 2EYstE F<0lth olz{8t ol 2ot HE 7 Z&HEILICH



DSE& SE & BSS T#

802.11r2 AL& 3™ Fast BSS Transition2| & CHE +340| 7t s&fLICt & Z2H0|1E 7t Over-the-
DS(Distribution System)Z& S35l 2 43t 1 Over-the-AirE S3ll Z U5 X| &t= M APE ALE35t0d 2
COIAETL FT 2YE AR EILICE 0] B2 Open System Authentication ZH| Q! CHAl 7| 42 Al
At5t7] @I8H FT Action =20 AtS E LIt

7|2XMo = ZEI0IMEI M L2 APE 2EE £ ot Z2HsHH 25| o $H4xH 1ZEK|04
AE e AP FT Action Request 8|2 EHLICH E2I0IHEE= FT 24 e CHA AP2]
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