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0| 2 M0l M= ISE(Identity Services Engine) A0 CHaH @15 3+7| 250 LAP(Lightweight Access
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HIE HH

O] MHoM HMA ZRAE(AP)E 802.1x AlIXA} L& 5HH 2UH PAC(Protected Access
Credentials) Z2H|X{dE A& 5t0{ EAP-FASTE AI&3t= ISEO+I CHSH A2 x[of elal QI& & LICtH
EETJH802.1x 1B 2 ?la k™, AL x[of 2= EIHPOI/\W HEMo =2 CIEE WKl A&
PIx|= 802.1x EEHE O|2|9| EEB{EHO| ZEE ST F 5185t X| ef&LICHAP= WLCH| 7+
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WLC Switch LAP

74
ol EMolME CHE IP FAE Al LI

- AR|X[Q IP FAE 10.48.39.141 Lt
- ISE MEHQ| IP F4A= 10.48.39.161 & L|Ct.
- WLCO| IP &4 & 10.48.39.142&]LC}.

LAP T
0| AlMof| M LAPE 802.1x AMXIE A 5t= MEE NZELict

1. AP7} WLCO]| o|0] 7+ E|o] Qe B Wireless(F41) IS 2 0|8 3t0{ APE E8/5t1
Credentials(Xt 4 &) Z=Z 0|58t CIS 802.1x Supplicant Credentials(802.1x A& XF &}
4 ZE) M= ot2ioll M o] APl CHE 802.1x A& X O|F L HIUHS E M 5tE4H Over-
ride Global credentials(Over-Global credentials)) & Q1Et2 MEHEL|CT
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MONITOR  WIANs CONTROLLER SECURITY MANAGEMENT COMM

WIRELESS

Wireless All APs > Details for Aks_desk_3502

w Access Points
All APs
« Radios
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

_ General | Credentials | Interfaces | High Availability | Inventory | Fi

Login Credentials

Over-ride Global credentials

b Advanced
Mesh 802.1x Supplicant Credentials
b ATF I Over-ride Global credentials 4
RF Profiles Username ritmahaj
Password

FlexConnect Groups

FlexConnect ACLs Confirm Password |sssese

FlexConnect VLAN

Templates

MNEAD Al c
Global Configuration(Z<3 Z1x|1gi[0|M) M+ & A& 3t0o{ WLCH| ZQIE[= 2 & APO| CHaH
3S MEX Ol HIYHS E MHE = A&t

WLANs CONTROLLER SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WIRELESS

MONITOR

Wireless i
Ethernet Interface#® CDP State
AP Primed Join Timeout(120 -
; 0 v 43200 seconds) ; o
* Access Points
All APs n - Back-up Primary Controller IP
w Radios 2 o Address{Ipv4/Ipve)
S innc 3 o Back-up Primary Controller name
802.11b/ gm 4 &
Back-up Secondary Controller IP
Global ronr:guanon Radio Slot# COP State Address(Ipv4/1pve)
b} Advance 0 ¥ Back-up Secondary Controller
1 v name
Mesh 2 v
P ATF TCP MSS
RE Profiles Login, Credentials Global TCP Adjust MSS (1Bvd: 536 -
1363, TPv6: 1220 - 1331)
FlexConnect Groups Usemame . .
FlexConnect ACLS 5 d AP Retransmit Config
FlexConnect VLAN Al Parameters
Ieimpiates Enable Password AP Retransmit Count 5
OEAP ACLs
AP Retransmit Interval 3

802.1x Supplicant Credentials

Network Lists

OEAP Config Parameters

b 802.1la/nfac 802.1x Authentication ’
b} 802.11b/g/n Username Disable Local Access
b Media Stream Password NOTE:

Enabling this feature could violate s¢
within your organization. Please mal

Application Visibility Confirm Password
pliance with all regulati befo,

And Control Lo

2. AP7} ot &l wWLCod| 718t X| ete
LAPO]| 2 1 QI5HoF &HL|Ct.

LAP#debug capwap console cli

a2 xt

fjo

ol
on
u
i |

LAP#capwap ap dotlx username

A x| A



1. AQ%|0IM dot1xE Mo = &Ad5tstT AL %[0l ISE MEHHE F7+EFLICt
aaa new-model

aaa authentication dotlx default group radius

dotlx system-auth-control
1

radius server ISE
address ipv4 10.48.39.161 auth-port 1645 acct-port 1646

key 7 123A0C0411045D5679
2. O|X| AP AQ|X| ZEE F/g&LIct
interface G gabitEthernet0/4

switchport access vlan 231
switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

ISE M T4

1. ISE ME{0ll M AAA(Authentication, Authorization, and Accounting) 22+0|1ER AQ(X|E F
7befLC.

.;]IIS.;LI. Identity Services Engine Home » Operations » Policy » Guest Access « Administration » Work Centers

» System P Identity Management = ~MNetwork Resources | P Device Portal Management  pxGrid Services  » Feed Service Identity Mapping

« Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM L

TTmTmnmm e s
Network Devices List > akshat_sw

Network Devices
* Name | akshat_sw|
Description

Network devices

Default Device

*IP Address: [ 10.48.39.141 /32

* Device Profile | Cisco |« | &3

Software Version :l

* Network Device Group

Location [all Locations | [ Set To Default |

Device Type [all Device Types D | [ Set To Default

» RADIUS Authentication Settings

Enable Authentication Settings
Frotocol RADIUS

* Shared Secret | susesses | [ Show.




::!Isélciv Identity Services Engine Home » Operations » Policy » Guest Access w Administration » Work Centers

P System P Identity Management =~ MNetwork Resources | » Device Portal Management  pxGrid Services  » Feed Service  » Identity Mapping

= Network Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences NAC Managers External MDM » Locati
_—

(<]

Network devices Network Devices
Default Device

JEdt oeadd  EyDuplicate | @olmport @pBxport + | @ Generate PAC | )€ Delete =

Name «  IPiMask Profile Name Lecation Type
O GurpWLC1 10.48.39.155/32 & Cisco & All Locations All Device Types.
O GurpwLC2 10.48.39.156/32 &k Cisco 3 All Locations All Device Types.
| O akshat_sw 10.48.39.141/32 &k Cisco & All Locations All Device Types |
=<

2. ISE0IA 215 G2 &l HEF Fof HHE FIFHLICLO0| B2 R4 dot.1x2! 7[& 215 %0
AP%EIXIFJ, MNEX= 27 AL EPEP O|E ALEX XIEE & U&LICH

Ll|ls|l:l; Identity Services Engine Home » Operations i » Guest Access » Administration » Work

Authentication | Authorization  Profiling  Posture  Client Provisioning » Policy Elements

Authentication Policy

Define the Authentication Palicy by selecting the protocols that ISE should use to communicate with the network devices. and the identity sou
For Policy Export go to Administration > System = Backup & Restore > Policy Export Page

Policy Type ) Simple (®) Rule-Based

i MAB “If  Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access and
Default ‘use Internal Endpoints
: Dot1X -If  Wired_802 1X OR
Wireless_802_1XAllow Protocols : Default Network Access  and
Default use All_User_ID_Stores
Default Rule (If no match) - Allow Protocols : Default Network Access and use : All_User [D_Stores

712 HEYT HMHAE {85t TEZEZ0|M EAP-FAST7I HEEl=X| &lgLct



Identity Services Engine Home » Operations » Guest Access » Administration » Work Centers

Authentication  Authorization  Profiling Posture  Client Provisioning v Policy Elements

Dictionaries  » Conditions  « Results

o v Allow EAP-FAST

~ Authentication
EAP-FAST Inner Methods

Alloed Prisecols Allow EAP-MS-CHAPV2

\ _
Alicrzatar Allow Password Change Retries[3 | (Valid Range 0 to 3)

b Profiling Allow EAP-GTC

S Past Allow Password Change Retries [3_] (Valid Range 0 to 3)

Allow EAP-TLS
}+ Client Provisioning
D Allow Authentication of expired certificates to allow certificate renewal in Authorization Paolicy

i

®

Use PACs (0) Don't Use PACs

Tunnel PAC Time To Live [90 | [Days - |

Proactive PAC update will occur after IE % of PAC Time To Live has expired
Allow Anonymous In-Band PAC Provisioning
Allow Authenticated In-Band PAC Provisioning

Server Returns Access Accept After Authenticated Provisioning

a Accept Client Certificate For Provisioning

3. HEt £0{ HH(Port_Authz)oll CHaH O] 42 AP xH2{ ZH0| ALSRH 2B (AP)Oll Z 7+l L
Ch. AFSE T2 "AHSAI7F 18 APOI £3tT R4 dot1xE +#3t OHS 7|2 HEt Hoj Z
Zuh 518 HMAE FAIBLICHQLICH E3t @F Argtoll mat AS A XIBE 4 Lot

AAEH

i
cisco

Identity Services Engine Home » Operations i » Guest Access » Administration » Work Centers

Authentication = Authorization = Profiling  Posture  Client Provisioning P Policy Elements

Authorization Policy

Drefine the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

| First Matched Rule Applies -

¥ Exceptions (0)

4 Create aNew Ru[e

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Port_AuthZ I APs D Wired_802.1X her  PermitAccess

sl jdentity Services Engine

cisco Home » Operations » Policy » Guest Access  Administration » Work Centers

b System | v ldenlity Management = b Network Resources b Device Portal Management  pxGrid Services b Feed Service  » Identity Mapping

» Identities  Groups  External Identity Sources  Identity Source Sequences P Settings

Identity Groups User Identity Groups > APs
Identity Grou
[~ o) tity P
=R & * Name |APs{
» [ Endpaint [dentity Groups Description |Credentials for APs
» [ Useridentity Groups
Save Reset
Member Users
Users Selected 0 | Total 1 € G5
d=Add » 3 Delete Show | All - || S
Status Email Username = | First Name Last Name

O @ Enabled 9 ritmahaj
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| A At&stod Hm|aefo|Mo| M= 2 Sst=X] #HlgL|ct

g
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A LR ZEO|AM 802.1x7F &S |' |
LICt.wLCo] o|0] SHE LAPE ™
EcfEULICH ALR|X[0M 802.1xE
dSES LIEHLICHLAPT Q1B &

I:I
—
14 L—|EF H3 8k 802. 1x %“ SHSIEE S{EE CHE
g L |

x| M show BE & stLIE =45t0] ZETJ} QIS ERA= K| & QlF Lt
akshat_sm#show dotlx interface g0/4

Dot 1x Info for G gabitEthernet0/4
PAE = AUTHENTI CATOR

Qui et Period = 60

ServerTi meout = 0

SuppTi neout = 30

ReAut hMax = 2

MaxReq = 2

TxPeriod = 30

akshat sw#show dotlx interface g0/4 details

Dot 1x Info for G gabitEthernet0/4
PAE = AUTHENTI CATOR

Qui et Period = 60

ServerTi meout = 0

SuppTi neout = 30

ReAut hMax = 2

MaxReq = 2

TxPeriod = 30

Dot 1x Authenticator Cient List

EAP Met hod FAST

Suppl i cant = 588d.0997. 061d

Session | D = 0A30278D000000A088F1F604
Auth SM St ate = AUTHENTI CATED

Auth BEND SM State = I DLE

akshat _sw#show authentication sessions

Interface MAC Address Method Donmain Status Fg Session |ID
G 0/ 4 588d.0997.061d dot 1x DATA Auth 0A30278D000000A088F1F604

2. ISE0{|A{ Operations(%f¥d) > Radius Livelogs(RADIUS 2t0|E 21)& ME{st Q15 0| 83
ot SHHE HEH Fo{ ZEUU0| FAIZ=X| 2 IgLICt.



w License Warning 4

';‘p;.élq" Identity Services Engine Home » Operations * Policy » Guest Access » Administration » Work Centers

RADIUS Livelog TACACS Livelog  Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplicants i Misconfigured Metwork Devices RADIUS Drops ) Client Stopped Responding i Repeat Cou
0 0 0 3 0
[ show Live Sessions {24 Add or Remove Columns 5 Refresh ) Reset Repeat Counts Refresh | Every 1 minute v| show[ Latest 100 records | within[|
Time v NS | ealls RepeatCount J0entty © | EndpointiD ° | EndpointProfile ' = Authentication Policy ° | Authorization Policy ©  Authorization Profiles 1
A+ |
2017-03-09 10:32:28.956 P ritmahaj 58:80:09:97:06:1D0  Cisco-Device Default >> DotiX >> Default Default >> Port_AuthZ PermitAccess a
2017-03-09 10:31:29.227 Q rivmahaj 58:80:09:97:06:1D  Cisco-Device Default >> Dot1X >> Default Default >> Port_AuthZ a

= —
=AM 4
o| MMoMe Aol EXME sidste ol AFRE £+ Ues HEE XMSELC

ISE ME{7} AL|x|0l| M @12 7t 8 K| & Ql5tE{™ ping BHES =dFLCt.

AR|X|7tISE MBI A AAA S EIOIHER FMEIJ=X] & IFLCH.

.37 Y57t ARR|QE ACS AfH] Zhol| S LEHX| & QIEkLC.

. ISE MEH{OI| A EAP-FAST7t &3t k|o{ A= X| 2l ELct,

. 802.1x At Zd ZHO0| LAPO| CHEH A E[01 QT ISE MHEHOIA SUSHR| & QIgrL|Ct B IALS
A O|E2 H|YHS = CH/AZEXHE FEFLICH

6. 215 0| AmlstH AL|x[of CtE BAE S UZIELICt debug dot1x & debug authentication.

g~ wN =
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