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Source Destination | PrntnccllLengtklInfn User-Name

10.62.148.109 10.48.17.14 RADIUS 378 Access-Request(l) (id=9, 1= anonymous
10.48.17.14 10.62.148.109 RADIUS BE Access-Reject(3) (id=9, 1=4
10.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=30, 1 anonymous
10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(ll) (id=30

.148.109 17.14 RADIUS 510 Access-Request(l) (id=31, 1 anonymous

Length: 138
Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0Gx01
= Secure Sockets Layer
= TLSv] Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0xG361)
Length: 127
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123

Version: TLS 1.0 (0xG3061)
[+ Random

Session ID Length: 32

Session ID: 9a3442e351082ectdbafthB8509c f99k04 fab64574bE272TEYE. | .
Cipher Suites Length: 52

[* Cipher Suites (26 suites)
Compression Methods Length: 1

[* Compression Methods (1 method)
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Source Destination | PrctcccllLengtflInfo User-Name

23 10.62.148.1089 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=91, 1=259) anonymous
Z4 10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(11l) (id=81, 1=151)

.148.1069 .48.17. RADIUS Access-Request(1l) (id=92, 1=624) anonymous
Z26 10.48.17.14 10.62.148.109 RADIUS 311 Access-Challenge(1l) (id=892, 1=269)
27 10.62.148.109 10.48.17.14 RADIUS 437 Access-Reguest(l) (id=93, 1=395) anonymous
Z8 10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(11l) (id=893, 1=184)
29 10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=94, 1=426) anonymous
30 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=84, 1=216)
31 10.62.148.109 10.48.17.14 RADIUS 516 Access-Reguest(l) (id=95, 1=474) anonymous
32 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=85, 1=216)
33 10.62.148.109 10.48.17.14 RADIUS 452 Access-Reguest(l) (id=96, 1=410) anonymous

e A T T = (==

= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0381)
Length: 281
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 277
Version: TLS 1.0 (0Gx0301)
[ Random

Session ID Length: @
Cipher Suites Length: 52
[* Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods (1 method)
Extensions Length: 184
= Extension: SessionTicket TLS

Type: SessionTicket TLS (G
Length: 180
Data (180 bytes)
[* AVP: 1=18 t=Message-Authenticator(80): Gch2477c0762a96d3balb024526291a8
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- ¥ Allow EAP-FAST

EAP-FAST Inner Methods
Allow EAP-MS-CHAPvZ

[V Allow Password Change Retries |3 (Valid Range 0 to 3)
Allow EAP-GTC
[l Allow Password Change Retries|3 | (Valid Range 0 to 3)

Allow EAP-TLS
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i
() Use PACs () Don't Use PACs
Tunnel PAC Time To Live a0 Days v

Proactive PAC update will occur after| 10 % of PAC Time To Live has expired

[  Allow Anonymous In-Band PAC Provisioning

E Allow Authenticated In-Band PAC Provisicning
Senver Returns Access Accept After Authenticated Provisioning
Accept Client Certificate For Provisioning

E Allow Machine Authentication

Machine PAC Time To Live 1 | Wealks v |
E Enable Stateless Session Resume
Authorization PAC Time To Live 1 | Hours v | i
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] Preferred EAP Protocol [EAp-FAST +
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o\ © # w = 4\Network Access Manager\system\* * & -

+ Name Bt Size Date Attr + Name Bd Size Date Attr
[_I] [$Recycle_Bin] <DIR> 07/02/2015 15:14—hs el <DIR> 06/30/2015 17-31—
[3m <DIR> 10/16/2014 16:40— || configuration xml 9,853 0673072015 17-25a—
[@ [Documents and Settings] <LNK> 07/14/2009 07:08hs |=|internalConfiguration xml 4,108 07/03/2015 10:31a—

_gLister-[c:‘\PrDgramData\Cism\Ciscu AnyConnect Secure Mobility Client\Network Access ManagersystemiinternalConfiguratio... | = ﬂ@
File Edit Options Encoding Help 54 %
<?xml version=""1.8" encoding=""UTF-8"7> »
<internalConfigurationData>

<group>

<groupHame>Local networks</groupHame>

<network>

<networkHame>eap-fast-pac</networkHame>

{credentials>

<credential>B10808008088d08c?ddf9115d1118c7aBBc B4Fc297ebB1000000bd FB1F2976F 154bafdyB
479941b9d82040000000300000062006Cc BA6FHB620000001065600000001000020000080bB86e31525
Fb11b1a5cd?726dc3c35Fef803b1655a09e40bcB99cF6828033bakninnon000e30000000020000200
00008828e48323bf8a33Fd5892F40dF77D2b935040b3%ee63841545602192064a23033500100000e63
F22ae6b5a05071218b6b3371F7b5825chbdFBbY6B15da6bBe9978612F5eB8F57054CF9296e7d1a8a89
28b721871deab9%eed?ce993abec?2dr 4689 FbASFEB2F3dd93d270e32F494b24C63b93999 00 D65 403
ed7dB828706F8926e951ebf B1beco598d201417742003Cchb30F69005048656b6e73e77d52d69d8F 97D
26af48d27eb1831a79c39383aF66dbda?baldc66cdyd7282b038F185F43095F8803a8b69728F5a15a1
dd1acb86246d0515b59868eb10205d7438F58d7bb7 F3a2c6d2CFF972acd1d39986de3472a16b0e288
48710e85536583a6a37699e72aac27d%aedl327d038499390ddasf1557a4c9176eeababe8c603IB68BDA
bBcbhb2969fee9d5e? FdS5F7c22319bbF06F84a293caedecAF1726Ca743be97%eef10977e7ee1b8559493
3286a7b8O214cB7925831F5982bbecoef8F9575e8F643ccalPefca9fbb?2bd954dd?abA62e230b8BYCY
3FfodefdbBf2c5663caeunnoooonantalel 0c49F1e7247751cc2d8254bb12e1024db9392C1FfC4213D
0518617864dfcac2e518a2120eBeyd0id7892d2dec9F3beS0866eceB62a%a18542ec8cF75CcFB113d7
1aBu</credential’

<credential>B10000008d08c?ddf80115d1118c7a00c BUFc297ebB10000004bdFE1F2976F154bafdud
479941b9dB20400000003 00000062 006C BA6FOB62000000106600000001000020000000ed324918b3
354db14525Fd19908da305813920c82662Fd859ba76bf976Ccacaalaninoinnoonel 0000000020000200
gepBe2b8ate?5%9adad88cddadb77F23aa219ady71185626Fa5170e86eel4abB78a661ac 801000066CC
00055adFoed?47748Fa%2bdab740Fabc9bi2F681271a3a476dbF1085a2cae120884d4a3F6523e50e12
826084b3535fcBa7FF238e3a344?2edy144dd0a2530b024F23166383d8604d3503716891Fdb3dFu153

965d34750e1eacefA4b27c750acdBee B394 4116d68613 dee3feeafBadabfbef
6a2febf10297bddafe3d3f196d2d771ab29a8ab3fb50fc11 h99483chb21chBadid

95ad6df14e7830ddbde555e526551 014F5che 1861 46F 0d 9dceaddcfe5h837351 -
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12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

24351 Account validation succeeded
24420 User's Attributes retrieval from Active Directory succeeded - example.com


https://tools.cisco.com/bugsearch/bug/CSCuf31422
https://tools.cisco.com/bugsearch/bug/CSCua13140
https://tools.cisco.com/bugsearch/bug/CSCua13140

22037 Authentication Passed
12124 EAP-FAST inner method skipped

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

& B Q1B (ALER):

- M E2 A EJHE'D PACS 7 TLS 22I0|YME HelloE & ghLct.
- MHE PACE AEStL TLS HEE FHELICHAIEE 2B M 8i8).
. M Z2| H Eof M3t §o{ PACT} lo 22 LR w8 (EAP-MSCHAP) 215 0f AHE ElLICH

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12125 EAP-FAST inner method started

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

ISEL| &Ml 2o "T|Ef 4" Mol q AL A L Al 15 of Chsl chZa 2ol EAIELICH
EapChainingResult: No chaining
PAC W& ZHHZHEE S8 EAP ¢1ZE 8 AH835l= EAP-Fast
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12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication



12209
12210
12211

24420
22037

24439
22037

11503
11002

Starting EAP chaining
Received User Authorization PAC
Received Machine Authorization PAC

User's Attributes retrieval from Active Directory succeeded - example.com
Authentication Passed

Machine Attributes retrieval from Active Directory succeeded - example.com
Authentication Passed

Prepared EAP-Success
Returned RADIUS Access-Accept

ISEQ| AM| ET A Q| "7|EF EA" MMM CHE2 O Z2 LI 0| EA|E/L|C].

EapChainingResult: EAP Chaining
3t AFS A 2 Al Xk Bl of2fet 22 2ol ZEELIc

Username: cisco,host/mgarcarz-PC

PAC Q10| EAP ¢4 & A2 35l= EAP-Fast
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04l NAM2 PACE AE5tX| SIS FIEIH ISEE PACE MEsHX| =5 FJELICH

(2L} EAP ®|O|H 2 2).

M

Z 2| 74 EVF Bl PAC 10| TLS 22}0|1E HelloE EHL|C}
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M HO|2E£ 0). TLS E{'&0| 75 ELIC}.

- ISEE TLS E{d LHOll A 2Et0|HE AB Mol CHEF TLY 8 & ™MESHXIT M EEI HEE D
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12102

Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST

as negotiated

12800
12805
12806
12807
12809
12811
12812

12816
12207

Extracted first TLS record; TLS handshake started

Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS Certificate message

Prepared TLS CertificateRequest message

Extracted TLS Certificate message containing client certificate
Extracted TLS ClientKeyExchange message

TLS handshake succeeded
Client certificate was requested but not received during tunnel establishment. Will

renegotiate and request client certificate inside the tunnel.

12226

12104
12811
12812
12804
12801
12802

Started renegotiated TLS handshake

Extracted EAP-Response containing EAP-FAST challenge-response
Extracted TLS Certificate message containing client certificate
Extracted TLS ClientKeyExchange message

Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message

Prepared TLS Finished message



12226
12205

Started renegotiated TLS handshake
Client certificate was requested but not received inside the tunnel. Will continue

with inner method.

12176

12209
12218

11806

24402
22037

12219

11806

24470
22037

11503
11002

EAP-FAST PAC-less full handshake finished successfully

Starting EAP chaining
Selected identity type 'User'’'

Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

User authentication against Active Directory succeeded - example.com
Authentication Passed

Selected identity type 'Machine'’

Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

Machine authentication against Active Directory is successful - example.com
Authentication Passed

Prepared EAP-Success
Returned RADIUS Access-Accept

EAP 17 @&t £0{ PAC Bt 2B Al88t= EAP-Fast

Ol &0IM MHEAE R & B PACE 7HX|1 UX|BF HEF F0{ PACTI BZ EIR&LICH

M EZ2| A E7HE{d PAC2 &7 TLS E2}0|E HelloE M5
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12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12175 Received Tunnel PAC

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succeeded

12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12209 Starting EAP chaining

12227 User Authorization PAC has expired - will run inner method

12228 Machine Authorization PAC has expired - will run inner method

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge
24402 User authentication against Active Directory succeeded - example.com

22037 Authentication Passed

12219 Selected identity type 'Machine'’

24470 Machine authentication against Active Directory is successful - example.com
22037 Authentication Passed

12171 Successfully finished EAP-FAST user authorization PAC provisioning/update



12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update

11503 Prepared EAP-Success
11002 Returned RADIUS Access-Accept

EAP 947 E{'d PAC7} B2 El EAP-Fast
& Ei'd PACY} §lg B2 0| 280 LHF EHHE AL R A TLS Ea ol erdd ot

. M EZ2| H E7F E{'d PAC 8i0| TLS 20| E Hello € & &LCH

- MHETLS Q1B 2 IS QE HOIREZ SEELIC

.M EEHEE MH 2B ME AE dlof 5tH EEI0|ME CIBME ™S K| E&LICHRIS
M HO|ZE & 0). TLS E{g0o| = ELICH

. ISEE TLS Ei'—E* LHolA E210|21E eléHcHl CHEE TLV RE 2 HESRIBt M EBHEE O
=HX| or&LICHAISSE{™ TLVE 7HE =27t ).

. MSCHAPv2 Q& 1} &74 LI W A2 504 APRXPOH I:H°+ EAP XM O|d2 Al=FgfLCt.

- MSCHAPv2 Q&1 &7H L8 &2 ALE 5o Al @152 A& gL ct.

. ZE PACE ZZH|XIFELICHISE ATy o]MollM & A5HE).

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12806 Prepared TLS ServerHello message

12807 Prepared TLS Certificate message

12809 Prepared TLS CertificateRequest message

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishment. Will
renegotiate and request client certificate inside the tunnel.

12226 Started renegotiated TLS handshake

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12811 Extracted TLS Certificate message containing client certificate

12812 Extracted TLS ClientKeyExchange message

12804 Extracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12802 Prepared TLS Finished message

12226 Started renegotiated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. Will continue with
inner method.

12149 EAP-FAST built authenticated tunnel for purpose of PAC provisioning

12105 Prepared EAP-Request with another EAP-FAST challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Extracted EAP-Response containing EAP-FAST challenge-response

12209 Starting EAP chaining

12218 Selected identity type 'User'

11806 Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

24402 User authentication against Active Directory succeeded - example.com
22037 Authentication Passed

12126 EAP-FAST cryptobinding verification passed
12200 Approved EAP-FAST client Tunnel PAC request



12202
12219

11806

24470
22037

12169
12171
12170
12179

11503
11002

Approved EAP-FAST client Authorization PAC request
Selected identity type 'Machine’

Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

Machine authentication against Active Directory is successful - example.com
Authentication Passed

Successfully finished EAP-FAST tunnel PAC provisioning/update

Successfully finished EAP-FAST user authorization PAC provisioning/update
Successfully finished EAP-FAST machine PAC provisioning/update

Successfully finished EAP-FAST machine authorization PAC provisioning/update

Prepared EAP-Success
Returned RADIUS Access-Accept

EAP 17 4! 2|3 TLS E{'d PAC Z2H|X & Al235t= EAP-Fast
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Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST

as negotiated

12800
12805
12806
12808
12810

12812
12804
12801
12802
12816
12131

12209
12218

11806

24402
22037

12162

Extracted first TLS record; TLS handshake started
Extracted TLS ClientHello message

Prepared TLS ServerHello message

Prepared TLS ServerKeyExchange message

Prepared TLS ServerDone message

Extracted TLS ClientKeyExchange message

Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message

Prepared TLS Finished message

TLS handshake succeeded

EAP-FAST built anonymous tunnel for purpose of PAC provisioning

Starting EAP chaining
Selected identity type 'User'

Prepared EAP-Request for inner method proposing EAP-MSCHAP with challenge

User authentication against Active Directory succeeded - example.com
Authentication Passed

Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be

provisioned only on authenticated provisioning



12200 Approved EAP-FAST client Tunnel PAC request

12219 Selected identity type 'Machine’

24470 Machine authentication against Active Directory is successful - example.com

22037 Authentication Passed

12162 Cannot provision Authorization PAC on anonymous provisioning. Authorization PAC can be
provisioned only on authenticated provisioning

12169 Successfully finished EAP-FAST tunnel PAC provisioning/update

12170 Successfully finished EAP-FAST machine PAC provisioning/update

11504 Prepared EAP-Failure

11003 Returned RADIUS Access-Reject

2T TLS Bi'd HYE ?I8F Wireshark THZ! ZA:

Source Dastination | Prutucul|Lengtr|Infn User-Name

16.62.148.108 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=180, " anonymous

10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 498 Access-Reguest(l) (id=181, " anonymous
.148.109 RADIUS Access-Challenge(ll) (id=19

16.62.148.109 10.48.17.14 RADIUS 706 Access-Reguest(l) (id=192, " anonymous

16.48.17.14 10.62.148.109 RADIUS 232 Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS 378 Access-Reguest (1) (id=193, " anonymous

160.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(ll) (id=19

16.62.148.108 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=184, " anonymous

10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(ll) (id=19

Code: Reguest (1)

Id: 161

Length: 622

Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
“ Secure Sockets Layer
= TLSv]l Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 74
" Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 708
Version: TLS 1.0 (Gx0301)
[* Random

Session ID Length: 32
Session ID: 4laeebdbBEEf48165c56144aa9% dccdc 9367167 fhaeB6303. ..
Cipher Suite: TLS DH anon WITH AES 128 CBC SHA (0xQ@834)

Compression Method: null (0)
= TLSv]l Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)

EAP 214 A%t Q15 Q1= EAP-Fast

0| & 0{ M AnyConnect NAM with EAP-FAST and User (EAP-TLS) and Machine authentication



(EAP-TLS)O| M E LIt Windows PC7t &I E[ X2t AAE AL A1 ZHO| MBS EIX| f&LICHAL]
X7t 802.1x M2 AlZfEFLICEH 2Lk NAM2 5 8{oF &hL(Ch a2t AFE X X3 50| M3
IR et ELICHAFS R HE A 2 QIB Mo CHEF HAM|A THEHO| OF ] Qi) . AFE X @1F O] Almlist=
S0t A|AEIO| dBRFLICE - ISE authz Z7d "Network Access:EapChainingResult EQUALS User
failed and machine succeeded"7t S FELICH LIS | AFEA7F 230151 CHE 215 0] AlZE|H
AERet AAHR 25 I ELC

- M E2| 1 EJ AlA™ PACS} E7H TLS 220/ E helloE EHiLICEH
- ME7FTLS &5 B4 AFol| SEEHLICH TLS {2 Y PACE 7|Hte 2 FA| TSEL|CH
- ISEE EAP M|O|'d & AlZfst T ALEXF IDE & ELICH

- M EZ2lH EJHoidl Al IDE NS g LICHALE R} ob & #H| E|X| 8 F). EAP-TLS LHR &
|:|-|° -9|'E°|'L,|E|-

- ISE7 AtE At IDE CHA| @EEFLICH A7t 0|8 MBE += eigLCh

- ISE= S¢F dat = dI(ASA IS5 8)E TLVE 2Lt

ISE= %|5 EAP A& HAIX], ISE =7 HE 23 HAM|A:EapChainingResult EQUALS A& At

Almf 2l HAl A= S eketghLct

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12174 Received Machine PAC

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12801 Prepared TLS ChangeCipherSpec message
12802 Prepared TLS Finished message

12816 TLS handshake succeeded
12132 EAP-FAST built PAC-based tunnel for purpose of authentication

12209 Starting EAP chaining
12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12215 Client suggested 'Machine' identity type instead

12104 Extracted EAP-Response containing EAP-FAST challenge-response
12523 Extracted EAP-Response/NAK for inner method requesting to use EAP-TLS instead

12805 Extracted TLS ClientHello message
12806 Prepared TLS ServerHello message
12807 Prepared TLS Certificate message
12809 Prepared TLS CertificateRequest message

12816 TLS handshake succeeded
12509 EAP-TLS full handshake finished successfully

22070 Identity name is taken from certificate attribute
15013 Selected Identity Source - Test-AD

24323 Identity resolution detected single matching account
22037 Authentication Passed

12202 Approved EAP-FAST client Authorization PAC request

12218 Selected identity type 'User'

12213 Identity type provided by client is not equal to requested type
12216 Identity type provided by client was already used for authentication
12967 Sent EAP Intermediate Result TLV indicating failure



12179 Successfully finished EAP-FAST machine authorization PAC provisioning/update
12106 EAP-FAST authentication phase finished successfully

11503 Prepared EAP-Success

11002 Returned RADIUS Access-Accept

EAP 217 Sl a4y gis | TLS Ei'd ™ & M&3t= EAP-Fast

O| B0 ISEE 2H TLS E{LE
TLS {2 A8 &0|H ISE= CHS

=

=
o
=

s AT PAC Z 2 H|X{ ol Chall FAEIX|PH NAME Q1B
7|58

12102 Extracted EAP-Response containing EAP-FAST challenge-response and accepting EAP-FAST as
negotiated

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClientHello message

12814 Prepared TLS Alert message

12817 TLS handshake failed

12121 Client didn't provide suitable ciphers for anonymous PAC-provisioning

11504 Prepared EAP-Failure

11003 Returned RADIUS Access-Reject

Ol 2Ml= NAMO| EH TLS &= & AF&35tod QIS E TLS EidE 7535t
E{d2 H TLS E-I'—*Oﬂ CHal A& ISE| M == E[X| b & L—IEHDH of

22X &
ISE

XEME 232 E2{H siE PSN = =04 M Runtime-AAA C|H{1E & 4Adstal{oF &FLICHCIS 2 prrt-
server.log®| 21 of IL|C}.

AAR] PAC M4:

DEBUG, 0x7£d5332fe700, cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31, FramedIPAddress=10.0.13.127,Using IID from PAC request for machine, EapFastTlv.cpp:1234

DEBUG, 0x7£d5332fe700, cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31, FramedIPAddress=10.0.13.127,Adding PAC of type=Machine Authorization, EapFastProtocol.cpp:3610

DEBUG, 0x7£d5332fe700, cntx=0001162745, sesn=mgarcarz-
isel14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,CallingStationID=00-50-B6-11-ED-
31, FramedIPAddress=10.0.13.127, Eap-Fast: Generating Pac, Issued PAC type=Machine Authorization
with expiration time: Fri Jul 3 10:38:30 2015

PAC 23 &¢l:

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine, EapFastProtocol.cpp:955

INFO ,0x7fd5330£fc700,cntx=0001162745, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Eap-Fast: client PAC request
approved for PAC type - Requested PAC type=Machine Authorization, EapFastProtocol.cpp:955



PAC &45:

DEBUG, 0x7£d5330fc700,cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous,CallingStationID=00-
50-B6-11-ED-31,FramedIPAddress=10.0.13.127, Authorization PAC is wvalid, EapFastProtocol.cpp:3403

Eap,2015-07-03 09:34:39,208,DEBUG, 0x7£d5330£c700,cntx=0001162499, sesn=mgarcarz-
1se14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=anonymous,CallingStationID=00-
50-B6-11-ED-31, FramedIPAddress=10.0.13.127, Authorization PAC accepted, EapFastProtocol.cpp:3430

PAC 4442 913t HZ521 29 of;

DEBUG, 0x7£d5331£d700, cntx=0001162749, sesn=mgarcarz-
1se14/223983918/29245,CPMSessionID=0A3E946D00000FE5131F9D26,user=cisco,CallingStationID=00-50-
B6-11-ED-31,FramedIPAddress=10.0.13.127,Conversation summary: Provisioning. Authenticated. Inner
method succeeded. Inner method succeeded. Generated PAC of type Tunnel V1A. Generated PAC of
type User Authorization. Generated PAC of type Machine. Generated PAC of type Machine
Authorization. Success

PAC A& & 2IEF 43Xl 29 ol:

DEBUG, 0x7£fd5330fc700,cntx=0001162503, sesn=mgarcarz-
15e14/223983918/29243,CPMSessionID=0A3E946D00000FE5131F9D26,user=host/mgarcarz-
pc,CallingStationID=00-50-B6-11-ED-31, FramedIPAddress=10.0.13.127,Conversation summary:
Authentication. PAC type Tunnel V1A. PAC is valid.Skip inner method. Skip inner method. Success

AnyConnect NAM

HT
N
el
OH
[
r
ful

NAMS| DART 210l & CHS ME ™

HI EAP 42 MM, iiHE xH14 giol HAl 152 of:

EAP: Identity requested
Auth[eap-fast-pac:machine-auth]: Performing full authentication
Auth[eap-fast-pac:machine-auth]: Disabling fast reauthentication

T F04 PAC = 2| 0f|(H| EAP 234 M|dof CHEF Al 21B):

Looking for matching pac with iid: host/ADMIN-PC2
Requested machine pac was sen

MSCHAPZS| 2 E LT & &Ef= ote 230iAM e +~ l&LCH

EAP (0) EAP-MSCHAP-V2: State: 0 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 2 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 1 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 4 (eap_auth_mschapv2_c.c 73

NAME ZE EAP THZ!S Z4%{504 pcap I Uoll A& 8 =& 22 7|5 0| Hu|Ts|0lME 5183
Lickols 238 & Alst 7ls0l 531 R BLICHEAP T2 AR 218 FHof Y 4sts QI
ol Zix{E). 7|5 & A5H0] CHEHAIS TAC AX|LIofolH EolatAlAlL.

=



. Cisco AnyConnect Secure Mobility Client ##2|X} 7}0|E., BIE|A 4.0 EAP-FAST #I|d0|M
. Cisco Identity Services Engine #Z|Xt 7}0|E, BIE|A 1.4 EAP-FAST & ALE

. Cisco Identity Services Engine A#| 7} 0|E.

- AnyConnect NAM 3! Cisco ISEE EAP M|O|d &

. 7|& x| 3 £ M - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-nam.html#ID-1424-0000026d
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_010011.html#ID489
/content/en/us/support/security/identity-services-engine/products-implementation-design-guides-list.html
/content/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_80_eapchaining_deployment.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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