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*Mar 6 19:18:53.322: BR0:1 PAP: O AUTH-REQ id 7 len 18 from "PAPUSER"

! -—— Outgoing PAP AUTH-REQ. We are sending out our username (PAPUSER)and password ! --- to the
NAS. The NAS will verify that the username/password 1s correct. *Mar 6 19:18:53.441: BRO:1 PAP:
I AUTH-ACK id 7 Len 5
! --- Incoming AUTH-ACK. ! --- The NAS verified the username and password and responded with an
AUTH-ACK. ! --- One-way authentication is complete at this point. *Mar 6 19:18:53.445: BRO:1
PAP: I AUTH-REQ id 1 Len 14 from "NAS"

! ——- Incoming AUTH-REQ from the NAS. This means we now verify the identity of the NAS. *Mar 6
19:18:53.453: BR0:1 PAP: Authenticating peer NAS
! ——— Performing a lookup for the username (NAS) and password. *Mar 6 19:18:53.457: BRO:1 PAP: O
AUTH-ACK id 1 Len 5
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! —--- Outgoing AUTH-ACK.
with an AUTH-ACK. ! --- Two-way authentication is complete.
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! -—-- We have verified the username/password of the NAS and responded

*MEZ F 7iel CIH

gF Ml 74X -0l &Lt

ppp 2!& pap [callin]

ppp authentication pap BEO| FHE 2t RE= PAPE AL&5t0{ CHE Z (L
&, CHE Z(Z(o{)2 &2l f/sH 2Z C|dto|Aol| ALE At O|F/H|ZHEE XS sHok & LCt.

callin &40{ A& ppp authentication pap callin H&0| 2 MHE! 2t

QIEectn AErL|c e sl SEo| Z CHE B2 QSetx| &L

-‘T‘-Hl

7t CHE Zo|M QIS (AUTH-REQ)2 v‘ga | otot ELct
CIE E= 83t M2 #+85ts Al7IE Eo{FLICH
P& 88 |ECIOIHE(SE B) NAS(==21%H
Chebef ppp 2/1& pap £ & ppp 21& pap
LT |ppp S pap ppp 2/ pap

username <username> password <password>

2Z BIRE{7} PPP I|01E 215 5t7| {5 ArE 3= AFE AL 0| Ll HIZH S lL|C} 1|07} PAP
INE=IN L= =t HI“'H_@% M&sH 24 2HREE Y AF2XF O|E1 HIZHES 7 2ZH0M 7
ERAEX] %*&I?;I—IEL x5t Aot U™ 1mlo{7f QIS ELICH

& 11: PAPO]| CHEl username B& Q| 7|52 CHAPO CHEH 7|51 + + LICFHCHAPOIA = O] AtE

At O|§ 1t FEE AtE35t0o4 ”MEIX[of CHEE 8EH 2 M 5HK|BH PA
O|E1} HYUHE 7} SHIE K| &l8tLC},

PE OIE AL&3dtod =4l ALEXE

Etetsr 015 0| AR O| HU2 S EE CIRE0|ME ZHodhL|Ch &ete Q50| B o] HHE2 &
Zo|M HeghLlcH

PPP pap sent-username <username> password <password>

O} HIR2E PAP 152 M3l fLICt 24 2R E{= ppp pap sent-username A0 2|5 x| =
ALEXt Ol X HIZHEZ B ALS5t0od # Cluto|Ao] RHAIE @IS EFLICHOHE EFOE-IOH

{0l A
MHEF username BHE ALE 5o THE [t S Lt ALEX O|F/HIYHE T} Q{o{oF BfLICH.
& B E MESte B2 0| HHU2 S3HE AlESte BtREMME Z L S E 215 9|

Tty
742 0| HaYS oFzEof A —TL 35 of &rLCt.



http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_p1g.html#wp1069563
http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_p1g.html#wp1069563

B zdm|TefolMel gted et & AlELICH

a&ZH(ECHO|HE) Z11|Te| o]

interface BRIO

! -—-- BRI interface for the dialout. ip address negotiated encapsulation ppp

! --- Use PPP encapsulation. This command is a required for PAP. dialer string 3785555 class 56k
! Number to dial for the outgoing connection. dialer-group 1 isdn switch-type basic-ni isdn
spidl 51299611110101 9961111 isdn spid2 51299622220101 9962222 ppp authentication pap callin

! --- Use PAP authentication for incoming calls. ! --- The callin keyword has made this a one-

way authentication scenario. ! --- This router (client) will not request that the peer (server)
authenticate ! --- itself back to the client. ppp pap sent-username PAPUSER password 7

! ——- Permit outbound authentication of this router (client) to the peer. ! --- Send a PAP AUTH-
REQ packet to the peer with the username PAPUSER and password. ! --- The peer must have the
username PAPUSER and password configured on it.

=4 FH(MH) Hu{azo|M

username PAPUSER password 0 cisco

! ——- Username PAPUSER is the same as the one sent by the client. ! --- Upon receiving the AUTH-
REQ packet from the client, we will verify that the ! --- username and password match the one
configured here. interface Serial0:23 ! --- This is the D-channel for the PRI on the access

server receiving the call. ip unnumbered Ethernet0 no ip directed-broadcast encapsulation ppp

! ——- Use PPP encapsulation. This command is a required for PAP. dialer-group 1 isdn switch-type
primary-ni isdn incoming-voice modem peer default ip address pool default fair-queue 64 256 0
ppp authentication pap

! --- Use PAP authentication for incoming calls. ! --- This router (server) will request that
the peer authenticate itself to us. ! --- Note: the callin option is not used as this router is
not initiating the call.
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maui-soho-01l#show debug
PPP:
PPP authentication debugging is on
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PPP protocol negotiation debugging is on
maui-soho-0l#ping 172.22.53.144

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.22.53.144, timeout is 2 seconds:

*Mar 6 21:33:26.412: SLINK-3-UPDOWN: Interface BRIO:1, changed state to up

*Mar 6 21:33:26.432: BR0:1 PPP: Treating connection as a callout

*Mar 6 21:33:26.436: BR0O:1 PPP: Phase is ESTABLISHING, Active Open [0 sess, 0 load]

*Mar 6 21:33:26.440: BR0:1 PPP: No remote authentication for call-out

! ——- The client will not authenticate the server for an outgoing call. ! --- Remember this 1s a
one-way authentication example. *Mar 6 21:33:26.444: BR0O:1 LCP: O CONFREQ [Closed] id 82 Len 10
*Mar 6 21:33:26.448: BRO:1 LCP: MagicNumber 0x2F1A7C63 (0x05062F1A7C63)

! —--- Outgoing CONFREQ (CONFigure-REQuest). ! --- Notice that we do not specify an
authentication method, ! --- since only the peer will authenticate us. *Mar 6 21:33:26.475:
BRO:1 LCP: I CONFREQ [REQsent] id 13 Len 14

*Mar 6 21:33:26.479: BRO:1 LCP: AuthProto PAP (0x0304C023)

! —-- Incoming LCP CONFREQ (Configure-Request) indicating that ! --- the peer (server) wishes to

use PAP. *Mar 6 21:33:26.483: BRO:1 LCP: MagicNumber 0x3DBEE95B (0x05063DBEE95B) *Mar 6
21:33:26.491: BRO:1 LCP: O CONFACK [REQsent] id 13 Len 14

*Mar 6 21:33:26.495: BR0O:1 LCP: AuthProto PAP (0x0304C023)

! -——-- This shows the outgoing LCP CONFACK (CONFigure-ACKnowledge) indicating that ! --- the
client can do PAP. *Mar 6 21:33:26.499: BR0O:1 LCP: MagicNumber Ox3DBEE95B (0x05063DBEE95B) *Mar
6 21:33:26.511: BRO:1 LCP: I CONFACK [ACKsent] id 82 Len 10 *Mar 6 21:33:26.515: BRO:1 LCP:
MagicNumber 0x2F1A7C63 (0x05062F1.A7C63) *Mar 6 21:33:26.519: BRO:1 LCP: State is Open

! -——-- This shows LCP negotiation 1is complete. *Mar 6 21:33:26.523: BR0O:1 PPP: Phase is
AUTHENTICATING, by the peer [0 sess, 0 load]

! -—-- The PAP authentication (by the peer) begins. *Mar 6 21:33:26.531: BR0O:1 PAP: O AUTH-REQ id
20 Len 18 from "PAPUSER"

! -—-- The client sends out a PAP AUTH-REQ with username PAPUSER. ! --- This username 1s
configured with the ppp pap sent-username command. *Mar 6 21:33:26.555: BRO:1 PAP: I AUTH-ACK id
20 Len 5
! --- The Peer responds with a PPP AUTH-ACK, indicating that ! --- it has successfully
authenticated the client.
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maui-nas-06#show debug
PPP:

PPP authentication debugging is on

PPP protocol negotiation debugging is on
maui-nas-06#
*Jan 3 14:07:57.872: SLINK-3-UPDOWN: Interface Serial0:4, changed state to up
*Jan 3 14:07:57.876: Se0:4 PPP: Treating connection as a callin
! --- Since the connection is incoming, we will authenticate the client. *Jan 3 14:07:57.876:
Se0:4 PPP: Phase is ESTABLISHING, Passive Open *Jan 3 14:07:57.876: Se0:4 LCP: State is Listen
*Jan 3 14:07:58.120: Se0:4 LCP: I CONFREQ [Listen] id 83 Len 10 *Jan 3 14:07:58.120: Se0:4 LCP:
MagicNumber 0x2F319828 (0x05062F319828) *Jan 3 14:07:58.124: Se0:4 LCP: O CONFREQ [Listen] id 13
Len 14
*Jan 3 14:07:58.124: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- Outgoing CONFREQ (Configure-Request) ! --- use PAP for the peer authentication. *Jan 3
14:07:58.124: Se0:4 LCP: MagicNumber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan 3 14:07:58.124: Se0:4 LCP:
O CONFACK [Listen] id 83 Len 10 *Jan 3 14:07:58.124: Se0:4 LCP: MagicNumber 0x2F319828
(0x05062F319828) *Jan 3 14:07:58.172: Se0:4 LCP: I CONFACK [ACKsent] id 13 Len 14
*Jan 3 14:07:58.172: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- This shows the incoming LCP CONFACK (Configure-Acknowledge) indicating that ! --- the
client can do PAP. *Jan 3 14:07:58.172: Se0:4 LCP: MagicNumber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan
3 14:07:58.172: Se0:4 LCP: State is Open *Jan 3 14:07:58.172: Se0:4 PPP: Phase is
AUTHENTICATING, by this end
! -—-- The PAP authentication (by this side) begins. *Jan 3 14:07:58.204: Se0:4 PAP: I AUTH-REQ
id 21 Len 18 from "PAPUSER"
! ——- Incoming AUTH-REQ from the peer. This means we must now verify ! --- the identity of the
peer. *Jan 3 14:07:58.204: Se0:4 PPP: Phase is FORWARDING *Jan 3 14:07:58.204: Se0:4 PPP: Phase



is AUTHENTICATING *Jan 3 14:07:58.204: Se0:4 PAP: Authenticating peer PAPUSER
! ——- Performing a lookup for the username (PAPUSER) and password. *Jan 3 14:07:58.208: Se0:4
PAP: O AUTH-ACK id 21 Len 5 ! --- This shows the outgoing AUTH-ACK. ! --- We have verified the

username and password and responded with an AUTH-ACK. ! --- One-way authentication is complete.
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ElLict.
*Jan 3 16:47:20.259: Se0:1 PAP: Failed request for PAP credentials. Username maui-nas-06
Ol 27 MAIX|= Zx|zeiold EXME LIEHLHM 2o FsiYd HEeE elgLch

3. 3. AH2X} 0|& L H|YH S 7} 1|0{0f| A ppp pap sent-username username password HfZ/&4
2ol FEE Rt Ux|St=X] =l ch Ux[etR| et o™ CHS HIAIXIZF EAIE LICH
*Jan 3 17:18:57.559: Se(0:3 PAP: I AUTH-REQ id 25 Len 18 from "PAPUSER"

*Jan 3 17:18:57.559: Se0:3 PPP: Phase is FORWARDING
*Jan 3 17:18:57.559: Se0:3 PPP: Phase is AUTHENTICATING
*Jan 3 17:18:57.559: Se0:3 PAP: Authenticating peer PAPUSER

*Jan 3 17:18:57.559: Se0:3 PAP: O AUTH-NAK id 25 Len 32 msg is

"Password validation failure"

! -—-- This is an outgoing AUTH-NAK. This means that the mismatch occurred ! --- on this
router. Verify that the username and password configured locally is ! --- identical to that
on the peer.
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