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isdn switch-type basic-5ess

!

hostname ril

!

username r2 password 0 cisco

! —-- Hostname of other router and shared secret !
interface BRIO/0 ip address 20.1.1.1 255.255.255.0 no ip
directed-broadcast encapsulation ppp dialer map ip
20.1.1.2 name r2 broadcast 5772222

dialer-group 1

isdn switch-type basic-5ess

pPpp authentication chap callin

! —-- Authentication on incoming calls only ppp chap
hostname alias-ril

! ——- Alternate CHAP hostname ! access-list 101 permit
ip any any dialer-list 1 protocol ip list 101 !

Bt E 2

1
isdn switch-type basic-5ess
!
hostname r2
!
username alias-rl password 0 cisco
! ——- Alternate CHAP hostname and shared secret. ! --
The username must match the one in the ppp chap hostname
! -—— command on the remote router.

|
interface BRIO/0
ip address 20.1.1.2 255.255.255.0
no ip directed-broadcast
encapsulation ppp
dialer map ip 20.1.1.1 name
alias-rl broadcast 5771111
! -- Dialer map name matches alternate hostname




"alias-rl". dialer-group 1 isdn switch-type basic-5ess
ppp authentication chap ! access-list 101 permit ip any

any dialer-list 1 protocol ip list 101 !
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@ challenge R1 looks up its

2" local database for @
userhame "r2" cisco
challenge —m MD5S Hash
RZ2Tooks up its Hash value *
local database labled as from "alias-r1" Hash “Walue

@ far uzername
Cisco “alias-r1"

WD Hash challenge

Hash “alue

COMmpare
are they same @

* Yes

authentication success

1. O] o0l M BFRE| 12 S3HE AIZFELICH BHRE 12 ppp 218 chap callin BE2 2 7 /G K|
oo =2 YMIHEIREH 2)oi CiEt MEIX|= +&5HK| f&LCH.

2. BtRE 27t 8&E £4I5tH BFRE{ 101 Q1B 2 QEFLICH 7|2Ma 2 0| 2IB oAM= 2t
LEQ| EAE 0|F0| At2lg AlHESt= O AL EILICE ppp chap hostname name B 0| 7
HE F2 BIREE ZAE O|§ CHl O|F 2 AHE5t0o{ RHAl2 AlEFELICEH O] ool A EEIX|
=E"2"olH @E H2eZ EAIFLICH

.CFRE 12 BIRE 29| A€ 41511 2Z O|O|E{H[O| A AFHE XL O|& "r2"E At &LLCH.

4. BIRE{ 12 "cisco"@l "r2" H|LHS E H&LICI 2tRE 10{H= O &5} EIRE 29| MEIX|

E MD5 SHA| 7|s2| 23 o722 AFSELICH SHA| 2k0| MLt

5 CFRE{ 12 SiA| &34 2t 2tE 22 ELICE 047|0llM ppp chap hostname & "alias-
rM'e2 FME|Z 2 3|AI2 "alias-r1"olM 2E 422 glo|go| |- EL|C.

6. 2tE 27t |48 =415t D 2 O[o|E{H|O[ANM HIHHES E & 7| 2/5H "alias-r1" AFE At

O|§& a&Lch

w



7. IR E{ 2= "alias-r1"2| H| & i 7t "cisco"&2 & QIELICt 2IE 2= H[Z = 2 MD5 &
Al Z|s0f CHEF 2123 o 74 EFE 10 &M &8 HEIX|E AFRELICH SHA| &=

SAl 2te MAELICH
8. EHE] 2= MAIEI SHAI ZhTH BLRES 101M 2 A15HE BHAI
0. @121 DH7H H4(RRIX| U HILH =)7L SYste

C}=22 &olgrLc}.

23&H o] 8ol Chall ALE 7hsEh &l MAtIt gi&LIch

= —-—
=X =
o Mol ME L aBlolM EHE HZste Ol ALY £ 2= HEE HMBELICH

debug BHE Alot7| Tof ClHI THol Ciet S HEHE HASFMUAL.

ClHO &3] M=

CH2 2 debug ppp authentication W2 0| ME E24]L|C}.

u
4
n

rl#ping 20.1.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 20.1.1.2, timeout is 2 seconds:

*Mar 1 20:06:27.179: SLINK-3-UPDOWN: Interface BRI0/0:1, changed state to up

*Mar 1 20:06:27.183: SISDN-6-CONNECT:

Interface BRIO/0:1 is now connected to 5772222

*Mar 1 20:06:27.187: BR0/0:1 PPP: Treating connection as a callout

*Mar 1 20:06:27.223: BR0/0:1 CHAP: I CHALLENGE id 57 len 23 from "r2"

! -—- Received a CHAP challenge from other router (r2) *Mar 1 20:06:27.223: BR0/0:1 CHAP:

Using alternate hostname alias-rl

! —— Using alternate hostname configured with ! -- ppp chap hostname command *Mar 1
20:06:27.223: BR0/0:1 CHAP: O RESPONSE id 57 Len 29 from "alias-rl" ! -- Sending response from
"alias-rl" ! -- which is the alternate hostname for rl *Mar 1 20:06:27.243: BR0/0:1 CHAP: I
SUCCESS id 57 Len 4 ! -- Received CHAP authentication is successful ! -- Note that rl is not
challenging r2 .!!!! Success rate is 80 percent (4/5), round-trip min/avg/max = 36/38/40 ms rl#
*Mar 1 20:06:28.243: $LINEPROTO-5-UPDOWN: Line protocol on Interface BRI0O/0:1, changed state to
up rl# *Mar 1 20:06:33.187: %ISDN-6-CONNECT: Interface BRI0O/0:1 is now connected to 5772222 r2
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r2#

20:05:20: S$LINK-3-UPDOWN: Interface BRIO/0:1, changed state to up

20:05:20: %ISDN-6-CONNECT: Interface BRIO/0:1 is now connected to 5771111

20:05:20: BR0O/0:1 PPP: Treating connection as a callin

20:05:21: BRO/0:1 CHAP: O CHALLENGE id 57 Len 23 from "r2"

! -- r2 is sending out a challenge 20:05:21: BR0/0:1 CHAP: I RESPONSE id 57 Len 29 from
"alias-rl"

! -- Received a response from alias-rl, ! -- which is the alternate hostname on rl 20:05:21:
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BRO/0:1 CHAP: O SUCCESS id 57 Len 4 ! -- Sending out CHAP authentication is successful 20:05:22:
$LINEPROTO-5-UPDOWN: Line protocol on Interface BRIO/0:1, changed state to up 20:05:26: $ISDN-6-
CONNECT: Interface BRIO/0:1 is now connected to 5771111 alias-rl
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