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|
version 11.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
servi ce password-encryption

|
host nane access-3
|
aaa new node

aaa authentication |login default tacacs+ |oca

aaa aut hentication |ogin console none

aaa authentication |ogin use-radius |ocal radius

aaa aut hentication enable default enable

aaa aut hentication ppp default if-needed |ocal tacacs+
aaa aut hentication ppp use-radius if-needed |ocal radius
aaa authentication arap default |oca

aaa aut horization exec default tacacs+ |oca

aaa aut horizati on exec consol e none

aaa aut horization exec use-radius local radius if-

aut henti cat ed

aaa aut horization network default |ocal tacacs+ if-

aut henti cat ed
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aaa aut horization network use-radius local radius if-
aut henti cat ed

aaa accounting exec default stop-only tacacs+
aaa accounting network default stop-only tacacs+
aaa accounting systemdefault start-stop tacacs+
enabl e secret 5 $1$o0MKx$kPcoplzxkpxa8f kxXBWh21

|

nodem cal | -record terse

nodem buf fer-size 250

no ip finger

|

i sdn switch-type prinmary-5ess

clock tinezone PST -8

cl ock sumrer-tinme PDT recurring
!

controller T1 O

fram ng esf

cl ock source line primary

i necode b8zs

pri-group tinmeslots 1-24

I interface LoopbackO ip address 10.1.1.1 255.255.255.0
no i p directed-broadcast ! interface EthernetO ip
address 172.16.1.1 255.255.255.0 no ip directed-
broadcast ! interface Virtual - Tenplatel ip unnunbered
Loopback0 no ip directed-broadcast no keepalive peer
default ip address pool default ppp authentication chap
pap use-radius ppp multilink ! interface Serial0:23 ip
unnunber ed LoopbackO no ip directed-broadcast
encapsul ati on ppp no | ogging event |ink-status no
keepal i ve dial er-group 1 autodetect encapsul ation ppp
v120 isdn switch-type primary-5ess isdn incom ng-voice
nmodem peer default ip address pool default no fair-queue
no cdp enabl e ppp max-bad-auth 3 ppp authentication chap
pap use-radius ppp multilink ! ! interface G oup-Asyncl
i p unnunbered LoopbackO no ip directed-broadcast
encapsul ati on ppp no | ogging event |ink-status async
nmode interactive peer default ip address pool default no
fair-queue no cdp enabl e ppp nmax-bad-auth 3 ppp
aut hentication chap pap use-radius ppp multilink group-
range 1 96 hol d-queue 10 in ! ip local pool default
10.1.1.2 10.1.1.200 ip classless ip route 0.0.0.0
0.0.0.0 172.16.1.254 ! no logging console dialer-list 1
protocol ip pernmit tacacs-server host 172.16.1.201
tacacs-server key cisco radius-server host 172.16.1.202
aut h-port 1645 acct-port 1646 key cisco ! line con O
exec-timeout 0 O authorization exec console |ogin
aut hentication console transport input none line 1 96
aut osel ect during-login autosel ect ppp nodemDi alin
escape- charact er BREAK aut horization exec use-radius
| ogin authentication use-radius line aux O line vty 0 4
exec-timeout 60 0! end
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interface Serial 0:23
dialer idle-tineout 1800
ti meout absolute 180



I interface Group=Asyncl dialer in-band dialer idle-timout 1800 dialer-group 1 tineout absolute
180
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interface Virtual - Tenpl atel
ppp tineout idle 1800
ti meout absol ute 180
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TACACS+)0]| [[t 2t aaa authorization network B2 F4datjoF & LICt. 8t AL AHE ElO|H= &
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H7t HER3 HEt 2o B St AlZh XMEt S8 =415t 0|23t SHE 74 WY HEHcE
B42t5tod At AETF 1A E QlE{m oA ZELICH WaERE ZEMA M QUE{H 0| A0 &1
St= Ol2et | adiolM BHE2 UAMULICH MAEXI7E S o MHELICH

CH @ MEHOl B 7hX| 4B ASRF T2 Tl

RADIUS =2 1}2]

ti meout - absol ut e- ppp Password = "ci sco”
Servi ce- Type = Franed,
Fr amed- Pr ot ocol = PPP
Framed- | P- Addr ess = 255. 255. 255. 254,
Sessi on- Ti meout = 600

ti meout-idl e-ppp Password = "cisco"
Servi ce- Type = Franed,
Franed- Prot ocol = PPP
Framed- | P- Addr ess = 255. 255. 255. 254,
I dl e-Ti meout = 300

ti meout - bot h- ppp Password = "ci sco"
Servi ce- Type = Franed,
Fr amed- Pr ot ocol = PPP
Framed- | P- Addr ess = 255. 255. 255. 254,
Sessi on- Ti neout = 600,
I dl e-Ti meout = 300

B Abdel MY ol et FFE0| HEtE & U&LICH

TACACS+ Z21

user = tineout-absol ute-ppp {
chap = cleartext cisco
service = ppp protocol = lcp {
timeout = 10
}

service = ppp protocol = ip {



addr - pool = "default"

user = tineout-idle-ppp {
chap = cleartext cisco
service = ppp protocol = lcp {
idletine =5
}
service = ppp protocol =ip {
addr - pool = "default"

}

user = tineout-both-ppp {
chap = cleartext cisco

service = ppp protocol = lcp {
timeout = 10
idletine = 5
}
service = ppp protocol = multilink { }
service = ppp protocol =ip {
addr - pool = "default"

}
}
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11 debug BHEE A=sHT| ol ClHT B0l CHEt 52 HEE HESFAAL.

_

Nt Z=E2 MEFHIS7| S8 - 9H0| F &EHTI ot
2t ZEES MNERHIST| S5t - HAE ID £
2t z=mel glo| HIS7| SEt
7|.é>l- EEEI-()EIol g-l'— I:H|_=_|EI3_ Ehal le_-i ISDN §2|.
<7ty Z20eo| gis HIHE[ZT B ' ISDN S&t
L2t Z=oels o|88t H|HE|ZF B A" ISDN S5t
o otgHol EAIE At St HYE U £242 HE{H Cisco 10S ™ 11.3AA E& HA
12.0TE &&sliof &rLiCt.
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!--- ISDN setup message comes in. *Mar 4 19:21:47.772: |SDN Se0:23: RX <- SETUP pd = 8 callref =

0x09 *Mar 4 19:21:47.772: Bearer Capability i = 0x9090A2 *Mar 4 19:21:47.772: Channel IDi =
0xA98393 *Mar 4 19:21:47.772: Called Party Nunmber i = OxCl, '4085703932' *Mar 4 19:21:47.776:

| SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x8009 *NMar 4 19:21:47.776: Channel IDi =
0xA98393 *Mar 4 19:21:47.776: |SDN Se0:23: TX -> ALERTING pd = 8 callref = 0x8009 !--- Modem is

allocated. *Mar 4 19:21:47.776: EVENT_FROM I SDN: : dchan_i db=0x6122CFCC, cal | _i d=0x3D, ces=0x1
bchan=0x12, event=0x1, cause=0x0 *Mar 4 19:21:47.776: VDEV_ALLCCATE: slot 1 and port 28 is

al located. *Mar 4 19:21:47.776: EVENT_FROM | SDN: (003D): DEV_INCALL at slot 1 and port 28 *Mar 4
19:21:47.776: CSM PROC | DLE: CSM EVENT | SDN CALL at slot 1, port 28 *Mar 4 19:21:47.776: M ca
Moden( 1/ 28): Configure(0Ox1l = 0x0) *Mar 4 19:21:47.776: M ca Mden{(1/28): Configure(0x23 = 0x0)
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*Mar 4 19:21:47.776: M ca Mden(1/28): Call Setup *Mar 4 19:21:47.932: M ca Mden(1/28): State
Transition to Call Setup !--- Modem goes offhook. *Mar 4 19:21:47.932: M ca Mdden(1/28): Went

of fhook *Mar 4 19:21:47.932: CSM PROC_| C1_RI NG CSM EVENT_MODEM OFFHOCK at slot 1, port 28 *Mar
4 19:21:47.932: |1 SDN Se0:23: TX -> CONNECT pd = 8 callref = 0x8009 *Mar 4 19:21:47.996: | SDN
Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x09 !--- DSO is cut-through. *Mar 4 19:21:47.996:
EVENT_FROM | SDN: : dchan_i db=0x6122CFCC, cal | _i d=0x3D, ces=0x1 bchan=0x12, event=0x4, cause=0x0
*Mar 4 19:21:47.996: EVENT_FROM | SDN: (003D): DEV_CONNECTED at slot 1 and port 28 *Mar 4

19:21: 47.996: CSM PROC_| C4_WAI T_FOR_CARRI ER: CSM EVENT_| SDN_CONNECTED at slot 1, port 28 /---
Modem training starts. *Mar 4 19:21:47.996: M ca Mden(1/28): Link Initiate *Mar 4 19: 21:49. 140:
M ca Mddem(1/28): State Transition to Connect *Mar 4 19:21:54.276: Mca Mddem(1/28): State
Transition to Link *Mar 4 19:22:05.828: Mca Mden(1/28): State Transition to Trai nup *Mar 4

19: 22: 09. 028: M ca Mddem(1/28): State Transition to EC Negotiating *Mar 4 19:22:09.568: Mca
Modem(1/28): State Transition to Steady State !--- Modem training completes. *Mar 4

19: 22:10. 128: AAA: parse NAME=tty53 idb TYPE=10 tty=53 *Mar 4 19:22:10.128: AAA: NAME=tty53
flags=0x11 TYPE=4 shel f=0 sl ot =0 adapter=0 port=53 channel =0 *Mar 4 19:22:10.128: AAA: parse
NAME=Seri al 0: 18 idb TYPE=12 tty=-1 *NMar 4 19:22:10.128: AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1
shel f =0 sl ot =0 adapter=0 port=0 channel =18 !--- PPP begins negotiation. *Mar 4 19:22:11.332:
As53 LCP: Lower layer not up, Fast Starting *Mar 4 19:22:11.332: As53 PPP: Treating connection
as a dedicated line *Mar 4 19:22:11.332: As53 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially !/---
LCP negotiation completes, authentication begins. *Mar 4 19:22:13.556: As53 PPP: Phase is
AUTHENTI CATI NG by this end *Mar 4 19:22:13.556: As53 CHAP: O CHALLENGE id 1 len 26 from " STACK"
*Mar 4 19:22:16.016: As53 AUTH: Started process 0 pid 45 *Mar 4 19:22:16.016: As53

AAA/ AUTHOR/ PER- USER: Event LCP_DOWN *Mar 4 19:22:16.208: As53 PPP: Phase is AUTHENTI CATI NG by
this end *Mar 4 19:22:16.208: As53 CHAP: O CHALLENGE id 2 len 26 from "STACK" !--- CHAP response
received from client. *Mar 4 19:22:16.304: As53 CHAP: | RESPONSE id 2 len 30 from"tinmeout" *Mar
4 19: 22:16. 304: AAA: parse NAME=Async53 idb TYPE=10 tty=53 *Mar 4 19: 22: 16. 304: AAA:
NAME=Async53 fl ags=0x11 TYPE=4 shel f=0 sl ot =0 adapter=0 port=53 channel =0 *Mar 4 19:22: 16. 304:
AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1 *Mar 4 19:22:16.304: AAA: NAME=Seri al 0: 18

fl ags=0x51 TYPE=1 shel f=0 sl ot=0 adapter=0 port=0 channel =18 !--- Send RADIUS query. *Mar 4

19: 22:16. 304: RADIUS: ustruct sharecount=1 *Mar 4 19:22:16.304: RADIUS: Initial Transmit Async53
id 0 172.16.24.117: 1645, Access-Request, len 92 *Mar 4 19:22:16.304: Attribute 4 6 ACL01874 *Mar
4 19:22:16.304: Attribute 5 6 00000035 *Mar 4 19:22:16.304: Attribute 61 6 00000000 *Mar 4
19:22:16.304: Attribute 1 11 74696D65 *Mar 4 19:22:16.304: Attribute 30 12 34303835 *Mar 4
19:22:16.304: Attribute 3 19 0283DOF9 *Mar 4 19:22:16.308: Attribute 6 6 00000002 *Mar 4
19:22:16.308: Attribute 7 6 00000001 !--- Received RADIUS response, note attribute 27 (Session-
Timeout -> absolute timeout) !--- 1is 0x5A (90) and attribute 28 (Idle-Timeout) is 0x3C (60).
*Mar 4 19:22:16.316: RADIUS: Received fromid 0 172.16.24.117: 1645, Access-Accept, len 50 *Mar 4
19:22:16.316: Attribute 6 6 00000002 *Mar 4 19:22:16.320: Attribute 7 6 00000001 *Mar 4
19:22:16.320: Attribute 8 6 FFFFFFFE *Mar 4 19:22:16.320: Attribute 27 6 00000052

*Mar 4 19:22:16.320: Attribute 28 6 0000003C

!--- Start LCP authorization. *Mar 4 19:22:16.320: As53 AAA/ AUTHOR/ LCP: Aut horize LCP *Mar 4

19: 22: 16. 320: AAA/ AUTHOR/ LCP As53 (3506139973): Port='Async53" list="" service=NET *Mar 4

19: 22: 16. 320: AAA AUTHOR/ LCP: As53 (3506139973) send AV service=ppp *Mar 4 19:22:16. 320:

AAA/ AUTHOR/ LCP:  As53 (3506139973) send AV protocol =l cp *Mar 4 19: 22: 16. 320: AAA/ AUTHOR/ LCP
(3506139973) found list "default” *Mar 4 19:22:16.320: AAA/ AUTHOR/ LCP: As53 (3506139973)
METHOD=RADI US *Mar 4 19:22:16.320: AAA/ AUTHOR (3506139973): Post authorization status =
PASS_REPL !--- Gleaned per-user timeouts from user profile. *Mar 4 19:22:16.320: As53

AAA/ AUTHOR/ LCP: Processing AV service=ppp *Mar 4 19:22:16.320: As53 AAA/AUTHOR/LCP: Processing
AV timeout=90

*Mar 4 19:22:16.320: As53 AAA/AUTHOR/LCP: Processing AV idletime=60

!-—- Translate AAA attributes to interface configuration commands. !--- Since we are using
virtual-profiles, we will use the "ppp timeout idle" !--- command instead of the "dialer in-
band" command. Note that 90 second absolute timeout !--- translates to the command "timeout

absolute 1 30" (1 minute and 30 seconds). *Mar 4 19:22:16.320: AAA/AUTHOR/LCP As53: Per-user
interface config created:

timeout absolute 1 30

ppp timeout idle 60

!-—- PPP authentication succeeds. *Mar 4 19:22:16.320: As53 CHAP. O SUCCESS id 2 len 4 *Nar 4
19: 22: 16. 320: AAA/ ACCT/ NET/ START User timeout, Port Async53, List "" *Mar 4 19:22:16. 320:

AAA/ ACCT/ NET: Found list "default" !--- Create new vaccess interface. *Mar 4 19:22:16.416
VTEMPLATE: No unused vaccess, create new vaccess *Mar 4 19:22:16.416: Vil VIEMPLATE: Set default
settings with no ip address, encap ppp *Mar 4 19:22:16.440: Vil VIEMPLATE: Hardware address
00e0. 1e81. 636¢c *Mar 4 19:22:16.440: Vil VTIEMPLATE: Has a new cl onebl k vtenplate, now it has



vtenpl ate *Mar 4 19:22:16.440: Vil VTEMPLATE: *****xxxkkkxx C ONE VACCESSL *****xxkkskkkhxxk*
*Mar 4 19:22:16.440: Vil VTEMPLATE: Clone from Virtual - Tenpl atel interface Virtual - Accessl
default ip address no ip address encap ppp i p unnunmbered LoopbackO ip access-group 199 in ip

hel per - address 172.16.24.118 no ip directed-broadcast ip accounting output-packets ip nat inside
no keepalive peer default ip address pool default conpress nppc ppp call back accept ppp

aut henti cati on chap pap ns-chap ppp multilink multilink max-links 2 end *Mar 4 19:22:16.504: Vil
CCP: Re-Syncing history using | egacy method !--- Now add the per-user timeouts we constructed
for this user. *Mar 4 19:22:16.520: Vil VITEMPLATE: Has a new clonebl k AAA, now it has

vtenpl at e/ AAA *Mar 4 19:22:16.520: Vi1l VTEMPLATE: ***x***kxxxx% (] ONE VACCESSL **** % %%k kkkkkkkk*
*Mar 4 19:22:16.520: Vil VTEMPLATE: Clone from AAA

interface Virtual-Accessl

timeout absolute 1 30

ppp timeout idle 60

end

!-—-- LCP layer is finished, negotiate the appropriate NCPs. *Mar 4 19:22:16.532: % . NK- 3- UPDOMN:
Interface Virtual - Accessl, changed state to up *Mar 4 19:22:16.536: Vil PPP: Treating connection
as a dedicated line *Mar 4 19:22:16.536: Vil AAA AUTHOR/ FSM (0): LCP succeeds trivially *Mar 4
19:22:16.536: Vil AAAN AUTHOR/ FSM (0): Can we start |PCP? *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM
Vil (1906691625): Port="Async53' list=""' service=NET *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM Vi1l
(1906691625) send AV service=ppp *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM Vi1 (1906691625) send AV
protocol =ip *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM (1906691625) found list "default" *Mar 4

19: 22: 16. 536: AAA/ AUTHOR/FSM Vi1 (1906691625) METHOD=RADI US *Mar 4 19:22:16.536: RADI US: Using
NAS default peer *Mar 4 19:22:16.536: RADIUS: Authorize |IP address 0.0.0.0 *Mar 4 19:22:16. 536:
AAA/ AUTHOR (1906691625): Post authorization status = PASS REPL *Mar 4 19:22:16.536: Vil

AAA AUTHOR/ FSM W can start | PCP *Mar 4 19:22:16.536: Vil AAA/AUTHOR/ FSM (0): Can we start
CCP? *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM Vi 1 (282953275): Port='Async53" list="" service=NET
*Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM Vi 1 (282953275) send AV service=ppp *Mar 4 19:22:16. 536:
AAA AUTHOR/ FSM Vi 1 (282953275) send AV protocol =ccp *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM
(282953275) found list "default" *Mar 4 19:22:16.536: AAA/ AUTHOR/ FSM Vi 1 (282953275)

VETHOD=RADI US *Mar 4 19:22:16.540: AAA/ AUTHOR (282953275): Post authorization status = PASS REPL
*Mar 4 19:22:16.540: Vil AAA/ AUTHOR/ FSM W can start CCP *Mar 4 19:22:16.540: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0 *Mar 4 19:22:16.540: Vil

AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Mar 4 19:22:16.540: Vi1l AAA/ AUTHOR/ | PCP: Processing
AV addr=0.0.0.0 *Mar 4 19:22:16.540: Vil AAA AUTHOR/ | PCP: Aut hori zation succeeded *Mar 4

19: 22:16.540: Vil AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0 *NMar 4

19: 22:16.540: Vi1l AAA/ AUTHOR/ FSM Check for unauthorized nandatory AV's *Mar 4 19:22:16.540: Vil
AAA/ AUTHOR/ FSM  Processi ng AV servi ce=ppp *Mar 4 19:22:16.540: Vil AAA/ AUTHOR/ FSM Succeeded
*Mar 4 19:22:16.656: Vil AAA AUTHOR/ FSM Check for unauthorized mandatory AV's *Mar 4

19: 22: 16. 656: Vi1l AAA/ AUTHOR/ FSM Processing AV service=ppp *Mar 4 19:22:16.656: Vil

AAA/ AUTHOR/ FSM  Succeeded *Mar 4 19:22:17.536: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface
Vi rtual - Accessl, changed state to up *Mar 4 19:22:19.516: Vil AAA/AUTHOR/ I PCP: Start. Her
address 0.0.0.0, we want 10.1.1.3 *Mar 4 19:22:19.516: Vi1l AAA AUTHOR/ | PCP: Processi ng AV

servi ce=ppp *Mar 4 19:22:19.516: Vil AAA AUTHOR/ | PCP: Processing AV addr=0.0.0.0 *Mar 4
19:22:19.516: Vil AAA/ AUTHOR/ | PCP: Aut hori zation succeeded *Mar 4 19:22:19.516: Vil

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 10.1.1.3 *Mar 4 19:22:19.608: Vil

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 10.1.1.3 *Mar 4 19:22:19.608: Vil

AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Mar 4 19:22:19.608: Vil AAA/ AUTHOR/ | PCP: Processing
AV addr=0.0.0.0 *Mar 4 19:22:19.608: Vil AAA AUTHOR/ | PCP: Aut hori zation succeeded *Mar 4

19: 22:19.612: Vil AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 10.1.1.3 *NMar 4

19: 22:19.704: Vil AAAN AUTHOR/ I PCP: Start. Her address 10.1.1.3, we want 10.1.1.3 *Nar 4

19: 22:19. 704: AAA AUTHOR/ I PCP Vi 1 (785695075): Port="Async53' list=""' service=NET *Mar 4

19: 22:19. 708: AAA AUTHOR/ | PCP: Vi 1 (785695075) send AV service=ppp *Mar 4 19:22:19. 708:

AAA/ AUTHOR/ | PCP: Vi 1 (785695075) send AV protocol =ip *Mar 4 19:22:19.708: AAA/ AUTHOR/ | PCP: Vi 1
(785695075) send AV addr*10.1.1.3 *Mar 4 19:22:19.708: AAA/ AUTHOR/ | PCP (785695075) found |i st
"default" *Mar 4 19:22:19.708: AAA/ AUTHOR/ I PCP: Vi1l (785695075) METHOD=RADI US *Mar 4

19: 22:19.708: RADIUS: Using NAS default peer *Mar 4 19:22:19.708: RADI US: Authorize |IP address
10.1.1.3 *Mar 4 19:22:19.708: AAA/ AUTHOR (785695075): Post authorization status = PASS_REPL *Mar
4 19:22:19.708: Vil AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Mar 4 19:22:19.708: Vi1l

AAA/ AUTHOR/ | PCP: Processing AV addr=10.1.1.3 *Mar 4 19:22:19.708: Vil AAA/ AUTHOR/ | PCP:

Aut hori zati on succeeded *Mar 4 19:22:19.708: Vil AAA/ AUTHOR/ | PCP: Done. Her address 10.1.1.3, we
want 10.1.1.3 *Mar 4 19:22:19.708: Vil AAA AUTHOR/ PER-USER: Event |P_UP *Mar 4 19:22:19.708: Vil
AAA/ PER- USER: processi ng author parans. !--- PPP negotiation finished, user is connected. !---
User 1s connected on line 53, async interface 53 and vaccess 1. The "show caller" !--- command



shows active time and idle time for this user in Cisco IOS 11.3(8.1)AA or later. access- 3#show
caller

Active Idle

Li ne User Servi ce Ti me Ti me

tty 53 ti meout Async 00: 00: 20 00: 00: 02

As53 ti meout PPP 00: 00: 13 00: 00: 02

Vil ti meout PPP VDP 00: 00: 13 00:00: 11
!-—- The "show caller timeout" command shows the installed absolute and idle timeout as well !--
- as how much time before the user is disconnected by any timeouts. Note the timeouts !--- only
show up on the vaccess interface. access-3#show caller timeouts Session |Idle D sconnect Line
User Tineout Tineout User in tty 53 tinmeout - - - As53 tinmeout - - - vii timeout

00:01:30 00:01:00 00:00:43

!--- The "show caller user" command gives more detailed information about the user as well as !-
-- providing a breakdown of the active and idle time, absolute and idle timeout, !--- and time
to disconnect for both idle and absolute timeout. access- 3#show caller user timeout

User: timeout, line tty 53, service Async
Active tine 00:00:31, Idle tine 00:00:12
Ti meout s: Absolute Idle Idl e
Sessi on Exec
Limts: - - 00: 10: 00

Di sconnect in: - - -
TTY: Line 53, running PPP on As53
Location: M CA V.90 nodens
Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits
Status: Ready, Active, No Exit Banner, Async Interface Active
HW PPP Support Active
Capabilities: No Flush-at-Activation, Hardware Flowcontrol In
Har dwar e Fl owmcontrol Qut, Mddem Cal |l out, Modem Rl is CD
Li ne usable as async interface, ARAP Pernitted
I ntegrated Modem
Modem St ate: Ready

User: tinmeout, |line As53, service PPP
Active tine 00:00:23, Idle tine 00:00:12
Ti meout s: Absolute Idle
Limts: - -

Di sconnect in: - -
PPP: LCP Open, multilink C osed, CHAP (<- AAA)
IP: Local 10.1.1.1
Counts: 35 packets input, 820 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0 overrun
22 packets output, 517 bytes, O underruns
0 output errors, O collisions, O interface resets

User: timeout, line Vil, service PPP VDP
Active time 00:00:24, Idle time 00:00:22
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00
Disconnect in: 00:01:05 00:00:37
PPP: LCP Open, multilink C osed, CHAP (<- none), |PCP, CCP
Idle timer 60 secs, idle 22 secs
|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 24 packets input, 542 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0O overrun
19 packets output, 167 bytes, 0 underruns
0 output errors, O collisions, O interface resets

access- 3#show caller timeout
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
tty 53 ti meout - - -
As53 ti meout - - -



Vil ti meout 00:01:30 00:01:00 00:00: 35
access- 3#show caller
Active Idle
Li ne User Servi ce Ti me Ti me
tty 53 ti meout Async 00: 00: 45 00: 00: 27
As53 ti meout PPP 00: 00: 38 00: 00: 27
Vil timeout PPP VDP 00:00:38 00:00:36
!-—- User has been idle for 36 seconds and will be disconnected in 24 seconds. Let's !--- ping

the user to see what happens. access-3#ping 10.1.1.3

Type escape sequence to abort.

Sendi ng 5, 100-

byte | CWP Echos to 10.1.1.3, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 92/108/ 132 s

l--- Now the idle timer has been reset, so we won't disconnect the user for another !--- 58
seconds. access- 3#show caller timeout
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
tty 53 ti meout - - -
As53 ti meout - - -
Vil timeout 00:01:30 00:01:00 00:00:58

!--- Ping again to reset the idle timer. access-3#ping 10.1.1.3

Type escape sequence to abort.

Sendi ng 5, 100-

byte | CWP Echos to 10.1.1.3, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/ max = 96/ 98/ 108 ns

!-—-- But note,

absolute timer

Li ne
tty 53
As53
vil

the disconnect timer did not go back to 1 minute.

The reason 1s because the

is going to start soon. access- 3#show caller timeout

Sessi on Idle Di sconnect
User Ti meout Ti meout User in
ti meout - - -
ti meout - - -
timeout 00:01:30 00:01:00 00:00:24

access- 3#show caller user timeout

User: tineout
Active
Ti neout s:

Limts:

, line tty 53, service Async
time 00:01:23, Idle time 00:00: 11

Absolute Idle Idle
Sessi on Exec
- - 00: 10: 00

Di sconnect in: - - -

TTY: Line 53,

runni ng PPP on As53

Location: M CA V.90 nodens

Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async Interface Active
HW PPP Support Active

Capabilities:

No Fl ush-at-Activation, Hardware Flowcontrol In

Har dwar e Fl owmcontrol Qut, Mdem Cal | out, Mddem R

Li ne usable as async interface, ARAP Pernitted
I ntegrated Modem

Modem St ate: Ready
User: timeout, |line As53, service PPP
Active tine 00:01:15, Idle tine 00:00: 11
Ti neout s: Absolute Idle
Limts: - -

Di sconnect in: - -
PPP: LCP Open, nultilink Cosed, CHAP (<- AAA)

| P. Local 10.

1.1.1

Counts: 45 packets input, 1161 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0 overrun
32 packets output, 897 bytes, O underruns
0 output errors, O collisions, O interface resets

is CD

| ———



User: timeout, line Vil, service PPP VDP
Active time 00:01:16, Idle time 00:00:12
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00
Disconnect in: 00:00:13 00:00:47
PPP: LCP Open, multilink C osed, CHAP (<- none), |PCP, CCP
Idle timer 60 secs, idle 12 secs
|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 34 packets input, 883 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0O overrun
39 packets output, 547 bytes, O underruns
0 output errors, O collisions, O interface resets

I--- User is disconnected.
*Mar 4 19:23:47.536: %1 NK-3-UPDOMN: | nterface Virtual - Accessl, changed state to down
*Mar 4 19:23:47.536: Vil VTEMPLATE: Free vaccess
*Mar 4 19:23:47.540: As53 AAA/ ACCT: non-1SDN xmit 50000 recv 28800 hwi db 613307EO0 ttynum 53
1--- Send accounting stop record, includes disc-cause 5 (session-tineout) and
1--- disc-cause-ext 1100 (session-tineout).
*Mar 4 19:23:47.540: AAA/ ACCT/ NET/ STOP User tinmeout, Port Async53:
task_i d=9 ti mezone=PST servi ce=ppp protocol =i p addr=10. 1. 1.3 di sc-cause=5
di sc- cause- ext=1100
pre-bytes-i n=184 pre-bytes-out =330 pre-paks-in=7 pre-paks-out=11 bytes_i n=950
byt es_out =567 paks_i n=37
paks_out =21 pre-session-time=5 el apsed_tine=91 nas-rx-speed=28800 nas-t x- speed=50000
*Mar 4 19:23:47.540: Vil AAA/ AUTHOR/ PER- USER: Event | P_DOWN
*Mar 4 19:23:47.540: Vil AAA/ AUTHOR/ PER- USER: Event LCP_DOWN
I--- Mddem hangs up.

*Mar 4 19:23:47.580: Mca Mddem(1/28): State Transition to Term nating

*Mar 4 19:23:47.640: Mca Mddem(1/28): State Transition to ldle

*Mar 4 19:23:47.640: M ca Mdem(1/28): Went onhook

*Mar 4 19: 23: 47. 640: CSM PROC | C5_0C6_CONNECTED: CSM EVENT_MODEM ONHOOK at slot 1, port 28
*Mar 4 19:23:47.640: VDEV_DEALLCCATE: slot 1 and port 28 is deall ocated

*Mar 4 19:23:47.640: | SDN Se0O: 23: Event: Hangup call to call id 0x3D

!-—- ISDN call is terminated. *Mar 4 19:23:47.640: | SDN Se0: 23: TX -> DI SCONNECT pd = 8 callref
= 0x8009 *Mar 4 19:23:47.640: Cause i = 0x8090 - Nornal call clearing *Mar 4 19:23:47.688: |SDN
Se0: 23: RX <- RELEASE pd = 8 callref = 0x09 *Mar 4 19:23:47.696: | SDN Se0: 23: TX -> RELEASE_ COW
pd = 8 callref = 0x8009 *Mar 4 19:23:47.744: TAC+: (866083896): received acct response status =
SUCCESS !--- Per-user timeouts are taken off the vaccess interface. *Mar 4 19:23:48. 140:
VTEMPLATE: Clean up dirty vaccess queue, size 1 *Mar 4 19:23:48.140: Vil VIEMPLATE: Found a
dirty vaccess clone with vtenpl ate/ AAA *Mar 4 19: 23: 48. 140: Vi1 VTEMPLATE: ******xx**xxx* [NCLONE
VACCESS] ******xxxkkkxx *Ngr 4 19:23:48.140: Vil VTEMPLATE: Uncl one to-be-freed conmand#2
interface Virtual-Accessl
default ppp timeout idle 60
default timeout absolute 1 30
end

!--- vaccess interface is cleaned up. *Mar 4 19:23:48.160: Vil VIEMPLATE: Set default settings
with no ip address *Mar 4 19:23:48.176: Vil VIEMPLATE: Renove cl onebl k AAA with vtenpl at e/ AAA
*Mar 4 19: 23:48.180: Vil VIEMPLATE: *****x*xkxisx UNCLONE VACCESS1 ******xikikkkikkx *\pr 4

19: 23:48.180: Vi1l VTEMPLATE: Uncl one to-be-freed conmand#15 interface Virtual - Accessl default
mul tilink max-links 2 default ppp rmultilink default ppp authentication chap pap ns-chap default
ppp cal | back accept default conpress nppc default peer default ip address pool default default
keepal i ve default ip nat inside default ip accounting output-packets default ip directed-
broadcast default ip hel per-address 172.16.24. 118 default ip access-group 199 in default ip
unnunber ed LoopbackO default encap ppp default ip address end *Mar 4 19:23:48.264: Vil
VTEMPLATE: Set default settings with no ip address *Mar 4 19: 23:48.284: Vil VIEMPLATE: Renove
clonebl k vtenplate with vtenpl ate/ AAA *Mar 4 19: 23:48.284: Vil VTEMPLATE: Add vaccess to recycle
gueue, queue Sl ZE=1 !--- Here is the call record for the user. Note the disconnect reason is
Session-Timeout !--- (absolute timeout). *Mar 4 19:23:48.300: % CALLRECORD- 3-M CA TERSE_CALL_REC:
DSO sl ot/contr/chan=2/0/18, slot/port=1/28, call _id=3D, userid=tinmeout, ip=10.1.1.3,



calling=(n/a), called=4085703932, std=K56FI x, prot=LAP-M conp=V.42bis both, init-rx/tx b-

rat e=28800/ 50000, finl-rx/tx b-rate=28800/50000, rbs=0, d-pad=6 dB, retr=0, sq=3, snr=32, rx/tx
chars=1274/ 1477, bad=4, rx/tx ec=45/61, bad=3, tine=118, finl-state=Steady, disc(radius)=Session
Ti meout / Sessi on Ti meout, disc(nopden)=DF03 Tx (host to line) data flushing - OK/ Requested by
host/ DTR dropped *Mar 4 19: 23:48.536: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface Virtual -
Accessl, changed state to down *Mar 4 19:23:49.536: As53 AAA/ AUTHOR/ PER- USER: Event LCP_DOMN
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*Mar 4 19:24:38.768: | SDN Se0:23: RX <- SETUP pd = 8 callref = 0x0A

*Mar 4 19:24:38. 768: Bearer Capability i = 0x9090A2

*Mar 4 19: 24: 38. 768: Channel 1D i = 0xA98393

*Mar 4 19: 24: 38. 768: Cal l ed Party Nunber i = OxCl, '4085703932'

*Mar 4 19:24:38.772: | SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x800A
*Mar 4 19:24:38.772: Channel 1D i = 0xA98393

*Mar 4 19:24:38.772: |SDN Se0:23: TX -> ALERTING pd = 8 callref = 0x800A

*Mar 4 19:24:38.772: EVENT_FROM I SDN: : dchan_i db=0x6122CFCC, cal |l i d=0x3E, ces=0x1
bchan=0x12, event=0x1, cause=0x0

*Mar 4 19:24:38.772: VDEV_ALLOCATE: slot 1 and port 29 is allocated.

*Mar 4 19:24:38.772: EVENT_FROM | SDN: (003E): DEV_INCALL at slot 1 and port 29

*Mar 4 19:24:38.772: CSM PROC | DLE: CSM EVENT_| SDN CALL at slot 1, port 29

*Mar 4 19:24:38.772: Mca Mdem(1/29): Configure(0x1l = 0x0)

*Mar 4 19:24:38.772: Mca Mden(1/29): Configure(0x23 = 0x0)

*Mar 4 19:24:38.772: Mca Mdem(1/29): Call Setup

*Mar 4 19:24:38.908: Mca Mdem(1/29): State Transition to Call Setup

*Mar 4 19:24:38.908: Mca Mdem(1/29): Went off hook

*Mar 4 19: 24:38.908: CSM PROC | C1_RING CSM EVENT_MODEM OFFHOOK at slot 1, port 29
*Mar 4 19:24:38.912: | SDN Se0:23: TX -> CONNECT pd = 8 callref = 0x800A

*Mar 4 19:24:38.972: | SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x0A

*Mar 4 19:24:38.976: EVENT_FROM I SDN: : dchan_i db=0x6122CFCC, cal |l i d=0x3E, ces=0x1
bchan=0x12, event=0x4, cause=0x0

*Mar 4 19:24:38.976: EVENT_FROM | SDN: (O03E): DEV_CONNECTED at slot 1 and port 29

*Mar 4 19: 24:38.976: CSM PROC | C4_WAI T_FOR_CARRI ER: CSM EVENT_| SDN_CONNECTED at
slot 1, port 29

*Mar 4 19:24:38.976: Mca Mddem(1/29): Link Initiate

*Mar 4 19:24:40.060: Mca Mdden(1/29): State Transition to Connect

*Mar 4 19:24:45.256: Mca Mddem(1/29): State Transition to Link

*Mar 4 19:24:56.796: Mca Mddem(1/29): State Transition to Trainup

*Mar 4 19:24:59.996: Mca Mdden(1/29): State Transition to EC Negotiating
*Mar 4 19:25:00.532: Mca Mdem(1/29): State Transition to Steady State
*Mar 4 19:25:01.340: AAA: parse NAME=tty54 idb TYPE=10 tty=54

*Mar 4 19:25:01.340: AAA: NAME=tty54 flags=0x11 TYPE=4 shel f=0 sl ot=0
adapt er =0 port=54 channel =

*Mar 4 19:25:01.340: AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

*Mar 4 19:25:01.340: AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f=0 sl ot=0
adapt er=0 port=0 channel =

*Mar 4 19:25:02.544: As54 LCP: Lower |ayer not up, Fast Starting

*Mar 4 19:25:02.544: As54 PPP: Treating connection as a dedicated |ine
*Mar 4 19:25:02.544: As54 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially
*Mar 4 19:25:04.744: As54 PPP: Phase i s AUTHENTI CATING by this end

*Mar 4 19: 25: 04. 744: As54 CHAP: O CHALLENGE id 1 len 26 from "STACK"

*Mar 4 19: 25: 06. 628: As54 AAA/ AUTHOR/ PER- USER: Event LCP_DOMN

*Mar 4 19: 25:06.820: As54 PPP: Phase i s AUTHENTI CATING by this end



*Mar 4 19:25: 06. 820: As54 CHAP: O CHALLENGE id 2 len 26 from " STACK"

*Mar 4 19:25:06.916: As54 CHAP: | RESPONSE id 2 len 30 from"ti meout”

*Mar 4 19:25:06.916: AAA: parse NAME=Async54 idb TYPE=10 tty=54

*Mar 4 19:25:06.916: AAA: NAME=Asyncb54 flags=0x11 TYPE=4 shel f=0 sl ot =0
adapt er=0 port =54 channel =0

*Mar 4 19:25:06.916: AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

*Mar 4 19:25:06.916: AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f =0 sl ot=0
adapt er=0 port=0 channel =18

*Mar 4 19:25:06.916: RADI US: ustruct sharecount=1

*Mar 4 19:25:06.916: RADIUS: Initial Transmit Async54 id 1 172.16.24.117: 1645,
Access- Request, len 92

*Mar 4 19:25:06. 916: Attribute 4 6 ACL01874
*Mar 4 19:25:06. 916: Attribute 5 6 00000036
*Mar 4 19:25:06. 916: Attribute 61 6 00000000
*Mar 4 19:25:06. 916: Attribute 1 11 74696D65
*Mar 4 19:25:06. 916: Attribute 30 12 34303835
*Mar 4 19:25:06. 916: Attribute 3 19 024525C7
*Mar 4 19:25:06. 916: Attribute 6 6 00000002
*Mar 4 19:25:06. 916: Attribute 7 6 00000001

*NMar 4 19:25:06.924: RADIUS: Received fromid 1 172.16.24.117: 1645,
Access- Accept, len 50

*Mar 19:25:06.928: As54 AAA/AUTHOR/LCP: Processing AV timeout=90
*Mar 19:25:06.928: As54 AAA/AUTHOR/LCP: Processing AV idletime=60
*Mar 19:25:06.928: AAA/AUTHOR/LCP As54: Per-user interface config created:

timeout absolute 1 30

*Mar 4 19: 25: 06. 924: Attribute 6 6 00000002
*Mar 4 19: 25: 06. 924: Attribute 7 6 00000001
*Mar 4 19: 25: 06. 924: Attribute 8 6 FFFFFFFE
*Mar 4 19:25:06.924: Attribute 27 6 0000005A
*Mar 4 19:25:06.928: Attribute 28 6 0000003C
*Mar 4 19: 25: 06.928: As54 AAA/ AUTHOR/ LCP: Aut horize LCP
*Mar 4 19:25:06.928: AAA/ AUTHOR/ LCP As54 (2013841092): Port='Asyncb54' list="" servi ce=NET
*Mar 4 19:25:06.928: AAA/ AUTHOR/ LCP: As54 (2013841092) send AV servi ce=ppp
*Mar 4 19:25:06.928: AAA/ AUTHOR/ LCP: As54 (2013841092) send AV protocol =l cp
*Mar 4 19: 25: 06. 928: AAA/ AUTHOR/ LCP (2013841092) found list "default"
*Mar 4 19: 25: 06. 928: AAA/ AUTHOR/ LCP: As54 (2013841092) METHOD=RADI US
*Mar 4 19:25: 06.928: AAA/ AUTHOR (2013841092): Post authorization status = PASS_REPL
*Mar 4 19:25:06.928: As54 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp
4
4
4

ppp timeout idle 60

*Mar 4 19: 25: 06.928: As54 CHAP: O SUCCESS id 2 len 4

*Mar 4 19: 25: 06. 928: AAA/ ACCT/ NET/ START User tineout, Port Async54, List ""

*Mar 4 19:25:06.928: AAA/ ACCT/ NET: Found list "default"

*Mar 4 19:25:07.028: Vil VTIEMPLATE: Reuse Vi l, recycle queue size 0O

*Mar 4 19:25:07.028: Vil VIEMPLATE: Hardware address 00e0. 1e81. 636¢

*Mar 4 19:25:07.028: Vil VIEMPLATE: Has a new cloneblk vtenplate, now it has vtenplate
*Mar 4 19: 25:07.028: Vil VIEMPLATE: ******xkkdiis (] ONE VACCESSL ** ¥ ¥k ko ke

*Mar 4 19:25:07.028: Vil VTIEMPLATE: C one from Virtual - Tenpl atel
interface Virtual - Accessl

default ip address

no i p address

encap ppp

i p unnunber ed LoopbackO

ip access-group 199 in

ip hel per-address 172.16. 24. 118

no i p directed-broadcast

i p accounting out put-packets

ip nat inside

no keepalive

peer default ip address pool default
conpress nppc

ppp cal |l back accept

ppp aut hentication chap pap ns-chap
ppp rmultilink



mul tilink nmax-1inks 2

end

*Mar 4 19: 25:07.092:
*Mar 4 19: 25:07.108:
*Mar 4 19: 25:07.108:
*Mar 4 19:25:07.108:

Vil CCP: Re-Syncing history using | egacy mnethod

Vi1 VTEMPLATE: Has a new cl onebl k AAA, now it has vtenpl at e/ AAA
\/i 1 VTE,VPLATE *kkhkkkhkkkkkkk k% C:LO\lE VAC:(:ESS]_ EE I R I R
Vil VTEMPLATE: Clone from AAA

interface Virtual-Accessl

timeout absolute 1 30

ppp timeout idle 60

end

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
changed
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

A A DMEDMDMAEDMMDMAEDMDIEAEDMMDAEDMDAEDADDDAEDMDDDAEDMDAEDMDDSEDLDN

A AP DMDEDMDMAEDMMDAEDMDDASED

*Mar 4
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25:
25:
25:
25:
25:
25:
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state

19:
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19:
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19:
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19:
19:
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19:
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25:
25:
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25:
25:
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25:
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07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
07.
08.

to

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.

120:
124:
124:
124:
124:
124:
124:
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124:
124:
124:
124:
124:
124:
124:
124:
124:
128:
128:
128:
128:
128:
128:
128:
128:
128:
128:
128:
128:
236:
236:
236:
120:

up

124:
124:
124:
124:
124:
220:
220:
220:
220:
220:
316:
316:
316:
316:
316:

316:

% .1 NK- 3- UPDOMAN: I nterface Virtual - Accessl, changed state to up
Vil PPP: Treating connection as a dedicated |ine

Vil AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

Vil AAAJAUTHOR/ FSM (0): Can we start | PCP?

AAA AUTHOR/ FSM Vi 1 (3979277251): Port="Async54' list=""' servi ce=NET
AAA AUTHOR/ FSM Vi 1 (3979277251) send AV servi ce=ppp

AAA AUTHOR/ FSM Vi 1 (3979277251) send AV protocol =ip

AAA/ AUTHOR/ FSM (3979277251) found list "default"”

AAA/ AUTHOR/ FSM Vi 1 (3979277251) METHOD=RADI US

RADI US: Usi ng NAS default peer

RADI US: Aut horize | P address 0.0.0.0

AAA/ AUTHOR (3979277251): Post authorization status = PASS_REPL
Vil AAA AUTHOR FSM W can start | PCP

Vil AAA/AUTHOR/ FSM (0): Can we start CCP?

AAA/ AUTHOR/ FSM Vi 1 (1524934880): Port="Async54' list=""' servi ce=NET
AAA AUTHOR/ FSM Vi 1 (1524934880) send AV servi ce=ppp

AAA AUTHOR/ FSM Vi1 (1524934880) send AV protocol =ccp

AAA/ AUTHOR/ FSM (1524934880) found list "default"”

AAA/ AUTHOR/ FSM Vi 1 (1524934880) METHOD=RADI US

AAA/ AUTHOR (1524934880): Post authorization status = PASS_REPL

1 AAAN AUTHOR/ FSM We can start CCP

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP: Processing AV addr=0.0.0.0

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ FSM  Check for unauthorized mandatory AV' s

AAA/ AUTHOR/ FSM  Processi ng AV servi ce=ppp

AAA/ AUTHOR/ FSM  Succeeded

AAA/ AUTHOR/ FSM  Check for unauthorized mandatory AV' s

AAA/ AUTHOR/ FSM  Processi ng AV servi ce=ppp

1 AAA AUTHOR/ FSM  Succeeded

% .1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface Virtual - Accessl,

S
P RPRRPRRPRRPRRRERPRE

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 10.1.1.3
AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP: Processing AV addr=0.0.0.0

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 10.1.1.3
AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 10.1.1.3
AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP: Processing AV addr=0.0.0.0

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 10.1.1.3
AAA/ AUTHOR/ | PCP: Start. Her address 10.1.1.3, we want 10.1.1.3
AAA/ AUTHOR/ | PCP Vi 1 (2714455877): Port="Async54' list="" service=NET
AAA AUTHOR/ | PCP: Vi 1 (2714455877) send AV servi ce=ppp

AAA AUTHOR/ | PCP: Vi 1 (2714455877) send AV protocol =ip

AAA/ AUTHOR/ | PCP: Vi 1 (2714455877) send AV addr*10.1.1.3

S
P RRPRRPRPRRERRPRR

AAA/ AUTHOR/ | PCP (2714455877) found list "default”



*Mar 4 19:25:10.316: AAA/ AUTHOR/ | PCP: Vi1l (2714455877) METHOD=RADI US
*Mar 4 19:25:10.316: RADIUS: Using NAS default peer
*Mar 4 19:25:10.320: RADIUS: Authorize |IP address 10.1.1.3
*Mar 4 19:25:10.320: AAA/ AUTHOR (2714455877): Post authorization status
*Mar 4 19:25:10.320: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
*Mar 4 19:25:10.320: Vil AAA AUTHOR/ | PCP: Processing AV addr=10.1.1.3
*Mar 4 19:25:10.320: Vil AAA/ AUTHOR/ | PCP: Aut horizati on succeeded
*NMar 4 19:25:10.320: Vil AAA AUTHOR/ | PCP: Done. Her address 10.1.1.3, we want
*Mar 4 19:25:10.320: Vil AAA AUTHOR/ PER- USER: Event | P_UP
*Mar 4 19:25:10.320: Vil AAA/ PER-USER processing author parans.
access- 3#show caller
Active Idle

Li ne User Servi ce Ti me Ti me

tty 54 ti meout Async 00: 00: 17 00: 00: 01

As54 ti meout PPP 00: 00: 10 00:00:01

vil timeout PPP VDP 00:00:10 00:00:08
access- 3#show caller

Active Idle

Li ne User Service Ti me Ti me

tty 54 ti meout Async 00: 00: 27 00:00: 11

As54 ti meout PPP 00: 00: 20 00:00:11

vil timeout PPP VDP 00:00:20 00:00:18
access- 3#show caller user timeout

User: timeout, line tty 54, service Async

Active tine 00:00:49, Idle tine 00:00: 34
Ti meout s: Absolute Idle Idl e
Sessi on Exec
Limts: - - 00: 10: 00
Di sconnect in: - - -

TTY: Line 54, running PPP on Asb54

Location: M CA V.90 nodens

Line: Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async Interface Active

HW PPP Support Active
Capabilities: No Flush-at-Activation, Hardware Flowcontrol In
Har dwar e Fl owmcontrol Qut, Mddem Cal |l out, Modem Rl is CD

Li ne usabl e as async interface,
I ntegrated Modem

ARAP Perm tted

Modem St ate: Ready
User: tinmeout, |line As54, service PPP
Active tine 00:00:43, Idle tine 00:00: 34

Ti meout s: Absolute Idle

Limts: - -

Di sconnect in: - -
PPP: LCP Open, multilink C osed, CHAP (<- AAA)
IP: Local 10.1.1.1
Counts: 35 packets input, 824 bytes, 0 no buffer

O input errors, 0 CRC, O frame, 0O overrun

22 packets output, 517 bytes,
0 output errors, 0 collisions,
User: servi ce PPP VDP
Idle time 00:00:41
Idle

timeout, line Vil,
Active time 00:00:43,
Absolute
00:01:30 00:01:00
Disconnect in: 00:00:45 00:00:18
PPP: LCP Open, multilink C osed, CHAP (<-
Idle timer 60 secs, idle 41 secs

Timeouts:
Limits:

none),

|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 24 packets input, 546 bytes, 0 no buffer

0 underruns
O interface resets

| PCP, CCP

PASS_REPL

10.1.1.3



O input errors, 0 CRC, O frame, 0O overrun
19 packets output, 167 bytes, 0 underruns
0 output errors, O collisions, O interface resets

access- 3#show caller timeouts

Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
tty 54 ti meout - - -
As54 ti meout - - -
vil timeout 00:01:30 00:01:00 00:00:05

*Mar 4 19:26:10.320: Vil PPP: Idle timeout, dropping connection
*Mar 4 19:26:10.320: As54 AAA/ ACCT: non-1SDN xmit 50000 recv 28800 hwi db 613360C8 ttynum 54
*Mar 4 19:26:10.320: AAA/ ACCT/ NET/ STOP User tinmeout, Port Async54:
task_i d=10 ti mezone=PST servi ce=ppp protocol =i p addr=10.1. 1.3 di sc-cause=4
disc-cause-ext=1021 pre-bytes-in=184 pre-bytes-out=330 pre-paks-in=7 pre-paks-out=11
byt es_i n=613 bytes_out =187 paks_i n=27 paks_out =11 pre-session-tinme=4 el apsed_ti me=63
nas-rx- speed=28800 nas-t x- speed=50000
*Mar 4 19: 26:10. 320: Vi1l AAA/ AUTHOR/ PER- USER: Event | P_DOMN

*Mar 4 19:26:10.324: %1 NK-3-UPDOMN: | nterface Virtual - Accessl, changed state to down
*Mar 4 19:26:10.324: Vil VTEMPLATE: Free vaccess

*Mar 4 19:26:10.328: Vil AAA/ AUTHOR/ PER- USER: Event LCP_DOWN

*Mar 4 19:26:10.376: Mca Mddem(1l/29): State Transition to Term nating

*Mar 4 19:26:10.436: Mca Mddem(1/29): State Transition to ldle

*Mar 4 19:26:10.436: Mca Mdem(1/29): Went onhook

*Mar 4 19:26:10.436: CSM PROC_| C5_0C6_CONNECTED: CSM _EVENT_MODEM ONHOOK at slot 1,
port 29

*Mar 4 19:26:10.440: VDEV_DEALLCCATE: slot 1 and port 29 is deallocated

*Mar 4 19:26:10.440: |SDN Se0: 23: Event: Hangup call to call id Ox3E

*Mar 4 19:26:10.440: | SDN Se0:23: TX -> DI SCONNECT pd = 8 callref = 0x800A

*Mar 4 19: 26:10. 440: Cause i = 0x8090 - Normal call clearing

*Mar 4 19:26:10.488: | SDN Se0:23: RX <- RELEASE pd = 8 callref = Ox0A

*Mar 4 19:26:10.496: | SDN Se0:23: TX -> RELEASE COW pd = 8 callref = 0x800A
*Mar 4 19:26:10.528: TAC+: (2047544826): received acct response status = SUCCESS
*Mar 4 19:26:11.180: VTEMPLATE: Cean up dirty vaccess queue, size 1

*Mar 4 19:26:11.180: Vil VIEMPLATE: Found a dirty vaccess clone with vtenpl ate/ AAA
*Mar 4 19:26:11.180: Vil VIEMPLATE: **x****kxxxx UNCLONE VACCESSL **** %%k xx %%k *
*Mar 4 19:26:11.180: Vil VTEMPLATE: Uncl one to-be-freed comrand#2

interface Virtual-Accessl
default ppp timeout idle 60
default timeout absolute 1 30
end

*Mar 4 19:26:11.200: Vil VIEMPLATE: Set default settings with no ip address
*Mar 4 19:26:11.216: Vil VIEMPLATE: Renove cl onebl k AAA with vtenpl at e/ AAA
*Mar 4 19: 26:11. 216: Vi1l VIEMPLATE: ******xkkdixs UNCLONE VACCESSL *** ¥k ko k&
*Mar 4 19:26:11.216: Vil VTEMPLATE: Uncl one to-be-freed comrand#15
interface Virtual - Accessl

default multilink max-1inks 2

default ppp multilink

default ppp authentication chap pap nms-chap

default ppp call back accept

default conpress nppc

default peer default ip address pool default

default keepalive

default ip nat inside

default ip accounting output-packets

default ip directed-broadcast

default ip hel per-address 172.16.24.118

default ip access-group 199 in

default ip unnunmbered LoopbackO

default encap ppp

default ip address



end

*Mar 4 19:26:11.304: Vil VTIEMPLATE: Set default settings with no ip address

*Mar 4 19:26:11.324: Vil VIEMPLATE: Renove clonebl k vtenplate w th vtenpl at e/ AAA
*Mar 4 19:26:11.324: Vil VTEMPLATE: Add vaccess to recycl e queue, queue Sl ZE=1

*Mar 4 19:26:11.324: %1 NEPROTO 5- UPDOMN: Li ne protocol on Interface Virtual - Accessl,

changed state to down

*Mar 4 19:26:11.460: Mca Mddem(1l/29): State Transition to Term nating

*Mar 4 19:26:11.520: Mca Mdem(1/29): State Transition to ldle

*Mar 4 19:26:12.200: %CALLRECORD- 3-M CA TERSE_CALL_REC. DSO sl ot/contr/chan=2/0/18,
slot/port=1/29, call _id=3E, userid=tineout, ip=10.1.1.3, calling=(n/a), called=4085703932,
st d=K56FI| x, prot=LAP-M conp=V.42bis both, init-rx/tx b-rate=28800/50000, finl-rx/tx

b-rat e=28800/ 50000, rbs=0, d-pad=6 dB, retr=0, sq=3, snr=34, rx/tx chars=918/1138, bad=5,
rx/tx ec=35/47, bad=0, time=90, finl-state=Steady, disc(radius)=Idle Timeout/Idle Timeout,
di sc(noden) =DF03 Tx (host to line) data flushing - OK/ Requested by host/DTR dropped

*Mar 4 19:26:12.320: As54 AAA/ AUTHOR/ PER- USER: Event LCP_DOM

7td z=oel glo| HIS7| S&t

CIe2 7t4 T2 S #8356t R| 2 HIS7| SstLICH 7He T2 A83HX| 2§t
vaccess QIE{HO|A 7} @122 2 ppp timeout idle idle 2 CHA! dialer idle-timeout 0| A2 El
LICt E3H AL XS timeout BHEE M5t SA|0] no HTS| BHEE HMse R & = A&
Ch. AL AHE timer B2 SA| *E* IEIEH no | BH2 AFSAI7I S B2 M XMEGHES ¢
E{m|o|A 0 F7HELICE.

*Mar 4 19:30:28.420: |SDN Se0:23: RX <- SETUP pd = 8 callref = 0x06

*Mar 4 19: 30: 28. 420: Bearer Capability i = 0x9090A2

*Mar 4 19: 30: 28. 420: Channel 1D i = 0xA98393

*Mar 4 19: 30: 28. 420: Cal l ed Party Nunber i = 0xCl, '4085703932'
*Mar 4 19:30:28.420: |SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x8006
*Mar 4 19: 30: 28. 420: Channel 1D i = 0xA98393

*Mar 4 19:30:28.424: | SDN Se0:23: TX -> ALERTING pd = 8 callref = 0x8006

*Mar 4 19: 30: 28.424: EVENT_FROM | SDN: : dchan_i db=0x6122CFCC, cal | _i d=0x40, ces=0x1
bchan=0x12, event =0x1, cause=0x0

*Mar 4 19: 30:28.424: VDEV_ALLOCATE: slot 1 and port 2 is allocated.

*Mar 4 19: 30:28.424: EVENT_FROM | SDN: (0040): DEV_INCALL at slot 1 and port 2

*Mar 4 19: 30: 28.424: CSM PROC | DLE: CSM EVENT | SDN CALL at slot 1, port 2

*Mar 4 19:30:28.424: Mca Mdden(1/2): Configure(0x1l = 0x0)

*Mar 4 19:30:28.424: Mca Mden(1/2): Configure(0x23 = 0x0)

*Mar 4 19:30:28.424: Mca Mddem(1/2): Call Setup

*Mar 4 19:30:28.552: Mca Mddenm(1l/2): State Transition to Call Setup

*Mar 4 19:30:28.552: Mca Mden(1/2): Went offhook

*Mar 4 19: 30: 28.552: CSM PROC | C1_RING CSM EVENT MODEM OFFHOOK at slot 1, port 2
*Mar 4 19:30:28.552: | SDN Se0:23: TX -> CONNECT pd = 8 callref = 0x8006

*Mar 4 19:30:28.604: |SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x06

*Mar 4 19: 30:28.604: EVENT_FROM | SDN: : dchan_i db=0x6122CFCC, cal | _i d=0x40, ces=0x1
bchan=0x12, event =0x4, cause=0x0

*Mar 4 19: 30:28.604: EVENT_FROM | SDN: (0040): DEV_CONNECTED at slot 1 and port 2

*Mar 4 19: 30: 28. 604: CSM PROC | C4_WAI T_FOR_CARRI ER: CSM EVENT | SDN_CONNECTED
at slot 1, port 2

*Mar 4 19:30:28.604: Mca Mddem(1/2): Link Initiate

*Mar 4 19:30:29.692: Mca Mddenm(1/2): State Transition to Connect

*Mar 4 19:30:34.888: Mca Mddenm(1/2): State Transition to Link

*Mar 4 19:30:46.408: Mca Mdden(1l/2): State Transition to Trainup

*Mar 4 19:30:49.612: Mca Mddenm(1l/2): State Transition to EC Negotiating



* Mar
* Mar
* Mar

4 19: 30: 50. 156:
4 19: 30: 50. 592:
4 19: 30: 50. 592:

M ca Mddem(1l/2): State Transition to Steady State
AAA: parse NAME=tty27 idb TYPE=10 tty=27
AAA: NAME=tty27 flags=0x11 TYPE=4 shel f=0 sl ot=0

adapt er=0 port =27 channel =0

* Mar
* Mar

4 19: 30: 50. 592:
4 19: 30: 50. 592:

adapt er=0 port=0 chann

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

4 19:30:51. 792:
19: 30: 51. 792:
19: 30: 51. 792:
19: 30: 57. 468:
19: 30: 57. 468:
19: 30: 57. 564:
19: 30: 57. 564:
4 19: 30: 57. 564:

BB DA DDA D

AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f=0 sl ot=0
el =18

As27 LCP: Lower |ayer not up, Fast Starting

As27 PPP: Treating connection as a callin

As27 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially
As27 PPP: Phase is AUTHENTI CATING by this end
As27 CHAP: O CHALLENGE id 1 len 26 from " STACK"
As27 CHAP: | RESPONSE id 1 len 30 from"tinmeout"
AAA: parse NAME=Async27 idb TYPE=10 tty=27

AAA: NAME=Async27 fl ags=0x11 TYPE=4 shel f=0 sl ot =0

adapt er=0 port =27 channel =0

* Mar
* Mar

4 19: 30: 57. 564:
4 19: 30: 57. 564:

adapt er=0 port=0 chann

* Mar
* Mar

4 19: 30: 57. 564:
4 19: 30: 57. 564:

Access- Request, len 92

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

4 19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
19: 30: 57. 564:
4 19:30:57.572:

A A DA DDA DMD

Access- Accept, len 50

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:

servi ce=NET

* Mar
* Mar
* Mar
* Mar
* Mar
* Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.572:
4 19:30:57.576:
4 19:30:57.576:
4 19:30:57.580:
4 19:30:57.580:

no timeout absolute

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

19:30:57.580:
19:30:57.580:
19:30:57.584:
19:30:57.584:
19:30:57.588:
4 19:30:57.588:

Bk

no dialer idle-timeout

* Mar
* Mar

4 19: 30: 57. 588:
4 19: 30: 57. 588:

AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f=0 sl ot=0

el =18

RADI US: ustruct sharecount=1

RADI US: Initial Transmit Async27 id 3 172.16.24.117: 1645,

Attribute 4 6 AC101874
Attribute 5 6 0000001B
Attribute 61 6 00000000
Attribute 1 11 74696D65
Attribute 30 12 34303835
Attribute 3 19 01E5C3F6
Attribute 6 6 00000002
Attribute 7 6 00000001
RADI US: Received fromid 3 172.16.24.117: 1645,

Attribute 6 6 00000002
Attribute 7 6 00000001
Attribute 8 6 FFFFFFFE
Attribute 27 6 0000005A
Attribute 28 6 0000003C
As27 AAA/ AUTHOR/ LCP: Aut horize LCP
AAA/ AUTHOR/ LCP As27 (1969884263): Port='"Async27' list=""

AAA/ AUTHOR/ LCP: As27 (1969884263) send AV servi ce=ppp

AAA/ AUTHOR/ LCP: As27 (1969884263) send AV protocol =l cp
AAA/ AUTHOR/ LCP (1969884263) found |ist "defaul t”

AAA/ AUTHOR/ LCP:  As27 (1969884263) METHOD=RADI US

AAA/ AUTHOR (1969884263): Post authorization status = PASS_REPL
As27 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

As27 AAA/AUTHOR/LCP: Processing AV timeout=90

As27 AAA/AUTHOR: Parse 'interface Async27'

As27 AAA/AUTHOR: Parse returned ok (0)

As27 AAA/AUTHOR: Parse 'timeout absolute 1 30°

As27 AAA/AUTHOR: Parse returned ok (0)

As27 AAA/AUTHOR: enqueue peruser LCP txt=interface Async27

As27 AAA/AUTHOR/LCP: Processing AV idletime=60

As27 AAA/AUTHOR: Parse 'interface Async27'

As27 AAA/AUTHOR: Parse returned ok (0)

As27 AAA/AUTHOR: Parse 'dialer idle-timeout 60'

As27 AAA/AUTHOR: Parse returned ok (0)

As27 AAA/AUTHOR: enqueue peruser LCP txt=interface Async27

As27 CHAP: O SUCCESS id 1 len 4
AAA/ ACCT/ NET/ START User timeout, Port Async27, List ""



*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
servi ce=NET

*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 30:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
*Mar 4 19: 31:
access- 3#show

Li ne

tty 27

As27

57.
57.
57.

57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.
00.

588:
692:
692:

692:
692:
692:
692:
692:
692:
692:
692:
784:
788:
788:
788:
788:
792:
792:
792:
792:
792:
884:
884:
884:
884:
888:
984:
984:
984:
984:
984:
984:
984:

caller

User

ti meout
ti meout

AAA/ ACCT/ NET: Found | i st

As27

AAA/ AUTHOR/ FSM  (0): Can we

"defaul t"

start | PCP?

AAA/ AUTHOR/ FSM As27 (2088523207): Port="Async27' list=""

AAA/ AUTHOR/ FSM  As27 (2088523207) send AV servi ce=ppp
AAA/ AUTHOR/ FSM  As27 (2088523207) send AV protocol =ip
AAA/ AUTHOR/ FSM (2088523207) found list "defaul t"”

AAA/ AUTHOR/ FSM  As27 (2088523207) METHOD=RADI US

RADI US: Usi ng NAS default peer
RADI US: Aut horize | P address 10.1.1.6

AAA/ AUTHOR (2088523207): Post authorization status = PASS_REPL
AAA/ AUTHOR/ FSM W can start | PCP

As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27
As27

AAAN AUTHOR/ | PCP: Start. He
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Aut hori zat
AAA/ AUTHOR/ | PCP: Done.  Her
AAAN AUTHOR/ | PCP: Start. He
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Aut hori zat
AAA/ AUTHOR/ | PCP: Done.  Her
AAAN AUTHOR/ | PCP: Start. He
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Aut hori zat
AAA/ AUTHOR/ | PCP: Done.  Her
AAAN AUTHOR/ | PCP: Start. He
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Processi ng
AAA/ AUTHOR/ | PCP:  Aut hori zat
AAA/ AUTHOR/ | PCP: Done.  Her
AAA AUTHOR/ PER- USER:  Event

r address 0.0.0.0, we want 10.1.1.6
AV servi ce=ppp
AV addr=10.1.1.6
ion succeeded
address 0.0.0.0, we want 10.1.1.6
r address 0.0.0.0, we want 10.1.1.6
AV servi ce=ppp
AV addr=10.1.1.6
ion succeeded
address 0.0.0.0, we want 10.1.1.6
r address 0.0.0.0, we want 10.1.1.6
AV servi ce=ppp
AV addr=10.1.1.6
ion succeeded
address 0.0.0.0, we want 10.1.1.6
r address 10.1.1.6, we want 10.1.1.
AV servi ce=ppp
AV addr=10.1.1.6
ion succeeded
address 10.1.1.6, we want 10.1.1.6
I P_UP

AAA/ PER- USER: processi ng aut hor paramns.

Active

Service Ti me
Async 00: 00: 23
PPP 00: 00: 22

access- 3#show caller user timeout

User: tinmeout,

Ti neout s:

Limts:

Di sconnect
TTY: Line 27,
Location: M CA V.90 nodens
Li ne: Baud rate (TX RX)
St at us: Ready,

HW PPP Support Active
Capabilities:

Modem St at e:

line tty 27, service Async
Active tine 00:00:28, Idle tine 00:00:08
Absolute Idle Idle

in:

Acti ve,

Ready

User: tinmeout,
Active time 00:00:27, Idle time 00:00:25

Absolute Idle

00:01:30 00:01:00

00:01:09 00:00:34

Timeouts:
Limits:

line As27,

Disconnect in:

Sessi on Exec
- 00: 10: 00

runni ng PPP on As27

is 115200/ 115200, no parity,
No Exit Banner, Async Interfa

No Fl ush-at-Activation, Hardware Fl owc
Har dwar e Fl owmcontrol Qut, Mddem Cal |l out, Modem Rl is CD
Li ne usabl e as async interface,
I nt egrated Modem

servi ce PPP

Idle

Ti me
00: 00: 04
00: 00: 20

1 stopbits, 8 databits
ce Active

ontrol In

ARAP Perm tted

6



PPP: LCP Open, multilink C osed, CHAP (<- AAA), |PCP
Di al er: Connected, inbound
Idle timer 60 secs, idle 25 secs
Type is | NBAND ASYNC, group Async27
|P: Local 10.1.1.1, renote 10.1.1.6
Counts: 31 packets input, 1642 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0O overrun
15 packets output, 347 bytes, 0 underruns
0 output errors, O collisions, O interface resets

access- 3#show caller timeouts

Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
tty 27 ti meout - - -
As27 ti meout 00: 01: 30 00:01: 00 00:00:22
access- 3#show caller timeouts
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
tty 27 ti meout - - -
As27 ti meout 00: 01: 30 00:01: 00 00:00:07
access- 3#

*Mar 4 19:31:53.824: Mca Mddem(1/2): State Transition to Term nating

*Mar 4 19:31:53.884: Mca Mddem(1/2): State Transition to ldle

*Mar 4 19:31:53.884: Mca Mden(1/2): Went onhook

*Mar 4 19: 31:53.884: CSM PROC | C5_0C6_CONNECTED: CSM EVENT_MODEM ONHOOK at slot 1, port 2
*Mar 4 19:31:53.884: VDEV_DEALLCCATE: slot 1 and port 2 is deallocated

*Mar 4 19:31:53.888: | SDN Se0:23: Event: Hangup call to call id 0x40

*Mar 4 19:31:53.888: | SDN Se0:23: TX -> DI SCONNECT pd = 8 callref = 0x8006

*Mar 4 19: 31:53. 888: Cause i = 0x8090 - Normal call clearing

*Mar 4 19:31:53.940: | SDN Se0:23: RX <- RELEASE pd = 8 callref = 0x06

*Mar 4 19:31:53.952: | SDN Se0:23: TX -> RELEASE COW pd = 8 callref = 0x8006

*Mar 4 19:31:55.792: As27 AAA/ ACCT: non-1SDN xmit 50000 recv 28800 hwi db 611CEBCO ttynum 27
*Mar 4 19:31:55.792: AAA/ ACCT/ NET/ STOP User tinmeout, Port Async27:

task_i d=12 ti mezone=PST servi ce=ppp protocol =i p addr=10.1.1. 6 disc-cause=4
disc-cause-ext=1021 pre-bytes-in=135 pre-bytes-out=176 pre-paks-in=5 pre-paks-out=6
byt es_i n=1480 bytes_out =171 paks_i n=25 paks_out =9 pre-session-tinme=6 el apsed_ti nme=58
nas-rx- speed=28800 nas-t x- speed=50000
*Mar 4 19:31:55.792: As27 AAA AUTHOR/ PER- USER: Event | P_DOMWN
*Mar 4 19:31:55.792: As27 AAA AUTHOR/ PER- USER: Event LCP_DOMWN
*Mar 4 19:31:55.792: As27 AAA/AUTHOR: down_event: peruser LCP txt=interface Async27
no timeout absolute

*Mar 4 19:31:55.796: As27 AAA/AUTHOR: Parse 'interface Async27'
*Mar 4 19:31:55.800: As27 AAA/AUTHOR: Parse returned ok (0)

*Mar 4 19:31:55.800: As27 AAA/AUTHOR: Parse 'no timeout absolute'
*Mar 4 19:31:55.804: As27 AAA/AUTHOR: Parse returned ok (0)

*Mar 4 19:31:55.804: As27 AAA/AUTHOR: free peruser LCP txt=interface Async27
no timeout absolute

*Mar 4 19:31:55.804: As27 AAA/AUTHOR: down_event: peruser LCP txt=interface Async27
no dialer idle-timeout

*Mar 4 19:31:55.804: As27 AAA/AUTHOR: Parse 'interface Async27'

*Mar 4 19:31:55.808: As27 AAA/AUTHOR: Parse returned ok (0)

*Mar 4 19:31:55.808: As27 AAA/AUTHOR: Parse 'no dialer idle-timeout'’
*Mar 4 19:31:55.812: As27 AAA/AUTHOR: Parse returned ok (0)

*Mar 4 19:31:55.812: As27 AAA/AUTHOR: free peruser LCP txt=interface Async27
no dialer idle-timeout

*Mar 4 19:31:56.016: TAC+: (3633056702): received acct response status = SUCCESS

*Mar 4 19: 32: 00. 308: %CALLRECORD- 3-M CA TERSE_CALL_REC:. DSO sl ot/contr/chan=2/0/18,
slot/port=1/2, call_id=40, userid=timeout, ip=10.1.1.6, calling=(n/a), called=4085703932,
st d=K56FI| x, prot=LAP-M conp=V.42bis both, init-rx/tx b-rate=28800/50000, finl-rx/tx



b-rat e=28800/ 50000, rbs=0, d-pad=6 dB, retr=0, sq=3, snr=28, rx/tx chars=1727/995, bad=2,
rx/tx ec=31/36, bad=0, time=84, finl-state=Steady, disc(radius)=Idle Timeout/Idle Timeout,
di sc(noden) =DF03 Tx (host to line) data flushing - OK/ Requested by host/DTR dropped

7ty Z=melo] §is HE[ZIT Erel A'd ISDN S35t

=3 ISDN StelLich HEIZ3 3 &2 AAMA elF
o

*Mar 4 19:41:12.208: |SDN Se0:23: RX <- SETUP pd = 8 «callref = 0x08

*Mar 4 19:41:12.212: Bearer Capability i = 0x8890

*Mar 4 19:41:12.212: Channel IDi = 0xA98393

*Mar 4 19:41:12. 212: Calling Party Nunmber i ='"!"  0x80, '4085551200'
*Mar 4 19:41:12. 212: Cal l ed Party Nunber i = OxAl, '4085703930'

*Mar 4 19:41:12.212: |SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x8008
*Mar 4 19:41:12.212: Channel IDi = 0xA98393

*Mar 4 19:41:12.224: |SDN Se0:23: TX -> CONNECT pd = 8 callref = 0x8008
*Mar 4 19:41:12.224: Channel IDi = 0xA98393

*Mar 4 19:41:12.296: | SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = 0x08
*Mar 4 19:41:12.536: Se0: 18 PPP: Treating connection as a callin

*Mar 4 19:41:12.536: Se0: 18 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially
*Mar 4 19:41:14.536: Se0: 18 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially
*Mar 4 19:41:14.552: Se0: 18 PPP: Phase is AUTHENTI CATING by this end

*Mar 4 19:41:14.552: Se0:18 CHAP: O CHALLENGE id 1 len 26 from " STACK"

*Mar 4 19:41:14.584: Se0:18 CHAP: | RESPONSE id 1 len 30 from"tineout"
*Mar 4 19:41:14.964: Se0:18 CHAP: | RESPONSE id 1 len 30 from"tineout"
*Mar 4 19:41:14.964: AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

*Mar 4 19:41:14.964: AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f =0 sl ot=0
adapt er=0 port=0 channel =18

*Mar 4 19:41:14.964: AAA: parse NAME= idb TYPE=-1 tty=-1

*Mar 4 19:41:14.964: RADI US: ustruct sharecount=1

*Mar 4 19:41:14.964: RADIUS: Initial Transmt Serial0:18 id 4 172.16. 24.117: 1645,
Access- Request, len 104

*Mar 4 19:41:14.964: Attribute 4 6 AC101874
*Mar 4 19:41:14.964: Attribute 5 6 00004E32
*Mar 4 19:41:14.964: Attribute 61 6 00000002
*Mar 4 19:41:14.964: Attribute 1 11 74696D65
*Mar 4 19:41:14.964: Attribute 30 12 34303835
*Mar 4 19:41:14.964: Attribute 31 12 34303835
*Mar 4 19:41:14.964: Attribute 3 19 012C4E14
*Mar 4 19:41:14.964: Attribute 6 6 00000002
*Mar 4 19:41:14.964: Attribute 7 6 00000001
*Mar 4 19:41:14.972: RADIUS: Received fromid 4 172.16.24.117: 1645, Access-Accept, len 50
*Mar 4 19:41:14.972: Attribute 6 6 00000002
*Mar 4 19:41:14.972: Attribute 7 6 00000001
*Mar 4 19:41:14.972: Attribute 8 6 FFFFFFFE
*Mar 4 19:41:14.972: Attribute 27 6 0000005A
*Mar 4 19:41:14.972: Attribute 28 6 0000003C

*Mar 4 19:41:14.976: Se0: 18 AAA/ AUTHOR/ LCP: Aut horize LCP

*Mar 4 19:41:14.976: AAA/ AUTHOR/ LCP Se0: 18 (4039479425): Port='Serial0:18" list=""
servi ce=NET

*Mar 4 19:41:14.976: AAA/ AUTHOR/ LCP: Se0: 18 (4039479425) send AV service=ppp

*Mar 4 19:41:14.976: AAA/ AUTHOR/ LCP: Se0: 18 (4039479425) send AV protocol =l cp

*Mar 4 19:41:14.976: AAA/ AUTHOR/ LCP (4039479425) found list "default”

*Mar 4 19:41:14.976: AAA/ AUTHOR/ LCP: Se0: 18 (4039479425) METHOD=RADI US

*Mar 4 19:41:14.976: AAA/ AUTHOR (4039479425): Post authorization status = PASS_REPL
*Mar 4 19:41:14.976: Se0: 18 AAA/ AUTHOR/ LCP: Processi ng AV servi ce=ppp

*Mar 4 19:41:14.976: Se0:18 AAA/AUTHOR/LCP: Processing AV timeout=90

*Mar 4 19:41:14.976: Se0:18 AAA/AUTHOR/LCP: Processing AV idletime=60

*Mar 4 19:41:14.976: AAA/AUTHOR/LCP Se0:18: Per-user interface config created:
timeout absolute 1 30

ppp timeout idle 60



41
41
41
41

41
41
41
41
41
41
41
41
41
41

*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
servi ce=NET
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar

14.
14.
14.
14.

14.
14.
14.
14.
14.
14.
14.
14.
14.
14.

976:
976:
976:
976:

976:
976:
976:
976:
976:
976:
980:
980:
980:
980:
4 19:41:14.980:

Se0: 18 CHAP: O SUCCESS id 1 len 4

AAA/ ACCT/ NET/ START User tineout, Port Serial0:18, List ""

AAA/ ACCT/ NET: Found |ist "default"
AAA/ AUTHOR/ MLP Se0: 18 (1966034416): Port='Serial 0: 18"

AAA/ AUTHOR/ MLP: Se0: 18 (1966034416) send AV service=p
AAA/ AUTHOR/ MLP: Se0: 18 (1966034416) send AV protocol =
AAA/ AUTHOR/ MLP (1966034416) found list "default"

AAA/ AUTHOR/ MLP:  Se0: 18 (1966034416) METHOD=RADI US
AAA/ AUTHOR (1966034416): Post authorization status =
Vi1 VTEMPLATE: Reuse Vi l, recycle queue size 0O

Vi 1 VTEMPLATE: Hardwar e address 00e0. 1e81. 636¢

list=""
pp
mul tilink
PASS REPL

Vil VTEMPLATE: Has a new cloneblk dialer, nowit has dialer
Vi1 VTEMPLATE: Has a new cl onebl k AAA, now it has dial er/ AAA
\/i 1 VTE'VPLATE *kkhkkkhkkkkkkk k% C:LO\IE VAC:(:ESS]_ EE I R I R I R

Vil VTEMPLATE: Clone from AAA

interface Virtual-Accessl

timeout absolute 1 30

ppp timeout idle 60

141
141
141
141
141
141
141
41
41
41
41
41
41
41

41
41
41
41
41

end

*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
servi ce=NET
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:

access- 3#show

Li ne
Se0:
vil

access- 3#show

User:

Ti neout s:

D al

Bund
Coun

18

41:

Limts:
Di sconnect
PPP: LCP Open,

er:

Access |i st
Menber
13 packets input,
11 input errors,

|l e:
ts:

14.
14.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.

15.
15.
15.
15.
15.
15.

996:
996:
000:
000:
000:
000:
000:
000:
000:
000:
000:
000:
000:
000:

000:
000:
000:
000:
000:
000:

caller

User

ti meout
timeout

Vil PPP: Treating connection as a callin
AAA/ AUTHOR/ MLP Vi 1: Processing AV servi ce=ppp
Vil AAAJAUTHOR/ FSM (0): Can we start | PCP?

AAA AUTHOR/ FSM Vi 1 (921779905): Port="Serial 0:18" list=""' service=NET

AAA AUTHOR/ FSM Vi1 (921779905) send AV servi ce=ppp
AAA AUTHOR/ FSM Vi1 (921779905) send AV protocol =ip
AAA/ AUTHOR/ FSM (921779905) found list "defaul t"”
AAA/ AUTHOR/ FSM Vi 1 (921779905) METHOD=RADI US

RADI US: Usi ng NAS default peer

RADI US: Aut horize | P address 0.0.0.0

AAA/ AUTHOR (921779905): Post authorization status = PASS_REPL

Vil AAA/ AUTHOR/ FSM W can start | PCP
Vil AAA/ AUTHOR/ FSM (0): Can we start CDPCP?

AAA/ AUTHOR/ FSM Vi 1 (3065122210): Port='Serial 0:18" list=""

AAA AUTHOR/ FSM Vi 1 (3065122210) send AV servi ce=ppp

AAA AUTHOR/ FSM Vi1 (3065122210) send AV protocol =cdp
AAA/ AUTHOR/ FSM (3065122210) found list "defaul t"”

AAA/ AUTHOR/ FSM Vi 1 (3065122210) METHOD=RADI US

AAA/ AUTHOR (3065122210): Post authorization status =

Vil AAA/ AUTHOR/ FSM W can start CDPCP

Active Idle
Servi ce Ti e Ti me
PPP 00: 00: 19 00: 00: 00

PPP Bundle 00:00:19 00:00:20

caller user timeout

ti meout,

|ine Se0: 18, service PPP
Active tine 00:00:25, Idle tine 00:00: 00

in:

mul tilink Open,
Connected to 4085551200,
Type is I SDN, group Serial0:23
I P: Local

10.1.1.1

(119

Absolute Idle

PASS_REPL

of tinmeout/tinmeout,

CHAP (<- AAA)
i nbound

is 199/ not set

| ast input 00:00: 00

279 bytes, 0 no buffer

2 CRC, 3 franme, 0 overrun



23 packets output, 431 bytes, O underruns
0 output errors, O collisions, 40 interface resets

User: timeout, line Vil, service PPP Bundle
Active time 00:00:25, Idle time 00:00:26
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00

Disconnect in: 00:01:04 00:00:33
PPP: LCP Open, multilink Open
Idle timer 60 secs, idle 26 secs
Di al er: Connected to 4085551200, i nbound
Type is I NBAND SYNC, group Serial 0: 23
IP: Local 10.1.1.1
Access list (1/0O is 199/ not set
Bundl e: First link of tinmeout/tineout, 1 link, |ast input 00:00:27
Counts: 0O packets input, 0 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0O overrun
13 packets output, 236 bytes, 0 underruns
0 output errors, O collisions, O interface resets

access- 3#show caller timeout

Sessi on Idle Di sconnect

Li ne User Ti meout Ti meout User in

Se0: 18 ti meout - - -

vil timeout 00:01:30 00:01:00 00:00:30
access- 3#
*Mar 4 19:42:14.996: Vil PPP: Idle timeout, dropping connection
*Mar 4 19:42:14.996: Vil VIEMPLATE: Free vaccess
*Mar 4 19:42:14.996: Se0: 18 AAA/ AUTHOR/ PER- USER: Event LCP_DOMN
*Mar 4 19:42:15.000: Vil AAA/ AUTHOR/ PER- USER: Event LCP_DOW
*Mar 4 19:42:15.004: Se0:18 AAA/ ACCT: | SDN xmit 64000 recv 64000 hwi db 612048BC
*NMar 4 19:42:15. 004: AAA/ ACCT/ NET/ STOP User tineout, Port Serial O:18:

task_i d=13 ti mezone=PST servi ce=ppp mM p-links-max=1 m p-1inks-current=1
M p-sess-i d=0 disc-cause=18 disc-cause-ext=1046 pre-bytes-in=125 pre-bytes-out =99
pre-paks-in=4 pre-paks-out=4 bytes_i n=228 bytes_out =436 paks_i n=15 paks_out =26
pre-session-time=3 el apsed_ti me=60 nas-r x- speed=64000 nas-t x- speed=64000
*Mar 4 19:42:15.008: | SDN Se0:23: TX -> DI SCONNECT pd = 8 callref = 0x8008

*Mar 4 19:42:15.008: Cause i = 0x8090 - Normal call clearing

*Mar 4 19:42:15.060: |SDN Se0:23: RX <- RELEASE pd = 8 callref = 0x08

*Mar 4 19:42:15.072: | SDN Se0:23: TX -> RELEASE COW pd = 8 callref = 0x8008
*Mar 4 19:42:15.212: TAC+: (2571416724): received acct response status = SUCCESS
*Mar 4 19:42:15.500: VTEMPLATE: Cean up dirty vaccess queue, size 1

*Mar 4 19:42:15.500: Vil VIEMPLATE: Found a dirty vaccess clone with dial er/ AAA
*Mar 4 19:42:15.500: Vil VIEMPLATE: ******xksdixs UNCLONE VACCESSL *** ¥ k&

*Mar 4 19:42:15.500: Vil VTEMPLATE: Unclone to-be-freed command#2
interface Virtual-Accessl

default ppp timeout idle 60

default timeout absolute 1 30

end

*Mar 4 19:42:15.516: Vil VIEMPLATE: Set default settings with no ip address
*Mar 4 19:42:15.536: Vil VIEMPLATE: Renove cl onebl k AAA with dial er/ AAA

*Mar 4 19:42:15.536: Vil VIEMPLATE: Renove clonebl k dialer with dialer/AAA
*Mar 4 19:42:15.536: Vil VIEMPLATE: Add vaccess to recycl e queue, queue SlIZE=1

7t x2melo] gl HIHEIE 3 Bl i ISDN S8t

Ad

CtE2 7te T2 LS g&9ststx| o2 HIHE|Z 3 B A ISDN S&HILICt. 0] ofofl M= ol
gt EPOIEH% SHE2H MR = UL F Cisco 10S 11.3(8.2)AAE %%H'_ A&LICE JBLt O|2
QI ZAm[a 3ol HHo| M E[X| A &LICt EFO|H7F ZEM LR Mo 2 HHERELICE.

*Mar 4 19:43:00.404: |SDN Se0:23: RX <- SETUP pd = 8 callref = OxOE



*Mar 4 19:43:00. 404: Bearer Capability i = 0x8890

*Mar 4 19:43:00. 404: Channel 1D i = 0xA98393

*Mar 4 19:43:00. 404: Calling Party Number i ="'!", 0x80, '4085551200
*Mar 4 19:43:00. 404: Call ed Party Number i = OxAl, '4085703930

*Mar 4 19:43:00.404: |SDN Se0:23: TX -> CALL_PROC pd = 8 callref = 0x800E
*Mar 4 19:43:00. 408: Channel 1D i = 0xA98393

*Mar 4 19:43:00.416: | SDN Se0:23: TX -> CONNECT pd = 8 callref = Ox800E

*Mar 4 19:43:00. 416: Channel 1D i = 0xA98393

*Mar 4 19:43:00.488: | SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = OxOE
*Mar 4 19:43:00.720: Se0: 18 PPP: Treating connection as a callin

*Mar 4 19:43:00.720: Se0: 18 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

*Mar 4 19:43:02.744: Se0: 18 PPP: Phase is AUTHENTI CATING by this end

*Mar 4 19:43:02.744: Se0:18 CHAP: O CHALLENGE id 2 len 26 from " STACK"

*Mar 4 19:43:02.776: Se0:18 CHAP: | RESPONSE id 2 len 30 from™"tinmeout"

*Mar 4 19:43:02.776: AAA: parse NAME=Serial 0:18 idb TYPE=12 tty=-1

*Mar 4 19:43:02.776: AAA: NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f =0 sl ot=0
adapt er=0 port=0 channel =18

*Mar 4 19:43:02.776: AAA: parse NAME= idb TYPE=-1 tty=-1

*Mar 4 19:43:02.780: RADI US: ustruct sharecount=1

*Mar 4 19:43:02.780: RADIUS: Initial Transmit Serial0:18 id 5 172.16. 24.117: 1645,
Access- Request, len 104

*Mar 4 19:43:02. 780: Attribute 4 6 ACL01874

*Mar 4 19:43:02. 780: Attribute 5 6 00004E32

*Mar 4 19:43:02. 780: Attribute 61 6 00000002

*Mar 4 19:43:02. 780: Attribute 1 11 74696D65

*Mar 4 19:43:02. 780: Attribute 30 12 34303835

*Mar 4 19:43:02. 780: Attribute 31 12 34303835

*Mar 4 19:43:02. 780: Attribute 3 19 02AE5572

*Mar 4 19:43:02. 780: Attribute 6 6 00000002

*Mar 4 19:43:02. 780: Attribute 7 6 00000001

*Mar 4 19:43:02.784: RADIUS: Received fromid 5 172.16.24. 117: 1645, Access- Accept,
*Mar 4 19:43:02. 784: Attribute 6 6 00000002

*Mar 4 19:43:02. 784: Attribute 7 6 00000001

*Mar 4 19:43:02. 784: Attribute 8 6 FFFFFFFE

*Mar 4 19:43:02.784: Attribute 27 6 0000005A

*Mar 4 19:43:02.784: Attribute 28 6 0000003C

*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ LCP: Aut horize LCP

*Mar 4 19:43:02.788: AAA/ AUTHOR/ LCP Se0: 18 (900316608): Port="Serial 0:18" Iist=
servi ce=NET

*Mar 4 19:43:02.788: AAA/ AUTHOR/ LCP: Se0: 18 (900316608) send AV servi ce=ppp
*Mar 4 19:43:02.788: AAA/ AUTHOR/ LCP: Se0: 18 (900316608) send AV protocol =l cp
*Mar 4 19:43:02.788: AAA/ AUTHOR/ LCP (900316608) found list "default”

*Mar 4 19:43:02.788: AAA/ AUTHOR/ LCP: Se0: 18 (900316608) METHOD=RADI US

*Mar 4 19:43:02.788: AAA/ AUTHOR (900316608): Post authorization status = PASS REPL
*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ LCP: Processi ng AV servi ce=ppp

*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ LCP: Processi ng AV timeout =90

*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ LCP: Processing AV idletine=60

*Mar 4 19:43:02.788: Se0:18 CHAP: O SUCCESS id 2 len 4

*NMar 4 19:43:02.788: AAA/ ACCT/ NET/ START User tineout, Port SerialO:18, List ""
*Mar 4 19:43:02.788: AAA/ ACCT/ NET: Found list "default"

*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ FSM (0): Can we start | PCP?

*Mar 4 19:43:02.788: AAA/ AUTHOR/ FSM Se0: 18 (3608739008): Port="Serial 0:18" |ist=""
servi ce=NET

*Mar 4 19:43:02.788: AAA/ AUTHOR/ FSM Se0: 18 (3608739008) send AV servi ce=ppp
*Mar 4 19:43:02.788: AAA/ AUTHOR/ FSM Se0: 18 (3608739008) send AV protocol =ip
*Mar 4 19:43:02.788: AAA/ AUTHOR/ FSM (3608739008) found Iist "default”

*Mar 4 19:43:02.788: AAA/ AUTHOR/ FSM  Se0: 18 (3608739008) METHOD=RADI US

*Mar 4 19:43:02.788: RADIUS: Using NAS default peer

*Mar 4 19:43:02.788: RADIUS: Authorize IP address 0.0.0.0

*Mar 4 19:43:02.788: AAA/ AUTHOR (3608739008): Post authorization status = PASS_REPL
*Mar 4 19:43:02.788: Se0:18 AAA AUTHOR/ FSM W can start | PCP

*Mar 4 19:43:02.788: Se0: 18 AAA/ AUTHOR/ FSM (0): Can we start CDPCP?

*Mar 4 19:43:02.792: AAA/ AUTHOR/ FSM Se0: 18 (3955392150): Port="Serial 0:18" list=""

servi ce=NET

len 50



*Mar 4 19:43:02.792:
*Mar 4 19:43:02.792:
*Mar 4 19:43:02.792:
*Mar 4 19:43:02.792:
*Mar 4 19:43:02.792:
*Mar 4 19:43:02.792: SeO:
*Mar 4 19:43:02.804: SeO:
*Mar 4 19:43:02.804: SeO:
*Mar 4 19:43:02.804: SeO:
*Mar 4 19:43:02.804: SeO:
*Mar 4 19:43:02.804: SeO:
*Mar 4 19:43:02.808: SeO:
*Mar 4 19:43:02.808: SeO:
*Mar 4 19:43:02.808: SeO:
*Mar 4 19:43:02.816: SeO:
*Mar 4 19:43:02. 816:
servi ce=NET
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02. 816:
*Mar 4 19:43:02.816: SeO:
*Mar 4 19:43:02.820: SeO:
*Mar 4 19:43:02.820: SeO:
*Mar 4 19:43:02.820: SeO:
we want 10.1.1.3
*Mar 4 19:43:02.824: SeO:
*Mar 4 19:43:02.824: SeO:
access- 3#show caller

Li ne User

Se0:18 timeout

AAA/ AUTHOR/ FSM  Se0: 18 (3955392150) send AV servi ce=ppp
AAA/ AUTHOR/ FSM  Se0: 18 (3955392150) send AV protocol =cdp
AAA/ AUTHOR/ FSM (3955392150) found list "defaul t"”

AAA/ AUTHOR/ FSM  Se0: 18 (3955392150) METHOD=RADI US
AAA/ AUTHOR (3955392150): Post authorization status =

18
18
18
18
18
18
18
18
18
18

AAA/ AUTHOR/ FSM We can start CDPCP

PASS_REPL

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0

AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp
AAA/ AUTHOR/ | PCP: Processing AV addr=0.0.0.0
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ FSM  Check for unauthorized mandatory AV s

AAA/ AUTHOR/ FSM  Pr ocessi ng AV servi ce=ppp
AAA/ AUTHOR/ FSM  Succeeded

AAA/ AUTHOR/ | PCP: Start. Her address 10.1.1.3,
AAA/ AUTHOR/ | PCP Se0: 18 (2267743837):

we want

Port="Serial 0:18" list=""

AAA/ AUTHOR/ | PCP:  Se0: 18 (2267743837) send AV servi ce=ppp
AAA/ AUTHOR/ | PCP:  Se0: 18 (2267743837) send AV protocol =ip
AAA/ AUTHOR/ | PCP:  Se0: 18 (2267743837) send AV addr*10.1.1.3
AAA/ AUTHOR/ | PCP (2267743837) found list "defaul t"”
AAA/ AUTHOR/ | PCP:  Se0: 18 (2267743837) METHOD=RADI US
RADI US: Usi ng NAS default peer

RADI US: Aut horize | P address 10.1.1.3

AAA/ AUTHOR (2267743837): Post authorization status =

18
18
18
18

18
18

access- 3#show caller timeout

Li ne
Se0:

18

User
ti meout
access- 3#ping 10.1.1.3

AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp
AAA/ AUTHOR/ | PCP: Processing AV addr=10.1.1.3
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 10.1.1. 3,

AAA/ AUTHOR/ PER- USER: Event | P_UP
AAA/ PER- USER: processi ng aut hor paramns.
Active Idle
Servi ce Ti e Ti me
PPP 00:00:19 00:00:19
Sessi on Idle Di sconnect

Ti neout Ti meout User in
00: 01:30 00:01:00 00:00:37

Type escape sequence to abort.
Sending 5, 100-byte |ICVMP Echos to 10.1.1.3, tineout is 2 seconds:

Success rate is 100 percent
access- 3#show caller timeout

Li ne
Se0:

18

User
timeout

(5/5), round-trip mn/avg/ max = 32/33/36 s

Sessi on Idle Di sconnect
Ti neout Ti meout User in
00:01:30 00:01:00 00:00:57

access- 3#show caller user timeout

User:

Timeouts:

D al

| P: Local

Coun

Limi

ts:

ti meout,

|ine Se0: 18, service PPP

Active time 00:00:38, Idle time 00:00:10
Absolute Idle

00:01:30 00:01:00
00:00:51 00:00:49

Disconnect in:
PPP: LCP Open,

er:

ts:

mul tilink Cosed, CHAP (<- AAA), |PCP, CDPCP
Connected to 4085551200, i nbound

Idle tiner

10.1.1.1,

Access list (1/0

60 secs, idle 10 secs
Type is I SDN, group Serial0:23
renote 10.1.1.3

51 packets input,

is 199/ not set

2104 bytes, 0 no buffer

PASS_REPL

10.1.1.3



11 input errors, 2 CRC, 3 frame, 0 overrun
58 packets output, 2233 bytes, 0 underruns
0 output errors, O collisions, 45 interface resets

access- 3#show caller user timeout

User: tinmeout, |line Se0:18, service PPP
Active time 00:00:45, Idle time 00:00:17
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00

Disconnect in: 00:00:44 00:00:42
PPP: LCP Open, multilink C osed, CHAP (<- AAA), | PCP, CDPCP
Di al er: Connected to 4085551200, i nbound
Idle timer 60 secs, idle 17 secs
Type is I SDN, group Serial0:23
|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 52 packets input, 2120 bytes, 0 no buffer
11 input errors, 2 CRC, 3 frame, 0 overrun
59 packets output, 2249 bytes, 0 underruns
0 output errors, O collisions, 45 interface resets

access- 3#ping 10.1.1.3

Type escape sequence to abort.

Sending 5, 100-byte |ICVMP Echos to 10.1.1.3, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/34/40 s
access- 3#show caller user timeout

User: tinmeout, line Se0:18, service PPP
Active time 00:01:02, Idle time 00:00:04
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00

Disconnect in: 00:00:27 00:00:55
PPP: LCP Open, multilink C osed, CHAP (<- AAA), | PCP, CDPCP
Di al er: Connected to 4085551200, i nbound
Idle timer 60 secs, idle 4 secs
Type is I SDN, group Serial0:23
|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 60 packets input, 2688 bytes, 0 no buffer
11 input errors, 2 CRC, 3 franme, 0 overrun
67 packets output, 2817 bytes, 0 underruns
0 output errors, O collisions, 45 interface resets

access- 3#show caller timeout

Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0:18 timeout 00:01:30 00:01:00 00:00:21
access- 3#show caller timeout
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0:18 timeout 00:01:30 00:01:00 00:00:07
access- 3#
*Mar 4 19:44:33.788: | SDN Se0:23: TX -> DI SCONNECT pd = 8 callref = 0x800E
*Mar 4 19:44:33.788: Cause i = 0x8090 - Normal call clearing
*Mar 4 19:44:33.840: | SDN Se0:23: RX <- RELEASE pd = 8 callref = Ox0E
*Mar 4 19:44:33.852: Se0:18 AAA/ACCT: | SDN xmit 64000 recv 64000 hwi db 612048BC
*NMar 4 19:44: 33.852: AAA/ ACCT/ NET/ STOP User tineout, Port Serial O:18

task_i d=14 ti mezone=PST servi ce=ppp protocol =i p addr=10.1.1. 3 di sc-cause=5
disc-cause-ext=1100 pre-bytes-in=101 pre-bytes-out=102 pre-paks-in=5 pre-paks-out=5
byt es_i n=2258 byt es_out =2276 paks_i n=38 paks_out =38 pre-session-tine=2 el apsed_ti ne=91
nas-rx- speed=64000 nas-t x- speed=64000



*Mar 4 19: 44:
*Mar 4 19: 44:
*Mar 4 19: 44:
*Mar 4 19: 44:

33. 852:
33. 856:
33. 856:
34. 060:

M z2omes o8

| SDN Se0: 23: TX ->

RELEASE _COWP pd = 8 callref = Ox800E

Se0: 18 AAA/ AUTHOR/ PER- USER: Event | P_DOMWN
Se0: 18 AAA/ AUTHOR/ PER- USER: Event LCP_DOMN
TAC+:

(3492368360) :

gt HHE|213 Bl ®'e ISDN S35t

recei ved acct response status = SUCCESS

CIS2 HIHE|R23 T RH' ISDN AFE X2t S U5HXR|EH O|Holl= 714 = 2 =2
Aduch HE|2IF 7} M E|XK| 242 FAL0|E vaccess QIE{H O|A 7 MA | T EFO|H

BES YeLich

@Ier x| z2e ol

*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:
*Mar 4 19:45:

*NMar 4 19:45:

00. 480:
00. 480:
00. 480:
00. 480:
00. 480:
00. 480:
00. 480:
00. 492:
00. 492:
00. 564:
00. 804:
00. 804:
02. 804:
02. 828:
02. 828:
02. 860:
02. 860:
02. 860:

| SDN Se0: 23: RX <-

| SDN Se0: 23: TX ->

| SDN Se0: 23: TX ->

| SDN Se0: 23: RX <-
Se0:
Se0:
Se0:
Se0:
Se0:
Se0:
AAA;
AAA;

adapt er=0 port=0 channel =
*Mar 4 19:45:02.860: AAA: parse NAME= idb TYPE=-1 tty=-1

ustruct sharecount =1

Initial Transmt Serial0:18 id 6 172.16.24.117: 1645,

*Mar 4 19:45:02.860: RADI US:
*Mar 4 19:45:02.860: RADI US:
Access- Request,

*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:

*Mar 4 19: 45:
*Mar 4 19: 45:
servi ce=NET

*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:
*Mar 4 19: 45:

02. 868:

02. 868:
02. 868:
02. 868:
02. 868:
02. 872:
02. 872:
*Mar 4 19:45:02.872:
*Mar 4 19:45:02.872:
*Mar 4 19:45:02.872:
timeout absolute 1 30

len 104
02. 860:
02. 860:
02. 860:
02. 864:
02. 864:
02. 864:
02. 864:
02. 864:
02. 864:
02. 868:
02. 868:
02. 868:
02. 868:
*Mar 4 19:45:02.868:
*Mar 4 19:45:02.868:
02. 868:

RADI US:

18
18
18
18
18
18

It ol

SETUP pd = 8 callref = 0x0C

Bearer Capability i = 0x8890

Channel IDi = 0xA98393

Calling Party Nunber i ="'!', 0x80, '4085551200
Called Party Number i = OxAl, '4085703930

CALL_PROC pd = 8 callref = 0x800C

Channel IDi = 0xA98393

CONNECT pd = 8 callref = 0x800C

Channel IDi = 0xA98393

CONNECT_ACK pd = 8 callref = 0x0C

PPP: Treating connection as a callin
AAA/ AUTHOR/ FSM  (0): LCP succeeds trivially
AAA/ AUTHOR/ FSM  (0): LCP succeeds trivially

PPP: Phase

i s AUTHENTI CATI NG by this end

CHAP: O CHALLENGE id 3 len 26 from "STACK"
CHAP: | RESPONSE id 3 len 30 from™"tinmeout"
parse NAME=Serial 0:18 idb TYPE=12 tty=-1
NAME=Seri al 0: 18 fl ags=0x51 TYPE=1 shel f=0 sl ot =0

Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute
Attribute

4 6 ACl101874
5 6 00004E32
61 6 00000002
1 11 74696D65
30 12 34303835
31 12 34303835
3 19 03D4E134
6 6 00000002
7 6 00000001

Received fromid 6 172.16.24.117: 1645, Access-Accept,

Attribute
Attribute
Attribute
Attribute
Attribute

6 6 00000002
7 6 00000001
8 6 FFFFFFFE
27 6 00000052
28 6 0000003C

Se0: 18 AAA/ AUTHOR/ LCP: Aut horize LCP
AAA/ AUTHOR/ LCP Se0: 18 (2825271150): Port='Serial 0: 18" |ist=""

AAA/ AUTHOR/ LCP:  Se0: 18 (2825271150) send AV servi ce=ppp

AAA/ AUTHOR/ LCP:  Se0: 18 (2825271150) send AV protocol =l cp

AAA/ AUTHOR/ LCP (2825271150) found list "default"”

AAA/ AUTHOR/ LCP:  Se0: 18 (2825271150) METHOD=RADI US

AAA/ AUTHOR (2825271150): Post authorization status = PASS_REPL
Se0: 18 AAA/ AUTHOR/ LCP: Processi ng AV servi ce=ppp

Se0:18 AAA/AUTHOR/LCP: Processing AV timeout=90

Se0:18 AAA/AUTHOR/LCP: Processing AV idletime=60
AAA/AUTHOR/LCP Se0:18: Per-user interface config created:

Il en 50



ppp timeout idle

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

A A DA DDA DMD

19:
19:
19:
19:
19:
19:
19:
4 19:

45;
45;
45;
45;
45;
45;
45;
45;

02.
02.
02.
02.
02.
02.
02.
02.

60

872:
872:
872:
872:
872:
872:
872:
872:

Se0: 18 CHAP: O SUCCESS id 3 len 4

AAA/ ACCT/ NET/ START User tineout, Port Serial0:18, List ""

AAA/ ACCT/ NET: Found |ist "default"

Vi1 VTEMPLATE: Reuse Vil, recycle queue size 0O

Vi 1 VTEMPLATE: Hardwar e address 00e0. 1e81. 636¢

Vi1 VTEMPLATE: Has a new clonebl k vtenplate, now it has vtenplate
\/i 1 VTE'VPLATE kkkkhkhkkkkhkkhkkkk*k C:LO\IE VAC:(:ESS]_ kkhkkhkhkkkkhkkhkhkhkkkkhkhkk*k

Vi1 VTEMPLATE: Clone from Virtual - Tenpl atel

interface Virtual - Accessl
t ip address
no i p address

def aul

encap

ppp

i p unnunber ed LoopbackO

ip access-group 199 in

ip hel per-address 172.16. 24. 118
no ip directed-broadcast

i p accounting out put-packets

i nsi de
no keepalive

peer default

conpress nppc
ppp cal |l back accept
ppp aut hentication chap pap ns-chap
ppp rmultilink

ip nat

mul tilink nmax-1inks 2

end

i p address pool default

enabl i ng payl oad conpression on this interface.
4 19:45:02.952: Vil VIEMPLATE: Has a new cl onebl k AAA, now it has vtenpl at e/ AAA
4 19:45:02.952: Vil VIEMPLATE: *****¥kkkkids (] ONE VACCESSL *** ¥ ¥ ¥k koo

* Mar
* Mar
*Mar

4 19:45:02.952:

Vil VTEMPLATE: Clone from AAA

interface Virtual-Accessl

timeout absolute 1 30

ppp timeout idle 60

1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
1 45:
45;
45;
45;
45;
45;
45;
45;

45;
45;
45;
45;

end

*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
servi ce=NET
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:
*Mar 4 19:

45:

02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.
02.

02.
02.
02.
02.
02.

976:
976:
976:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
980:
996:
996:

996:
996:
996:
996:
996:

% .1 NK- 3- UPDOMAN: I nterface Virtual - Accessl, changed state to up

Vil PPP: Treating connection as a dedicated |ine

Vil AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

Vil AAAJAUTHOR/ FSM (0): Can we start | PCP?

AAA/ AUTHOR/ FSM Vi 1 (2657898442): Port='"Serial 0:18 Ilist="" servi ce=NET
AAA AUTHOR/ FSM Vi 1 (2657898442) send AV servi ce=ppp

AAA AUTHOR/ FSM Vi 1 (2657898442) send AV protocol =ip

AAA/ AUTHOR/ FSM (2657898442) found |ist "defaul t"”

AAA/ AUTHOR/ FSM Vi 1 (2657898442) METHOD=RADI US

RADI US: Usi ng NAS default peer

RADI US: Aut horize | P address 0.0.0.0

AAA/ AUTHOR (2657898442): Post authorization status = PASS_REPL

1 AAN AUTHOR/ FSM W can start | PCP

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP: Processing AV addr=0.0.0.0

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ | PCP: Start. Her address 10.1.1.3, we want 10.1.1.3
AAA/ AUTHOR/ | PCP Vi 1 (1804338759): Port='Serial 0:18' list=""

<<
PR R R R

AAA AUTHOR/ | PCP: Vi 1 (1804338759) send AV servi ce=ppp
AAA/ AUTHOR/ | PCP: Vi 1 (1804338759) send AV protocol =ip
AAA/ AUTHOR/ | PCP: Vi 1 (1804338759) send AV addr*10.1.1.3
AAA/ AUTHOR/ | PCP (1804338759) found list "defaul t"”

AAA/ AUTHOR/ | PCP: Vi 1 (1804338759) METHOD=RADI US



PASS_REPL

10.1.1.3

*Mar 4 19:45:02.996: RADIUS: Using NAS default peer
*Mar 4 19:45:02.996: RADI US: Authorize |IP address 10.1.1.3
*Mar 4 19:45:02.996: AAA/ AUTHOR (1804338759): Post authorization status =
*Mar 4 19:45:02.996: Vil AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
*Mar 4 19:45:02.996: Vil AAA AUTHOR/ | PCP: Processing AV addr=10.1.1.3
*Mar 4 19:45:02.996: Vil AAA/ AUTHOR/ | PCP: Aut horizati on succeeded
*NMar 4 19:45:02.996: Vil AAA/ AUTHOR/ | PCP: Done. Her address 10.1.1.3, we want
*Mar 4 19:45:03.004: Vil AAA AUTHOR/ PER- USER: Event | P_UP
*Mar 4 19:45:03.004: Vil AAA/ PER-USER processing author parans.
*Mar 4 19:45:03.996: %. NEPROTO 5- UPDOMN: Li ne protocol on Interface Virtual - Accessl,
changed state to up
access- 3#show caller
Active Idle

Li ne User Servi ce Ti me Ti me

Se0:18 timeout PPP 00:00:11 00:00:10

Vil ti meout PPP  VDP 00: 00: 11 00:00: 10
access- 3#show caller timeout

User: timeout, |line Se0:18, service PPP

Active tine 00:00:15, Idle tine 00:00:15
Ti meout s: Absolute Idle
Limts: - -
Di sconnect in: - -

PPP: LCP Open, multilink C osed, CHAP (<-
Di al er: Connected to 4085551200, i nbound
Idle timer 60 secs, idle 15 secs

Type is I SDN, group Serial0:23

IP: Local 10.1.1.1
Access list (1/0
Counts: 81 packets input,
11 input errors, 2 CRC, 3 frane,
87 packets output, 3419 bytes, O
0 output errors, 0 collisions,

is 199/ not set
3291 bytes,

User: timeout, line Vil, service PPP VDP
Active time 00:00:15,
Absolute
00:01:30 00:01:00
Disconnect in: 00:01:13 00:00:44
PPP: LCP Open, multilink C osed, CHAP (<-

Idle timer 60 secs, idle 15 secs

Timeouts: Idle

Limits:

Idle time 00:

AAA)

0 no buffer

0 overrun
underruns

47 interface resets

00:15
| PCP

none),

buf f er

|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 7 packets input, 370 bytes, 0 no
O input errors, 0 CRC, O frame, 0 overrun

19 packets output, 404 bytes,
0 output errors, 0 collisions, O

access- 3#show caller timeouts

0 underruns

interface resets

Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0: 18 ti meout - - -
Vil timeout 00:01:30 00:01:00 00:00:40
access- 3#ping 10.1.1.3
Type escape sequence to abort.
Sending 5, 100-byte |ICVMP Echos to 10.1.1.3, tineout is 2 seconds:
111
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/33/36 s
access- 3#show caller timeouts
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0: 18 ti meout - - -



vil timeout 00:01:30 00:01:00 00:00:58
access- 3#show caller user timeout

User: tinmeout, line Se0:18, service PPP
Active tine 00:00:34, Idle tine 00:00: 09
Ti meout s: Absolute Idle
Limts: - -

Di sconnect in: - -
PPP: LCP Open, multilink C osed, CHAP (<- AAA)
Di al er: Connected to 4085551200, i nbound
Idle timer 60 secs, idle 9 secs
Type is I SDN, group Serial0:23
IP: Local 10.1.1.1
Access list (1/0O is 199/ not set
Counts: 88 packets input, 3843 bytes, 0 no buffer
11 input errors, 2 CRC, 3 frame, 0 overrun
94 packets output, 3971 bytes, O underruns
0 output errors, O collisions, 47 interface resets

User: timeout, line Vil, service PPP VDP
Active time 00:00:34, Idle time 00:00:09
Timeouts: Absolute 1Idle
Limits: 00:01:30 00:01:00

Disconnect in: 00:00:54 00:00:50

PPP: LCP Open, multilink C osed, CHAP (<- none), |PCP
Idle timer 60 secs, idle 9 secs
|P: Local 10.1.1.1, renote 10.1.1.3
Access list (1/0O is 199/ not set
Counts: 14 packets input, 922 bytes, 0 no buffer
O input errors, 0 CRC, O frame, 0 overrun
33 packets output, 956 bytes, O underruns
0 output errors, O collisions, O interface resets

access- 3#show caller timeout

Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0: 18 ti meout - - -
Vil timeout 00:01:30 00:01:00 00:00:42
access- 3#show caller timeouts
Sessi on Idle Di sconnect
Li ne User Ti meout Ti meout User in
Se0: 18 ti meout - - -
Vil timeout 00:01:30 00:01:00 00:00:22
access- 3#show caller
Active Idle
Li ne User Service Ti me Ti me
Se0: 18 ti meout PPP 00: 01: 22 00: 00: 57
vil timeout PPP VDP 00:01:22 00:00:57

access-3#
*Mar 4 19:46:28.996: Vil PPP: Idle timeout, dropping connection

*Mar 4 19:46:28.996: Se0: 18 AAA/ ACCT: | SDN xmit 64000 recv 64000 hwi db 612048BC

*NMar 4 19:46: 28.996: AAA/ ACCT/ NET/ STOP User tinmeout, Port Serial
task_i d=15 ti mezone=PST servi ce=ppp protocol =i p addr=10.

disc-cause-ext=1021 pre-bytes-in=101 pre-bytes-out=102 pre-paks-i

byt es_i n=1024 byt es_out =1036 paks_i n=21 paks_out =21 pre-session-t

nas-rx- speed=64000 nas-t x- speed=64000

*Mar 4 19:46:29.000: |SDN Se0:23: TX -> DI SCONNECT pd = 8 call

0:18:

1.1. 3 disc-cause=4
n=5 pre-paks-out=5

i me=2 el apsed_ti ne=86

ref = 0x800C

changed state to down

*Mar 4 19:46:29. 000: Cause i = 0x8090 - Normal call clearing
*Mar 4 19:46:29.000: Vil AAA AUTHOR/ PER- USER: Event | P_DOMN

*NMar 4 19:46:29. 000: 9% .| NK-3- UPDOWN: | nterface Virtual - Accessl,

*Mar 4 19:46:29.004: Vil VIEMPLATE: Free vaccess

*Mar 4 19:46:29.004: Vil AAA AUTHOR/ PER- USER: Event LCP_DOW

*Mar 4 19:46:29.052: | SDN Se0:23: RX <- RELEASE pd = 8 callref

= 0x0C



*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

BB DA DDA D

4

19: 46: 29. 064: |1 SDN Se0: 23: TX -> RELEASE_COW pd
19: 46: 29. 064: Se0: 18 AAA/ AUTHOR/ PER- USER: Event
19: 46: 29. 208: TAC+: (3109010012): received acct

= 8 callref = 0x800C

LCP_DOMWN
response status = SUCCESS

19: 46: 29. 580: VTEMPLATE: Clean up dirty vaccess queue, size 1
19: 46: 29.580: Vil VIEMPLATE: Found a dirty vaccess clone with vtenpl at e/ AAA

19:46: 29.580: Vi1l VTEMPLATE: ******xxxkskx*

U’\K:LO\IE VACI:ESSl kkkkkhkkhkkhkkkkkkx

19:46:29.580: Vil VTEMPLATE: Unclone to-be-freed command#2
interface Virtual-Accessl

default ppp timeout idle 60
default timeout absolute 1 30

end

*Mar
*Mar
*Mar
*Mar

end

*Mar
*Mar
*Mar
*Mar

4
4
4
4

4
4
4
4

changed

#Ed e
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19: 46: 29.596: Vil VTEMPLATE: Set default settings with no ip address
19: 46: 29. 616: Vi1l VIEMPLATE: Renove cl onebl k AAA with vtenpl at e/ AAA

19:46:29.616: Vi1l VIEMPLATE: ******xxxskkx*

U’\K:LO\IE VACI:ESSl kkkkkhkkhkkhkkkkkkx

19: 46: 29. 616: Vil VTEMPLATE: Uncl one to-be-freed conmand#15
interface Virtual - Accessl
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t
def aul t

mul tilink max-links 2

ppp rmultilink

ppp aut hentication chap pap ns-chap
ppp cal |l back accept

conpress nppc

peer default ip address pool default
keepal i ve

ip nat inside

i p accounting out put-packets

ip directed-broadcast

ip hel per-address 172.16. 24. 118

ip access-group 199 in

i p unnunber ed LoopbackO

encap ppp
i p address

19: 46:29. 704: Vi1l VTEMPLATE: Set default settings with no ip address
19: 46: 29. 720: Vi1l VTEMPLATE: Renove clonebl k vtenplate w th vtenpl at e/ AAA
19: 46: 29. 720: Vi1l VTEMPLATE: Add vaccess to recycl e queue, queue Sl ZE=1

19: 46: 30. 000: 9%.1 NEPROTO- 5- UPDOMN:  Li ne protoco

state to down

on Interface Virtual - Accessl,


http://www.cisco.com/cisco/web/psa/configure.html?mode=tech&level0=277907760&referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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