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Website Identification

VeriSign has identified this site as

Website or Company Name
Location City, State

Us
This connection to the server is encrypted.

Should T trust this site?

View certificates
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General |Details | Certification Path '
: ﬁ Certificate Information |
This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer ]
* Refer to the certification authority's statement for details. i

Issued to: www.website.com

Issued by: VeriSign Class 3 Extended Validation 55L CA l
|
Valid from 7/ 24/ 2012 to 7/ 25/ 2014 |

|1n513|| Cerﬁﬁcate...| [ Issuer Statement ]
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General ils | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

» Allows secure communication on the Internet
» Al issuance polices

Issued to: 351Pub.kjl.com

Issued by: 351Pub.kjl.com

Valid from &/ 8/ 2012 to &/ 8/ 2017

|In513|| Certificate... |

Learn more about certificates
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General | Details | Certification Path |

Certification path |

_ﬁJ VeriSign

------ _ﬁJ VeriSign Class 3 Extended Validation S5L CA
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“ertificate 28

General | Details | Certification Path

Show: | <All = -
Field Value -
DSignamrE algorithm shalRSA =
Dﬂignamre hash algorithm shal ﬂ
Dlssuer VeriSign Class 3 Secure Server...
[=]valid from Monday, July 09, 2012 8:00:0...

[=]valid to

Thursday, July 11, 2013 7:59:...

www,cisco.com, AFS(xcgi-hos...
RSA (1024 Bits)

MikS Mames =wnana riern com N

[ subject

BF‘ublic key
.l'?‘-n_']':'.l thiert Alternative Mames

CH = www, Csco, com
Ol = AFS(xcgi-hosts)
0 = Cisco Systems

L = 5an Jose
5 = California
C=U5

Edit Properties. .. | Copy to File... |

Learn more about certificate details
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I Certificate X

General | Details | Certification Path

Show: | <All = -

Field Value -
DSignamrE hash algorithm shal |
Dlssuer VeriSign Class 3 Secure Server... L
D'l.-'alid from Monday, July 09, 2012 8:00:0... |
[=]valid to Thursday, July 11, 2013 7:59:...
BSubjEn:t www,cisco.com, AFS(xcgi-hos...

=] Public key RSA (1024 Bits)

Subject Alternative Mame DMNS Mame =www.dsco.com, D...
.l‘?‘-n_']Ftnlzir Cnnetraints S ihisrt Tvne =Fnd Fntity  Pat -

CMS Mame =www ., dsco, Ccom
DS Mame =dsoo. com
DMS Name =dsco-images. dsoo. com

Edit Properties. .. | Copy to File... |

Learn more about certificate details
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CUCMS SAN SIEHE MAde &= Q& LICHSAN 3ol CHE XEMIEH L& 2 Jason Burn| EAM,
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Certificate

General | Details | Certification Path

Show: | <All= -

Field Value |~
B'u'ersjnn V3 =
Dﬂerial nurnber 554f 27 c0 0b 4cb4f3 24 25...
DSignamrE algorithm shalRSA
DSignamrE hash algorithm shal

i Blssuer VeriSign Class 3 Secure Server..,

||| [E]valid from Monday, July 09, 2012 8:00:0...
[=]valid to Thursday, July 11, 2013 7:59:...
I'_']"\-:I ihisrt wwn riern rnm AFSMvrni-hne T

55 4f 27 <0 0Ob 4c b4 £3 24 25 54 16 8b L&

fte 23

Edit Properties. .. | Copy to File... |

Learn more about certificate details

o

CSR & £5

CSR{ Certificate Signing Request& 2|0/&L|Ct.CUCM AMEH{oi| CHEt METHE| QIS ME A 4d st
™ CAO0ll CSRO| 2{0{0F & L|C}.0| CSR2 PEM(ASCII) RI1E At O SAEFLICEH


https://tools.cisco.com/bugsearch/bug/CSCta14114
https://tools.cisco.com/bugsearch/bug/CSCta14114
https://tools.cisco.com/bugsearch/bug/CSCta14114

&1: 0| A AE QABME b shitol QB AE ASE 4 BeLiCh

CUCM2 ¥ GUIE &3ll RIS 22 CSR2 M d&tLICt.Cisco Unified Operating System
Administration(Cisco Unified 2 M| &2l) > Security(:22}) > Certificate Management(21& A #
2l) > Generate CSR(CSR d4) > CIEMHE MdE MH|AE MEHS Ct S Generate CSR(CSR
o) ME{EfLCH ol S M2 ALS T miotch Af 7HR! 7|2F CSRO| A EL|Ct.

& 742l 71= o M R MH|&0| Tieh ot lL|co|d2 Mol FFAZ Fo{MA = ¢ &
CHAFE oA 7Hel 7|8 MSE B2 AEM7I MSste 2erE &4 AZILICHES 0|™ CSRE
ALE3t0d QIS A E ddsts F2? SUet AMH|£0i CHsll Af CSRE MYHst x| OFHA|2.CUCME
7|& CsRt 72l 7|1& AtMlstn & 71& 25 CHAIStEEZ 0| CSR2 M8 + gi&Lch

X4 HRLIE|of CHEt Jason Burnl| MM E A =35 AIA| 2 .CUCM CSR AiAd dieHof| CHSF R} A5t
L€ CCMAdmin &l GUI IS YEE=

A= X OIEQ SSL/TLS HEM 0| T2 HA 7F QIS M AL

o =
PCAP(THZ! )0l M £ % QlesLiTh Al EEol Bah0lotE0r M ziol 21 we 7|, %
& %|Z MA|IXK|7F ZEHELICH

CUCMO| M QIS X E A3t W

EnlES ENfEEAES| XIO|H

RIE M7t cuCcMoi| &4 2 = &£|™ Cisco Unified Operating System Administration(Cisco Unified 2
& A #2l) > Security(& 2 > Certificate Management(2/& A #2l) > Find(&7))& S35l 2 MH|A
of Chall & 7+X| SM0| JU&Lch

CUCMOI A RQIZME #Elf = U= ChA 7HK| ME|A= ChE3t Z&LCh

. IO
. ipsec
. S5 IR
. It
. tvs(CUCM ZIZ|A 8.0 0]4)
PIEME CUCMO| HEER &= U= AMH|A= ChSo Z2&L ot

nisige]
. Hcat EHAE
. ipsec
- ipsec &I
. E3 2|}
. callmanager EEZ{AE
. It
. capf A2
CtE&2 CUCM Z2|A 8.0 O|&0M MBEl= Mu[A Lt


https://supportforums.cisco.com/docs/DOC-6119
https://supportforums.cisco.com/docs/DOC-6119
http://technet.microsoft.com/en-us/library/cc785811(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc785811(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc785811(v=ws.10).aspx

- TVS
- tvs &IE
- T35 A E|
- phone-vpn-trust
. M52
- phone-ctl-trust
OlBfet Q15 M S0l ChEt KA LiS 2 BlE)

A ZSHAA|2.0] AMof
ME MH|& elE Mot Mz 5 Aol Ato| - "E*%E*LIEP.

@)
(=
@)
<
HL
ro
N
2
[lIIﬂI
?',
OII

02 S0 tomcat2 At 35tH™ tomcat-trust_ CA 1 7t IS ME YEESFH0{ O CUCM = E7¢
CA & F7t MM MEE CIEME AlZ2e = US2 QlAIELICHtomeat QIE M= QIEZQIE
7t O] MO HTTP &2 srt Z%'%’— o HtH_O_I tomcat MH|AM MBS 35H= 1B MUL|Ct
tomcatol M MEIIE| QIEME EAIE = JUEF dl2{™H CUCM ==E7 CA X 7t MHE Al2[E
T ASS Lotof LctIetM tomcat(A-IHI/\) QIBZM7t YREE|7| Mol CA & B QIS AME
°"§EoHO|= stct.

CUCMO]| 2IBME °"§E%PE g 0|3H3PE | 20| &l ME & Jason Burn2| CUCM
A

c
=
(@]
QO
o
5
(@]
ok
00
= >
>
Q_
3
5 I
P
®
=
0
(0]
=
R
&i
rulm
ot
o
9'|_|
>

Zt MH[&0l= RHA| MH|A RIS M & EB{AE °._§A-I7P UELICLIES ME of22|X| §f=Ct
EMl F5H, tomeat-trust MH|AZ HZ2EFE CA & 7 2IBME callmanager MH[AOM ALEE
T QigLct.

21 CUCML| 1B ME L EHEE AFRE/LICHIEIAM H AR IBME LUZ2=5H0F 5t 7FUA}
ofl7il SYUst Q1B A7 HRt FLR CUCM ZE|A 8.5 0|F12] Zt 7HHE M & = =0f QIBME ¥=

CalofF fL|Ct cUCM ZIZ|A 8.5 0|40l UEEE QIS ME ZHAELS| LIHA| =0 EX|5 }
= MH[ATF & LCE

#1: 2 c=ol= CHE CNO| &LICHIN A MB[ATE RER| QIS ME EAISHEH ZF = =0d A
CSRE ddsHok gfLICt.

Ol EMe QB Mo CiEt =2 =& 2| X|AE X|§HstD 2FELICILOIMS2 M AEMoz MY
=2 £ UX[Et o] EMAME °|§A‘IE MdE g MEZ FISELICE.CUCM E¢t 7|s0of CHE
E20| U B KM LI 2 CUCM Security Guides by ReleaseE X SHAA|L.

. Cisco Unified Communications Manager(CallManager) X[ #2| & 2ot 7}0|=
- Cisco Unified Communications Manager(CallManager)

- Cisco Unified Communications Manager Express

. Cisco X|¥d 7{RLIE[:CUCM CCMAdmin & GUI PIEM Y2 E

. 3 CSCta14114:CUCM %! 7HQ! 7| 7KL 7| QA [EFIE PIEM X[ 2
. Cisco Emergency Responder(CER) A&

. 7|& x| 3 £ M - Cisco Systems



http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
https://supportforums.cisco.com/docs/DOC-6119
https://supportforums.cisco.com/docs/DOC-6119
//www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
http://cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/voicesw/ps556/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/voicesw/ps4625/tsd_products_support_series_home.html?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-6119?referring_site=bodynav
https://tools.cisco.com/bugsearch/bug/CSCta14114?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-27131?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	CUCM의 인증서 및 권한에 대한 상위 레벨 보기
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소
	표기 규칙

	인증서의 용도
	인증서의 관점에서 신뢰 정의
	브라우저에서 인증서를 사용하는 방법

	PEM과 DER 인증서의 차이점
	인증서 계층
	자체 서명 인증서 대 타사 인증서

	공통 이름 및 주체 대체 이름
	와일드카드 인증서
	인증서 식별
	CSR 및 목적

	엔드포인트와 SSL/TLS 핸드셰이크 프로세스 간 인증서 사용
	CUCM에서 인증서를 사용하는 방법
	토마트와 토마트트러스트의 차이점

	결론
	관련 정보


