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. 5400-NAS(5400)

5400-NAS(5400)

5400- NAS#tshow running-config
Bui | di ng configuration...

Current configuration : 3209 bytes

|

version 12.3

no parser cache

no service single-slot-rel oad-enabl e
no service pad

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
servi ce password-encryption

|

host nane 5400- NAS

!

no boot startup-test

logging rate-limt console 10 except errors

aaa new nodel

aaa authentication login default |oca

aaa aut hentication ppp default |oca

aaa aut horization network default |oca

!--- PPP authentication and network authorization are
Jocal. !--- Replace local With radius or tacacs if you
use a AAA server.

enabl e secret 5 <del eted>
|
usernane adm n password 7 <del et ed>
user nane dude password 7 <del et ed>
usernane cisco password 7 <del et ed>

! --- Usernames for local authentication of the call.
The client presents !--- the username or password, and
the NAS authenticates the peer. ! resource-pool disable
dial-tdmclock priority 1 7/1 !--- T1 port 7/1 is the
primary clock source. !--- This 1s indicated by priority
1 in the dial-tdm-clock conmmand. !--- Note: On the
AS5200/ AS5300 you can set the prinmary clock source with
l--- the clock source line primary conmand

cal l tracker enable

cal ltracker history max-size 30

cal | tracker call-record verbose

!--- Calltracker is used for enhanced active call
monitoring. !--- For more information, see Call Tracker
plus ISDN and AAA Enhancements. spe call-record nmodem /-
-- Enable modem call records for NextPort Universal
Ports. !--- This is equivalent to modem call-record
terse used on M CA nodem pl atf orns.

voi ce-fastpath enabl e

dsO busyout-threshold 12

i p subnet-zero

no i p source-route

no ip finger

i p domai n-nane ci sco.com

!--—- his instructs the NAS how to qualify DNS lookups.
!-—— In this example, cisco.com 1s appended to the end
of each name looked up. ip nane-server 172.22.70.10 !---
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Specifies the primary name server. i p nane-server
172.22.10.70 !--- Specifies the secondary name server. !
isdn switch-type primary-ni !--- Switch-type for this
NAS. Obtain this information from the Telco. ! mta
recei ve maxi mumreci pients 0! controller T1 7/0 !---
This T1 is unused. shutdown ! controller T1 7/1 !/--- T1
PRI physical controller configuration. framng esf /---
Framing for this Tl is Extended Super Frame (ESF). !---
Obtain this information from the telco. |inecode b8zs !-
-- Line coding for this T1. Obtain this information from
the telco. pri-group timeslots 1-24 !--- For T1 PRI
scenarios, all 24 T1 timeslots are assigned as ISDN PRI
channels. !--- The router now automatically creates the
corresponding D-channel: !--- interface Serial 1:23

!
!--- The configuration for unused Tl controllers 1is
omitted to save space. !--- Unused Tls can be shutdown
as Wth controller t1 7/0.

i nterface LoopbackO
!--— The IP pool for dialin async and ISDN users 1s 1in

this subnet. !--- This way, the routes for all clients
are summarized and !--- propagated to the backbone
instead of 254 routes. ip address 10.1.1.1 255.255.255.0
no ip nroute-cache ! interface FastEthernet0/0 ip

address 172.22.186.55 255. 255. 255. 240 no ip nroute-cache
dupl ex auto speed 10 ! interface FastEthernet0/1 ip
address 192.168.1.1 255.255.255.0 no ip nroute-cache

dupl ex auto speed auto ! !--- Unused interface
configuration is omitted. ! interface Serial7/1:23 !---
D-channel configuration for T1 7/1. no ip address
encapsul ati on ppp !--- PPP encapsulation on this
interface. dialer rotary-group 1 !--- T1 0 is a member
of rotary group 1. !--- The rotary group configuration
is in interface Dialer 1. isdn switch-type primary-n

i sdn i ncom ng-voi ce nodem !--- All incoming voice calls
on this Tl are sent to the modems. !--- This command 1is

required if this Tl is to accept async calls. no fair-
gqueue no cdp enable ! interface G oup-AsyncO !--- This
group-async Ilnterface 1is the configuration template for

all modems. !--- Individual async interfaces do not have
to be configured since they can !--- be cloned from one
managed copy. | p unnunbered LoopbackQO !--- A Loopback

interface is always up/up. For stability, you can
unnumber to it. encapsul ation ppp no ip nroute-cache
async nmode interactive !--- Users can dial in and get to
a shell (Exec) or PPP session on that line. !--- This
command can be used in conjunction with autoselect ppp
I--- under the line configuration to auto detect the
connection type. !--- Use this conmand only if the async
interface is to answer different !--- connection
types(exec, PPP,slip etc). !'--- If all users connect with
PPP use the async node dedi cated comand instead. peer
default ip address pool pool _dialup !--- Clients are
assigned addresses from the IP address pool named

pool_dialup.

ppp aut hentication chap pap callin

group-range 1/00 2/107

!--- Modems 1/00 through 2/107 are members of this group
async interface. ! interface Dialerl !--- Configuration

for rotary group 1. !--- The Dialer interface number (1)
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must exactly match the rotary group number !---
configured on the physical interfaces (interface Serial
7/1:23). ip unnunbered LoopbackO !/--- A Loopback
interface is always up/up. For stability, unnumber to
it. encapsul ation ppp no ip nmroute-cache dialer in-band
!--- Enable this dialer interface to be a DDR interface.
!--- This is required if you want to enforce the idle-
timeout. dialer idle-timout 300 !--- Idle timeout for
incoming calls is 300 seconds (5 minutes). !--- Users
who are idle for more than 300 seconds are dropped. !---
If dialer in-band is used and a dialer idle-timeout iS
not defined, !--- the default idle-tinmeout of 120
seconds (2 minutes) is applied.

dialer-group 1
!--- Apply interesting traffic definition from dialer-

list 1. !--- Note: The specified dialer-group nunber
must be the same as the !--- dialer-1list nunber; in this
exanple, defined as "1". !--- See the Define Interesting
Traffic and Idle Tinmeout for details. peer default ip
address pool pool _dialup !--- Clients are assigned

addresses from the IP address pool named pool_dialup.

no fair-queue

no cdp enabl e

ppp aut hentication chap pap callin

ppp multilink

|
ip local pool pool_dialup 10.1.1.2 10.1.1.254

!--- IP address pools for dialin clients. ip classless
iproute 0.0.0.0 0.0.0.0 172.22.186.49 no ip http server
| dialer-list 1 protocol ip permt !--- Interesting
traffic is defined by dialer-list 1. !--- This is
applied to interface Dialer 1 through dialer-group 1. !-
-- Note: The specified dialer-1list nunber nust be the
sane as !--- the dialer-group nunber. In this exanple,
it is defined as "1". !--- Interesting traffic is used
to define what packets will reset the idle tiner.

1
voi ce-port 7/1:D
!
line con O

exec-timeout 0 O

transport input none
line aux 0
line vty 0 4

password 7 <del et ed>
line 1/00 2/107

!--- Line configuration for modems 1/00 through 2/107.
!--- This is the same modem range configured with the
group-range conmand !--- in interface Group-AsyncO.

no flush-at-activation

!--- Prevents the router from flushing the first few
packets on a connection. !--- This command is used to
prevent PPP timeout issues, and can be used to !---
avoid PPP startup issues. !--- This is not regquired
unless you encounter modem PPP call failures. autosel ect
during-login !--- Displays the username:password prompt
after modems connect (during exec login). !--- This
command 1s not neccessary 1f you use async mode
dedicated under the !--- group-async interface.
aut osel ect ppp !--- Automatically launches PPP if the



http://www.cisco.com/en/US/docs/ios/12_3/dial/command/reference/dia_a1g.html#wp1018123
http://www.cisco.com/en/US/docs/ios/12_3/dial/command/reference/dia_a1g.html#wp1018123

router detects incoming PPP packets. !--- Without this
command, the dialin client will need to manually !---
launch PPP (from Exec mode). This command is not
neccessary 1f you use !--- async mode dedicated under
the group-async interface. nbdem | nQut ’/--- Support
incoming and outgoing modem calls. transport input all !
schedul er all ocate 10000 400 end
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2 521 olE|ZIE| 8 of M X|HEISE(SSE D2Ph, 0| 58 A2 5121 show B

- show isdn status - 2t E{7| ISDN A | x|et MCHZE & &lst=X| =FQIELICEH %
Status ACTIVEO|Zl Layer 2 Status = MULTI PLE_FRAME ESTABLI SHED LIEFL}= K| =F
2ie st E5F &0 EAIBLCH

- show ppp multilink - 2+ & EfQl HEIZ T HE0f CH
2ol5toi™ o] BHE AFS gLt

. show dialer [interface type numbed—DDRE 2 E T+ El QIE{H0|A0f CHEF Ut FIEt HEE
EAIELICH Clo|¥de47t MICHZ =S5t CHo|d 2 HIAIX|ZF LEEFLFOF B LI 7P -rIE
EAZ|HE 2R =2 E 20| 25§ X2 NCP(Network Control Protocol)= LIEFLFX| F QS
o[O|gfLIct. Cto| U™ E AlZMEt THAIo| A4 & FHMX| FATE 3|Mol| EAIELICH 0| show
HH2 Eto|He| ZHm|azio|M & AZAO0| Algt Z=1tE|7| ™O| 7|7He E AR LICH

. show caller user username detail - X|=HE IP F4A, PPP L PPP HHE D7+ S E AFEX
of CHet o7& EAIRLICE AFE 52l HA 2| Cisco I0S 2 Z EQ||017} ol BEE X[5t
X| et = &< show user %%ﬂ% APR*I—IEP

-
(o Yol

rot
i
=5

AlEfLICH HE[R 3 HEE

R

0

. show dialer map - A E 5% & A Clo|Ue] S EAIELICH o] HHES AFE5to SX O}
0| Mol HEEIR=K| & 2o gt = l&LIct Cto|de] Bio| gie™ mfZlE 2t EE = 8
L|Ct.
CtE2 833t S3toi CHEt show BE EQULICEH FH EAIE MM A £33 MEZol XS E ZHE
E SolgtLict 72 £382 07]0 EAIE Ztet H|wF Lt
5400- NAS#show caller
Active Idle
Li ne User Service Ti me Ti me
con O - TTY 00: 55: 45 00: 00: 00
tty 232 cisco Async 00: 00: 33 00: 00: 03
Asl/16 cisco PPP 00: 00: 29 00: 00: 03
!--—- User cisco (the dialin client) uses interface Async 1/16. 5400- NAS#show caller ip
Li ne User | P Address Local Nunber Renot e Nunber <->
As1/ 16 ci sco 10.1.1.3 4085556170 - in

5400- NAS#show caller user cisco

User: cisco, line tty 232, service Async
!-—- Shows hardware level settings for user cisco. Active tinme 00:01:14, Idle tinme 00:00: 43

Ti neouts: Absolute Idle Idle Session Exec Limts: - - 00:10:00 Disconnect in: - - - TTY: Line
1/ 16, running PPP on Asl/16

!--- The call is terminated on interface Async 1/16. !--- This interface is included in the
group-async configuration. Location: PPP: 10.1.1.3

!-—— IP address for the peer. !--- This address was obtained from the IP pool pool_dialup.

DSO: (slot/unit/channel)=7/1/0
!-—— T1 channel on which the call arrived. The call arrived on channel 0 in T1 1. Line: Baud
rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits Status: Ready, Active, No Exit
Banner, Async Interface Active Capabilities: No Flush-at-Activation, Hardware Flowcontrol In
Hardware Fl owcontrol Qut, Mddem Call out, Modem Rl is CD Line usable as async interface,
I ntegrated Modem Mbdem State: Ready User: cisco, line Asl/16, service PPP
!I-—-- PPP setting for user cisco. Note that the call was terminated on int Asl/16. Active tinme

00: 01: 10, Idle tine 00:00:44 Tineouts: Absolute Idle Limts: - - Disconnect in: - - PPP: LCP
Open, CHAP (<- AAA), IPCP
!--- LCP and IPCP states are OPEN. If LCP and IPCP states are not OPEN, !--- use the debug ppp

negotiation conmand to isolate LCP issues.
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1 P:

| ———

Local 10.1.1.1, remote 10.1.1.3
NAS IP address as well as the IP address assigned to the peer. Counts: 12 packets input,

654 bytes, 0 no buffer

| ———

O input errors, 0 CRC, O frame, 0O overrun

14 packets output, 694 bytes, O underruns

0 output errors, O collisions, O interface resets
Packets are passing through the connection. 5400- NAS#show ip route connected
172.22.0.0/28 is subnetted, 1 subnets

C 172.22.186.48 is directly connected, FastEthernet0/0

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
c 10.1.1.3/32 is directly connected, Asyncl/16
!|--- Directly connected route to the client. !--- Note that the next hop is int Async 1/16,
which is the async interface !--- assigned to the client C 10.1.1.0/24 is directly connected,
LoopbackO

£X sti&

ol dMoiM= Hu|aelolMd BX|E siidste ol MEE + = HEE MSELICHL

=X 34 HH
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5400- NAS#debug isdn @931
| SDN @31 packets debugging is on
5400- NAS#debug modem
Modem control / process activation debugging is on
5400- NAS#debug csm modem
Modem Managenent Call Switching Mddul e debugging is on
5400- NAS#debug ppp negotiation
PPP protocol negotiation debugging is on
5400- NAS#debug ppp authentication
PPP aut henti cati on debugging is on
5400- NAS#debug ip peer
| P peer address activity debugging is on
5400- NAS#debug aaa authentication
AAA Aut henti cation debugging is on
5400- NAS#debug aaa authorization
AAA Aut hori zation debugging is on
5400- NAS#
5400- NAS#show debug
General OCS:
Modem control / process activation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

CSM Modem

Modem Managenent Call Switching Mddul e debugging is on
Generic | P:

| P peer address activity debugging is on
PPP:

PPP aut henti cati on debugging is on
PPP protocol negotiation debugging is on
| SDN:
| SDN @31 packets debugging is on
| SDN @31 packets debug DSLs. (On/Off/No DSL:1/0/-)
DSL 0 --> 31

e
5400- NAS#
5400- NAS#
*Jan 1 00:58:26.179: |SDN Se7/1:23: RX <- SETUP pd = 8 callref = 0x0006
!-—- Incoming Q.931 SETUP message. Indicates an incoming call. !--- For more information on
0.931 refer to the document !--- Troubleshooting ISDN Layer 3 using debug isdn g931. *Jan 1
00: 58: 26. 179: Bearer Capability i = 0x8090A2 *Jan 1 00: 58:26.179: Channel IDi = 0xA98381 *Jan 1
00:58:26.179: Calling Party Nunber i = 0x80, Plan:Unknown, Type: Unknown *Jan 1 00:58:26. 179:
Called Party Number i = OxAl, '4085556170', Plan:|1SDN, Type:National *Jan 1 00:58:26.183:

AAA/ ACCT/ DSO: channel =0, ds1=1, t3=0, slot=7, ds0=117444608 *Jan 1 00:58:26.183: AAA/ ACCT/ DSO:
channel =0, ds1=1, t3=0, slot=7, ds0=117444608 *Jan 1 00: 58:26. 183: VDEV_ALLOCATE: 1/16 is
allocated

I-—— The Call Switch Module (CSM) is informed of the call. !--- The CSM allocates modem 1/16 to
the incoming call. *Jan 1 00:58:26.183: AAA/ ACCT/ DSO: channel =0, ds1=1, t3=0, sl ot=7,
ds0=117444608 *Jan 1 00: 58: 26.183: EVENT_FROM | SDN: : dchan_i db=0x63B915AC, call _i d=0x6, ces=0x1
bchan=0x0, event=0x1, cause=0x0 *Jan 1 00:58:26.183: dev in call to isdn : set dnis_collected &
fap_notify *Jan 1 00:58:26.183: EVENT_FROM | SDN: (0006): DEV_I NCALL at slot 1 and port 16 *Jan 1
00: 58: 26. 183: EVENT_FROM | SDN: decode: cal I ing Oct3 0x80, called oct3 OxAl, oct3a 0x0, mask 0x25
*Jan 1 00:58:26.183: EVENT_FROM | SDN: csmcall _info:calling Oct3 0x80, called oct3 OxAl, oct3a
0x0, mask 0x25 *Jan 1 00:58:26.183: CSM PROC | DLE: CSM EVENT_I| SDN_CALL at slot 1, port 16 *Jan 1
00: 58: 26. 183: CSM DSPLI B(1/16): np_dsplib_prepare_nodem *Jan 1 00: 58: 26. 183:

csmconnect _pri_vdev: TS allocated at bp_stream 0, bp_Ch 3, vdev_common 0x627DDCC8 *Jan 1

00: 58: 26. 183: | SDN Se7/1:23: TX -> CALL_PROC pd = 8 callref = 0x8006

*Jan 1 00:58:26. 183: Channel IDi = 0xA98381

!-—-- Transmits CALL PROCEEDING. This means that the NAS is processing the call. *Jan 1

00: 58: 26.183: | SDN Se7/1:23: TX -> ALERTING pd = 8 callref = 0x8006

!-—- Transmits ALERTING. The modem now goes offhook and accepts the call. *Jan 1 00:58: 26. 191:
CSM DSPLI B(1/ 16) : DSPLI B_MODEM | NI T: Modem session transition to IDLE *Jan 1 00:58:26.191: CSM
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DSPLI B(1/ 16) : Modem went offhook

!--- Modem informs the CSM that it went offhook. *Jan 1 00:58:26.191: CSM PROCC_| C2_RI NG
CSM_EVENT_MODEM OFFHOOK at slot 1, port 16 *Jan 1 00:58:26.191: |SDN Se7/1:23: TX -> CONNECT pd
= 8 callref = 0x8006

!--- D-channel transmits a CONNECT. *Jan 1 00:58:26.203: |SDN Se7/1:23: RX <- CONNECT_ACK pd =
8 callref = 0x0006

!--- Received the Q.931 CONNECT ACK. *Jan 1 00:58:26.203: |SDN Se7/1:23: CALL_PROGRESS
CALL_CONNECTED call id 0x6, bchan 0, dsl 1 *Jan 1 00: 58: 26. 203:

EVENT_FROM | SDN: : dchan_i db=0x63B915AC, call _i d=0x6, ces=0x1 bchan=0x0, event=0x4, cause=0x0 *Jan
1 00:58:26.203: EVENT_FROM | SDN: (0006): DEV_CONNECTED at slot 1 and port 16 *Jan 1 00: 58: 26. 203:
CSM_PROC_| C6_WAI T_FOR_CONNECT: CSM EVENT_I SDN_CONNECTED at slot 1, port 16 *Jan 1 00:58:26. 203:
CSM DSPLI B(1/16): np_dsplib_call_accept *Jan 1 00:58:26.203: % SDN- 6- CONNECT: Interface
Serial7/1:0 is now connected to N/A N/A

!-—-- Call is connected at the ISDN layer. *Jan 1 00:58:26.207. CSM

DSPLI B( 1/ 16) : DSPLI B_MODEM WAI T_ACTI VE: Mbdem session transition to ACTIVE *Jan 1 00:58: 26. 207:
CSM DSPLI B(1/16): Mdem state changed to (CONNECT_STATE) *Jan 1 00: 58: 32. 379: CSM DSPLI B(1/ 16):
Modem st ate changed to (LI NK_STATE) *Jan 1 00: 58: 35. 655: CSM DSPLI B(1/16): Mydem st ate changed
to (TRAI NUP_STATE) *Jan 1 00:58:43.775: CSM DSPLI B(1/16): Mdem state changed to

(EC_NEGOTI ATI NG_STATE) *Jan 1 00:58:44.107: CSM DSPLI B(1/16): Modem state changed to
(STEADY_STATE)

!-—-- Modem transitions to Steady State. *Jan 1 00:58:44.975: TTY1/16: DSR came up

!--- Indicates that the modem trainup is complete. *Jan 1 00:58:44.975: ttyl/16: Mdem |DLE-
>(unknown) *Jan 1 00:58:44.975: TTY1l/16: EXEC creation *Jan 1 00:58:44.975: AAA: parse
name=ttyl/ 16 idb type=10 tty=232 *Jan 1 00: 58: 44.975: AAA: nane=ttyl/16 fl ags=0x11l type=4

shel f =0 sl ot =0 adapter=0 port=232 channel =0 *Jan 1 00: 58: 44. 975: AAA: parse nanme=Serial 7/1:0 idb
type=12 tty=-1 *Jan 1 00:58:44.975: AAA: nanme=Serial 7/1:0 fl ags=0x55 type=1 shel f=0 sl ot=7
adapter=0 port=1 channel =0 *Jan 1 00: 58: 44. 975: AAA/ ACCT/ DSO: channel =0, ds1=1, t3=0, sl ot=7,
ds0=117444608 *Jan 1 00: 58: 44. 975: AAA/ MEMORY: create_user (0x63CBD608) user="'NULL' ruser="NULL'
port="ttyl/16' rem addr="async/4085556170" authen_type=ASCI| service=LOG@ N priv=1 *Jan 1

00: 58: 44. 975: AAA/ AUTHEN START (1231800673): port="ttyl/16" list=""' acti on=LOE N servi ce=LOE N
*Jan 1 00:58:44.975: AAA/ AUTHEN START (1231800673): using "default" list *Jan 1 00: 58: 44. 975:
AAA/ AUTHEN START (1231800673): Method=LOCAL *Jan 1 00:58: 44.975: AAA/ AUTHEN (1231800673): status
= CGETUSER *Jan 1 00: 58:44.975: TTY1/16: set timer type 10, 30 seconds *Jan 1 00:58: 46. 215:

TTY1/ 16: Autoselect(2) sample 7E

!--- Beginning of a PPP Frame. *Jan 1 00:58:46.215: TTY1/16: Autosel ect(2) sanple 7EFF *Jan 1
00: 58: 46. 215: TTY1/ 16: Autosel ect(2) sanple 7EFF7D *Jan 1 00:58:46.215: TTY1l/16: Autosel ect(2)
sanpl e 7EFF7D23 *Jan 1 00: 58:46.215: TTY1/ 16 Autosel ect cmd: ppp negotiate !--- The NAS detects
PPP frames (indicated by 7EFF7D23) and !--- automatically launches PPP. The command autoselect
ppp under the !--- line configuration and async mode interactive under the group-async !---
allowed the NAS to detect PPP frames and switch to PPP node. !--- |If the NAS does not detect PPP
frames then the call will remain in exec node.

*Jan 1 00:58:46.215: AAA/ AUTHEN ABORT: (1231800673) because Autosel ect ed.

*Jan 1 00:58:46.215: AAA/ AUTHEN ABORT: (1231800673) because Autosel ect ed.

*Jan 1 00:58:46.215: AAA/ MEMORY: free_user (0x63CBD608) user='NULL' ruser="NULL'
port="ttyl/16' rem addr='async/4085556170" authen_type=ASClI| service=LOG N priv=1
*Jan 1 00:58:46.215: TTY1/16: EXEC creation

*Jan 1 00:58:46.215: TTY1/16: create tiner type 1, 600 seconds

*Jan 1 00:58:46.215: Asl1l/16: ip_get_pool using pool pool _dial up

*Jan 1 00:58:46.215: Asl1l/16: Pools to search : pool _dial up

*Jan 1 00:58:46.215: Asl1l/16: Pool pool _dialup returned address = 10.1.1.3

*Jan 1 00:58:46.215: TTY1/16: destroy tinmer type 1

*Jan 1 00:58:46.215: TTY1/16: no timer type O to destroy

*Jan 1 00:58:46.215: As1l/16 LcP: I CONFREQ [Closed] id 3 len 20

!-—- Incoming LCP CONFREQ. !--- For more information on interpreting PPP debugs refer to the
document !--- Dialup Technology: Troubleshooting Technigues. *Jan 1 00:58:46.215: Asl/16 LCP

ACCM 0x000A0000 (0x0206000A0000) *Jan 1 00: 58:46.215: Asl/16 LCP: Magi cNumber 0x552722A5
(0x0506552722A5) *Jan 1 00:58:46.215: Asl1l/16 LCP: PFC (0x0702) *Jan 1 00:58:46.215: Asl/16 LCP:
ACFC (0x0802) *Jan 1 00:58:46.215: Asl1l/16 LCP: Lower |ayer not up, Fast Starting *Jan 1

00: 58: 46. 215: As1/16 PPP: Treating connection as a dedicated line *Jan 1 00: 58: 46. 215: As1/ 16
PPP: Phase is ESTABLI SHI NG, Active Open [0 sess, 0 |load] *Jan 1 00:58:46.219: Asl1/16

AAA/ AUTHOR/ FSM  (0): LCP succeeds trivially *Jan 1 00: 58:46.219: As1/16 LCP: O CONFREQ [ O osed]
id 1 len 25 *Jan 1 00:58:46.219: Asl/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1

00: 58: 46. 219: Asl1/16 LCP: AuthProto CHAP (0x0305C22305) *Jan 1 00: 58:46.219: Asl/16 LCP:
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Magi cNunber 0x30CCCD68 (0x050630CCCD68) *Jan 1 00:58:46.219: Asl/16 LCP: PFC (0x0702) *Jan 1
00: 58: 46.219: As1/16 LCP: ACFC (0x0802) *Jan 1 00:58:46.219: AAA/ ACCT/ DSO: channel =0, dsi1=1,
t3=0, slot=7, ds0=117444608 *Jan 1 00:58:46.219: Asl/16 LCP: O CONFACK [REQsent] id 3 len 20
*Jan 1 00:58:46.219: Asl/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1 00:58:46.219: Asl/16
LCP: Magi cNurmber 0x552722A5 (0x0506552722A5) *Jan 1 00:58:46.219: Asl1l/16 LCP: PFC (0x0702) *Jan
1 00:58:46.219: Asl/16 LCP: ACFC (0x0802) *Jan 1 00:58:46.219: %1 NK-3- UPDOMN: I nterface
Asyncl/ 16, changed state to up *Jan 1 00:58:48.215: As1l/16 LCP: | CONFREQ [ACKsent] id 4 len 20
*Jan 1 00:58:48.215: As1/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1 00: 58:48.215: Asl/16
LCP: Magi cNumber 0x552722A5 (0x0506552722A5) *Jan 1 00:58:48.215: Asl1l/16 LCP: PFC (0x0702) *Jan
1 00:58:48.215: Asl/16 LCP: ACFC (0x0802) *Jan 1 00:58:48.215: As1l/16 LCP: O CONFACK [ ACKsent ]
id 4 len 20 *Jan 1 00:58:48.215: As1l/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1

00: 58: 48. 215: As1/16 LCP: Magi cNunber 0x552722A5 (0x0506552722A5) *Jan 1 00: 58:48.215: Asl/16
LCP: PFC (0x0702) *Jan 1 00:58:48.215: As1/16 LCP: ACFC (0x0802) *Jan 1 00:58:48.219: Asl/16
LCP: TIMEout: State ACKsent *Jan 1 00:58:48.219: Asl1l/16 LCP: O CONFREQ [ ACKsent] id 2 len 25
*Jan 1 00:58:48.219: Asl1/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1 00:58:48.219: Asl/16
LCP: Aut hProto CHAP (0x0305C22305) *Jan 1 00:58:48.219: Asl1l/16 LCP: Magi cNunber 0x30CCCD68
(0x050630CCCD68) *Jan 1 00: 58:48.219: Asl/16 LCP: PFC (0x0702) *Jan 1 00:58:48.219: Asl1/16 LCP:
ACFC (0x0802) *Jan 1 00:58:48.367: Asl1l/16 LCP: | CONFACK [ACKsent] id 2 len 25 *Jan 1

00: 58:48. 367: As1/16 LCP: ACCM 0x000A0000 (0x0206000A0000) *Jan 1 00: 58:48.367: Asl/16 LCP:

Aut hProt o CHAP (0x0305C22305) *Jan 1 00:58:48.367: Asl/16 LCP: Magi cNumber 0x30CCCD68
(0x050630CCCD68) *Jan 1 00: 58:48.367: Asl/16 LCP: PFC (0x0702) *Jan 1 00:58:48.367: Asl/16 LCP:
ACFC (0x0802) *Jan 1 00:58:48.367: Asl/16 LCP: State is Open

!--- LCP negotiation is complete. *Jan 1 00:58:48.367: Asl/16 PPP: Phase is AUTHENTI CATI NG by
this end [0 sess, 0 load] *Jan 1 00:58:48.367: AAA/ ACCT/ DSO: channel =0, dsl1=1, t3=0, slot=7,
ds0=117444608 *Jan 1 00:58:48.367: Asl/16 CHAP: O CHALLENGE id 1 len 29 from "5400- NAS" *Jan 1
00: 58:48.495: Asl1l/16 CHAP: I RESPONSE id 1 len 26 from "cisco"

!--- Incoming CHAP response. *Jan 1 00:58:48.495: AAA: parse nane=Asyncl/16 idb type=10 tty=232
*Jan 1 00:58:48.495: AAA: name=Asyncl/ 16 fl ags=0x11l type=4 shel f=0 sl ot =0 adapter=0 port=232
channel =0 *Jan 1 00: 58: 48. 495: AAA: parse name=Serial 7/1:0 idb type=12 tty=-1 *Jan 1

00: 58: 48. 495: AAA: nane=Serial 7/1: 0 fl ags=0x55 type=1 shel f=0 sl ot=7 adapter=0 port=1 channel =0
*Jan 1 00:58:48. 495: AAA/ ACCT/ DSO: channel =0, ds1=1, t3=0, slot=7, ds0=117444608 *Jan 1

00: 58: 48. 495: AAA/ MEMORY: create_user (0x63CBD608) user='cisco' ruser="NULL' port="Asyncl/16'
rem addr =" async/ 4085556170" aut hen_t ype=CHAP servi ce=PPP priv=1 *Jan 1 00: 58: 48. 495:

AAA/ AUTHEN START (2776021080): port='Asyncl/16' list=""' action=LOd N servi ce=PPP *Jan 1

00: 58: 48. 495: AAA/ AUTHEN START (2776021080): using "default” list *Jan 1 00: 58: 48. 495:

AAA/ AUTHEN START (2776021080): Method=LOCAL *Jan 1 00: 58: 48. 495: AAA/ AUTHEN (2776021080): status
= PASS *Jan 1 00:58:48.495: Asl/16 AAA/ AUTHOR/ LCP: Authorize LCP *Jan 1 00:58:48.495: Asl/16
AAA/ AUTHOR/ LCP (3070946770): Port="Asyncl/16' list="" service=NET *Jan 1 00: 58: 48. 495:

AAA/ AUTHOR/ LCP: As1/16 (3070946770) user='cisco' *Jan 1 00:58:48.495: Asl/ 16 AAA AUTHOR/ LCP
(3070946770): send AV service=ppp *Jan 1 00:58:48.495: Asl1l/16 AAA/ AUTHOR/ LCP (3070946770): send
AV protocol =l cp *Jan 1 00: 58: 48. 495: Asl1/16 AAA/ AUTHOR/ LCP (3070946770): found list "default”
*Jan 1 00:58:48.495: Asl/16 AAA/ AUTHOR/ LCP (3070946770): Method=LOCAL *Jan 1 00: 58: 48. 495:

As1/ 16 AAA/ AUTHOR (3070946770): Post authorization status = PASS REPL *Jan 1 00: 58: 48. 495:

As1/ 16 AAA/ AUTHOR/ LCP: Processing AV service=ppp *Jan 1 00:58:48.495: Asl/16 AAA/ AUTHOR/ LCP:
Processing AV protocol =lcp *Jan 1 00:58:48.495: As1/16 CHAP: O SUCCESS id 1 len 4

!--- Authentication is successful. *Jan 1 00: 58: 48.495: As1/16 PPP: Phase is UP [0 sess, 0 | oad]
*Jan 1 00:58:48.495: Asl/16 AAA AUTHOR/ FSM (0): Can we start |IPCP? *Jan 1 00:58:48.495: As1/16
AAA/ AUTHOR/ FSM (3087015830): Port="Asyncl/16"' list="" service=NET *Jan 1 00: 58: 48. 495:

AAA/ AUTHOR/ FSM  As1/16 (3087015830) user='cisco'" *Jan 1 00:58:48.495: Asl/ 16 AAA AUTHOR/ FSM
(3087015830): send AV service=ppp *Jan 1 00:58:48.495: Asl1l/16 AAA/ AUTHOR/ FSM (3087015830): send
AV protocol =ip *Jan 1 00: 58: 48. 495: Asl1/16 AAA/ AUTHOR/ FSM (3087015830): found list "default"
*Jan 1 00:58:48.495: Asl/16 AAA/ AUTHOR/ FSM (3087015830): Met hod=LOCAL *Jan 1 00: 58: 48. 495:

As1/ 16 AAA/ AUTHOR (3087015830): Post authorization status = PASS REPL *Jan 1 00: 58: 48. 495:

As1/ 16 AAA/ AUTHOR/ FSM We can start | PCP *Jan 1 00:58:48.495: Asl1/16 IPCP: O CONFREQ [Cl osed] id
11len 10

!--- IPCP negotiation begins. *Jan 1 00:58:48.495: Asl1l/16 |IPCP; Address 10.1.1.1
(0x03060A010101) *Jan 1 00:58:48.619: As1/16 | PCP: | CONFREQ [ REQsent] id 3 len 10 *Jan 1

00: 58:48.619: As1/16 | PCP: Address 0.0.0.0 (0x030600000000) *Jan 1 00:58:48.619: Asl/16
AAA/AUTHOR/IPCP: Start. Her address 0.0.0.0,

we want 10.1.1.3

! --- Address obtained from the Address Pool named pool_dialup.

*Jan 1 00:58:48.619: Asl/16 AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
*Jan 1 00:58:48.619: Asl/16 AAA/ AUTHOR/ | PCP: Processing AV protocol =ip



*Jan 1 00:58:48.619: Asl/16 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded
*Jan 1 00:58:48.619: Asl/16 AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0,
we want 10.1.1.3

*Jan 1 00:58:48.619: As1/16 | PCP. O CONFNAK [ REQsent] id 3 len 10

*Jan 1 00:58:48.619: Asl/16 | PCP: Address 10.1.1.3 (0x03060A010103)
*Jan 1 00:58:48.623: As1/16 I PCP: | CONFACK [REQsent] id 1 len 10

*Jan 1 00:58:48.623: Asl/16 | PCP: Address 10.1.1.1 (0x03060A010101)
*Jan 1 00:58:48.731: As1/16 IPCP. | CONFREQ [ACKrcvd] id 4 len 10

*Jan 1 00:58:48.731: Asl1/16 |PCP: Address 10.1.1.3 (0x03060A010103)
*Jan 1 00:58:48.731: Asl/16 AAAN AUTHOR/ I PCP: Start. Her address 10.1.1. 3,

we want 10.1.1.3
*Jan 1 00:58:48.731: Asl1l/16 AAA/ AUTHOR/ | PCP (3141581943): Port='"Asyncl/16'
list=""' service=NET

*Jan 1 00:58:48.731: AAA/ AUTHOR/ | PCP: As1/16 (3141581943) user='cisco'

*Jan 1 00:58:48.731: Asl1l/16 AAA/ AUTHOR/ | PCP (3141581943): send AV servi ce=ppp
*Jan 1 00:58:48.731: Asl1l/16 AAA/ AUTHOR/ | PCP (3141581943): send AV protocol =ip
*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP (3141581943): send AV addr*10.1.1.3
*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP (3141581943): found list "default"
*Jan 1 00:58:48.731: Asl/16 AAA AUTHOR/ | PCP (3141581943): Met hod=LOCAL

*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR (3141581943):
Post authorization status = PASS_REPL
*Jan 1 00:58:48.731: Asl/16 AAA AUTHOR/ | PCP: Reject 10.1.1.3, using 10.1.1.3

*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP: Processing AV protocol =ip
*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP: Processing AV addr*10.1.1.3
*Jan 1 00:58:48.731: Asl/16 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded

*Jan 1 00:58:48.731: Asl/ 16 AAA/ AUTHOR/ | PCP: Done.

Her address 10.1.1.3, we want 10.1.1.3

*Jan 1 00:58:48.731: As1/16 | PCP. O CONFACK [ACKrcvd] id 4 len 10

*Jan 1 00:58:48.731: Asl/16 |PCP: Address 10.1.1.3 (0x03060A010103)

*Jan 1 00:58:48.731: Asl/16 IPCP: State is Open

!--- IPCP negotiation is complete. The user is now connected. *Jan 1 00:58:48.731: AAA/ ACCT/ DSO:
channel =0, ds1=1, t3=0, slot=7, ds0=117444608 *Jan 1 00: 58:48. 731: AAA/ ACCT/ DSO: channel =0,
ds1=1, t3=0, slot=7, ds0=117444608 *Jan 1 00:58:48. 731: AAA/ ACCT/ DSO: channel =0, ds1=1, t3=0,

sl ot =7, ds0=117444608 *Jan 1 00:58:48.731: As1l/16 |PCP: Install route to 10.1.1.3 !--- A route
to the client is installed in the routing table. !--- You can verify this with the show ip route
conmand.

*Jan 1 00:58:49.495: %. NEPROTO 5- UPDOMN:
Line protocol on Interface Asyncl/16, changed state to up
!--- Interface Async 1/16 is up.
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