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On Connector Office 365
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Office 365

Partner onganization

Your organization's email server

@ New Connector — Mozilla Firefiox

Select your mail flow scenario

Specify your mail flow scenanc, and we'll let you know if you need to st up 3 connector.
Learn maone

From:

| Office 365 vl
Tox

{Partner organization f |

Creating a connector is optional for this mail flow scenano. Create a connector only if
you want to enhance secunty for the email messages sent between Office 365 and your
partner organization or service provider. You can create multiple connectors for this
scenano, each applying to different partner organizations or senice providers. Leam maore
about enhanang emal secunty
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Oifhce 365 Your cloud A

email subsonption.

Your organization’s
email server: This is an
email server that you

&R o= pine MNSES SETVET

< rmanage. It's often called

Partrer organcration: 4
partner can be an
organization you do
business with, such a5 2
bank. It can also be a
cloud email service
provider that provides
semnces such as
archrving, anti-spam,
and 5o on

Intermet For inbound
email, this refers to

ernail that's sent from

the Internet to Office

365 (not to your email
server or partner
ofganization). For
cutbound email, it refers v

Cancel
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Mew connector

This connector enforces routing and secunty restrictions for emal messages sent from
Office 365 to your partner organizatson or service provider.

*Mame:
Unity Emncclinn(:omem-! I

Descmption:

What do you want to do after connector is saved?
Turn it Gn
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New connector

When do you want to use this connector?

@Cnl',' wihen | have b transport rule 21 up that redmects messages to this
connector

() Oinly when emai messages are sent to these domaing
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Select this option only if
you created a rule that
redirects email Messages to
this connector,

Learn mone
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MNew connector

How do you want to route email messages?

Specify one or more smart hosts to which Office 365 will deliver email messages. A smart
host is an alternative server and can be identified by using a fully qualified domain name
(FODM) or an IP addrecs. Learn mone

(O Use the MX record associated with the partner's
dormain

(@) Route email through these smart hosts
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How should Office 365 connect to your partner organization's email server?

B Ahways use Transport Layer Security (TLS) to secure the connection
(recommended)
Connect only if the recipient’s email server certificate matches this critena
O Any digital certificate, including self-signed certificates
(@) Issued by a trusted certificate authority (CA)

L] And the subject name or subject alternative name (SAN) matches this
domain name

© & nrpsyoutiook.office365.com/ecn/Connectors/OutboundConnectoraspx?( [B] o+ & ﬂ’] éﬁ

IE:ra miple: contoso.com oF ".oontoso.com

TLS is a security protocol
that helps to encrypt and
delver email messages
securely 5o no one except
the sender and recipient
Can BCCess or tamper with
the message. If you select
this option, messages will
be rejected if the TLS
connection isn't successiul.

| [ Cancel
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MNew connector

Validate this connector

We'll validate this connector for you to make sure it works as expected, but first you'll need
to prowide one or more emaill addresses so we can send a test message.

Specify an email address for your partner domain. You can add multiple addresses if your
partner hate mone than one domain,

+ s -

Specaly the email address
or addresses you want to
use to validate this
COnNECtor.

Back | | Validate l | Cancel
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