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g [t} Presence Topology(Z&ZA EZZX|) H0o|x|e] EXME Qs

HiE HE

IM&P Administration | H| 0| X| > System > Presence TopologyZ 0|& 504 MH{2o| &4 EHE = QI
M M7t 2HHE SENTE o & UELICH 0] B2, utils service list @& S35 CLI(Command
Line Interface)oll EA|E! CHE MH|A T AR E|CHEHE MEHOA 7 2 okof| &l AXHH0| EA|
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T2

IM and Presence Serviceability(IM and Presence AMH|A 7+84) > Trace(FX]) > Trace
Configuration(F %] Z1x|12/|0[4) > Server(MHH)Z 0|S3t0od CtS 2 MEAELICE IM&P H A} >
MH|A 28 > clo|E{H|o]A S #E] AH|A > MH|A: Cisco IM and Presence Admin(Cisco IM and
Presence #2l) > Apply to all Nodes(2E = =0{ &) > Debug level(C|H{ &il#): Debug(CIH
) > Enable All Trace(Z & F& &f4ds}) &l > Save(ME)E M=fLIC.

IM and Presence Administration(IM and Presence & 2l) > System(A|A &) > Presence

Topology(Z &4 E&ZX|) > Select the node that affected by the unknown services(& 4= i

A‘|H|A°| odokg tllzl-: h:EE A—|EH0|.—| |_=_|.o|/\EH_|_,_E |Eol-|_||_-_|._

Cisco RTMT(Real-Time Monitor Tool)& ¥ Ctg 23 & F=&FLICH

- Cisco Syslog

. Cisco Tomcat

. Cisco Tomcat £ ot

. O|HE RojofEZZ|70|M 21

. O|HE Ho{ A|lAEI 2T

. Cisco IM and Presence Admin 271

EI0M & s AFE
cupadmin*.log0fl A

Presence Topology(Z2&4A EZZX|) > Node('= =) ' ol HMAE

2021-01-23 17:54:57,036 DEBUG [ Thread-137] | oggi ng. | MPCommonLogger - | MPSocket Factory: Create
socket called with host tenochtitlanl MP. nexrus.ru and port 8443

2021-01-23 17:54: 57,040 DEBUG [ Thread-137] | oggi ng. | MPConmonLogger - Enabl ed protocol s:

[ TLSv1.1, TLSv1l, TLSvl.2]

QIZ M7t EHQIZ|X| ofRk7| R0 ol QI7} AR LTt

2021- 01- 23 17:54: 57,087 ERROR [ Thread- 137] services. ServicelUtil - Got an exception setting up
the HTTPS connecti on.

j avax. net.ssl . SSLException: Certificate not verified.

at comrsa. sslj.x.aH b(Unknown Source)

at comrsa. sslj.x.aH a(Unknown Source)

at comrsa. sslj.x.aH a(Unknown Source)

at comrsa. sslj.x.ap.c(Unknown Source)

at comrsa. sslj.x.ap.a(Unknown Source)

at comrsa.sslj.x.ap.j(Unknown Source)

at comrsa.sslj.x.ap.i(Unknown Source)

at comrsa. sslj.x.ap. h(Unknown Source)

at comrsa.sslj.x.aS. startHandshake( Unknown Sour ce)

at com ci sco. cup. services. ServiceUtil.init(ServicelUil.java:118)

at com ci sco. cup. services. Serviceltil.getServicelnfo(ServiceUtil.java: 197)
at com ci sco. cup. services. Serviceltil.getServicelnfo(ServiceUtil.java: 182)

EZZX|of ciet L= dEfE HAMsE{D 5HH

at



com ci sco. cup. adm n. acti ons. Topol ogyNodeSt at usAct i on$Ser vi ceRunner . run( Topol ogyNodeSt at usActi on.
j ava: 358)
at java.lang. Thread. run(Thread. j ava: 748)
Caused by: comrsa.sslj.x.aK: Certificate not verified.
at comrsa. sslj.x.bg.a(Unknown Source)
at comrsa. sslj.x.bg.a(Unknown Source)
at comrsa. sslj.x.bg.a(Unknown Source)
13 nore

Tomcat Q& M| Y= At7t F+2f k|0 0l 2|7} gzt & LIt

Caused by: java.security.cert.CertificateException: Issuer for signed certificate
[CN=tenochtitlanCM-ms.mexrus.ru,OU=Collab,O0=Cisco, L=Mexico, ST=Mexico City,C=MX] not found:
CN=nexr us- TENOCHTI TLAN- CA, DC=nexr us, DC=r u
at comcisco. cup. security. TLSTrust Manager . checkServer Trust ed( TLSTr ust Manager . j ava: 309)
at comrsa.sslj.x.aE. a(Unknown Source)

16 nore

2021-01-23 17:54: 57,087 DEBUG [ Thread- 137] acti ons. Topol ogyNodeSt at usActi on$Servi ceRunner -
Retrieved service status for node tenochtitlanl MP. nexrus.ru

2021-01-23 17:54: 57,088 DEBUG [ htt p-bi 0-443-exec-8] actions. Topol ogyNodeSt at usAction -

[ Topol ogy] VerifyNodeServices - Conpl ete.

"Incorrect issuer for server cert(AH 1B M| W ZF At 2F7)" LF 7 EAIE|= cupadmin*.log &
olM E CIHE |82 o2& 32 &= JUsLch

Caused by: java.security.cert.CertificateException: Incorrect issuer for server cert

at
com ci sco. cup. security. TLSTrust Manager . checkServer Trust ed( TLSTr ust Manager . j ava: 226)

at comrsa.sslj.x.aE. a(Unknown Source)

16 nore

2017-10-14 09: 04: 01, 667 ERROR [ Thread-125] services. ServiceUtil - Failed to retrieve service
status. Reason: Certificate not verified.
j avax. net.ssl . SSLException: Certificate not verified.
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1EHA|. FEFe gt = E0{ M utils diagnose test RIS AlsHEHL|CH.

2EHAl XEMIBH L& 2 Cisco TAC(Technical Assistance Center)ofl 22|35 AA|2.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu78005
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