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- Cisco CUCM(Unified Communications Manager)
- Cisco ASA(Adaptive Security Appliance)

- AnyConnect VPN(Virtual Private Network)
- Cisco IP Phone
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- CUCM 11.5.1.21900-40
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List(T13t7| 715 S 8])E ME4sHoF g LICH. M3l 7|5 S5 Ar&ste{H E2t KoM CUCM AH|
A|X}od| @4 M| A 8104 Cisco Unified Reporting > Unified CM Phone Feature List2 O|S&LICt. A £
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Unified CM Phone Feature List

Provides a complete list of features available to products supported by Unified CM.
Created on Wead Apr 01 09:41:27 EDT 2020
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Reset Submat

— Unified CM Cluster Hame

Clustar Hama Publishar Marma/IP
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— List Features
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Cisco 7962 SCCP Security By Default

Cisco F962 SCCP Security Encryption

Cisco 7962  SCCP Shared Line Appearance

Cisea 7962 SCCP Show Speeddial Labals

Cisco 7962 SCCP Single Button Barge

Cisco 7962  SCCP Size Safe on Phone Template

Cisco 7952 SCCP Support CAPF

Cisco 7962 SCCP Trusted Device

Cisco 7962 SCCP Use Generic Icon

Cison 7962  SCCP User Hold

Cisea 7962 SCCP Videa

Ci5co 7962 SCCP Virtual Private Network Chent

Cisco 7962  SIP T515 12-Button Line Expansion Module
Cisco 7362  SIP F915 24-Button Line Expansion Module
Cisco 7962 SIP 7915 12-Button Line Emanslnn M-:n:lule
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1E-A. VPN T30l CH3H AnyConnectE XI5t S ASAM 2HO|MA T 20o{E|AR = K| & QIFHLICY.
ASAZ2| show version 22 A& 3104 Cisco VPN Phone& Anyconnect’} CHS 2= EHHo| ZAIE
CHE ML E[R=X| =Rl = JU&Lct

[out put omitted]

Li censed features for this platform
Maxi mum VLANs : 50

Inside Hosts : Unlimted

Fai | over : Active/ Standby
Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : O

Carrier : Enabled

AnyConnect Prem um Peers : 250
AnyConnect Essentials : Disabled

O her VPN Peers : 250

Total VPN Peers : 250

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : D sabled

Total TLS Proxy Sessions : 500

Botnet Traffic Filter : Enabled
Cluster : Disabled
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group-policy vpn-phone-policy internal

group-policy vpn-phone-policy &4

A2 &3 Eld A Eldall

vpn-tunnel-protocol ssl-client
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H)0IX|2t T8 7tSstE = ZHHE CIEH0[AT} /I=X| #H LTt show ipE &/&5t01 QIE T 0
A 222 80|30},

—_— 1 71 o B - |

scki ewer - ASAv# show i p

System | P Addr esses:

Interface Nane | P address Subnet mask Method

G gabi t Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G
Current | P Addresses:

Interface Nane | P address Subnet mask Method

G gabi t Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G
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webvpn
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tunnel-group vpn-phone-group type remote-access
tunnel-group vpn-phone-group general-attributes
address-pool vpn-phone-pool
default-group-policy vpn-phone-policy
tunnel-group vpn-phone-group webvpn-attributes
eIE els M
group-url https://asav.sckiewer.lab/phone & 435}

group-url2| O|& CHAl IP FAE MEEF £ U&LICH Ol YEHHo=Z T35 7|0 ASAS
FQDN(Fully Qualified Domain Name)2 & Qlgf &= Q= DNS ME{0]| M AT £ iz B0 =3
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0| 0doflA{ DNS Aol A tllZ =2l asav.sckiewer.lab - 172.16.1.2500| 2! 2 M outsideZt= QIE]
H o|A0] 172.16.1.2500]| ?’85._' show ip Z3 0| & Qlgh = JU&LICH Mt S 242 7
o| 7k &rL|ct.

crypto ca trustpoint asa-identity-cert
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subject-name CN=asav.sckiewer.lab

crypto ca enroll asa-identity-cert
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https://asav.sckiewer.lab/phones

1. asa-identity-cert2t= M 412 X[ 0| MHEIRIel FA| O|F0| MEEIRI&LIC O|F H| 5t
Of AZ| XM MEE QB M7} XIHE T4 O|FS ASFLICH
2. k&2 &, 'crypto ca enroll asa-identity-cert' BWZZ A& St ASAMIAM RHA| ME QS MHE
Mstod s AlE X|-ol| KEE = U&LIct
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5EH|. ASATZLIP T3to| CIBME AMEIE 4 QUEE ER s AME X|He MYELICH M IP X5t
0l MIC(Manufacturer Installed Certificate) &= LSC(Locally Significant Certificate)& AtEst=
x| gQlstof gfLICE 7|BMeoz RE ™M3t7|ol LSC7t Mx|E[of RIX| oo 2ot 4730l MICE
AF LI} CUCM 11.5.1 0|4H0d A Unified CM Administration(Unified CM & 2l) > Device(C|HHO]
2) > Phone(H&H7))0f Rl HME Mo LSCIF MxIE|of UE=X| &5t O] BT 9
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7455124 CUCM Publisher@| CAPF QIZ A& ASAO| Y= =aHof 8FLict. LSC7F Ax|ZIx| o
A x|E A& 3tE{™ Cisco Manufacturing 213 ME ASA0| YZ=3foF &LICH Ol2{8t 1B M=
isco Unified OS #2| > E ot > IF M #2[|2| CUCM HAIRIO|M &S £ U&LICH

rlo min
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#o: o[zt CIB M & YT = 048 AlE| K{E A (CallManager-trust & CAPF-trust)0i|A{ & QI

3 £ lasLich OlB{3t B 0|82 7H7 QB ME M52 53 o Al KE L0iA
QIEAE CieR 3l AatgiaLict

- Cisco_Root_CA_2048 < MIC SHA-1 Root

- Cisco_Manufacturing_CA < MIC SHA-1 Intermediate

- Cisco_Root_CA_M2 < MIC SHA-256 Root

- Cisco_Manufacturing_CA_SHA2 < MIC SHA-256 Intermediate
. CUCM AHAIRFS| CAPF < LSC

Cortificatn List (7 - 1 af 2]

Firnd Cerheate Lan “'H’:E Certifeats . | il Ennetly i I"_A?'= ] Find Clear Fiker 4] —

Cartificala ™ SgmeEnon Rama Typs Diasribution Imnuad By
CAPF CAPF.Ef B850 Sell-dadrid CAPF-Ef184602 CAPF-LILE4E02

Gererate Sel-signed Upload Cedificate/Ceriificate chasm Generats TSR Ciownload TSR

MICO CHEH 79xx 2! 99xx A|Z|Z2F Z2 O] M37| ZES SHA-1 IS M Mg AL 5t BHH,
88xx Al2|= et Z+e =|Al M517| REI2 SHA-256 QIS M #|QI2 AtELICt. M3 7|7F Ar5HE
Pl M ®|Ql2 ASAO| HZ=35HoF &FLCt.



crypto ca trustpoint cert1
s5 E0/d
crypto ca authenticate cert1
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crypto ca export asa-identity-cert identity-certificate

Ol | 5™ asa- identity-certEPE Az KXol chst ID 1B M7F LHELHEILICEH. 457 0l A A5t
AME X|HS UXSHESE O|F 2 ZHGIMAIR.

CHS 2 ASAO CHEH A & Zx|TZefolEdLct.

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

group-policy vpn-phone-policy interna

group-policy vpn-phone-policy attributes
split-tunnel -policy tunnelal
vpn-tunnel - protocol ssl-client

webvpn
enabl e outside
anyconnect enabl e

tunnel - group vpn-phone-group type renpte-access
tunnel - group vpn-phone-group general -attri butes
addr ess- pool vpn-phone- poo
def aul t - group- pol i cy vpn-phone-policy

tunnel - group vpn-phone-group webvpn-attri butes
authentication certificate

group-url https://asav. scki ewer. | ab/phone enable

ssl trust-point asa-identity-cert outside

Aol ASA Zdx|ago|Mo| 2 EIRS M CUCM HI|ago|Me Hl& TIge & laLich
k= £ Z18H ASA QIS M AFE I} tunnel-group MlA40{| A T 448 URLO| Q40{0oF &fLICE

CUCM x|z do|M

1EtA|. CUCMO{| A Cisco Unified OS Administration(Cisco Unified OS & 2l) > Security(2.2t) >
Certificate Management(2!& A #2|)2 0|83t ASA 215 MHE phone-vpn-trust2 (2= gfL|C}.



Certificate List

-;l-.l - 5 . i - ¥ _;n'|
(8, Generate Seit-signed 73 upisad Certificate/Certifiate chain (3], Downesd cTL (1) Generate csR

Status
|V® 1 records found

Certificate List {(1-10f1)

Find Certificate List where | Certificate . | begins with .| phane-vpn Find || Clear Filter | dh| =
SE:HEIE - Common Name Type
Phone-VEN-trust asav.sckiswerlab Self-signed
—_—

Generate Self-signed Upload Certificate/Certificate chain Download CTL Generate CSRE

2E+HA|. o] 40| 2t 2 £|™ Cisco Unified CM Administration(Cisco Unified CM & 2]) > Advanced
Features(Z1= 71S) > VPN > VPN Profile(VPN Z2I )£ 0|S3t0{ M| T2 0t U2 HMFHLICtH
Ol MMoll= 1 80| glea2 2 Mol ExMg oldliste W0l ZELELCt
1. Enable Auto Network Detect(AtS HIEL|3 B X| & 43l) - 0| 7|50| &8st z/™ M5t 7|7t
TFTP MHHE 748 e TFTP M E ping& LICt. O| ping0ll CHEF SE2 o™ VPN2 &
3t5t x| et & LICH Z8t7|of M Of pingoll CHEF SE & & X| 235t VPNE & 83t gfLict o]
MYES AI83tH VPNE =822 &858 + gigLch
2. BAE D &Ql-0| 7|S0| &dstE|H M7= s #4 ot
(https://asav.sckiewer.lab/phone2 O 2 A{0{|A AtEE)0I| A VPN URLE AAStD, ZAE 0]
& = FQDNO| ASAM|M ME35t= 215 A4 2| CN(Common Name) 2= SAN &5
=X| &Zolghct.
3. Authentication Method - ASAQ2| 40| AIE|= 21F W RAFE AMo{FLICt o 2412
Ax|azio|M oo Mz QIE M 7IEF 215 0] AFSELICH.
4. Password Persistence(H|ZHE X|&4) - 0| SME Ed3tstH At EOQ A|E7H &
& [7tX| 22tO[HES| HIZHS 74 M5 7|0 KMEE|T, 2EI0|HET =822 HIUHES &
K| 7Lt T3 7[7F Rf - Ect.
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https://asav.sckiewer.lab/phones

VPN Profile Configuration

BS&U& xﬂelete Copy |:I'} Add New

iir VPN Profile Information

Name*  [vpN_profile |

Description | |

Enable Auto Network Detect

-~ Tunnel Parameters

MTU* 1290 |
Fail to Connect™® 30 |

1

[]Enable Host ID Check

— Client Authentication

Client Authentication Method* | Certificate e

|:| Enable Password Persistence

Save Delete Copy Add New

3EtA. CHE 2 2, Cisco Unified CM Administration(Cisco Unified CM £t 2|) > Advanced
Features(ZL2 7|5) > VPN > VPN Gateway(VPN H|O|ES{|0[)Z2 o|SELICt. VPN 7 0|E 0]
URLO| ASA ZiZ|zeflo|Mnt Ux|st=%], O|0|X[ol EAIE WA{H ST &XtolM otz X2 ¢l
S ME o|ls3atok gLict.



VPN Gateway Configuration
i e
- Status

@ Status: Ready

VPN Gateway Information

VPN Gateway Name™® asav.sckiewerlab
WPN Gateway Description

I‘-”""'I Gateway URL* :hltns:Hasw.sckiewer.rubfnhnne l

r VPN Gateway Certificates
VPN Certificates in your Truststore

M &

VPN Certificates in this Location® | [ SUBIECT: 2.5.4.5=2130b304144563630334e50454c+ 1,2, 840,11 3540,1,0. 2= 2 1 6047363606065 776572244153417 | |

4THA|. o] HE 7+ X{Z £|/™ Cisco Unified CM Administration(Cisco Unified CM & 2]) > Advanced
Features(ZL& 715) > VPN > VPN Group(VPN 1 8)2 2 0|S 51 4448t H0|E S 0|Z 'Selected
VPN Gateways in this VPN Group(O| VPN 21 & 2| ME45t VPN H|0|EQ)|0|) &Xt2 O|S 3t ofF B L
Ct.

VPN Group Configuration
e
—Status

@ Status: Ready

—VPN Group Information

* =
VPN Group Name |as,av.5cknewenlah |
VPN Group Description | |

~VPN Gateway Information
All Available VPN Gateways

Selected VPN Gateways in this VPN Group

<

5EHAl. oAl VPN MH0| &[22 2 Cisco Unified CM Administration(Cisco Unified CM #Z2l)
> Device(C|H} 0] £) > Device Settings(C|HI 0|4 44%) > Common Phone Profile(&dgt F3}7| =2
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) 2 o|SaloF BLIC 047|M #5t= VPN ZEt 7|0 A8 st Z2LE SAstT 0|&
HF T VPN 2§ 2 VPN Z2EE MEE oS M Z2EHE X sifof Lot

Common Phone Profile Configuration
Q Save

~Status

@ Status: Ready

—~Common Phone Profile Information
¥

Name 'Standard Cormnmon Phone Profile - VPN_Auto-On |

Description 'Standard Cornmon Phane Profile - VPN_Auto-On |

Local Phone Unlock Password | |

DND Option™* [Ringer Off v]
DND Incoming Call Alert™® | Beep Only ]
Feature Control Policy | « None > v
Wi-Fi Hotspot Profile [ < Mone > v | View il

[l Enable End User Access to Phone Background Image Setting

—Secure Shell Information

Secure Shell User I

Secure Shell Password |

—~Phone Personalization Information

Phone Personalization® | Default v |
Always Use Prime Line® | Default ~|
Always Use Prime Line for \loice Message™ | Default v|
Services Provisioning™® | Default v]

F
~VPN Information

VPN Group | VPN_Group_1 v|
VPN Profile | vPN_Profile v]

6CHAL Oix|2 o2 of M Z2 g FCHEo] xS 3
Hafo gLict olZH Bt ﬁémonHAs 015 A S A

Mg 20E & s
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CHS LH-'?'— 1E2{30f
| & E M Zx|zgof

2/ VPN URLZ 22

&3 M3 7|8 E|AESHY| Mol HSH7|of 'THA TFTP' M 7F 2 Elo{ Y= K| EQlslok &
LICH. ASAL= F3l7|of 8M 1502 MZ2SHK| to a2 X35t 7(0l TFTP IPE 2502 F A5
OF &rLCt.

7B VPN T3t 7|2 HIAES 1 ASAM| B Ho 2 ¢dZ45l0d 55 &
0| ASA0I| A VPN-sessiondb anyconnect?t &7 X5 SQIX| &0lg £ Q&
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VPN Phone A& alidsted™ CHS CIO|E{E A8 st 20| E&LICH

- ASA CIHI: HHE C|HO 2ZC|IHO £ 2ZC|HO ¢35 ca EZHAM 255C|HT &5
3l ca MIAIX| 255C |2 & £ 3} ca 255C|H 1 webvpn 255debug webvpn anyconnect 255
- Phone Console 21 (&&= ™&H7|0M|M X[Hst=E B2 PRT) - £71 HE 047])

ClHZ7} E485tE MElZ2 BAE MEE Foil= ClHa £=3dol= &4 7110010 ZEE|I=2 2 O

HYPo=R & KE"" £ & A&LICH

23 EAl|i711001

el 2 A

&r3: o] MMo|ME VPN &7 |2 5 & 7HE b0l M3t A|2[= & §HLI0I2ZE 2
Zt0| 8861 X3l 7|0iM 7t ZdQlLc} Cl2 REHME 20 MZ CFE HAIX|E *E
OIAL||_—_|._

AA

ASA AHA| AE ID 215 M HI0|E

MM5tod MEt7|ofl F AlSHoF & LICE VPN 370
ZZMNMAE A2ELC

1EtAH. AH ID @13 Mol CHEr M AlZ| X|™H2 BHELCH

crypto ca trustpoint asa-identity-cert-2

S5 XA

subject-name CN=asav.sckiewer.lab



http://www.cisco.com/c/ko_kr/support/docs/collaboration-endpoints/ip-phone-8800-series/200770-How-to-Collect-a-Collaboration-Endpoint.html

crypto ca enroll asa-identity-cert-2

2EHA|. o] A|HollME ASAO] CHEH A ID 218 M 71 4 R|BFH oF =] OFH QIE{H|O| AT AFE EIX| &
&L|Ct o] M QIZBAME WE W cucMmof =2 =35l ofF gfLCt.

crypto ca export asa-identity-cert-2 identity-certificate

3EHAL M ID 215 M7 2™ Cisco Unified OS Administration(Cisco Unified OS Z2l) >
Security(2.2t) > Certificate Management(2!& A #2l) > Upload(¥ 2 =)0 A CUCM E & 5tLt
of SiE 215 AME phone-VPN-trust2 JZ2 =& LIC}.

H phone-VPN-trust 215 M= ¢Hell YEEE CUCM = E0|PF J&LICHYUE 1B M
2 oo RS2 2 MOE|X| &f8). CUCM BHHZ0| CSCu0585062| WeFe dhe=
SA RIZME CIE L cof Y= =8l of gLt

it
K
rl0 rg
pal

ox
4o
=
> N

ATHA|. M RIZ M7t 2EAE Q| L E0f Y2 = E|T CUCM Publisheroi| A Cisco Unified CM
Administration(Cisco Unified CM # 2|) > Advanced Features(Z1& 7|&) > VPN > VPN
Gateway(VPN HO|E||0[)Z O|S & LICt.

5EF7A|. et HO|ER0|E M= LI

6EHAHl. B 2 AXIoM QIS ME MEHSI (U F2 UYZ =5 2B M) oz sHA X
ci2 oS & LICHOIZEA 3t TFTPOIAM VPN M3to| ZAI[a 8ol oo 215
2). O™ C2 Save(XME)E MEAEILICE

7EHA. 20| 2 =M 2 E VPN ™37 |€ AHA™EELICH o]l Z2MA0M ASAE 04715 O™
CISME NMISI2ZE ZE2 e £+ UK|TH A QIS ML} Ol Q1B M7I 25 ZEE M T2y
OlM mUES 7K SLICt

8EH|. OIX A QIZEAE ASACl X188 4= 2laLict. o|Z7 st24™ Af Al2| X|&o| olF X 9|
RIE{mH|0|A 2| O|F0| E2EH L2 T HEZ o] BHS A™dELICH
ssl trust-point asa-identity-cert-2 outside

# o 222 X{0|A webvpn URLEZ 0|5 3510{ ASA7} A QIS AE MBstEX| &EHQE &= Q&

LIk 9|8 F5t7/0f 9178 4 T = ST FA0 ZIHHOR HPY = 9
PCT 9178 % &LITH 12 Che ASATH HEHR X0l MZshs Q1B ME 2olstm Af 2
B MQIx| Holg & laLin

OEtAH|. ASA7E M QIS ME AI8SIE S FEEH HAE M3 V|E MAEYst 1 ASAC| ZE35t04 S
Sg + JeX HAUELICH MEV|7 d3Hez SEEH ZE M3U|E MU T ASA
Zstod STE = UcK| FHAUE = JU&LICH USM HE = ASA| AZE M3 7|7F (G E &)
2 FXE7| I HYE = Z2MAULICEH B M3t 70 2IEM HO[0|EE HM EHAEE
a< dulaefold EXM7E B2 ™[0 DIl &S 2L = U&LICH X Hm VPN Z0i[A
ASAO] AZE o Qls B2, CHE TE V|7t AZE HEfolAM EXE sHEst7| ls T2H7| S/EE
ASAOIM 20 & & & A&LICH

ok

0

10EF7A|. T3t 7|7H M 1B Mol 2425t
£ MHE + A&LICH

2t 4 QI=R| =13 Fol= CUCMOIA Ol 1B A

o


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo58506

ASAO0I| X EC(Elliptic Curve) &= & MEY

ASAE 9.4(x)5EE| EC(Elliptic Curve) ¥ 3l E R[22, ASAE 9.4(x) 0|22 Hado|= &t
% O|™of 2 &5t= VPN T30l M o7t e Mst= Z<7F LEHMQIL|CE Ol= ASATH2|A & 2
ol TLS fIEMO|Z S EC & MEFT| MHEQULICH LMo Z 0T ASA EHTHO| M
ECE X|&tX| &£ 47| WEoi Mat7 |7t ¢4Az|= QE{H|0|A QL @IZAEI RSA 215 M7} Ql&LCt
O] AId0oM ASAE EC &3 E MEIFHO O 2 94740{ RSA QIS AHE AI8E £ Q1o 2 RSAT} of
HEC YIEECR MMGE YAl A& ME QIS ME M50 M7 |1E MEELICH o] (Al 2l
EMeE 37| QUAE[X| gt 2 o4Z0| ATiELICH 88xx M3t 220iM O] EA|7f Of< 7t

Eretx| gelg +~ &L

2101 NOT Mar 30 12:23:21.331861 (393:393) VPNC. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2102 NOT Mar 30 12:23:21.331871 (393:393) VPNC. -protocol handl er: new ci pher -> ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256: AES256- SHA: AES128- SHA

M3l 230i= ASA7H 0| 2Z80f CHa EC 23 & MENRIS S EoiELICH 'M 25" 30| EC &€=
7t £ gt Elof Rlo] AZAo| AufErLct.

AES7} MEHEl ALt 2[20{| M CHZ 0] EA[E LICEH

2691 NOT Mar 30 12:18:19.016923 (907:907) VPNC. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2690 NOT Mar 30 12:18:19.016943 (907:907) VPNC. -protocol _handl er: new ci pher -> AES256-
SHA:AES128-SHA

Oloil CHEH RFAMIBF LI 2 CSCuu028482 EH EStEAIR.

ol S shZste{e! H317|0l M AL SHE TLS BTl CHal ASACIM EC 2% & HIE A
Lick 2 §2t7| SHO| X|$I5Hs TLS BFI0f CHEE RRAIEH LIRS 047[0f M 2rolgt + g

hatioF &
LICH.

> von

T e Pl = 5 ’ PSP 5 il ™ s 1B =
I0HE ¢ 515 the TLS versions supported by the Cisco 1P phone

Phone Models

| I_L 2 =
Disable TLS 1.0 and TLS 1.1 Mo

with https for web access”

Selectively Disable TLS cipher MO

suites used by TLS connection

or handshake™*®

https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-
8800-series/white-paper-c11-739097.pdf

£ 230/ ] O TLS B{T0| BHEIEIEX| 27| £IBY ASAIA] CHE B2AZ Al#stod ST B0 i3
EC %38 HIZ&ste + flaLich


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848
/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf
/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf

ssl cipher tlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvli.1 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvl.2 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl ci pher dtlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

IP M3to M= 7|22 2 DTLS(Datagram Transport Layer Security)& AF& 522 DTLSOA| CHE
2l -E-J"—P 7‘*2}01| CHEH BHE4 TLS HHTIS Al—istof =Lt S8t Ol2{8h #48 AFEHO| ASAQ| T3

S Lct. metM ol24Et TLS X2 AF& 3= CHE AnyConnect 2

7ol
ddste AE Yx|E = JA&Lch

DTLS o4 Almj

Ao w2l VPN F3l7|= DTLSE AI26t= ASA0]| ¢d28E 4= giaLIch T3t 7|0lAH DTLSE At
235240 A X|oH AmS = DTLS7F M3 g e o1 Qe 2 M7 HSeHA
DTLSE dt=23siM A 5HX|PF Aluigt 88xx X3 2E20{|A{ 0|2 &Holst &= Ql&LCt.

3249 ERR Mar 29 15:22:38.949354 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:
fatal:illegal paraneter

3250 NOT Mar 29 15:22:38.951428 (385:385) VPNC. -vpnc_set_notify_netsd : cnd: O0x5 event: 0x40000
status: Ox0 error: 0x0

3251 ERR Mar 29 15:22:38.951462 (385:385) VPNC. -alert_err: DILS wite alert: code 47, illegal
par anet er

3252 ERR Mar 29 15:22:38.951489 (385:385) VPNC. -create_dtls_connection: SSL_connect ret -1,
error 1

3253 ERR Mar 29 15:22:38.951506 (385:385) VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1)
3254 ERR Mar 29 15:22:38.951552 (385:385) VPNC. -DTLS: SSL_connect: error:140920C5: SSL
routines: ssl 3_get_server_hell o: ol d session ci pher not returned

3255 ERR Mar 29 15:22:38.951570 (385:385) VPNC:. -create_dtls_connection: DTLS setup failure,

cl eanup

3256 WRN Mar 29 15:22:38.951591 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:

war ni ng: cl ose notify

3257 ERR Mar 29 15:22:38.951661 (385:385) VPNC. -do_dtls_connect: create_dtls_connection failed
3258 ERR Mar 29 15:22:38.951722 (385:385) VPNC:. -protocol _handl er: connect: do_dtls_connect
failed

3259 WRN Mar 29 15:22:38.951739 (385:385) VPNC:. -protocol _handl er: connect : err: SSL success
DTLS fail

O|= ASA Selecting Elliptic Curve (EC) Cipher(EC(Elliptic Curve) Cipher(EC(Elliptic Curve) &% M
B MMol| HAZEl SUEF EXZE CleH e Mer = Qoo 2 DTLSH| CHal EC &5 & H|EH 435l of
gLich o] Qo= VPN T3t7|o M TLSE EH*._l NSt S St= DTLSE ZF HIEHESE £+ U
&LICt. ol ZE Eoi=Eo| 2HS|=EE F7tst= UDP CHA TCPE ALEEHCH= 2|0|0|= 2 0]4
MRl Zd2 ot ag{Lt A ALE[20ME Moz CHFE 22| Z1x[18|0[M0| H&olH =X
7t DTLSOiEt HFElCt=E RAE %.*‘&l-+= E2 HAEQILICL O|E HAESE{™ 2 E[AF7} LBt
O 2 VPN H3tof cHell T Ret 15 HAES Mgo}'ﬂi CtE Zcto|MEN| S F=X| ot ¥
XH

=
MNEE EHLEE =+ ‘BAQEE & 83 20l det= [ol E&LICH

group-policy vpn-phone-policy &4
webvpn
anyconnect ssl dtls 81

DTLS 2420l 83 & =+ @i E ChE UEMQ 74 EXME M3t7[7F SYLet 658 AHEs0{ TLS
2 DTLS ¢ids Y & 9l EYULICH oAl 2O



%8886 TLS Ci phers O fered
3905 NOT Apr 01 20:14:22.741838 (362:362) VPNC. -protocol_handl er: new ci pher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

%8886 DTLS Ci phers O fered
4455 NOT Apr 01 20: 14: 23. 405417 (362:362) VPNC. -process_connect: x-dtls-ciphersuite: AES128-SHA
4487 NOT Apr 01 20: 14:23.523994 (362:362) VPNC. -create_dtls_connection: cipher list: AES128-SHA

%9880806 DTLS connection failure

4496 WRN Apr 01 20: 14:53.547046 (362:474) VPNC. -vpnc_control: conn timer expired at: 1585772093,
to abort connect

4497 NOT Apr 01 20: 14:53.547104 (362:474) VPNC. -abort_connect: in dtls setup phase

FC B2l & E0| MBEIS TLS ¥ 28 2O £ aLich. Y50 x|Msts JHE oHiE g4
Ol MEHEILICHR I M= AFEFE EAISX| 4[5 23 ZZbof M Ho{= AES-256US FEE 4
IELICH. RBEIS SUs DTLS 2 3= AES128ILICH A=i#t TLS 93 & DTLSO| AFRE 4
gioo2 Zo| MufErLich O AlLI2|29] 4% AHEHE ASA ZAZ|Z20lMoflAf TLS X DTLSO
S AEE ARHTE SR Helsts LIt

pIR

RIEM HO[o|E F T3t7|ofl M ASAC] HAEE + elF

Hst7|7F o] M QIs Mol CHEt SHAIE &5 E &= U ES CUCMOIM phone-vpn-trust2 Af ASA ID
CIEME YZ2EStE 0| R S2&LICt ol ZZMAE &5t K| oto™ H|0|E & VPN ©™
217171 ASAO AZAE Al e [ H5t7|0] AZE &= Qe QUSAMIF EAIZI2E e4Z40| Alufsh|ct
QB M7 HAE M M7 40| BUIX| L7| E0| ASA QISA YOIOIE & HE == H
FIF XL O] EXM7F g ME £~ Q& LICH ASA7F XEH7|0l M keepaliveE A& $AIGHE B2
VPN E{g0| 25 AE 2 SX|E/LICH W2l ASA 218 M7t LOO|E XA KR[BH M Q2US A7t THK]
CUCMO|| MEE|X| 2 AR F 7IX| SM0| AU&Lct
1. O| ASA ID @13 M7} 04715 K58t AR ASAE O|X QB AME E|=SZI LS O] EA0A A
SE ZZMAE et QUBSMHE UCO|IEELICE M QISAME o|0| MMsH Z2 s MM
MME ALE £+ A&t
2. 0| ASAID QI M7t Ct2E A2 M ASA QIS ME cuCMo|| YZE=5tT K7€ LE U
E|30] CtA| 7FK4Qt M| QIS A SHAIZ YOOl EEl ZAm|ao|M ut e dhotofk gFL|Ct.

DNS& &3 ASA URLZ & /& = gie Tsl

o
X

H AILI2|0ME #EIX7HIP TA7tofel SAE O|ESZ VPN URLE FAEFLICE O] &2
£=3H5124 DNS AHE{7} QI0{0F O|EE IP AR QI8 = Ql&L|Ct. I E ZZMol| M ™3t 7|7}
DNS AEH(192.168.1.1 2! 192.168.1.2)2 2 0|22 &Qlstedn 5t X|ot SEHS x| fS2
T U&LICE 30Z= F 73} 7|0f| M 'DnsLookupErr:'S @I4fgfL|CH.

roxmon
g L

met 1o

3816 NOT Mar 3 15:38:03.819168 VPNC: -do_login: URL -> https://asav.sckiewer.|ab/phone
3828 INF Mar 3 15:38:03. 834915 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3829 INF Mar 3 15:38:03.835004 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3830 INF Mar 3 15:38:03.835030 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3831 INF Mar 3 15:38:17.845305 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3832 INF Mar 3 15:38:17.845352 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3833 INF Mar 3 15:38:17.845373 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3834 INF Mar 3 15:38:31.854834 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3835 INF Mar 3 15:38:31.854893 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3836 I NF Mar 3 15:38:31.855213 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3837 ERR Mar 3 15:38:32.864376 VPNC. -parse_url: gethostbynanme fail ed <asav.sckiewer.| ab>



3838 NOT Mar 3 15:38:32.864435 VPNC:. -vpnc_set_notify _netsd : cnd: Ox5 event: 0x40000 status:
0x0 error: 0x0

3839 ERR Mar 3 15:38:32.864464 VPNC. -do_l ogin: parse URL failed ->

https://asav. scki ewer. | ab/ phone

3840 NOT Mar 3 15:38:32.864482 VPNC. -vpn_stop: de-activating vpn

3841 NOT Mar 3 15:38:32.864496 VPNC. -vpn_set_auto: auto -> auto

3842 NOT Mar 3 15:38:32.864509 VPNC. -vpn_set_active: activated -> de-activated

3843 NOT Mar 3 15:38:32.864523 VPNC:. -set_login_state: LOGAN 1 (TRYING --> 3 (FAILED)

3844 NOT Mar 3 15:38:32.864538 VPNC:. -set_login_state: VPNC : 1 (Loggingln) --> 3 (LoginFail ed)
3845 NOT Mar 3 15:38:32.864561 VPNC:. -vpnc_send_notify: notify type: 1 [LoginFail ed]

3846 NOT Mar 3 15:38:32.864580 VPNC: -vpnc_send_notify: notify code: 32 [DnsLookupErr]

3847 NOT Mar 3 15:38:32.864611 VPNC:. -vpnc_send_notify: notify desc: [url hostname | ookup err]

Ol ditMo 2 CtS & StLIE LIERHLICE.

1. 3} 7|of Z=2E DNS A7} & Lict.
2. T3} 7|0 A DHCPE S3l|l DNS MHHE & X| 23 ML 502 M| K| iot&L]Ct
Ol 2XMIE sHZsteidd & 7HX| SM0| U&LIC

1. M3l7|o| Zdx|aefo|ME & Ql5l0oi DHCP A7t 2| & [ DNS MHHE =4Alst=X| &Qlst
1 M37|2] DNS ME{7F ASA ZAI|2gj|0| M0l AF2El O|E S &2lE &= UK F
2. DNS7} 235 X| &t =5 ASA ZiI|agfo|Me| URL & CUCME IP AR HZETLICEH

H&t717t vPNE g -&tet x| i s

O] EMo| SEE0M 2128t CHE, Auto Network Detectes T3+ 7|0|AH TFTP MHE{0 ping2 o+
st 8E S EHelgLICH ™77t LHR WESIFo| U= B VPN Q0| TFTP Mol 1Z8E =+

Aoz M37|of|M pingoll CHEH SES 22 I VPN M358 K| et &LICH TSH7|7F LHE |
EQ|F 0l K| %42M ping0| ATst2E M5t7|7F VPN 244516t ASAO] Odégrucr Zz}o|
EQ| & U ERI = DHCPE S35 SM 1502 Mst7|o| MBS FHEX| o 7hs4Hol U
O ASAE SM 1502 MB&E # o= 2 'THA| TFTP'= VPN X3t 7|of CHEt @ 7 AFEILICEH

ZI0I|M H 7K AL S FlFLICH

M&l7|7F CUCM TFTP AME IPo| CH&H pingS =& &HLIt?

M3t 7|0| M Hstol| CHEt SE = gr&Lmt?

M3t 7|0 M pingod| CHEE SE 2 R 28 & VPNS 4S8 LI?

MCHZ ol28t &8 2 E= X0l SL&LIch ™Mt7|7t ¥R E IPE pingdt® & :.% =4St
S M3t7|7F VPNE &/85t5t K| fe 22 ASAWM CIHOE &4 PoPEH °|EI|7+ LIEL
Q2O BME UK|E £+ UES 0|28 371X AFEE 0|

O|%0f VPNO| A3t E 742 88xx XM&F 210 0|2 & lg ‘BAQLIEL

®)

BN

ML T

il
=
a

P

ol

5645 NOT Mar 27 11:32:34.630109 (574:769) JAVA-vpnAutoDetect: ping tinme out
5647 DEB Mar 27 11:32:34.630776 (710:863) JAVA-confignmgr MJThread|ci p.vpn. VpnSt at eHandl er: ? -
VpnSt at eHand| er: handl eVPN_ENABLED STATE()

Mg 50| SEEX|EE S& 7|58 BAE = &

H&t710i Alternate TFTP7F &/ ESH AT SHIE TFTP IP7F 2 E L= K| &QIELICH ASAE
M 1502 M2¢e £ gleoo 2 CHA| TFTP= VPN X572 @ F AtEFelL|Ct.

o e
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