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Mxto| U2 E{AES BEE LEO0|AM 2IBME E&5t= PKCS12(Public Key Cryptography
Standards #12) It 0| MMEILICI2E SHAEE SUFH SFTP ME{e| S8t SFTP CIHEZ
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0| 0i[0d| M= CHA E2HAE{ CUCM HHZT0] 11.5.1IL|Ct.
-Cisco Unified OS & 2|(Cisco Unified OS Administration) > Security(2 2}) > Bulk Certificate

Management(CHE Q1B A #E)Z 0/535104 SFTP M ME HMEE 2451 o|O|X|ofl EAIE! CH
2 Export(L{ELH7|)E S=&|gct.
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Show = Seftings = Securdy = Software Upgrades = Services =  Help -

L] Cave Dé, Expart

—SFTP Details
1P Address* |10.24.161.145
Port® 22
User 10 cisca
Fassword * ELLLL

Directory -'

Save Export
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Show *  Sefings v Securty v Software Upgrades «  Services v Hep T

Bulk Certificate Management
E Save % Export

 Status:
® Update suceessful

[ SFTP Details @ Bulk Certificste Export - Mozilla Finefox i = - o »
1F Address® (10.24.161.143 -
Port* 22 D & hitpsy/10.201.194.78/cmplatformybulkeertmgmt PopUp.dofcertaction =export ==+ =

veer 10*  cisco

%Enum mcme

Password® |esess

Diractory® [/
Status
Save Export
B @ Status: Ready
@ *. indicates requirad itarm, Expart Certificate Type
iccmﬁm Type™ | Al = |
Clase

® *- indicates required item.

EHL s EHM S{AE{Q| Zt - =of CHal MAEl PKCS12 T2 AF2 3504 Bulk Certificate
Management(CHE 215 AM #2))& Uoo|EFLICE & HOo|X[&= o|O|X|of EAIE CHE O] HE=R
M2 T AEILC},
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Show v Settngs ¥ Securly v  Software Upprades » Services v Heb v

Bulk Certificate Management

Cartificats Typs ServarSource
CUCHL151PUB_coplpkeslt STORE CUCMLISIFUB
fcucM1151PUB,_tho. phest2 STORE CUCHLISIPUB
fcUCH1151PUB_tomcat.pkcs12 STORE CUCHLISIPUS

Save Export
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1EAl &a FEAE LS| CUCM AARLOIA CHE Q1B M ZtEIE ?I8F SFTP MHE T &= LICH
ol ool M= A4 EE{AE CUCM HZ0| 10.5.24LC.

-Cisco Unified OS # 2l(Cisco Unified OS Administration) > Security(:2.2t) > Bulk Certificate

Management(CHZ QIZ A &E)Z 0|55l0{ SFTP MHH ME HEE 245t o|O|x|ofl EAIE! CH
2 Export(LH2L{Z)E S =|§FLCt.
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Bulk Certificate Management

BE Byt

@ Status: Ready

SFTP Details

1P Address* [10.24.161.145 |
Port* [2z |
User 16%  [cisco |
Password® (essss |

]

Directory® [f
File Name Cartificate Type Source
CUCM1151PUE,_capf.pkes12 STORE CUCM1151PUB
CUCM11SIPUB_thp.phesi2 STORE CUCMLLSIPUS
CUCM1151PUB_tomeat.pkes12 STORE CUCM1151PUB
Save | | Export

2EHH| AA EHAELS| 2 E L EO|AM SFTP MHZE 2 E CISMHE LHEL|CT.

-Z & 7 FollM Certificate Type(Cl1E A f&)oll CHH A2 F)S ME4SH CHS Export(LIELH 7|
B 2 ctolalx|ol EAIF).
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@ Update successful

T @ Bulk Centificate Export - Mozills Firefor # = - O ——
1P Address® |10.24.161.145

m *

@ & httpsyy10.201.194. 75/ cmplatform/bul kcertmgmtPoplp.dofcertaction =expaort ***

Bulk Certificate Export
% Export [T} Cose

Port* |22

User ID*  |cisco

Fassword®  essss

Directary® |/

CUCM1151PUB_capf.pkesl2
CUCML1S1PUB_thp.pkesi2
CuCHL lslwgzw{ncalngkesl 2

1 @ Status: Ready

rStatus |

CEzpart Certificate Type

Certificate Type® | All

Save Export

® *. indicates required item,
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2 AE{ 9| Bulk Certificate Management0i| CH

o AA FEHAEHO Z 20

Close

® *- indicates required item,
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® Status: Resdy

~SFTP

IP Address” |10.24.161.145 R‘,‘
Port® 22

User 10%  [cisco

Password® sasss

Directary® |/

File Hame Cartificate Type. Servar Source
CUCMLO52FUB_capf.pkesi2 STORE CUCMLOSZPUB |
COCHT IS TPOE_capf phesl2 TTORE TUCRITSTFOE.
T _thp.pkel, STORE TUCHL
CUCM11S1FUB_thp.pkes12 STORE CUCHLISIFUB
FUE_fomeat phesl2 STORE CUCHIOSZPUB |
CUCHL15IFUE_tomaat. phesl2 STORE CUCHLISIFUB

Save | Ewxport | | Consolidate

A 8l CH& PKCS12 0t S8t

2 1:Bulk Certificate Management LHELHZ = a4 2 O EHHAH EF0M == B
M SE2 Z2HAEH & stLI| B CUCM HAIRHE S8l - ELICtH

1EtA|. AA 22{AE{ S| CUCM HIAIXE2] Bulk Certificate Management T O| X| 2 E0}7}A{ O|O|X|
ol ZA|E CHZ Consolidate(S&H)E &2|ghLict.
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Bulk Certificate Management

(@) sotus: resay

~SFTP Details:

1P address* [10.23.161,1a8

Port® |22

user ID*  |osco

|
|
Password® | eesse ]
Directary® ¢ |

File Hamse Cartificate Type Server Source
CUCMLO52PUB_capl.pkes12 STORE CUCM1052PUB
ML 1519UB _copf pkest2 store cucMiIsiFus
CUCML052PUB_tftp.pkcs12 STORE CUCMI05ZPUD
CUCHI]S]WB_IH‘D.N{S[] STORE CUCM1151FPUB
CUCMLO52PUE_tomeat.pkesi2 STORE CUCM1052PUB
CUCML1S1PUB_tomcat.pkosi2 STORE CUCM1151PUS

Save | | Export |cmﬂ |
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Bulk Certificate Management

) Swve 2y Export (@) consomate

rStatus

@ Status: Ready

[ SFTP Details @ Bulk Centificate Consolidate - Mozilla Firefox #®h = - u]
1F Address™ |10.24.161,145

Port® = @ & hitpsy10.201.194.75/emplatformybulkcertmgrmt

User ID*  [cisca

Bulk Certificate Consolidate

i:glmn {am

Password® [—

Dirsctory™ |/

1]

Status
Fila Mama
CUCM1052FUB_capf.pkesl2

® Status: Ready
CUCML151PUB_capfpkesl2

CUCM1052FUB_titp.pkes12 Consolidate Certificate Type
CUCM1151PUB_thp.pkcsl2 Cartificate Type* | All )

CUCM1052PUB_tomeat.pkes12

| CUCML151PUB_tomcat.phkcsl2 mm Close
5

Save Export Consalidate
@ *- indicatas required item.

@ *- indicates required item.

_HMER| SFTP CIERIE Holstof £ 2 Tl Beissiol 2 ZHE prostz T
& & SLLIC oloIxlo] EAIE LIe, T4 2 An BEHAEIOIA ZE 0
Cl2iEalo| L8Ol g2 Eli& Lo

I & = | Bulk Certificate Export 4P = - [} X
“ Home Share View G
+ » Bulk Certificate Export ~v| @ | Search Bulk Certificate Export 0
Mame Date modified Type Size
sk Quick access
m D i " pkes12 4/8/2020 11:19 AM File folder
2] Documents
D 10.24.161.145_bulk_tftp.pkes12 4/8/2020 11:19 AM PKCS12 File 2KB
¥ Downloads  # [ 10.24.161,145_bulk_tomcat.pkes12 /8/2020 11:19 AM  PKCS12 File 8KB
[=] Pictures 4[] CUCM1052PUB_tftp.pkest2 4/2/2020 11:18 AM PKCS12 File 3Ke
Cisco Receipts D CUCM1052PUE_temcat.pkesl2 4/8/2020 11:18 AM PKCS12 File 3KB
CUCM How To D CUCM1151PUB_tftp.pkes12 4/8/2020 11:16 AM PKCS12 File GKB
I Desktop [ CUCM1151pUB tomcat pkes12 4/3/202011:16 AM  PKCS12 File 6KB
| & [] = | pkes12 b = - m] X
Home Share View o
« v A > Bulk Certificate Export > pkes12 v Q| | Search pkes12 »
Name Date modified Type Size
F Quick access 5
m D m * U 10.24.161.145_bulk_capf.pkes12 47872020 11:19 AM PKCS512 File 13 KB
2] Documents
D CUCM1052PUB_capf.pkes12 /8/2020 11:18 AM PKCS512 File TKB
¥ Downloads % [} CUCM1151PUB_capf.pkes12 /8/2020 11:16 AM  PKCS12 File 6 KB
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Bulk Certificate Management

= %uwn (&) consetome [}, rroon

‘ @s:alus: Ready

SFTP Details

1P Address* [10.24.161,145
Port* [z

|
]
user 10%  [disca ]
Password® [ssese ]

Directory® [f
| File Name Certificate Type

10.24.161.145_bulk_capf.pkes12 BULK 10.24.161.145
10.24.161.145_bulk_tftp.pkcs12 BULK 10.24.161.145
10.24.161.145_bulk_tomecat.pkes12 BULK 10.24.161.145
CUCM1052PUB_capf.pkesi2 STORE CUCM1052PUS
CUCM1151FUB_capfpkes12 STORE CUCMI1151PUB
CUCM1052PUB_tfp.pkesl2 STORE CUCM1052PUS
CUCMI1151PUB_tfp.pkesl2 STORE CUCM1151PUB
CUCMI1052PUB_tomcat.pkcs12 ) STORE CUCM1052PUB
CUCMI1151FUS_tomeat.pkes12 STORE CUCMI1S1PUS

Save Export Cansolidate Import

-E & T 2ol M Certificate Type(Q15 M )0l CHaH All(RF)2 AE48H CHS o|O|X|ofl EAIE
CHZ Import(ZtK 7)) & Z2I8tLct.
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-
(5 sove 52y Epon (] consotaie (&) wpon

@ Bulk Certificate Import - Mazilla Firefox b = - o
1P Address* [10.24.161.145

Port* [22

m *

@ & https;//10.201.194.78/cmplatform bulkcertmgmtPoplp.dofcertaction =import ***

Bulk Certificate Import

user ID*  |cisco

Password® [esess =
Diractory® [/ Llu mport E} Close
Fide Name |

10.24.161.145_bulk_capf.pkcs12 @ St Eanct 10.24.161.145
10.24.161.145_bulk_thp.pkesi2 10.24.161.145
10.24.161.145_bulk_tomcat.pkes12 Import Certificate Type: 10.24.161.135
CUCM1052PUB_capf.pkesl2 Certificate Type™ | All | ] CUCM10SZPUS
CUCM1151PUB_capf.pkes12 CUCML151PUB
CUCML082PUB_tftp.pkes12 Tieert] R CuCML0S2PUB
CUCM1151PUBL_tftp.pkesi2 Iﬂ__ll CUCML151PUB
CUCM1082PUB_tomeat.pkes12 CUCM10S2PUB

.
| cucmsipus_tomeatpkest2 ® indicates required item, cucmispus

Save Expart Consolidate Impart

@ *- indicates required item.
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‘CAPF(Certificate Authority Proxy Function) 2/& M7} CallManager-trust2 42 EEL|Ct.
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-ITLRecovery(ldentity Trust List Recovery) 215 M7} Phone-SAST-trust & CallManager-
trust® Y2 =FL|Ct
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ITLRecovery 215 A= CiA 2EIAE] CUCM 20| CTL S/ = TL Th ol A 2L|ct
CTL Y ITL L2 TFTP MH|AE A&stE CUCM =0 dEELIChoid 22{AE 9
CTL QL TL 10| 24 BHAE TVSOIM ASEIX of2 42 oy FeiLaE=zo &
oro|zzefo|AMo| AlmiErL|Ct.
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1EHA|. 317|171 BRIE|D CHa S AE{0AM CTL Tt Cf
20| CTL T2 T3Ho| 3R CTL == ITL T of @i CH
ITLRecovery 215 AM0i| 2|5 MHEE L.||:|-

3CHA|. et 3|7 A4 FE{AEQ| TVSO| =& 6101 CallManager EE= ITLRecovery 215 M
g Eolguct

SE2Cslg{n A= ELCH
& 22{AE{ 9| CallManager EE&

2r3:0| A|MHME AA ZB{AE TVS MH|AQ| IP FTAE L &5H= 0|™ Zu|aao|MOo]
oM™ 3| M3t 7|of &Lt A7 ol X|HE TVS A= Callmanager 281 S &L
C}.

AEHA|. M3t 7|= AA E8{AE{Q| TVSO| CHEF TLS(Transport Layer Security) @142 A& gHL|C}.
S5CHA|. AA EHAE TVS7H QIS ME T™E 7|0l ZAlIsHE A< ©™&H7|= 0| TVS 1B ME #K|
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7TEH. AA M3 7= CHA E8AE CTL ZHUAHM AA EBAE TVS7t CallManager &=
ITLRecovery Q15 ME QIS =& QH g LICH

8EtH|. &AA TVS MH[AE Q1B M MHEA0|M CHat E2{AE CallManager EE= ITLRecoveryE &
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US CIRECEFLICHOIM AA ™3E7|9| CTL mHol CHA E2{AE{ 2| CallManager EE =
ITLRecovery 218 M7t ZFEE[0 JOBE AA MET|= AA EBHAEQ TVSOH| HAESX| AT
CallManager &= = ITLRecovery 215 AME &QIE = Ql&LCH.
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