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® REre==FoE[Eaaan
[WTes [x]
No. Time Source Destination Protocol  Length Info L
14 89:09:22.241271 16.201.218.178 10.201.218.163 TLSv1.2 390 Application Data
18 @9:89:22.25@389 10.201.218.163 19.201.218.176 TLSv1.2 271 Application Data
29 ©9:09:22.252337 10.201.218.163 10.201.218.170 TLSv1.2 421 Application Data, Application Data, Application Data, Application Data, Application Data, #
56 ©9:29:22.691660 10.201.218.166 10.2091.218.163 TL5v1.2 390 Application Data
57 ©9:89:22.692748 10.201.218,163 10,2091,218.166 TLSv1.2 271 Application Data
59 @9:09:22.892972 10.201.218.163 10.291.218.166 TLSv1.2 391 Application Data, Application Data, Application Data, Application Data, Application Data, £
61 99:99:22.693131 10.201.218.163 19.2091.218.166 TL5Sv1.2 96 Application Data
65 @9:09:23.789625 10.201.218.169 10.201.218.163 TLSvA.2 4@7 Application Data
66 ©9:29:23.79@753 10.201.218.163 10.2091.218.169 TLSv1.2 271 App ation Data
68 @9:@9:23.7911e8 19.201.218.163 10.201.218.169 TLSv1.2 421 Application Data, Application Data, Application Data, Application Data, Application Data, £
112 @9:89:25.178528 16.99.108.100 16.201.218.163 TLSv1.2 1146 Application Data
117 99:89:25.298246 10.201.218.163 10.2091.218.164 TLSv1.2 313
122 @9:09:25.304369 10.201.218.164 10.201.218.163 TLSv1.2 845 [Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
124 @9:89:25.329331 10.201.218.163 19.2091.218.164 TLSv1.2 255 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
125 99:09:25.321128 10.201.218.164 19.201.218.162 TLSv1.2 173 Change Cipher Spec, Encrypted Handshake Message
< »

Frame 122: 845 bytes on wire (6760 bits), 845 bytes captured (6768 bits)

Ethernet II, Src: Veware_aS5:74:2a (00:58:56:25:74:2a), Dst: Vmware_07:23:17 (00:0c:29:07:23:17)
Internet Protocol Version 4, Src: 10.201.218.164, Dst: 18.201.218.163

Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 779

[3 Reassembled TCP Segments (3675 bytes): #118(1448), #120(1448), #122(779)]

Transport Layer Security
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Mo. Time Source Destination Protocol  Length Info ~
122 @9:89:25.384369 18.2081.218.164 1€.201.218.163 TLSw1.2 845 server Hello, Certificate, Server k
124 @9:@9:25.329331 10.2081.218.163 1@.201.218.164 TLSw1l.2 255 Certificate, Client Key Exchange, (

125 @9:89:25.331128 18.2081.218.164 19.201.218.163 TLSw1.2 173 Change Cipher Spec, Encrypted Hands

126 @9:@9:25.333417 10.2081.218.163 1@.201.218.164 TLSw1.2 199 Application Data

127 @9:89:25.335730 18.2081.218.164 1@.201.218.163 TLSw1.2 167 Application Data

128 @9:89:25.339860 16.281.218.163 1@.201.218.164 TLSw1.2 327 Application Data

129 @9:89:25.339649 18.2081.218.164 1@8.201.218.163 TLSw1.2 167 Application Data W
£ >

Frame 122: 845 bytes on wire (676@ bits), 845 bytes captured (6768 bits)

Ethernet II, Src: Vmware _a5:74:2a (@0:58:56:85:74:2a), Dst: Vmware _87:23:17 (@0:8c:29:87:23:17)
Internet Protocol Version 4, Src: 10.281.218.164, Dst: 10.201.218.163

Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 779

s (3675 bytes): #118(1448), #120(1448), #122(779)]

% TL5v1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 367@
Handshake Protocol: Server Hello
v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1481
Certificates Length: 1478
¥ e

Certificate Length: 1475

Handshake Protocol: Server Key Exchange
Handshake Protocol: Certificate Request
Handshake Protocol: Server Hello Done
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No. Time Source Destination Protocol  Length I Expand Subtrees
122 @9:89:25.304369 18.281.218.164 18.201.218.163 TLSv1.2 845 = Coll Subt
124 89:09:25.329331 10.201.218.163 10.201.218.164 TLSv1.2 255 C s TR
125 @9:09:25.331128 10.201.218.164 10.201.218.163 TLSv1.2 173 C Expand All
126 ©9:89:25.333417 19.201.218.163 19.281.218.164 TLSv1.2 199 £ Collapse All
127 959:89:25.335730 18.201.215.164 16.201.218.163 TLSv1.2 167 2
128 ©9:@9:25.339000 10.201.215.163 10.201.218.164 TLsvi.z 3272  ApplyasColumn Ctrl+Shift+|
129 @9:89:25.339649 18.281.218.164 18.281.218.163 TLSv1.2 167 £ .
Apply as Filter
<
Prepare as Filter
Frame 122: 845 bytes on wire (6768 bits), 845 bytes captured (6768 bits) Conversation Filter
Ethernet II, Src: Vmware_a5:74:2a (@0:50:56:a5:74:2a), Dst: Vmware_07:23:17 (©0:08c:29:07:23 . o
Internet Protocol Version 4, Src: 18.201.218.164, Dst: 10.201.218.163 olonelaitil ¥iey
Transmission Control Protocol, Src Port: 636, Dst Port: 34726, Seq: 2897, Ack: 248, Len: 77 Follow
[3 Reassembled TCP Segments (3675 bytes): #1128(1448), #1208(1448), #122(779)] C
v Transport Layer Security il
“ TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages Show Packet Bytes... Ctrl+Shift+0
Content Type: Handshake (22 .
=t P (22) Export Packet Bytes.. Ctrl+ShiftsX
Version: TLS 1.2 (@x@3@3)
Length: 3678 Wiki Protocol Page
Handshake Protocol: S Hell . .
anashake Frotoco er‘\.rt-er'. §e Filter Field Reference
v Handshake Protocol: Certificate
Handshake Type: Certificate (11) Erojocclibteieiehees
Length: 1481 Decode As...
Certificates Length: 1478 _ )
v Certificates (1478 bytes) Sim v e b
Certificate Length: 1475 Show Linked Packet in New Window
Certificate: 308205bf3882045730030201020213620000000262952487... (id-at-commonName=WIN-H2Q7451U32P . network218.com)
Handshake Protocol: Server Key Exchange
Handshake Protocol: Certificate Request
Handshake Protocol: Server Hello Done
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126 ©9:09:25.333417 10.201.218.163 16.201.2
~
127 ©9:09:25.335730 10.201.218.164 10.201.2 [ This PC No iterms match your search.
128 ©9:99:25.339000 10.201.218.163 16.201.2 3D Object
129 @9:09:25.339649 16.201.215.164 10.201.2 B Jects
< [ Desktop
Frame 122: 845 bytes on wire (6768 bits), 845 bytes captured (6| = Documents
Ethernet II, Src: Vmware a5:74:2a (@@:50:56:85:74:2a), Dst: Vel {Downloads
Internet Protocol Version 4, Src: 18.281.218.164, Dst: 16.2081.2| J‘ Music
Transmission Control Protocol, Src Port: 636, Dst Port: 34726, .
[3 Reassembled TCP Segments (3675 bytes): #118(1448), #128(1448 =] Pictures
v Transport Layer Security m Videos
v TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake == Windows (C:)
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3) ¥ Network v
Length: 367@
Handshake Protocel: Server Hello File name: ™
v Handshake Protocol: Certificate Save as type: Raw data (*.bin *.dat *.raw) oo
Handshake Type: Certificate (11)
Length: 1481
Certificates Length: 1478 ~ Hide Folders Cancel
v Certificates (1478 bytes)

Certificate Length: 1475

E A|El CHZ General, Details 2! Certificate Path £ 2|
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Certificate: 3038205bf303204a7a0030281020213620000000262952487.. (id fatfcummaname=|.-.IINfH2Q?4SZlU39P.networkZlE.com)
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a Certificate

General Details Certification Path

Lilﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: WIN-H2Q7451U39P . network2 18, com
Issued by: network213-WIN-H2Q7451U39P-CA

Valid from 9/3/2012 to 9/7/2020

Install Certificate. .. Issuer Statement

Ok
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