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- VolP(Voice over Internet Protocol)
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1. UDT(Universal Device Template)S 4438 L|C}.
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aluln - Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System v CallRouting v  Media Resources v  Advanced Features » Device »  Application v | User Management » | Bulk Administration » Help

Cisco Unified CM Administration Page Layout Preference

Universal Device Template

System version: 10.5.2.13901-2
Universal Line Template

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz,  Provisions Faalure Group Tempiate

Quick UserPhone Add
Last Successful Backup: 513 day(s) ago

alial,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

A-ad I‘-m ~ Call Routing + Media Resources ~ Advanced Features ~ Device * Application * User Management ~ Bulk Administration =+ Help =

Find and List Universal Device Templates

"1 SelectAll [ ClearAll Hy@ Delste Selected

2EHA. M UDTOl AtS S5 & T3t7|0Md A E 2 HEFLICH

System = Call Routing + Media Resources v Advanced Features v Device  Application » User Management » Bulk Administration » Help «

Universal Device Template Configuration

B Savex Delete ExpandMICEi Add New

* Template Information

Name * | Auto-registration Template |

~ Required and Frequently Entered Settings

Device Description | #FirstName# #LastName# (#Pro | /

Device Pool * | Default =] View Details

Device Security Profile * | Universal Device Template - Moc + |

SIP Profile * | Standard SIP Profile -|

Phone Button Template * | Universal Device Template Butto v |

2. ULT(Universal Line Template)E & L|LCt.

1EH7A. o|O|X|oi| E A|E! CHE User Management(At& X} 2+2[) > User/Phone Add(AH S XHE 7}
> User Line Template(At& A} &|M BES)2 2 O|SEfLICEH



almli,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Resources ~ Advanced Features * Device = Application = | User M nent « | Bulk Administration = Help «
e
End User
Cisco Unified CM Administration [ userprns s b Pooo Layou Prterence
SIP Realm Universal Device Template
System version: 10.5.2.13901-2 .
Usar Settings L4 | Universal Line Template |
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 6176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Tempiate

20 Xt S5 F TEUo 28t 42 otE[4d I CSSE FIHELICH

Systarn ~ Call Reuting ~ Media Resourcas ~  Advancad Featuras = Devise =  Applisatisn =  Usar Managemant >  Bulk Administratisn ~  Halp =

Univarsal Lina Tamplate Configuration

B Save x Delete Expand All Cﬂ’ Add New

* Template Information

Name = Sample Line Template with T£ [ | Urgent Priority

~ Required and Frequently Entered Settings

Line Description: #FirstName# #LastMName# (2 7

| Raoute Partition: PT-Intra - |
Vaice Mail Profile: -

‘ Calling Search Space: CSS-Inter L= ‘
Alerting Name: #FirstName# #LastName# |/
External Call Control Profile: -
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3. Ats &8 7S I8t cuCM =0 'HESE F7135t 1 System > Cisco Unified CM2 £ 0|5
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alhali,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = | Call Routing ~ Media Resources » Advanced Features v Device + Application =  User Management ~  Bulk Administration + Help ~

Server
Cisco Unified CM
Cisco Unified CM Group




Systern v Call Routing + Media Resources v  Advanced Features + Device v Applicaton + User Management v  Bulk Administration + Help «

Cisco Unified CM Configuration

B Save %' Reset  Apply Config

~Cisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_UCM-PUB10 (used by 74 devices)

-Server Information

CTIID al
Cisco Unified Communications Manager Sarver® 10,106.114.151
Cisco Unified Communications Manager Name® |cvi_ycM-pUB10

Description 10.106.114.151
Location Bandwidth Manager Group < None >
—Auto-registration Information

Universa Device Template®  Ayto-regist-atior Template B

Universa Line Tempiate™  Sample Line Template with TAG usage exampes |
Starting Directory Numbe* - ggg

4 M ZT2H|XHLS et M AMNER Z2EEHE FIHELICH

1EH7A|. o|O|X|od| EA|E! CHE User Management(AFE Xt #2[) > User Settings(AHE Xt 448) > User
Profile(AtEXI Z2E)E 0[S LIC.

wlimlie  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions
System » CallRouling = Media Rescurces »  Advanced Features =  Device ~ Ay - | User t v | Buk
I - -
End Liser
T 5 Imi E UseriPhane Add ’
Cisco Unified CM Administration ™
SIF Realm
System version: 10.5.2.13901-2 User Sl 5 Crodential Default
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Sell-Provisioning Crodential Policy

Assign Presence Lisars Raole
Last Successful Backup: 514 day(s) ago Agcass Control Group
Agplication User CAPF Profile

Iser administrator last logged in to this cluster on Friday, February 15, 2019 8:57:30 PM CST, to node 10.106.114.151, from 10.142.18 End User CAPF Profile
‘apyright @ 1995 - 2015 Cisco Systems, Ine. UG Service
Ul rights reserved. Sarvice Profile
‘his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. User Profia pes not imply third-party authority
ts&rs are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and reg 5. and local laws, return this proc

2EH7|. User Device Template(At& Xt C|HFO|A B E &), User Line Template(AFE X} 2|4 R EE!
)& F7}5t1 Allow End User to Provision your own Phone(%|F AFEAF7} AHAlQ| H3}T| B =2 H]
Mg £ UE) selate MEighLct



System v Call Routing ~

Madia Rescurces «

Advanced Features =

Device = Applzation v User Management v Bulk Administration =  Help +

B Sava x Dalale c[3 Add New

—Status

®5talu5: Ready

User Profile

*
MNarme selrpro

Description

[ Make this the default User Profle For the system

- Unlversal Device Template
Desk Phanes Auto-registration Temolata View Datails
Mobile and Desktop Devices Auto-reqistraticn Temolate Wiew Datalls
Remote Destination/Device Profles Autn-registraticn Temalata View Da=talls
~Universal Line Template
Universzl Line Template  Sample Line Template with TAG usage examples B‘u‘im Dctails
—Self-Provisioning
B Allow End User tc Provision thalr owna phones
Limit Provisionirg once End User has this many paones 1
AT0l2{3t MR AHSRI7} RHAS| HYHOR HRIE ME ZRH|XstD & 1 MY
LICt.
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cisco

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Bystem v Call Routing ~ Media Resources » Advanced Features ~ Device v A

Cisco Unified CM Administration

System version: 10.5.2.13901-2

VMware Installation: 2 wCPU Intel(R) Xeon(R) Platinum B176 CPU @ 2.10GHz, |

Last Successful Backup: 514 day(s!

User M. nt + | Bulk Administration + Help «

I

Page Layout Prefarenca

Universal Device Template
Universal Line Template
Feature Group Templats
Cuick Usar/Phona Add

1

Application Usar
End User

User/Phone Add
SIP Realm
User Setlings

Self-Provisioning

Assign Presance Users




System = Call Routing + Media Resources »

Advanced Features «

Device =+ Application =

Feature Group Template Configuration

B Save x Delete E:} Add New

Feature Group Template
Name * | self fqg

Description

Features

Home Cluster

] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Servit
] Include meeting information in Presence(Requires Exchange Presence Gateway to be configured on

Services Profile | Use System Default

b

View Details

User Profile | selfpro

ki

View Details

Allow Control of Device from CTI

| Enable Extension Mobility Cross Cluster
] Enable Mobility

] Enable Mobile Voice Access

Maximum Wait Time for Desk Pickup * \ 10000

6. B2 AL XYTSE 7} HO| XM ALBAIE dEst 7|5 O & &SRS FIHELICH

1EtA|. User management(AFE Xt & 2]) > User Phone Add(AH& X & %7} > Quick User/Phone

Add(ltH& AFEXHE £IHZ oS ELIC

alinln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources »  Advanced Features = Device Applﬂﬂonv|l.hullmwlumv

Cisco Unified CM Administration

System version: 10.5.2.13501-2

VMware Installation: 2 wCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz,

Bulk Administration » Help +
Application User
End Usar

UserPhane Add r Page Layout Preference
SIP Realm Universal Device Template
User Settings 3 Universal Line Termplate
Self-Provisioning Feature Group Template
Assign Presenca Usars Quick UserPhone Add

2EH7. Access Control Group(2AMlA Ao 2&) 74374 2] Standard CCM End Users(E#& CCM Z|

Z NEXHE FIHELICH



System » CallRoufing + Media Resources »  Advanced Features * Device Application + User Management »  Bulk Administrafion » Help =
Quick User/Phone Add

L sve
User Information
First Name |akagh ‘
Middle Name | ‘
Last Name * |seﬂ1i ‘
User ID* | akseth |
Feature Group Template |5€ff_f£l " View Details
Access Control Group Membership
User is a member of;
v 4
Access Control Group Membership
User is a member of: :
| Standard CCM End Users |k =
3EHA. LM s EHEo LHM HES E [AFS KO F7t5t0 [2f )0 +0l0|22 E&l5t0{ EHEE
EM5tgL .
Access Control Group Membership
User is @ member of:
| Standard CCM End Users | =
Credentials
V] Use default credential
Password
Confirm Password
PIN
Confirm PIN
Extensions
Order  Extension Line Primary URI/Partition Act
|| New. / v =H=
SM11t Zo| M2 BHEZ| 2 M DN F7H8 Z=IgLCt LK
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Access Control Group Membership
User is a member of:

| Stendard CCM End Users | =

Credentials

] Use default credential
Password

Confirm Passward
PIN
Confirm PIN

Extensions
Order  Extension 2 1 Line Primary URI/Partition Action

| 3 | 1] ] -
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allin  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources » Advanced Features » Device v Appicaﬁnﬂv|lhirmmnlv Bulk Administration + Help «

Application User
L End User ‘
1 lnneMihanes Add e




System w Call Routing =  Media Resources »  Advanced Feclures +  Device +  Application »  UserManagement +  Eulk Administ-ation =+ Help «

End User Configuration

Q-Sava I eicle 3 Add Mow

-User Information
User Status Enabled Local User
User ID™ kseti
Password NN IBERNSNNSE SR RNIBEIISERSESOANS Edit Credential
Confirm Password SENEEINRESEsTSARITS IR ISSRNSREERS
Self-Service User 1D 1004
PIN L Edit Credential
Confirm PIN P T L LTI I TTIT T
Last name* sethi
Middle name
First name akash
Title

System = CallRouting * Media Resources »  Advanced Featuras v Device ¥  Application *  User Management »  Bulk Administration + Hep +

End User Configuration

BS&U& xDeIete o AddNew

User Locale < MNonz > B

Assaciatec PC

Digest Credentials PR PPPN

Confirm Dgest Credentials S EEINENNIeR RIS NeIEetINenINIIeIINININIINIIRS

User Profile selfpro View Details
Name Dialing sethiakash

Number of Digits needed for the Unique AA Name 2




System » CallRouting v  Media Resources »  Advanced Features » Device v  Applicaticn *  User Maracement +  Bulk Administration + Help =

End User Configuration

BSava xnelete H\}:Mdm

= I u
9 Allow Control of Device from CTI

~ Enable Extension Motility Cross Cluster

~Directory Number Associations

Prmary Extension 1004

o @

IPCC Extensicn < None >

View Details

-Permissions Information

Groups Standard CCM End Users

Add to Access Control Group
Remove from Access Control Group

View Details

8.CTI A2 XQIEE M5l24M Device(C|HFO|£) > CTI Route Point(CTI B2 ZQIE)Z 0|53}
T olO|x|o EA|E CHE Add New(MZ F7HE =1Lt

aliilie  Cisco Unified CM Administration
CIS€0  por Cisco Unified Communications Solutions

System = Call Rouling = Meadia Resources »  Advancsd Feahaes « * | Applicaion + User Management =  Balk Adminstration ~ Halp »

127 OI& X ClHIO|A & &5 & F7tst1 ol0|x|ofl ZAIE CHE M-S S =gt




CTI Route Point Configuration
B Save

- Status

@ Status: Ready

- Device Information

Device is trusted
*

Dev ce Name EEIF Pro ‘
Descriotion Self_Pro
Device Pool* Defau t View Detai's
Common Device Configuration < None > B View Detai s
Calling Search Space < None >
Location* Hub_Mone
User Locale < None =
Media Resource Group List < None >
Network Hold MOH Audio Source < None >
User Hold MOH Audio Sourcs < None >
Use Trusted Relay Point* Defau t
Calling Party Transformation CS5 < None >
Geolacation < None >
Use Device Pool Calling Party Trznsformation CSS
Save
2EHA. CTI 2 ZRIEO| CIHEZ| S & FIH LI
—Device Information
Registration: Unknown
IPv4 Address: None
Device is trusted
Device Name™® Eelf_Pro
Description Self Pro
Device Pool* Default View Details
Common Device Configuration < None > View Details
Calling Search Space < None >
Location * Hub_None
User Locale < None >
Media Resource Group List < None >

Network Hold MOH Audio Source < MNone >
User Hold MOH Audio Source < None >
Use Trusted Relay Point* Default

Calling Party Transformation C55 < None >

Geolocatior < None >

olololololololofo!

Use Device Pool Calling Party Transformation CSS

Association

L] Line [1] - Add a new DN




HS&W xDelelze chnpy %Reset & Apply Config #Mdmw

Device Information

Registration: Unknown

IPv4 Address: None

Device is trusted

Device Name* Self_Pro

Description Self_Pro

Device Pool * Default View Detolls
Common Device Configuration < None > View Details
Calling Search Space < Nnne >

Location * Hub None

User Locale < None >

Media Resource Group List < None >

Network Hold MOH Audio Source < None >
User Hold MOH Audio Source < None >
Use Trusted Relay Paint* Detault

Calling Party Transformation CSS < None >

ToEEOEEEE

Geolocation < None =

llse Device Pool Calling Party Transformation €S8
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aliali.  Cisco Unified CM Administration
CIS€0  ror Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources Advanced Features =  Daévica «

Routa Polnt Conflguration

1EtA|. Controlled Devices(A 01 C|HFO|A) OF2H0d| Created CTI Route Point(24 A& CTI B2 £ 2!
E)E F7tgtct.



lB Save x Delete Copy HI]: Add New

rApplication User Information

User ID* selforo Edit Credential
Pesswerd EEESBAIAREARIMSAASSENNAsRRARRRIRAuRRE

Confirm Password A T T T T papa.

Digest Cradentiale

Confirm Digest Credentials

BLF Presence Group* Standard Presence group

Accept Prasence Subscription
| Accept Qut-of-dialog REFER,
Accept Unsolidited Motification

| Accept Replaces Header

~Device Information

= LT

el it Sample Device Termnplate with TAG usage examples

Selftprocti Device Association
TCST Find more Route Polnts
PCNIPC

VTRIN I

ContrpllzdEienses Scf Pro

2EHA|. Permission Information(# 8t X&) 44401 A Standard CTI Enabled(E#& CTI &4} 2
Standard CTI Allow Control of All Devices(2 £ C|HO|A S| E& CTI 5{& Mof)E =7+ LICH
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1E7A|. User Management(AH8 Xt 2 El) > Self-Provisioning(d X 2 H|X{'d)2 2 0o|S#L|Ct.

Self-Provisioning
Q Save

- 5
@ Status: Ready

- Authentication Mode

Require Authentication
In this mcde, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Profile. Additienally,administrators may authenticate on behal
* Allow avthentication for users only(via Passviord/PIN)
Allow authentication for users(via Password/PIN) and Administrators(via Authentication Code)
Authenticatior Code

© No Authentication Requirec

In this mcde, authentization is diszbled during device self-orovisioning. The administrator or end user czn enter a user 1D of self-provisioning ID into an endpeint and the endpoint will associi

2EtA. CTI B2 ZQIE I of &2 0| ASKIE A= Z2H|X'Fofl FIHELICEH



Self-Provisioning

-Authentication Mode

Require Authentication

In this mode, users may use their password or PIN to authenticate and provision device
Allaw authentication for users only(via Password/PIN)
Allow authentication for users{via Password/PIN) and Administrators(via Authentit

Authentication Code

© No Authentication Required
In this mode, authentication is disabled during device self-provisioning. The administrat

-IVR Settings
Language Preference

Available Language Selected La
Eiarhse, Himig, md=, PEARRFE English, Ur
?>
<
CTI Route Point Self_Pro Dial 1111111 fror
Application User selfpro -

A 1:IVR YoM Ax|ago|lde HAE miotct HES EE|HetedH Az ZZH|X{L
IVR A& CHA| AlZFafioF gf LIC.
Mz z2H|[X{'Jdn gEE MH[A
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun16461
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