Collaboration Edge TC 7|8t A= X QIE 1|1
20| of

=3

A7H
AT 2T Mg

T AME

ABElE T 24

-

1EH7|. FQDN & 4lo 2 CUCMO]| Secure Phone Profile( 2
AL,

2CHAH| S A 2ot BETJ (1) - EFH(AMEH AP QIX| 2Ol L|CY.
3CHAL TC 7|8t AEZQIE O] CUCMOIA Z2uols A

4EH7|. Expressway-C/VCS-C 215 A 2| SANO|| Eot = =2 |
5EtA|. Expressway-E/VCS-E 9I& Mol UC = HIQIS FI7+HL|ct.
6EtAH. TC 7|et A= X QIEO| SHIE AEE £ = CA QIBME Ax|ELICE
7CHA. AR Z2H|H'EE @Bt TC 7|8t AIEZOIE A

Ct=2 =olstL|ct.

TC 7|8t A=EHZOIE

CUCM

Expressway-C

=Xl 1A

ro

57| T2 uh ) AL ICHME

i
o
L
N
ok

FLCH(AAE AR

lim

TC A= EZQIE

ST 2

CUCM

2 Al 1:Collab-edge BlZE7F HO|X| &tHLF EAE O|EE &tolst £ i Lt

TCAEEZQRIE 20

o
i

o]

T A= CASEN gis

[0
kd
N
(@
3>
N
_i
(@
N
T
2
I
I
ro
im
o
>
Hu
o

rr

2 x| 3:Expressway-E= SAN Liof UC EHIQI0| LIEE|X| ot
TCOIEZQIE 2

Expressway-E SAN

mEs|

24 TC T2 H|AMY T2 oelol MZE AL X 0|2 Qs oF 5 7F AR g4 LT
TCOIEZQIE 2

Expressway-C/VCS-C

mEs|

22X 5TC 7|gHdEZQIE SE0| HE=

CUCM %X

TCYUEXOIE




6:TC 7| EZQIE T2 H|X{L AlT{ - UDS M i
X

274
Ol EMoiMe 2t & A HMA £FME S8l TC(TelePresence Codec) 7|8t RIEZQIE S
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. Expressway X8.1.1 O| &
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. CE8.x0ll= Z2H|X'd SMOE "Edge"E EH3t5iciH 423t SM 7(7F EELICH
MNEElE 7 24
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. CUCMO1| A System > Security > Phone Security Profile® ME{ g L|C}.
. Add NewE 2 2{EILICt

TC 7[Rt AEZQIE RYE MENSID CHE Of7fH+E F &L

. O|& - Secure-EX90.tbtp.local(FQDN 4| HR)

.ClHio|A EHot 2 E - r$51H

ME /8 -TLS

7. SIP Phone Port - 5061

Phone Security Profile Configuration
B Save x Delete D Copy %] Reset & Apply Config ED] Add Mew

~atatus

@Add successful

_c»cn.hoom—\

-Phone Security Profile Information

Product Type: Cisco TelePresence EXS0
Device Protocol: SIP

Hame* Secure-Ex20.tbtp.local
Description

Monce Validity Time* gon
Device Security Mode Encrypted -
Transport Type* TLS -

__|Enable Digest Authentication
_ITFTP Encrypted Config

Exclude Digest Credentials in Configuration File

-Phone Security Profile CAPF Information

Authentication Mode* By MNull String >
Key Size (Bits)* 2048 ¥

Hote: These fields are related to the CAPF Information settings on the Phone Configuration page.

~-Parameters used in Phone

SIP Phone Port* spe1

- | save ] | Delete ' LCupy ] | Reset ] [ Apply Config | [ add New |

2EHA|. A Hot RET (1) - ER(ME] AHZ) IR FlgfLct.

1. CUCMO{| X System > Enterprise Parameters& 1=H 8! L|C}.
2. Ot2H 2 A 3 E35t09 Security Parameters(2 2t Ol 7i#4<) > Cluster Security Mode(2 A E &
ot ZE) > 12 O|SELCt.

|'Eecurit1_.r Parameters

Cluster Security Mode * 1

Zro| 10| ofL| CUCMO| EZ £| K| o2 ZdelL|c}t.o| AL &E|lR= cucMe &

ol

ot7| <lsf o =



M & stLE HAESt oF ZLct

MO

CUCM 9.1(2) E0F 7t0|=

CUCM 10 E ¢t 7t0|=

3EtA. TC 7|gt =X QIE Ol CUCMOIAM 2 m US MAIEL|Ct

1. CUCMOi| M Device > Phone® ME&FL|C},

2. Add NewE& 2 =/EfLICt.

3.TC7|EHJAEXQIE RS MEST OIS Oi7iHs-E T HELICH MAC 4 - TC 7|8 Clbt
O|AS| MAC FAEs FEA HEMARA - ASKLAFA AFSALID - X2 HAAE AR
RtCldHbo|A Eot MEMW' O|Fof| £+ AEl = 2 1} (Secure-EX90.tbtp.local)SIP Profile(SIP

I
Z20Q) - o|Ho|| MAMEIZZ SIP T2} E= AFRAF XM T2 01

Phone Configuration Felated Links: EET Sl ol T 0
_‘]5:-.1 xu:n: El’.‘::'.- G.j (M1 _._QAn:-'.-C:!'uh: ::"3 Bkl Toms:
Ltatus
_‘ Ipdate suaanss sFis
- Associalion Inlommalion rPhone Type
|Em;| Product Type: Cisca TelePresemce LEYD
= . i ; Dewics Prolocol; SIP
i !:::III‘"’ 1 2718 i Raselae Telefresense FT
= --- Urassigred dsscoated Dtems ----m-emee rhevice Inlommnalion
Z frs L 2 il RegisTakicn Uakpown
IF fedress Unakrown
I.:'.d Cewice i Active
il Cmvien iz trusmae
MAC fddess® OCSOEI0EEAE
DresGripton s MO0
Dinwica: Poet™ EBase ne_TalePrasapss-02 * Yk Dalgile
Comnmor Dewvos Conficuration < Moo * s Dictails
Faors Buton Tempate™ Grendare Cisoo Telefrssepzs LHY0 -
Commmon Phane Profis® staadase Commean Pheas Prafile -
Qwner @ User ) Anonyrous (Public/Shared Space)
Cwner User ID* pstojano -
Phone Load Mame
~Protocol Specific Information
Packet Capture Mode* None e
Packet Capture Duration 0
*
BLF Presence Group Standard Presence group -
MTP Preferred Originating Codec® | 711ulaw
Device Security Profile* Secure-ExX90.thtp.local -
Rerouting Calling Search Space = Mone = -
SUBSCRIBE Calling Search Space = Mone = -
* .
SIP Profile Standard SIP Profile For Cisca YC5 -
Digest User < Mone = -
" IMedia Termination Paint Required
lUnattended Port
| prequire DTMF Reception



/content/en/us/td/docs/voice_ip_comm/cucm/security/9_1_1/secugd/CUCM_BK_C0395F44_00_cucm-security-guide-91.html
/content/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100.html

4E7|. Expressway-C/VCS-C 215 A{2] SANof| Hot =21t o|F& F=7}&H|chM
=Y AME).

1.

Expressway-C/VCS-C0i A Maintenance > Security Certificates > Server Certificate2 O|S &
LICt.

. Generate CSR(CSR M&)2 S =|gfLct.
. CSR(Certificate Signing Request) ZE& /245t 1 Unified CM & 2ot T2 1}l O|Fof|

FQDN(Fully Qualified Domain Name) @Al 2 LIQE Hetdh st 2ot T2 00| U=XK]
& QIEL|Ct.0d: Secure-EX90.tbtp.local. & :Unified CM T3t 2ot Z2 1t O|F 2
SAN(Subject Alternate Name) ZE SIH0]| LI AELICE

. MEE LT £ = EFAF CA(Certificate Authority)0ll CSRE 2 = L|Ct.
. Expressway-C/VCS-COl 215 ME @12 = 6t24H Maintenance > Security Certificates >

Server CertificateS MEHEL|C}.
Generate CSR

COImImon rame

You are hera: Mainten ance * =acurty oart

COMMOn Name FQDMN of Expressway -

COETMOn NEme aE & wil apoear RTP-TETP-EXPRVYY-C1 tobp ocal

Alernative mame

FADN of Expressway chuster plus FRENs of sl peers inthe chesler -

Sugjed aterralive names
Acdtional stsrmative Names [COmme ssparatad)

M 2nid Fresence chat node afozes (federated groues conference-2-SfandalonsChesteriadsa thip local Formal  EmFR&ddrszs w fi
chat)
Lirified O phane securily profie rames Secure-EHA901kp local

Altetriative riatne & i will appesr D= RTR-TBTE-EXPRVY-C thip local

L RTP- TBTR-EX PR Y0 Totp ocal

Lo RTP-TETR-EXPRVYY-C2 totp ocal

F¥MPP conference-2-SlandaoneCiustersacda thip local

DS Secure-EX30 tokp oo

_fdditional nformation

Kesy bength (in btz 4056 -~
ey ® LIS

Stata ar province kNG

Localty (town name] + RTP
Organization (compeny name) # Cigco
Crganizalionsl unl * TelePresence

58 Al. Expressway-E/VCS-E PI1& Mo UC =HIQIE F7HfLC.

1. Expressway-E/VCS-E0{| A Maintenance > Security Certificates > Server Certificate® =48}

LICF.

2. Generate CSR(CSR 44)2 E=/&LiCt.
3. CSR ZE=E Q12451 "Unified CM S5 THQ!"ofl TC 7|8t dl=Z QIE 7} DNS(Domain

Name Server) EE = SRV(Service Name) @42 £ Collaboration Edge(collab-edge) L8 2

5t
=



T Qlol Z& k|0 [U=X| & IFrLCY.
4. MEE LIF = METItE| CAM| CSRE EHLICt
5. Expressway-E/VCS-E0i| Q15 A E 212 =3l247 Maintenance > Security Certificates >
Server CertificateE MEH T LIC}
Generate CSR

Commaon name

i are here! Msinlenance » Securily

Common fstme FQOON of Exgresswiay CUsler -

Cormmen fisme a3 il wil appear RTP-TETP-EXPR¥WY-E

. Alternaties name

Subjedt siternative names FGON of Expressway cluster ples FADMs of all pesrs inthe custer |

Additions sftermatve rames (comma separated) blp Jocal i
Lirified CM registralions domains bl bocal Formal  SEVHame - I
Alterrative mame az it wil appess DS ETP-TETR-EXFRVWY-E

DK RTP-TETP-EXPRWN-E2 thip local
DhERTP-TETR-EXFRNY-ET thip local
CihiS:ikip Jocal

SRV _colisb-sdige._tis fkbipdocal

| Budediional mformation

ey dangth: {in bis) 4098 - 1

Counitry + U5 i

State or province & MC i

Locsiity (Rowwn nams) * RTP i

CrganiTation [Company nams) * Cizco i
* TelePresence i

Crganizational unit

Ganerate C5R
6ErA. TC 7|Et A= X QIE0| EHIE MZE + U= CA USAE MR[BLCH

2. CA &2 MB35t 1 Expressway-E/VCS-E 215 A0l MEEH CA QIS AME 3H&LICH

= - "1

3. Add certificate authority® &2 8LICH & 1:15 M7t 3o 2 FIHE|™ Certificate(2!15 A
) S50 LIGE Q15 M7F EAIELICH

=2l- L-O



Security

Suzcessfully imported the candicate Plaase reboni for changes 10 1ake afizct.

Coerlhicales [ Froslalled s atr

) oy Wi Morepersist el b CLIGH

Gestilicate Is5uar
harps-W e =0yl 0A Fuzras- W IS - G Jelele . w
Add Cerificats Authonby
GA file Mo file selectec Brwze. ..

This system supports PER farmatiad files { pem) with oae of more CA cedificates withn tha file

Add cedificsie autharity. ..

F.TC 7.20l= A A X|El CA S50| L7 E[0] U&LICHExpressway-E 215 A0i| AHEHS
CA7} O| S50l Z& [0 U™ o MMof LIPE EtAH7F Rt K| &L ct

# Moz L Callonmal 4 Gonfiguration i Dlagnostics £ nalntenznce & acmin
Security
Cetihcal gs G Frematalled Cas strang Becunty ftode horraersistent Mode CLICH

This CA T=t iz used for Cieca LCH vis Exaressway (Edge] prosisioning only.
Cordigura provisioning aoe,

ales can he
ilied o this

These cerdtificalas are used 1a welidala the serears cordacted ouer the infarne whan the endpairs uses LICH sia Exareseway provsioning. The cerldizs

srgkled aed digabiled sdmacaally, oo all of Thern @ orce vsing e Daable AlYErable A0 bulton Role thal This bolton ealy allests e cotileal gs
paga. Certilicates ane cerldoala aulhonties upleaded globally on 1he systes are pal aflected.

Canificste lzauer Dizakbla &

AcTrusl Ges, 1 Bchechelesysteme im elakie

A-Truet-nliuald3 T e e Ol ails... w Dz atle
AA8 Cerdicala Sarices Comodo ©4 Lnided Oelails.. . w Misahle
A5 Rz Carlsdmars 5.4 g:ﬁetad Cameral de Canificacida Digits! - Cericdrmars Tataile e Diicakile
ACEONCCM Raot EDIG Details... o Dizable
AddTrest Extarnal Ca Root addTrus 4B Jatails... W Dizsble

B A MRIE CAs HO[X|ollE CFE M40 2B A0l M DdE e E HE|Tagoldez bt
2 ¢FE|E HElE "KF Z2H[XE 7" HEO| U&LICH

7TEA. ol X| T2 H|X {2 {&t TC 7[g A =X QIE P

. TC 7|8t @l = % Q1 E 0| M Configuration(Z1Z| 22| 0|44) > Network(LIER3)E ME4St T DNS
M4 otiol| A O] HETI SHIEH MATI=X| & elgfLct
Tl olE
MH =&

. TC 7|4t 2= 2 Q1 E 0| M Configuration(Z1Z|124|0|A) > Provisioning(Z2H| X ') MEist T
Cte ZEot SHIEA LB ER=XR] Zelgh(ct
LoginName - CUCMO]| HO|El CHZ
2E - ox|



HIZHS - cucMoi HolE 2
Q| 2Kt

Address(F4) - Expressway-E/VCS-EQ| SAE 0|
Domain(=HIQ!) - ¥ X[ BlZE7} U= =H 2l

Oj

Provisioning T Refresh || A Collapse all | v Expand all
]
Connactivity External E| Save
Httphdethod GET E| Save
Logintame psiojano Save ([0 to 80 characters)
hMode Edige E| Save
FPassword Save | ([0 to B4 characters)

Externaltanager A
Address RTP-TETP-EXPEYWY-E.tbip.local save (U to b4 characters)

Allernalesddress S ave 0 to B4 characters)

Dormain thip hocal Save [0 to b4 characters)

Path Save: | 0 to 255 characters)

Protacal HTTFP= v SR

Cte& &l

0| MM AR50 4T 230|440 MCHE &= 5t=X| &elstL|ct
TC Z|Ht =X QIE

i

1. ¥ GUIOIA "Home(&)"2 2 0|SErLICt. 'SIP Proxy 1' MM0i A "Registered(SE &))" AEIE
EOIgLICH Z 8 Al A= Expressway-E/VCS-EQILILC}.

SIP Proxy 1

Status REQiSIEFEd
Proxy 105.108
URI 9211 @tbtp.local
2. CLIO| M xstatus //provE 2I=igrL|CH S S E 42 Z2H|X{'d &Ef7} "Provisioned(Z 2 H|X

E)'Z2 EAIELCH

xstatus //prov



CUCM

CUCMO{| M Device > Phone&
E{2&FL|Ct."Registered with %CUCM_IP%" MIA|X|7} E AIEIL |:+ 0|

Network 1 | Pv4 DHCP Provi si oni ngDomai n:
| Pv4 DHCP Provi si oni ngServer:

Network 1
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Pr ovi si oni
Provi si oni ng
Provi si oni ng
Provisioning

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

Provisioning
Provi si oni ng
Provi si oni ng
Provisioning
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provi si oni ng
Provisioning
end

CUCM CAPF
CUCM CAPF
CUCM CAPF
CUCM CAPF
CUCM CAPF
CUCM CAPF

CUCM CTL St ate:

LSC. Installed
Mode: | gnoreAuth
Oper ationResul t:

Qper ati onSt at e:

0

Ser ver Name:
Server Port:

Installed

Not

Set

NonPendi ng

CUCM Ext ensi onMobi l ity Enabl ed: Fal se

CUCM Ext ensi onMobi | ity LastLoggedl nUserl d:
CUCM Ext ensi onMobi l ity Loggedl n:
CUCM I TL St at e:
CUCM Provi si onSecurity: Signed

Installed

CUCM TVS Proxy 1 | Pv6Address:

CUCM TVS Proxy 1 Port:

2445

CUCM TVS Proxy 1 Priority: O
CUCM TVS Proxy 1 Server:

CUCM UserId:

Next Retry:
Reason: ""
Server:

Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Sof t war e
Status:

Mgt

"pstojano"

"xx.xx.97.131"
Current Conpl et edAt :
Current URL:
Current Versionld:
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us
Upgr adeSt at us

Provisioned

£ A|5tE= Expressway-C/VCS-CO{0F gLt

SEPR SIS

Expressway-C

IEEAFE

o) EX00

B e
=5 51

Last Change:
Message:
Phase:
SecondsUnt i | Upgr ade:
Sessi onl d:
St at us:
URL:
Ver si onl d:

LIch=5& &3 &0t

Fal se

"KX.X%X.97.131"

None

None

f_ Talsfrs sencs-0F

0

Eagigtarad with

87,133

"2014-06-30T19: 08: 402"

- Expressway-C/VCS-C0i| M Status > Unified Communications > View Provisioning sessions&
AMEdSEL|CY,
TC 7|8t A= x QI

R geor

=+

de: 1

o 0 | 3N o

= A

ol Adoll A ZHT T

IEo|IP F

dlojld EXME

AR .u.IE_.|

aliZ

e LICh Z2H[XYE Mo o= Ch=t



SE 2XE= DNS, 215 2, ZI|a8old & Z&dt 048] 0oz Qs e -~ laLt
Ol 4Moll= EH 2A7H Y de F2 LMoz ofH LI8S & Qlsty 0|F sidsts Yol o
et MR 50| &/ U&LICHo|O| EMtE EX o]ele| EX7H ZdE 2 HMEX]
ZEt AR

TColEXQIE
2 Gul
- all.log

L 2E 22 AR W2 A 28
CLI

Ol2{er BE2 dAlZt EXM 2 S floll 7HE RS ELICH

. 27 ctx HttpClient C|EH1 9
. 2 ctx PROV C[H 9
. log output on <— 2& g St 222 EA|FLICH.
Ol EXMIE mMMsIE £l w2 T 2 H|XE ZEE "Edge"lM "Off'2 A&+t Ct 2 &

GUIM|A "Edge"2 &5t A LICH xConfiguration Provisioning ModeE 1238 =& Q& LICtH
oj2de Alstst|C).

[T
|'|0

k- Loy

LRIEE 2T
- TCPDump

CUCM

. SDI/SDL F2
24| 1:Collab-edge B2 =7} £0|X| &t7L} EAE O|B 2 &QIE £ gLCt.
EAICHA|Z] O|& &2l I E 0 get_edge_config7t Am{gfL|C}.

TCREXQRIE RO

15716.23 Httpdient HTTPC i ent Curl error
(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
' Couldn't resolve host name'

15716. 23 PROV Provi si onRequest failed: 4 (Couldn't resolve host name)
15716.23 PROV |: notify_http_done: Received 0 (Couldn't resolve host nane) on request
https:// RTP- TBTP- EXPRW- E. t bt p. | ocal : 8443/ dGJ0cC5j b20/ get _edge_confi g/

ks


https://supportforums.cisco.com/document/12291871/obtaining-system-configurations-xconfig

2olghct
= . A — (=3
Ex 2:CA7I TC 7I¢t A= ZQIE 0| MZ[F 5= U= CA F5O IS
TCREXQIERT
15975. 85 Htpdi ent Trying xx.xx.105.108. ..
15975.85 Httpdient Adding handle: conn: 0x48390808
15975.85 Httpdient Adding handle: send: 0
15975. 86 Httpdient Adding handle: recv: 0O
15975.86 Httpdient Curl_addHandl eToPi peline: length: 1
15975.86 Httpdient - Conn 64 (0x48396560) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 65 (0x4835a948) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 67 (0x48390808) send_pipe: 1, recv_pipe: O
15975.87 Httpdient Connected to RTP- TBTP- EXPRWY-E. tbtp.local (xx.xx.105.108)

port 8443 (#67)
15975. 87 Httpd i
15975. 87 Httpd i

ent
ent

successfully set certificate verify |ocations:
CAfile: none

CApath: /config/certs/edge_ca_li st

15975.88 Httpdient Configuring ssl context with special Edge certificate verifier
15975.88 Httpdient SSLv3, TLS handshake, dient hello (1):

15975.88 Httpdient SSLv3, TLS handshake, Server hello (2):

15975.89 Httpdient SSLv3, TLS handshake, CERT (11):

15975.89 Httpdient SSLv3, TLS alert, Server hello (2):

15975.89 Httpdient SSL certificate problem self signed certificate in

certificate chain

15975.89 Httpdient O osing connection 67

15975.90 Htt pd i ent HTTPClientCurl error
(https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'

15975. 90 PROV ProvisionRequest failed: 4 (Peer certificate cannot be
authenticated with given CA certificates)

15975.90 PROV |: notify_http_done: Received 0 (Peer certificate cannot be
authenticated with given CA certificates) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

15975. 90 PROV EDGEProvisionUser: start retry timer for 15 seconds

ks

1. A= Z QIE 9| Security(E ) > CAs(CA) & ot2ioll EtAt CA7F LIEE|= K]
2. CA7} L}ZE|H CA7l SHHEX| & elghuc,

£X| 3:Expressway-E= SAN Lol UC =HIl0] LtAE|R| &f &

TCOEXQIEED

82850.02 CertificateVerification ERROR [verify_edge_domain_i n_san]: Edge TLS
verification failed: Edge domain 'tbtp.local' and corresponding SRVName

' _collab-edge._tls.tbtp.local' not found in certificate SAN list

82850.02 Httpdient
82850.02 Httpdient
82850.02 Httpdient
82850.02 Httpdient

SSLv3, TLS alert,

Server

hello (2):

SSL certificate problem application verification failure
Cl osing connection 113
HTTPC i ent Curl error



(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'’

Expressway-E SAN

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- E. t bt p. | ocal , SRV:_collab-edge._tls.tbtppppp.local

ks

g 5t =5 Expressway-E CSR2 A dA&L|Ct.
| A ExternalManager Domain O{7{ #4==7+ UC =10t CtEH MHEE = U
HFE Al 2 x|5HoF & LICH.
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Ct.
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83716. 67 Htpdient Server auth using Basic with user 'pstojano’
83716. 67 Htpdient GET /d&0cC5) b20/ get _edge_config/ HITP/ 1.1
Aut hori zation: XXXXXX

Host: RTP-TBTP-EXPRWY-E.tbtp.local:8443

Cooki e: JSESSI ONl DSSO=34AFA4 A6 DEE1DDCES8B1D2694082A6D0A

Cont ent - Type: application/ x-ww-formurl encoded

Accept: text/xm

User-Agent: Cisco/ TC

Accept - Charset: |1SO 8859-1,utf-8

83716.89 Httpdient HTTP/1.1 401 Unauthorized

83716.89 H tpd ient Authentication problem Ilgnoring this.
83716.90 H tpd ient WNWMAuthenticate: Basic real n="Ci sco- Edge"
83716.90 Httpdient Server CE C ECS is not blacklisted
83716.90 Httpdient Server: CE_C ECS

83716.90 Httpdient Date: Thu, 25 Sep 2014 17:42:51 GMVI
83716.90 H tpd ient Age: O

83716.90 H tpd i ent Transfer-Encoding: chunked

83716.91 H tpd ient Connection: keep-alive

83716.91 Httpdient

83716.91 Httpdient O

83716.91 Htpd ient Connection #116 to host RTP- TBTP- EXPRW-E. t bt p. | ocal
left intact

83716.91 Httpdient HTTPCientCurl received HTTP error 401

83716. 91 PROV ProvisionRequest failed: 5 (HTTP code=401)
83716.91 PROV |: notify_http_done: Received 401 (HTTP code=401l) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

Expressway-C/VCS-C

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng

UTCTi me="2014-09-25 17: 46: 20, 92" Modul e="net wor k. htt p. edgeconfi gpr ovi si oni ng"
Level =" DEBUG' Action="Received"
Request-url="https://xx.xx.97.131:8443/cucm-uds/user/pstojano/devices"
HTTPMSG

|HTTP/1.1 401 Unauthorized

Expires: Wed, 31 Dec 1969 19: 00: 00 EST



Server:

Cache-Control : private

Date: Thu, 25 Sep 2014 17:46: 20 GMI

Cont ent - Type: text/htm ;charset=utf-8

WAW Aut henti cate: Basic real m="C sco Wb Servi ces Real nf

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C UTCTi ne="2014-09- 25 17: 46: 20, 92"

Modul e="devel oper. edgeconfi gprovi si oni ng. server" Level =" DEBUG'
CodeLocat i on="edgeprot ocol (1018)" Detail="Failed to authenticate user against server"
Username="pstojano" Server="('https', 'xx.xx.97.131', 8443)"

Reason="<twi sted. python. failure. Failure <type 'exceptions. Exception' >>

"2014-09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconf i gprovi si oni ng:

Level ="I NFO' Detail="Failed to authenticate user against server" Username="pstojano"
Server="('https', 'xx.xx.97.131', 8443)" Reason="<twi sted.python.failure.Failure
<type 'exceptions. Exception'>>" UTCTi me="2014-09-25 17: 46: 20, 92"

m

—

. TC Y= Z QIE 9| Provisioning(Z 2 H|X{'gl) I|0|X|0f 238t Username/Password(AHZ X} O|
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2. CUCM O|O|E{H|o|A0f CHEt Xt ZHE = IghLCt.
3. T 10- M= Fo| ZEH AIS
4. HT 9-CM ALEXF SM ALE
5 ZEO| URLO| & L& LIC} https://%CUCM%/ucmuser/
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24 5:TC 7[et A= QIE SF0| HEH

- SEPOOSOS0DSEAFE Stoj EX90 Baseline TelePrasence-DF SIP Rejected 27108
[ oy )
CUCM &7

08080021. 043 | 16: 31:15.937 | Applnfo | SIPStati onD(18400) - validTLSConnection:TLS
InvalidX509NameInCertificate, Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local,

Expect ed=SEPO0O506006EAFE. W/ | check SAN the next

08080021. 044 | 16: 31: 15.937 | Appl nfo | SI PStationD(18400) - validTLSConnection: TLS
I nval i dX509Nanmel nCertificate Error , did not find matching SAN either,
Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local, Expected=Secure-EX90.tbtp.local

08080021. 045 | 16: 31: 15. 937 | Appl nfo | ConnectionFailure - Unified CM failed to open
a TLS connection for the indicated device Device Name:SEP00506006EAFE

I P Addr ess: xx. xx. 97. 108 | PV6Address: Devi ce type: 584 Reason code: 2 App ID: G sco
Cal | Manager C uster |D: StandAl oneC uster Node |D: RTP- TBTP- CUCMB 08080021. 046

| 16: 31: 15.938 | AlarnErr | Al arnCl ass: Cal | Manager, Al arnNane: ConnectionFail ure,

Al arnSeverity: Error, Al armvessage: , Al armDescription: Unified CMfailed to open
a TLS connection for the indicated device, Al arnParaneters:

Devi ceNane: SEPOO506006EAFE, | PAddr ess: xx. xx. 97. 108, | PV6Address:,

Devi ceType: 584, Reason: 2, ApplD: G sco Cal |l Manager, C usterlD: StandAl oned uster,
Nodel D: RTP- TBTP- CUCMVD,

TCEXQIE



SIFP Prosy 1

~tatus: Failed: 403 Forbidden

AlIA| Expressway-C/VCS-C

X509v3 Subject Alternative Nane:
DNS: RTP- TBTP- EXPRWY- C. t bt p. | ocal , XMPP: conf er ence- 2- St andAl oned ust er 5ad9a. t bt p. | ocal

0| £ 21 0d|of| M= Expressway-C/VCS-C7t SANO| Phone Security Profile FQRDN2 Z & 5t X|
oL & LICHSecure-EX90.tbtp.local). TLS(Transport Layer Security) 1= M 0|20 A CUCM2
Expressway-C/VCS-C2| M Q15 ME ZARLICL.SANOIM &2 = Qoo 2 ZF2 2FE HX|
T FQDN 84|02 M3y 2ot Z 20 g oflasise Engtch

ks

1. Expressway-C/VCS-CO| siE A Q& A 2| SAN Li2| FQDN &4{o| M3t Eot Z 2mt
EE k|0 Je=X| Eelgh|ct.

2. FOQDN &Aoo 2 ot T2 EHE AIE5t= E2 C|H0|A0|AM CUCMOM SHIE EStZ2
2 ME5t=X| EelghLct.

3. Ol Cisco {1 ID CSCuq86376 HE Y == UYU&LICH O
37|2} SAN LHOlA ®&t7| 2ot = 2 Eo| Q| k|E &It AMAIR

°

z]

EXl 6:TC 7|gt =X 0lE X2 H|X{'S Al - UDS AH g1

0| 2/ = Diagnostics(ZIEt) > Troubleshooting(2A &1Z) ofz2Hoil 2!o{oF gtL|C}.

Error: Provisioning Status
Provisioning failed: XM. didnt contain UDS server addres

TCREXQRIE RO

QEZBOR AFEFH 2RE FH EA

9685. 56 PROV REQUEST_EDGE_CONFI G

9685. 56 PROV <?xm version="1.0" encodi ng=" UTF-8" ?>

9685. 56 PROV <get EdgeConfi gResponse versi on="1. 0" ><servi ceConf i g><servi ce><name>_ci sco- phone-
tft p</ nane><err or >NameEr r or </ err or ></ servi ce><ser vi ce><nanme>_cupl ogi n</ nane><er r or >NanmeEr r or </ er
ror ></servi ce><servi ce><nanme>_ci sco-

uds</ name><server><priority>1</priority><wei ght >1</wei ght ><port >8443</ port ><addr ess>cucm donai n.
i nt </ addr ess></ server ></ servi ce><servi ce><nane>t f t pSer ver </ name><addr ess></ addr ess><addr ess></ ad
dress></ servi ce></ servi ceConfi g><edgeConfi g><si pEdgeSer ver ><ser ver ><addr ess>expe. domai n. conx/ add
ress><t| sPort>5061</t| sPort></server></si peEdgeSer ver ><si pRequest ><rout e>&l t; si p: 192. 168. 2. 100: 50
61;transport=tls;zone-

i d=3; di rected; | ré&gt; </route></si pRequest ><xnppEdgeSer ver ><ser ver ><addr ess>expe. donai n. conx/ addr e
ss><t| sPort >5222</t| sPort ></ server ></ xnppEdgeSer ver ><ht t pEdgeSer ver ><ser ver ><addr ess>expe. domai n
. conx/ addr ess><t | sPort >8443</t| sPort></server ></ htt pEdgeSer ver ><t ur nEdgeSer ver/ >

</ edgeConf i g></ get EdgeConf i gResponse>


https://tools.cisco.com/bugsearch/bug/CSCuq86376

9685. 57 PROV ERROR Edge provisioning fail ed!

url =" https://expe. domai n. com 8443/ ZXUuY2hl Z2cuY29t / get _edge_config/', message=' XML didn't
contain UDS server address'

9685. 57 PROV  EDGEProvi sionUser: start retry timer for 15 seconds

9700.57 PROV |: [statusCheck] No active VcsE, reprovisioning!

m

1. MRA MHI|AE S8 =X QIE ZZH|XLE HsI= Ol A ElE 25 AR A-ED AZGE
MH|A T2 9 CTIUC MH|A7L AUEX| EolgtLct.

2. CUCM admin(CUCM & 2|)> User Management(AH& X} & 2()> User Settings(Ar& A A8) > UC
Service(UC MH|A)E 0|§3tD cUCME| IP(0d: MRA_UC-Service)& 7I2l7|= CTI UC MH|AE
ALt

3. CUCM admin(CUCM & Z2[)> User Management(AF& A} & 2l)> User Settings(AFR A} AH) >
Service Profile(MH|A& Z2ulQl)o 2 0|S35t04 M T2 12J(0f: MRA_ServiceProfile)& M A 2tL|
Ct.

4. Nl MH|A ZZ2Zlo|H olgHE AT = o|'0=| CTI ZT2m MAMojM g2 MAISH M CTIUC MH|A
(0d: MRA_UC-Service)E MENS Ot XME 2 E2IFLICH

5. CUCM admin(CUCM & 2l)> User Management(AF& A} #2|) >End User(%|E AF&XHZ 0|S 3t
01 MRA MHIAE Sl AEZQRIE Z2H|X{FE Hsle Ol ISkl AAEX A™E &&L
6. il AFE Xl MH|A A8 ot & E2{AE 7t 2 QIE|T UC MH|A Z2THU0| AFS X7}
MM M MH|A Z 21 (0d: MRA_ServiceProfile)2 Bt st= K| & QI8 CHS K& S 2=2IgLCt

7. 285l 0 e ME A2 £ QA LICHACEZQENM Z2H|ME REE H|EMststn =
2 0l CtA| 7AM AIEXQIETL X|Z SEE|l=X| &QlgtLct

el HE
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. CUCM 9.1 #E2|Xt 710|=

. 718 Xl % £ M - Cisco Systems



/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-2/Cisco-VCS-Certificate-Creation-and-Use-Deployment-Guide-X8-2.pdf
/content/dam/en/us/td/docs/telepresence/endpoint/ex-series/tc7/getting-started-guide/video-systems-getting-started-guide-tc72.pdf
/content/en/us/td/docs/voice_ip_comm/cucm/admin/9_1_1/ccmcfg/CUCM_BK_A34970C5_00_admin-guide-91.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	Collaboration Edge TC 기반 엔드포인트 컨피그레이션 예
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	구성
	1단계. FQDN 형식으로 CUCM에 Secure Phone Profile(보안 전화기 프로파일)을 생성합니다(선택 사항).
	2단계. 클러스터 보안 모드가 (1) - 혼합(선택 사항)인지 확인합니다.
	3단계. TC 기반 엔드포인트의 CUCM에서 프로파일을 생성합니다.
	4단계. Expressway-C/VCS-C 인증서의 SAN에 보안 프로파일 이름을 추가합니다(선택 사항).
	5단계. Expressway-E/VCS-E 인증서에 UC 도메인을 추가합니다.
	6단계. TC 기반 엔드포인트에 올바른 신뢰할 수 있는 CA 인증서를 설치합니다.
	7단계. 에지 프로비저닝을 위한 TC 기반 엔드포인트 설정

	다음을 확인합니다.
	TC 기반 엔드포인트
	CUCM
	Expressway-C

	문제 해결
	툴
	TC 엔드포인트
	고속도로
	CUCM

	문제 1:Collab-edge 레코드가 보이지 않거나 호스트 이름을 확인할 수 없습니다.
	TC 엔드포인트 로그
	교정

	문제 2:CA가 TC 기반 엔드포인트의 신뢰할 수 있는 CA 목록에 없음
	TC 엔드포인트 로그
	교정

	문제 3:Expressway-E는 SAN 내에 UC 도메인이 나열되지 않음
	TC 엔드포인트 로그
	Expressway-E SAN

	교정

	문제 4:TC 프로비저닝 프로파일에 제공된 사용자 이름 및/또는 암호가 잘못되었습니다.
	TC 엔드포인트 로그
	Expressway-C/VCS-C
	교정

	문제 5:TC 기반 엔드포인트 등록이 거부됨
	CUCM 추적
	TC 엔드포인트
	실제 Expressway-C/VCS-C
	교정

	문제 6:TC 기반 엔드포인트 프로비저닝 실패 - UDS 서버 없음

	관련 정보


